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Ceonfigure and enable CA Certificate.
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Password WART B HWIERNER.

SR EREERAN S PIIERT

fEF sudo YR SNRENIE root AP EIRIEE, Hiks * £
sudo R * EikAE,

@ {ERTF Linux BF,

S. B HE *
TRERIRER, EREFET " BRMiAR " TER AR A ADE TR,

7T Windows Server 2012 {5 k4 _AZE GMSA

812 Windows Server 2012 SHESMRAS, TR LSIRAIEERSIKS (GMSA) , UEMNZEEKF BEERE
ARS3tK A 2o

c BEBHIRE *
* = 2B Windows Server 2012 B = kR4S AUIE 54128,
* ENIZIHE —1 Windows Server 2012 Sy ESRABIEN, ZFEN SIS



c BB
1. 83— KDS 1R%F5H, LUEHN GMSA RS MW RERM—RZER,
2. WFEMNMEH, M Windows HITHIZEITUATE<: Add-KDSRootKey -Effectivelmmediately
3. BIEMACE GMSA :
a. B TFEEIZAF AR :

domainName\accountName$
.. AARTMITEVR.
.. FERNNeIENAFARIE cMsa .

f5an:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
<fgdn> -PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

15{T Get-ADServiceAccount' HAFIRIFRSBIKF TS,

4. EEH LACE GMSA :
a. fFE{ER GMSA kP BIEH]_E A Windows PowerShell 2 Active Directory 1&1R,

Ak, iEM PowerShell izfTA T #<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. |EFREIEM.
b. TEPowerShell S I RFHMEITU TS, EEN LLEGMSA: Install-AdServiceAccount



<gMSA>
C. BITUT&H<. WIEEAMGMSAMKF . Test-AdServiceAccount <gMSA>

1. AENLEEH GMSA D EEENR,

2. J®B37E SnapCenter R 25HIEE EELER GMSA 1 350 Windows E Ao

SnapCenter fRS3 8 FAEEN L RFETERM, HEERFIEHAE, FEEN GMSA KABIERS
ERKFo

ZEEIEHT SAP HANA ##EZER) SnapCenter {4

ANENHAEZRREEN EREE RS

B fER SnapCenter ZNNENIEAMEN, ARLEBFREE. XEMHHFZET
REFITEEN L. ERTLINBED A BEEF RN ENH RERR I

© ERBINE -

* BIE S et R EEH R ENHBNRNAEIAF, 40 SnapCenter EIES A,

* 7£ Windows EHl EREHR, MREEENZEARZNERN, HERFBTAMIFARR, NWaME
FHEFEA UAC,

* R HRE B ATIBRSS IETEIETT.
* EEXHEESAXEEINNES,
* MREFERANZARERSK, (GMSA) , NINFRAEENRRE GMSA,

"T£ Windows Server 2012 S EShRk4s £/ SAP HANA BCEHIEE RS HKA"

* XFUES
* f&RBEXE SnapCenter ARSB 23 1EIEMH ENAMEIS — SnapCenter fRE 28,

* B{E SAP HANA 24 E IR A MERFN _ KRS LRFEIR, IR root 3 sudo AR EIARMER
S R ARG

SR

1. EEMSMERF, BE*EMN

2. WIETNEPR B EER * RE M * EI+.
3. BE AN

4. EENER, HITUTERE:



O EEBRBRRENMMGE I, EEERENEMT.
6.

NFUEFE ...
E]Esid

ENH

iR

(Ak) B * BEiEm * .
IFFIULFES ...
Port

HITUCIRIE ...
PERRENEE:

* Windows

* Linux

EATF SAP HANA G2

@ 7£ HDBSQL EFIHEMN L, It
FEH B LI TF Windows ZREEEL
Linux &4t t.

BMNBEENZ. IATNHNE2REFZ (
FQDN ) g§ IP #htit, SnapCenter BURF DNS #
FHfcE. FEt, REMERIMAN FQDN

B ELEN LA E HDBSQL B FimH
HDBUserStore o

EREIRMNEER M CEN TR FRLIN
EEENEBEENR. AXIFEES, BERE
KEIREENIER.

TR LLETF R E TIRHNERER I LAKRER
BXEENFRES.

@ ERES HIERIVBEERIMEN
ESPEENENKERE,

ITUCIRIE ...

RERINBEOSHIEETIHKOS, BRiAmOSH
8145, 1R SnapCenter IRSZ L ETE BE ik
Ok, MizikOSEERARRIANTO.

MREFANRET T T &
(D) mxso, namsEERm
o &0, BIEEE,



MNFUFER ... HITIHLIRAE ...

TERER iEBATF SAP HANA iV %27 HDBSQL B F
i EMN L, tFEARILITF Windows REKE
Linux &4 L,

* W FERTF Windows BJ SnapCenter fhfH3RE
B, ERIAE&RH C : \Program

Files\NetApp\SnapCenter , EBAILIEE X
YN

* 3 FERBTF Linux B9 SnapCenter G4
, BRIAER1Z A /optinetapp/snapcenter o &2
AT LL B E X R,

B Rt E IRECFeIRERMT, FENREIEENEER
RZFEBEHNENR, BERIERE,

ERBHEERSIK, (GMSA) BITHRMHRS XF Windows 41, SIREEAABILERS KA
(GMSA) EITHHFARSS, BEFULEIEE,

@ R THE VIR GMSA &#R:

domainname\accountName$ o

GMSA X AfE&AF Windows Y
() snapCenter RS HIE RERS i

o

7. BBEHRER
WMRKREFBOIFOEEIEE, WEWENRITIRIE, UIEENERTHELEBEMNENR, HMETE
, RAM , PowerShell hfras, .NET i, & (3F Windows &) # Java hrds (3FF Linux &4
) HERERBEERHITRIE, NIRFNHEREER, NETENMNEIRHESEE,

MRIFIRS R ES RAM X, Ee]LUEHTF C: \Program Files\NetApp\SnapCenter
WebApp BY web.config X LUEERRRINE. MRILFIRSHMSEEX, WHIEERZHER,

(D) 7EHARES, MBEEH web.config X, MK FAFETEHRFH S BIXLE

8. MNREMKEN Linux , FBWIEEN, ARRE * WIAHRZ
FEEFHREDR, BNIEEFHFES T RAES.

() EMEEAIEISE—EHURNE SnapCenter HHHAT A, HATHTIRLIIE,
1 BRI,

FE FREMN B E XML T /custom_location/snapcenter/logs o

10



gﬁﬁ cmdlet £ Z MR EN L IEEATF Linux 5 Windows HJ SnapCenter ffi{54{4

BT LUEA Install-SmHostPackage PowerShell cmdlet £ Z M EX LRI ZEEA T
Linux 8¢ Windows Y SnapCenter &4 €1,

* BRENARS -
B MBAEEREIE ARG SRS TN L UAERMEESRRIIEAF 28 RE SnapCenter .
TR

1. |B5h PowerShell .
2. 1 SnapCenter 55228 41 L, f#F Open-SmConnection cmdlet I &%, ARBNER,
3. f/ Install-SmHostPackage cmdlet MIFFESETE SN EH L REIE S

BXA5 cmdlet EEFHANSHNAEIRANEER, v@IIEIT get-help command_name RIREY, &
, BWELIBE " ( SnapCenter 24 cmdlet 2E157) "o

MREEFhLEEY, FEFMERIEFIEEHETEMBEFNEXR, MR LIEA -skipprecheck 171,
1. WANIZIERENER,

EA<SITHREE Linux V| EZEIEH T SAP HANA #3EZER SnapCenter 1fiF

&N SnapCenter BFR@E (Ul) LEIEATF SAP HANA #3EERY SnapCenter 1
o MNREHIFERDIFM SnapCenter Ul itfE L2 ItiEME, NMelUMERGSITRE (
CLl) EFRHIGERATERRIERN TLEIEH T SAP HANA BB ERVE M

* BRENRE -
* &£ HDBSQL FF IPRTERIE Linux 4l EREIEATF SAP HANA iz ERVHE M

* ERILERET SAP HANA #3EEZERY SnapCenter fif4FEY Linux AR CEXBVIRG, BUIREFIRER
FHEKR,

BEREERTA (IMT) B88XRZRHEENRNES.
"NetApp E#fFIt &R T A"

* JEHTF SAP HANA #3EEZERY SnapCenter G4 EI1EFF Linux BY SnapCenter iEHEH—3 9, EREIER
F Linux B SnapCenter &4 BHE 281, N EE Windows FEA1 %%k SnapCenter

cHE
1. ¥ZRF Linux B9 SnapCenter G BEZEX MY ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository E#|Z|BEZRIEER T SAP HANA R ERHEM
B EM
BRI LAMZRET SnapCenter RS 23BN IS RILLER R,

2. ZRTRTAL, SMAIERIREXHNER,

11


https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=105284;&solution=1259&isHWU&src=IMT

3. REHHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address

-DSERVER HTTPS PORT=port number for server
* -dport FBF$EE SMCore HTTPS &{5ix 0,
* -dserver_ip 8% SnapCenter iR3328 IP #ilit,

* -dserver HTTPS_port &% SnapCenter k5528 HTTPS i,
* -duser_install_DIR $§EELEIEATF Linux BY SnapCenter I EHHRGENE R,

* DINSTALL_LOG_name #5%& B&EXHHIZ R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146

~-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log

—-DCHOSEN FEATURE LIST=CUSTOM

1. 4R48 /< ZEEEF >/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties X1, RGN

plugins_enabled = HANA : 3.0 &%},

2. {#F Add-Smhost cmdlet FFFESEIE ENAIME] SnapCenter RS 28-

BXOS5HLEAEANSHNERBENER, F@IIaT get-help command_name KIREL =¥,

BRI LASE " ( SnapCenter }ff cmdlet S 15m) "o

ISITIEA T SAP HANA BRI REERTS

Ea LUMEA R T %37 SnapCenter HEE T BN R E#HE, &
HE B FERFIER,

* KFUbES
ICFERSEREFRLTTE £, HEmgEriRaEs:

[EfE# T
B IN5ERK
© x KK

Bk, BEHMESHHETFHNESMEERE
* D BHM
e
1. EEMSMERT, BEBE*
2. EfEES, BE Rl

Al RER BT REH E LUIAE TR T AT E]

3. FEfRALDIE A, EimikTIRUENTILIEARERIE, BHRITUTRIE:

a. B * fmikas * o
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https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300
https://library.netapp.com/ecm/ecm_download_file/ECMLP2883300

b. &Jik: fEEFIEFLERBAH.

C. MEEEITHIRER, % * l\FRx .

d. MRS THIERSES, ERRERT.

e Bf*NMA*
4 ERTEEVHEE FAER * UEBRILFRER.
o ERIFAEENET, B EFAE

ACE CA I

& pY CA IE+H CSR X1

TR UERIERERIER (CSR) , HRNAIEAEMR CSR MIEBMANE (CA) FREXBNIES, LIEFH
REE—XENTRAEH.

CSR B—MMRIIX AR, fRIFLGIRBGERENE UARMBEZR CAIEFR.

BXRER CSREVER, BB MW "WNEERL CAIEF CSR X"

@ WREIA (* .domain.company.com ) AL ( machine1.domain.company.com ) HJ CA
I, WelABGE 4R CAIEF CSR X, ErILUER SnapCenter ZFEINE CA iEH.

ITFEEACE, CAIEPHNIRNRERZN (EBINEEE FQDN) MUNMENMWENZ. ERBUERZA], BILUE
WESFERESAE (SAN) FESREMILER, MFBEFFER (* .domain.company.com) , ILIEHR
X B EEERE EN .

S CAEH
f&RATER Microsoft HEIEIEHIE (MMC) 3§ CAEPRFAEI SnapCenter ARS523F1 Windows EAEH.

* R
1. 3% 3| Microsoft EIRIZTHIE (MMC) , ARFET * X * > * A0/ MIER Snapin *
2. EARMBIMPREEBETEOR, EF D, RERE*HM*.
3. MIEREERTTEONP, &8 * HEVIKS * &I, AFRE * TR *.
4. BE  EHIGIR * > Y IEB-AMIIT BN * > * AHERIERANA * > X JEH *,
S. AEREXHX " AIERIEBMANIN ", AREE * RERES *>* A\ * LBthFA[ES.
6. EEMAS, WTFFAR:

FtRSFEOF ... PATLATHRIE ...
SNLH VERR 2RI, SR, ARBRE TS
SAXFET PEITEAEN; BE* T—F %,
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https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

FLtRFEOF ... HITLATRME ...

w2t EEZRTFHANEBIHEN, ARREE T
7
EERRIERSANES EERE, ARBE 5Tl " FFIRE N

() SAEBESHPRSE—EEHROERNA o pix. o p1281% p7b)
7. 3t "Personal" X4 REESE S5,
FREX CA JEPHa4
SEBIE R AT MR+ TR, SR ERE S HRBEBRE I e,

cBE
1. 72 GUI EHRATUUTR(E:
a. WEHIMEHo
b. fEIEPIIFER, 2 FMEE ETF.
C. REhFEFIR, AREE - HIEE
d. MAERRE Hil+7E HIF R
e. MR+ EHIEZ B TE.

flan, GNERIEL "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , M7EMIpED
E, ISR "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell $11T7LL Fi21/E:
a. BITUTHSUSIEBEREIEPIIES, HiIZTIIMIFNRILZEMER,
Get-+ In -Path Cert \LOCALLMACHINE\My

b. EHIHELL

£ Windows FAiEHARSACE CA IEF
SRR Windows ENUEMFARSECE CAIED, LUBEE REMNHFIESR,
£ SnapCenter fR5528 AN ERE CAIEBRFIBHEHEN LHITUTIE,
R
1. BT &<, HBRS SMCore Rkl 8145 WA IEHLE :
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

f5lan:

14



> netsh http delete sslcert ipport=0.0.0.0:8145
. BITU TSRS, BRENIERS windows FHIEHEARSHE:

> Scert “<certificate thumbprint>"

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=$cert
appid="S$guid"

fBlan:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="s$guid"

7Z Linux 41t SnapCenter SAP HANA (&4 IRSZEIE CA iEH

TN EREBEMEGEAERLEBNER, BB CAILLH, NEEXIGHEEEHEERKFEIES, HE
CA ERERMECENMER SnapCenter BE XGRS HIBE R EERME, MAEERERNHFIES,

BE XIHER XY "keystore.jks" , ZXENALT /opt/netapp/snapcenter/scc/ etc , [EBYAIEESEFMENZER
=i

EEBRTEXEHZHENZEUREEFERN CA T2 ZHAITFZ
L
1. ] UM BEXEHRIER X HHICER B E X ZHERINER,
EE25%4A "keystore_pass" X HI{E,

2. B

o
E%
o0

|E N

keytool -storepasswd -keystore keystore.jks

. FEAEDIAR BBFE R NEREE N R R EERRERER

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X7 # keystore_pass ZEHEFHEREH,
3. BNEBEENRBIRS.
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()  BEEsmPEnEnm s REANFRE 5 E BRI,

BRIEBH P EREPEE N B E X G EEEHE
RN ERARIRIE PR LI BE B N B E G EEEE.
BB
1. SMEIEEEEXIHEGEAENXXHEHR. /optnetapp/snapcenter/SCCletc.
2. REIZMH "keystore.jks" o
3. B ZAESRIAER:

keytool -list -v -keystore keystore.jks

4. ANIMARIEBEHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. BIRIEBHFENEREE N B E X G EEFEEEREARS.

() EESRIE CAIES, AEBRMIE CAIES.

¥ CA BREAMEE N EE X B EEEHE
RO CA EREIAMECE N B E X EHEEFH,
TR
1. EMEI8E 8 EXIGEHEAE lopt/netapp/snapcenter/scc/ FHISI A3
2. ¥ EIX14 "keystore.jks" o
3. FIHZEEARE R RMAES:
keytool -list -v -keystore keystore.jks
4. FMEREBMAMABEZEAN CAIEP.
keytool -importkeystore -srckeystore

/root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

S. HIHEREARERMAVIES,
keytool -list -v -keystore keystore.jks

6. WIFHHEREAA 5D RIEEFAETNH CAEBHEZE.
7§99 CASEBTRIIAORASAEE BN BRI,

16



BIABEXEEZAERSE agent.properties X1EH %A keystore_pass FI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EPBFRIFIRRK, HEBEETSKIWFHFRF (", v, 0
), ERRRERNERETR.

keytool -changealias -alias "long alias name" -destalias
"simple alias" -keystore keystore.jks

. M agent.properties XHHH ca IEPEEFIZ.

R#EZ34A SCC_certificate_alias Bt {E,
8. ¥ CAEREAMNBENBEXEH EEEEEEMNB RS

79 SnapCenter BE XIGHELEIEBHCEYIR ( Certificate Revocation List , CRL)

* XTFULES -
* SnapCenter BE MG FEMICER B RPIEE CRL X1,
* SnapCenter BE MIEHRY CRL XHRIFKIAB R " opt/netapp/snapcenter/SCC/etc/CRL" o
c BB
1. &R LUEA A CRL_PATH 1&EXF1E 3 agent.properties X4 EIZRIABE Fo

TR UELRERPHES D CRL X, REGRIRIES T CRL IIEFNBIEF,.

7 Windows Z4l_E9 SnapCenter SAP HANA 54 ARSECE CA IEH

TN EREBEMEGEAERLEBNER, BB CAILLH, MEEXIGHEEEHEERKFEIES, HE
CA E2ZRMECENMER SnapCenter BE XGRS HIBEEMHEERME, MAEERERNHFIES,

BE X ER XY keystore.jks , ZXHENTF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFE.

BB E XA B ARERNZES AR EE AR CA EZZRITHFE
=7
1. BRI UM BE e RIEB M X PR B E X B AERIAZ S,
Z{E5 key_keystore_pass_ $EITN,
2. EAEAERN:

keytool -storepasswd -keystore keystore.jks
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@ YR 7E Windows SRR TIEIRT! "keytool" 5%, 1B keytool S E RN EFTE
- SEN

C . \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAETMIAR BIPTE R B NES BN E A EEANERZER:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
73 agent.properties X7 HY keystore pass ZEHEFEREH,
1. EREBEERBRS.

()  BExEtmPEaEnm s REANFE 5 E BRI,

RRIEPRENEREE N B SGaHEEFE
TR AEFABRRIE P PIENEBECE N B E UaHEEFiE.

BB
1. SIS BEENXEGZAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
B9 3

2. $#EIX M "keystore.jks" o
3. B KA RIAIES:

keytool -list -v -keystore keystore.jks
4. AINARIEFE R EREF:

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore
keystore.jks

O BIRIEBHPENEREE N BE X EHEEFEEENBRS,

() EEsERIR CASES, AEBRNGRIE CAIEH,

¥ CA ZEREAMECE N BEXEHEEFME
TR CA ERBIANECE N BE X EHEEEE.
e

1. SIS BEENXEGZAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc
B9 3

2. B keystore.jks o
3. FIH AR RINAIE S :

keytool -list -v -keystore keystore.jks

18



4. AMENEBMBNAEEAN CAIES.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

o. FIHEZAEFRMBER.
keytool -list -v -keystore keystore.jks
6. WIFEHERE OS5 ERMESHERNE CA EBH LIS,
7. B CAIEBRMNFATAZID E R N B AERRD,
BIABEXIEHZREZE agent.properties X{4FH 4R keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
1. M agent.properties X{HH) CA IEBEES B
RIEZ$H SCC_certificate_alias B ItL{E,

2. 3§ CA R EIANEE N BE G EEFEEER B MRS,

73 SnapCenter BE XiGHECEIEPHECEYIZK ( Certificate Revocation List , CRL )

* KTFUES
* BTEMEX CAIERRIRH CRL X, 155 "WN{AE#T SnapCenter CA IEBHRBVERRUETIFRSHE",
* SnapCenter BE XIGEHIFETECER B RPIEER CRL XftF,

* SnapCenter BEXHHEHFHY CRL XHHEABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

cBE
1. e LUER %A CRL_PATH &I EHT agent.properties XEHHIZRIAE Ro
2. EAIUFELLERPHREZ D CRL X

RFEEIRIBEE T CRL WIEE NRIER,

NiEHER CAIER
&N 7E SnapCenter RSB ESMMENIEE NP ECE CAIEHHEFE CA P, BN NIGEHRA CAIERINIE,

* BEEHNAR
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* IEB]LUEF Get-SmCertificateSettings B RiHEFAIIEFIRTS.

BX05 cmdlet EE5FERNSHNERBIER, F@EIETT get-help command_name FR3REY, THE, &t
AILUEE " ( SnapCenter #fF cmdlet ZZ415/ @) "

Ee b
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