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Configure HDB User Store Key and
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Determine whether the resources are
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If needed, add resources,
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Create a backup policy.

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule,
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Back up the resource or resource group.
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Monitor the backup operation.
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View related backups and clones in
Topology page.
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FFFLinux: /var/opt/snapcenter/scC/allowed_commands_list.txt

() mEesTRAREERERS, MREBEK.
- S

1. EEMSMERT, BE*RR*, AEMFIRPEZERRES.
2. EERIEF, RIFFFRREM * 9E * ThdIRPIHERR,

BHTE AREEINBNZREBURER R, AE. ERILIRE Iy XA LR &R,

3. BRBEMHER.

4. ERFNER, % * 3 Snapshot BIRERBEX BRI * , ARRBAERT Snapshot BIAZFRAY
BEXZ MBI

B30, customtext_policy hostname B resource_hostname . BRIAME R T, Snapshot BIZ<&FR=HMN
B i8I E

o ENARFIRETET, HITUTEE:
* B & SR E Hth & kT
RIEREBRA—EIEAED, HRITUTES:
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MNFUFER ... HITIHLIRAE ...

%13 "Consistency Group Snapshot" ##{ESERBIEY &$F * K2 *, *H* 3 * T * LUERE Snapshot
i8] BIZASIRESERR IV ERFRTiEl, B2 =5%), hE=7

#, T =20 B

= H WAFL [ WERR LRI AT B e sm il IR B WAFL —E =,

* B A - §kRIE1TRTE®, Snapshot BIASFIEUHBEREAIZ(ERY PRE 1 POST #3<,

SO U RE B HRIEZANET PRE 65, TIRMEMIZSH S IBHIZSTE SnapCenter AR5 28+
1To

B BENEE " &k, RAERANERILZRNFIEELENEEXEM .

* B * Snapshot BIART A * 573k LUEERF 82 Snapshot Bl T A:

MNREFHE ... A ...
SnapCenter LLBIiZTFERFIRY Snapshot BlAs %R * RMEAXHRF—EIER SnapCenter *

o

SnapCenter LUEHIEATF Windows BIEHE 5%E1F * EEXHRFE 4 SnapCenter *
HERAET—BRE, AELIE Snapshot ElZs

ARG L LAEIEE Snapshot 84 WeE * Hh * , ARSI Snapshot &l
RS
O—0—90 : : g
Mame Resources Applcation Settings Poliches Motfication Summary
Backips =

BA Enable consistency group backup

Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
= Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

snapshot Copy Tool

&

6. FERBETNEF, FITUTHR:



a. NMIFIRFERE—IHZ R,

@ A B EsRaEER T
TEEERBEECE TR ER D, 5 e SRR,
’ BFBHERE I RINRRNEE TN *
b. TEFRINTEBE policy name BITRIFHEES, ECEITYI, AREREL *HTE *,
policy_name ZFiEHREEAIZ T,
BB RIIEFE "applied Schedules" 51/,
1. @B IERY * BFERA BRI * THISIRF, ERBREBFHAITSR,

RIS TE R AT N BB F BRI LI R F R R, thSh, ERIUE * K8 * > £/IKE "
HECE SMTP .

2. BERE, ARRE Tt
LB R B R 2 IRIAFH DTH

3. B * uBIE, "o
4. EEHTESR, RITUTSR:
a. NRMFFENA T Z MR, BM * RS * THIYIRPEEER T MR,

g%ﬁﬁ%ﬁﬁiﬁ%ﬂ@%%’—ﬁ%ﬁiﬁu%H%, MR FEDPFRIER IR EIEENREREHITR

EHo

b. B * &% * o
o B * IGHE * >+ Rk * LUSITIREHE,
* 7 MetroCluster ECE ™, SnapCenter RIRETC/ETERIEFZZ EIMEIRIPX R,

EXER, BB "MetroCluster B ¥ 5T EK SnapMirror 3 SnapVault X&R"

" NREFH VMDK EHINAIEF#IE, FHBiEHATF VMware vSphere BY SnapCenter fi{4HY Java
WARNRBR, NERATESRKK.

EEN Java A/, BEHBIBIASSIH /opt/netapp/init_scripts/scvservice » 1EiZBIASS, do_start
method LB SnapCenter VMware {iHIRS . HZmSEMALUTHL: _java -JAR
-Xmx8192M -Xms4096M

=i =R
FRAREN EH—BHR. RARM R TR NPT RRRITE BHE(E

* BRENRE -
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* BAIE IR T SRERBIFIRE

* NMREBHFHEZLREFMERE SnapMirror XRZNZIR, WD ELLFMHEEFE ONTAP AN EE "
snapmirror all" MR, BE, MREFEAE “vsadmin' " B, WAEE " snapmirror all " ¥
™o

* KFUES
TR LM " FR " TTHRBENRIRE, MRFRAMI 7 REEHEE T1H%, WSRETTR Bh#ETED,
TR
1. TEMSMERTR, BE TR, AEMFIRPIEFENRES
2. EFRDIEF, M > IIE * FIRAEE ~ FHIRA *

EEILUBI IR RIEPRMARRAB MR R LYY, AEEFTRCREREZRA, AR, BEIUEE Y
AKX A ThiE 2R E Ao

8. EXRATIEF, EEEFMMARA, ARRE * LAED

4. EEHNEDR, RITUTHER:
a. IRERKZ MRS HRAXE, BN * R/E * THIFIRPERER T EHRIRR,

g%ﬁﬁ%éﬁﬁ%ﬁ@%%%%ﬁﬁﬂ%ﬁ, NZFEORRENITRIREEENREREHITR

EHo

b. BE * &P *o
S. B+ MEEE > Rl LUITIR (B E,

ERERTF SAP HANA #3EZEEY PowerShell cmdlet tlliE1Z (%
RFEEEMEER

TE1EF PowerShell cmdlet &1, ERE(TEPE SAP HANA #EEZ R, G EI2
Storage Virtual Machine ( SVM ) EEFEIE,

* BERENRS

* &R EERYF PowerShell IF1E LUA1T PowerShell cmdlet o
R A IR E R E R B R R B IR R A ER,

* BRI RERTHITH,

AINEERGEREE, EVIEGLERNREEHITR, BAENEGFOIEASEN, FEMIEEKRSIES
£ SnapCenter BB REFERN Al BFEMR " X " F7E NetApp =i £ ",

* FHERGR NN EME—RY.

SnapCenter R ZIFEARRIEE L ERAERBZIMNZNMEMER S, SnapCenter ZFNENMEERATNEE
ME—BY R FRANME—RYEE LIF IP sk,

SR
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. {#F Open-SmConnection cmdlet [Z5fl PowerShell EiZ =%,

PS C:\> Open-SmStorageConnection

. {3 Add-SmStorageConnection cmdlet 8E S51Z & RS RIFTIERE.

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

. {3 Add-SmCredential cmdlet B ZFE1E,

I35 BRaN{aIEE A Windows EHESIZE R 9 FinanceAdmin BIHTER:

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator

- ¥ SAP HANA BEFENANZE SnapCenter RS 28

PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName
FinanceAdmin -PluginCode hana

- EEN EREREEIEAT SAP HANA H3EZER SnapCenter 355

F Linux :

PS C:> Install-SmHostPackage -HostNames 10.232.204.61
-ApplicationCode hana

3+F Windows :

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode hana

-FilesystemCode scw —-RunAsName FinanceAdmin

. 18 E HDBSQL ZFimHIER:R,

¥+F Windows :

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61
-PluginCode hana -configSettings @{"HANA HDBSQL CMD" = "C:\Program
Files\sap\hdbclient\hdbsgl.exe"}

17



S

@

33F Linux :

et-SmConfigSettings -Plugin -HostName scs-hana.gdl.englab.netapp.com
PluginCode hana -configSettings
{"HANA HDBSQL CMD"="/usr/sap/hdbclient/hdbsql"}

BX05 cmdlet EEFERANSHNRERBIER, vBEIET get-help command_name X3IREL. TE, &
BB ZE " ( SnapCenter ZfF cmdlet £E35E) "o

58 PowerShell cmdlet F{DEIEE

BN BIEEFEEFES SnapCenter IRS5SEILERE, HFMAIR, RINKE, QIREHHERA
M&ED-

ERBINE *

18

N

BN E AR TF PowerShell 718 LIF1T PowerShell cmdlet
AT ERINTERE RS IEZEHCEER,
g

1.

2.

f£F Open-SmConnection cmdlet I$5E FIF iB5h5 SnapCenter RSS2 RVEZERIE,

Open-smconnection -SMSbaseurl https:\\snapctr.demo.netapp.com:8146\

BT 2R P R AR R T

f#F3 Add-SmResources cmdlet FRINE R

IR 2R T #0700 SingleContainer ZERUH SAP HANA $UERE
C:\PS> Add-SmResource -HostName '10.232.204.42' -PluginCode 'HANA'
-DatabaseName H10 -ResourceType SingleContainer -StorageFootPrint
(@{"VolumeName"="HanaDatalO";"StorageSystem"="vserver scauto primary"

}) —-SID 'H10' -filebackuppath '/tmp/HanaFileLog' -userstorekeys
'HS10' -osdbuser 'hlOadm' -filebackupprefix 'H10 '

IR 2R 7 2047800 MultipleContainers 2589 SAP HANA $3B/%E


https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-47/index.html

C:\PS> Add-SmResource -HostName 'vp-hana2.gdl.englab.netapp.com'
-PluginCode 'HANA' -DatabaseName MDC MT -ResourceType
MultipleContainers -StorageFootPrint
(@{"VolumeName"="VP HANA2 data";"StorageSystem"="buck.gdl.englab.neta
pp.com"}) -sid 'Al2' -userstorekeys 'Al2KEY' -TenantType
'"MultiTenant'

REIER T eI R ES

\
/

2

C:\PS> Add-SmResource -HostName 'SNAPCENTERN42.sccore.test.com'
-PluginCode 'hana' -ResourceName NonDataVolume -ResourceType
NonDataVolume -StorageFootPrint
(@{"VolumeName"="ng pvol";"StorageSystem"="vserver scauto primary"})
-sid 'S10'
3. f§£F3 Add-SmPolicy cmdlet Bl & 14 558&,
UTFRBIEAETF Snapshot BIABI&E 1 BIE &1 HRE&:

C:\PS> Add-SmPolicy -PolicyName hana snapshotbased -PolicyType Backup
-PluginPolicyType hana -BackupType SnapShotBasedBackup

AT REGAERT XS IR SRS

C:\PS> Add-SmPolicy -PolicyName hana Filebased -PolicyType Backup
-PluginPolicyType hana -BackupType FileBasedBackup

4. fE/A Add-SmResourceGroup cmdlet {RIFZ R E SnapCenter FINFT IR,

R RIP BN A SRR
C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

IR RIPZ N B ERR:
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C:\PS> Add-SmProtectResource -PluginCode HANA -Policies
hana snapshotbased, hana Filebased

-Resources @{"Host"="host.example.com";"UID"="MDC\SID"} -Description
test -usesnapcenterwithoutfilesystemconsistency

IR B E R HEE R SRR R 2 — N RBV IR

C:\PS> Add-SmResourceGroup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'
—-Resources
@ (R{"Host"="sccorelinux6l.sccore.test.com";"Uid"="SID"},@{"Host"="scc
orelinux62.sccore.test.com";"Uid"="MDC\SID"})

-Policies hana snapshotbased,hana Filebased
-usesnapcenterwithoutfilesystemconsistency -plugincode 'HANA'

ERENE e E— NIRRT RIRA

C:\PS> Add-SmResourceGroup -ResourceGroupName

'Mixed RG backup when Remove Backup throguh BackupName windows'
—-Resources
@(@{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="H11";"PluginName"="
hana"}, @{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="MDC\H31"; "Plug
inName"="hana"}, @{"Host"="SNAPCENTERN42.sccore.test.com";"Uid"="NonDa
taVolume\S10\NonDataVolume"; "PluginName"="hana"}) -Policies
hanaprimary

5. {£/A New-SmBackup cmdlet B EHETRIZ D E L,
LRGSR T WA & ZRIRA

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with SingleContainer MultipleContainers Resources'

-Policy hana snapshotbased

RN EDRRFRIFBER:

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="hana"} -Policy
hana Filebased

1. {#M Get-smJobSummaryReport cmdlet YIFELIRZES (EEIETT, BRMEEK)



PS C:\> Get-smJobSummaryReport -JobID 123

2. {3 Get-SmBackupReport cmdlet ¥1F&BEIFMER, FINEH ID MEMDBIF, UHRITERSR
PEIR1E,

PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects : {DB1}

FailedObjects : {}

IsScheduled : False

HasMetadata : False

SmBackupId : 269

SmJobId : 2361

StartDateTime : 10/4/2016 11:20:45 PM
EndDateTime : 10/4/2016 11:21:32 PM
Duration : 00:00:46.2536470
CreatedDateTime : 10/4/2016 11:21:09 PM
Status : Completed
ProtectionGroupName : Verify ASUP Message windows
SmProtectionGroupId : 211

PolicyName : test?2

SmPolicyId : 20

BackupName : Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus : NotVerified

VerificationStatuses

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

BXO5 cmdlet EE5FERANSHNERBIESR, @ZIETT get-help command_name F3REY, FHE, &
AILLBZE " ( SnapCenter {4 cmdlet Z&35/) "

i 1R(E

Y55 SAP HANA HUREE & {H1RIE

fE&eTUEA SnapCenterJobs HSIEAERMMIRENHE, EOREERTHEURE
SERBY B3 B E TR R

* KFUES
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UTEMRRERERLE L, HemBENRIERES:

[EfE# T
B IN5ERK
© x KK

Bk, BEHRESHATFHNESME LR
* D BHMN
* o BEUH
e
1. EEMSMERS, 8E 8T
2. EiEIEF, BE Rkt
3. FEfRIIEF, FITUTHE:
a. g g UIESFIR. UENTIHEHIRIE
b. 15TEF 45 B EAFIZER B HA,
C. M * EBL* TSR, ®EFE &0 o
d. MRS * FHIFIRD, EERERS.
e. B * WA * LMEREMIhTTARRE.

4. wEEOEL, ARRE FAER  UBERIFAEER.

@ BRETREOFEILRE « , BEFEIFRERN, EARIBISMFFNREEFES

EFHITHRIATIEE E ST S,

o EfRIFAERIIEF, BE*EEHT .
* BERS * KA B REERENFABE.

TEENE &G SAP HANA ¥UERE EEIRRIFIR(E
"EE) " BRETREIIHRITRIR MEE, LI, EMERIES ERRIERI SRR a] AR iR 1E

ENEREREXER, TR, =EMTVNEMRENES. MREERNEERT SQL Server BEMHEIE
F3TF Exchange Server B#fif%, MEMERERETRE X XIRFHIER,

SR

1. TEMSMERTR, BE TR, AEMIIRPIEFENRES

2. B BN "Active"(GERN) B UEF R &g,

BEHP—MEER, BEFAEREIE " FELFAER " TEF.
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BEEH SAP HANA Y& 91%/E
1 E] LLBRE B HEBARI S R E

* BEENRE

* BEGHIRME, WAL SnapCenter BEIERAHFUFIEENEHER,

© IEETLAM * HEHE * TUE S * JESh * BREUEE DR,

* EABERUHIERITT T & D11,

* {&B]LUER SnapCenter B2 5@, PowerShell cmdlet @< 1TREM < ECE &I,
* WFTEBCHRVRME, * BUBMEL * L FERARS.

* IRECIZABRNERT * AGKNAREMNGIYAIERR \ HNEPEEMEFEMERNR *, WEIE
fEA It A B EUEE MR RBETHIA S (012 1F,

S
1. AT T iREZ—:

M ... Action
WIETUE a. EEMSMERH, B EE*>*Fl*,
b. EFIEE, REERT * BUEMEL * .

TETES a. BEIEMIREE. BE"Active"(EEh)EM L
N ENUEE L REE,

b. FEFRIR(F,
C. ERIFAEEIIEF, B - BUEMFL

HIREIBRECH, H AR REERE SRR,

IR E P EE SAP HANA HIEEZ DT E

HESEOWRETRE, EARIANUERANEREFEN _LEFME LNFIEED
MrfZIFEE Ao

* KTFUAES

TR EERRIAIEFEEUTER, MBEEMNREEIFEER_RFMHE (RERIAIEFERZ) L7
Fo

T

EREFELAIRANSHNRENRE.

B ER SnapMirror SARTE R TFiE L REED M TERIEHRE,
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u ERER SnapVault i ARTE R FME L ERIBE R ZRIRE,

@ ETRNENBEEMN_REFERRERNEDR. fl0, WREERRERCIET 6 M&1, R
B 44150, NERHNEHENG6,

@ RGEFMERES FIRARERIRGE NN REREREHRIMIER, BRiMIESRNEREDIT
BAEERERENED.

() XT SAPHANA REESITHR, STHTERMBIRESE; HTA0R, SHERIRIE

EHRITTES, EUERTRATEERFRHFRANFAEENMNRE, EUEEXEENMRENFRER
, AEEFXEE N5 E LRI THRIERIFE(E.

SR

1. EEMSMERS, 8E*FR*, ARMFIRPERENER
2. EERTIEF, M *HE * THYIRPERER RN ERSE,
3. NFRIFAE BN ERZRAFAESMEPEZEERR.

MRBFRRIP, WaEBTEEZRRIVIAFNTE,.
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