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> $cert = “ <certificate thumbprint> ”

> Sguid [guid] ::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port>
certhash=S%cert appid="S$guid"
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appid="S$guid"
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.
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Load Balancer,

.
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.
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FR(-) , TRIZE () MBS (1) o WMREFEHEREBRRAA SnapCenter 1813
()  FREURKEERFR, LB ERE SnapCentor WebApp B web.config XfF

F¥& "DisableSQLInjectionValidation " ¥ BVEE AN true REFAAB BRI, Eolt
BE, BXHEEMBILIRS.

o R WABNFIEMRYIEEEMRANNER ¥, UEZABNEMKREBERMERIIREE
BEMENFER,

MRAFELABHRREEDEAEMMRAINSR, MNNEBCHERIEED,

@ BRLEDE, IRAFSEIENKIZFENAFREGHERENA®, WAFENRAF I
;(T%_JZJ\/}_E’Jlﬁ|ﬂ$RBEo

1. ERRINES, EFEDRLABINIR, HERE * 21 * RFZABKNFAENR.
2. BERR

£/ security login F <71 ONTAP RBAC 2
MRFHEARTITHEERFRIL ONTAP , MBI LAEMA security login 857801 ONTAP
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RBAC s,

* BEENRA

* ERIBITEEHRI ONTAP M7EER S L2 ONTAP RBAC AIE 2], BHIHEUTAHE:
° BRITI—INEZ TS
° TSR IINGR

* i2&E RBAC ABEREENITUTRME:
o NEnHl / Han < B RIBFTANR

FoS | L EREMMAIRER:  all-access # read-only o
B TIRLR S D ERFR B TH R R,

° NRRDEAR,
° 1R#E SnapCenter {EHBIEZINENEHNEHEER IP AREZERIIEE TN SVM , FXENE

o

* KTUAES -

ERYEERAA LREXLEREBEIRE, EALUERIERTF Data ONTAP 8 RBAC User Creator TH, T
BB X%H7TE NetApp Xtz E,

L TEESBmhEMHISZE ONTAP fR. 5180, EHAF Data ONTAP BY RBAC User Creator T E& B ohiR IEHIIR

FANIR, UEBEZETRAEIRENR. RTARNIIEIR, AREBRMAENER, N ONTAP 24
RIS N EETH BTN,

WRFHEEFK SnapCenter 3 ONTAP , NI EFEITIEAF Data ONTAP B RBAC A 6ET2
() BIAUSEEmERORA R, HFHRAE SnapCenter 5 ONTAP QIRKIRF R E X
A RRIIRATER TR, BRMEFLTAN, CABMMEIE, CEREHOIEAR,

BXIZE ONTAP RBAC AERVIFAER, BZN " ( ONTAP 9 EIER S MM RBAC SRIER) "

@ NTHE—H%, SnapCenter XA BT AERY, OnCommand RAEESREF AP R
HE{EBARIE_attribute_. MAE_privilege, IREONTAP RBACAER. X MNAEBHIE XHEE,

TR
1. EERAZR L, MAUTHTUSIERAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

* svm_name & SVM B& . MNRGIFERET, MEANEEHEER,
* role_name @A BIEENRT,

= command & ONTAP IfgE,
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o

® 2
PN
T

BXRNRFIRBER, BN "ATeIEAEMD IR ONTAP s5 TR EH <"

BTN MMUREE Ian <, BISE, BISLIILFRBIRRGS, ARBYIHRR
A
S

2. AT a<LIZARA:

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name EESIENEFRNEBR,
* <password> BEMNE, WRTIEEEN, RARKRRERMN—TED,
* svm_name & SVM BJ&#1,
. WMALUT&<, RAGDIKLRF:
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> BEELE 2 FEIEMNAFNEIT. ST BFERRBAFPLUIEESHAEXEL
* <SVM_name> & SVM BY& FF,
* <role_name> BEELRE 1 FRIENABNEZITR,
* <password> @EHNERE, MRRFEEE, RARKRTEEMNA—ER,
4. WMANUTHS, WIERSEEREERR:

security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name SEELE 3 FEIEANAEFZFR.

SIZEE&ENFER SVM At
7£ ONTAP Fu#t SVM BFRIZA G, HIUE1TZ 1 ONTAP er<{THREm . WRE
7£ ONTAP #¥ SVM B2E A5 SnapCenter E51FEH, MIEFRIEFER vsadmin A&, N
TEIma,
B
1. EERERSE L, QIBE—MABHAZABSEFRENR,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() cEuusMUREESLHS,

1. QIB— T AAHRBZABNESIZARF.
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security login create -user <user name\> -vserver <svm name\>

ontapi -authmethod password -role <SVM Role Name\>

2. R P BE,

security login unlock -user <user name\> -vserver <svm name\>

BTt SVM M2 AR ONTAP i 2{TRERS

B NiE17% 1> ONTAP
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TR ENTRKEE SVM ABH I ENR.

security login role create -vserver SVM Name -role
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role

"event generate-autosupport-log" -access all

security login role create -vserver SVM Name -role
"job history show" -access all

security login role create -vserver SVM Name -role
"job stop" -access all

security login role create -vserver SVM Name -role
"lun" -access all

security login role create -vserver SVM name -role
"lun create" -access all

security login role create -vserver SVM name -role
"lun delete" -access all

security login role create -vserver SVM name -role
"lun igroup add" -access all

security login role create -vserver SVM name -role
"lun igroup create" -access all

security login role create -vserver SVM name -role
"lun igroup delete" -access all

security login role create -vserver SVM name -role
"lun igroup rename" -access all

security login role create -vserver SVM name -role

"lun igroup show" -access all

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all
security login role create -vserver SVM Name -role
"lun mapping create" -access all

security login role create -vserver SVM name -role
"lun mapping delete" -access all

security login role create -vserver SVM name -role
"lun mapping remove-reporting-nodes" -access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

—application

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name
"lun mapping show" -access all

security login role create -vserver SVM name
"lun modify" -access all

security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline" -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name
"lun resize" -access all

security login role create -vserver SVM name
"lun serial"™ -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone show" -access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role
"volume create"

create -vserver SVM name
—access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

SVM name

security login role create -vserver

"volume gtree show"

SVM name
—-access all

security login role create

"volume restrict" -access all

-vserver SVM name

security login role create -vserver
—access all

SVM name
"volume show"

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



® security login role create -vserver SVM name

"volume snapshot restore-file" -access all

®* security login role create -vserver

"volume snapshot show"

®* security login role create -vserver

"volume unmount" -access all

®* security login role create

"vserver cifs share create"

create
delete"

* security login role

"vserver cifs share

* security login role create

"vserver cifs share show"

* security login role

"vserver cifs show" -access all

* security login role

"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security
"vserver

* security

"vserver iscsi connection show"

* security

"vserver" -access readonly

* security
"vserver

* security

"vserver i1scsi" -access all

* security

"volume clone split status" -access

* security login role create -vserver

"volume managed-feature"

I AR RIENRAY ONTAP 8 At

—-access all

—vserver
—access

—vserver
—access

—vserver

login role create -vserver
export-policy" -access all

login role create -vserver

login role create -vserver

—-access all

SVM name

SVM name

SVM name
all

SVM name
all

SVM name

—-access all

create -vserver SVM name

create -vserver SVM name
export-policy create" -access all

login role create -vserver SVM name
export-policy delete" -access all

login role create -vserver SVM Name
—access all

login role create -vserver SVM name

SVM name
SVM name
SVM Name

all

SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

login role create -vserver SVM name -role
export-policy rule create" -access all

login role create -vserver SVM name -role
export-policy rule show" -access all

login role create -vserver SVM name -role
export-policy show" -access all

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

TNEIE—AEERMIRAY ONTAP £Ei A&, LUERLER ONTAP EERARE

SnapCenter 1 1T1%E,
BH D EERENR,

BRIz T

1 ONTAP S 1TR A< F A7 ONTAP £E
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PR

1. TEHERRL, QIE—MABHNZABHEABEIR,

security login role create -vserver <cluster name\>-

-cmddirname <permission\>

®

BNXEMUREELLSH <,

1. gIB— AR HRZARNELIZARF.

role <role name\>

security login create -user <user name\> -vserver <cluster name\>

—application ontapi -authmethod password -role <role name\>

2. FERRAP BIE,

security login unlock -user <user name\> -vserver <cluster name\>

RTFeIR&Er A a2 R ONTAP sSs<1TREM S
BROE1TZ 1 ONTAP s 21T Ean < K eZ K AN D EIR,
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security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name
Role Name -cmddirname "cluster identity modify" -access all

security
"cluster

security
"cluster

security
"cluster

security
"cluster

security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver
peer show" -access all

login role create -vserver
show" -access all

login role create -vserver

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create
"job history show" -access

security login role create
"job stop" -access all

security login role create
"lun" -access all

security login role create
"lun create" -access all

security login role create

-vserver Cluster name
all

-vserver Cluster name
-vserver Cluster name

-vserver Cluster name

-vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun delete" -access all

security login role create -vserver
"lun igroup add" -access all

Cluster name

create
—-access all

security login role -vserver Cluster name

"lun igroup create”

create
—-access all

security login role
"lun igroup delete”

-vserver Cluster name

create
—-access all

security login role -vserver Cluster name

"lun igroup modify"

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver Cluster name

"lun igroup show" -access all

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create
"lun modify" -access all

-vserver Cluster name

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline™ -access all

security login role create -vserver Cluster name
"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name

"network interface create" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create
"snapmirror policy delete"

-vserver Cluster name
—access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"system license delete" -access all

security login role create -vserver
"system license show" -access all

security login role create -vserver

Cluster name

Cluster name

"system license status show" -access all

security login role create -vserver
"system node modify" -access all

security login role create -vserver
"system node show" -access all

security login role create -vserver

"system status show" -access all

security login role create -vserver

"version" -access all

security login role create -vserver

"volume clone create" -access all

security login role create -vserver

"volume clone show" -access all

create -vserver
start"

security login role
"volume clone split

create -vserver
stop"

security login role
"volume clone split

security login role create -vserver

"volume create" -access all

security login role create -vserver
"volume destroy" -access all

security login role create -vserver
"volume file clone create"

security login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver
"volume modify" -access all

security login role create -vserver
"volume offline"™ -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver

"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume gtree show"

—-access all

security login role create -vserver Cluster name

"volume restrict"

—-access all

security login role create -vserver Cluster name

"volume show"

—-access all

security login role create -vserver Cluster name

"volume snapshot create"

—-access all

security login role create -vserver Cluster name

"volume snapshot delete"

—-access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver

"volume unmount"

—-access all

security login role create -vserver
—access all

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role

cifs create"

login role

cifs delete"

login role

create -vserver
—access all

create -vserver
—-access all

create -vserver

cifs modify" -access all

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role

create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver cifs share show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver create" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy create" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy delete" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

Ao E IS W AIEF LS Active Directory i52EXAR

AR FE N SnapCenter 5 A Active Directory IEEUNE, EALTE Windows ARZ525 LA
% Internet {5 2AR55 ( Internet Information Services , 11IS) LIRIE B E X N FRFERF ik
7
1. ELRET SnapCenter B Windows fR5328 L3TFF IS 1228,
2. EEMSMERD, 2 * NAER
3. EN AR MTIFRAIERE SnapCenter , AGBETIREERDM * BLKIKE *,
4. EERBY, AERTE *. * LI4RIE SnapCenter I FBFERF ARIR,
S. EBEEXMKFFEEH, #MNEHA Active Directory JEEANRAVIS A P iR EE A, B K.
6. PEHERE.

BEX MR &R SnapCenter N BIERF MEIAE ApplicationPoolldentity 1K

41



FCEHZAERE

%é’mzxj]SnapCenter HE%%&Eﬁﬁﬁ\/EEbEWEH*?EID\O Eﬁi*' R—F\ EE$;-E/L.\ZK7_,¥ﬁ-I«AE
ENME C: \Program Files\NetApp\SnapCenter WebApp\auditd 52 E{RF,

BINEPEREHERBFERRERFIFEZEE. BIIEREFRINENR, ERIRERRFERIRAIFEZR
BAXHAR. HERHATZEENEURRATHNTE .

&N E L "SnapCenterAdmin" BE R,

* XFULAES
* EUTERTRAXER:
- ERAREAREZASTEEMNEITNIHAK B ERS2E
c ERZHERBRUNE. FRASTHAKBASRSEEERK
BT
REEZBMOEXRMEY. 4 kiXEBFHR,
© B EMEE XA E B RMEF RN HEE RBR, EREEREA—
* B EZASERMEZRENBEEREEGE. TENBHRUBNFEZATHITRRERLSE
* HiZAE B RMEZREM B EB REEN I FSnapCenter AR5 23V HIRTNES £,
AR ERnhad MR E IR TR,
* MRERSKASERSGEREAUDPIIY. METFiHO XA A o] ASHMEEIRTEESnapCenter H
IR IR E R,
* {&A] LUE A Set-SmAuditSettingsF1Get — SmAuditSettings s S EC B B i1Z H Eo
BXA5 cmdlet FEFERANSHENREGRBIEES, AHEIIEIT get-help command_name R3REY, &,
&t Ll& 2 " ( SnapCenter #{F cmdlet 2&35/) "o
c BB
1. EMgE AP, SMENEE>2RRE>"BHZETIRE
2. TEAudit logZfr . BMNIFAER,
3. MINHIZESER M HEZRBRMEEE R
a. MARAXMEK/N
b. I N ABEX 4K
C. MABREERNEETEERET DL
4. (AJik)B e RUTCHYE",
S. (M) ERA*EZAERBERE I HRE T BB E LHITRETEMRLS,

BRI LUEAT B - RS R E S RE R R S,
6. (FI)BARAITRASOTRSBNERASHIARAESRSRIBEL,
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BNFEBMRLGASIRSSBWFAEITLS 1200 I ER"Fo

a. MARZBERS B EN
b. MARFZHERS281HO
C. MARZGHERS 23N
d. B ARFCHET

1. BEHERES

ANTFE RS

BIIGETFE RS, {F SnapCenter 8Ef151518] ONTAP 1ZfETiEF T NetApp ONTAP HY
Amazon FSX , D ITEIERIPFIECEIR(E,

ERILURII— MBI SVM , WEILURI— M E %4 SVM AiIEEEE. MNREMHEANZRIERAT NetApp ONTAP
B9 Amazon FSX , MaJLUEA fsxadmin ik AR Z A SVM AREEY FSX BIE LIF , WEILLI7E SnapCenter £
70 FSX SVM o

© EREHONE -
- ERLRA IR B ER SR R A AR
 ERRIE N RERIDET R,

FINEERAEREN, TVEGLERNFBEEHTH, BATNEFUERSEN, FEBIEERSTES
7£ SnapCenter B BEFR REHETRA " Al BFEMR " 3 " F7E NetApp EFfif £ "o

* FHERGR NN EME—RTY.

SnapCenter R ZIFEARRIEE L ERAHERBITNZ NMEMER S, SnapCenter TIRFNENMEEAAKETNEER
ME— B2 FRFNME—AYELE LIF 1P bk,

* XFIES ~

* BEEERAN, EXTUBEEHEERS (EMS) # AutoSupport IhEE, AutoSupport TERINER
XAFBITIRRIEIE, HENRXEHIEAIXLS NetApp AT IF, FEHAEB RFHITHIEHR.

MRBRATXEINE, WERRZERP, TRNERIEMINTTREHRIERMET, SnapCenter =¥
AutoSupport SR RIZEIFHEARL, Hi§ EMS HEARZXIFHASKARRARE.

* PNREITXF Snapshot BIZRE HIE] SnapMirror B4Rr8% SnapVault BfR, M8 BAR SVM Si&E 8 AR
SVM &I EFMHAAIEE.

@ MRELFERGER, HRAEL, BRESONERIRFIEIRK. EFERAENGE,
TR LUEE B EEF R R R * B2 REHEE,.

EZ
1. EEMSMERT, BE - FHERLE
2. EEERSTIES, B RE
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3. EAIF RS TIEF, RHEUTES:

M FUIEFE ...
FERR

RAR#& | &

EHEERS (EMS) # AutoSupport %8

HATULIRIE ...
MNEFER SRR IP ik,

FERKRI (FEEHRE) “40
B8& 156 MRELVFR, HEBRYG
AR, BRIEBIFEEET 15

() rmmEERgmEE, AUER
Add-
SmStorageConnectionPowerShell
cmdlet o

3+ FFF MetroCluster BZE (
@ MCC ) WTEHEERS, BiNFERER
AMEBFM T EERE, UL

BTiE1To

SnapCenter RZHREAREIEE L FERAMERBIRH
%1 SVM, SnapCenter X981 SVM EB470
BEEMW—mIRTR.

BFMEERARINE SnapCenter 5
@ , REfEF ONTAP E& SVM 5
=i

SNSRI SVM EFRAE L
()  FQDN, MXFAM SnapCenter
A AT SVM o

ig)\ﬂﬁiﬁ R ERSGPTENRNEFERANE

NREBR EMS HERZXEFHARRRRALTE
,» BEER AutoSupport JH B RIXFTFE RS LN
RRIP, FeROERIBIFEIRMIENE, BiEPENE
BiRE,

R * MTEERFRIEKBIRERN
AutoSupport JBH] * EiEHE, ME=EA *
SnapCenter [RZ 23 FHFIERIIRARE * EiRAE
, EREB A AutoSupport B4, EE EMS HE
Zi%,

4. MMRBEASNELTE, Y HOAMBRNRIAME, FRE * ELSEDT

a. EFad, NTHFIRFEE—ED

SN SVM BEMXRZRN_REFMERES, 1HikP © —F * EftiE, NFREE * —4& * &0, N



SnapCenter A& BIHRITIFRIERRE,

b. 7EHINH, FE SVM SR IS BEHREEREN Y, BEN HTTPS o
C. MNTFERSGEER IR,

BAGO 443 BEB K.
d. MAEEEERHZANEIHRE (U REBM) .
AAIAE60FD,

e. {1R SVM BEEZ M EREO, 1HEPR * BiE IP* E5&E, ABRA SVM EZNEE P #ill,
fBH RES
S.BEHIER Y,
C LR

EFRERFTER, M~ HKE - FHIRPHITUATRIEZ—:
* MREEFCARMAFE ONTAP SVM* , iEi%EE * SVM*,
SNRERI FSX SVM , LEAEFIE FSX SVM o
C MRBEECDRIMMAPTIEEEE, 151%#F * ONTAP Clusters* o
SNRIEEER fsxadmin ZR00 FSX £8, LhAMESIH FSX £8,
PHEEHLIE, BTEENAME SYM #=E/R7E Storage Virtual Machine 853/,

YNSR{EFA ONTAP B2 F SRERFFTEY SVM AR INE) ONTAP &8 M1, 158 & * EfAI * UEFHRHRMH
SVM o

© RAE

ERBIEANNESMEERAT 5 LB A AutoSupport , A BEEIEEZERFAGSITREITUTHSM
SnapCenter A RBIFTE 1ZE R 5 A& 1% BB FHB 4% .

autosupport trigger modify -node nodename -autosupport-message client.app.info
enable -noteto enable

@ Storage Virtual Machine (SVM ) EIEF T A1HiR] AutoSupport o

IDETF SnapCenter 1R AEIESI28AYF AT E

WNRIEERBE FAS 3¢ AFF ZfiEiTHI2s, WEZEERT SnapCenter trEiTHI2S891F A
UEo

BT EHISS T RHER A LUTHE:
* MEBERRINFFRGIELBI IR SnapCenter ARG (FREERE—ICiRM)
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* FhEERE LIRS
* AT fEA ONTAP AR EEGRNFEER S TIFEERANINE FAS 3¢ AFF 7FiEiTHlsE kB2 A

@ 3 FETF SnapCenter I=HIZZEVIFANE, EASTE SnapCenter B2 P R EPHNERIFR]
1]_.E1; 1o

1E B HISRRFS S

BXRFIENEER, 1580 "SnapCenter FAIIE"

$£1F5: BIERETEE L& SnapManager Ef4FFA]IE
Za] LUER SnapCenter B2 REZE AR SnapManager EMFFRIIERRE FAS X2 AFF EEMERFA L,

HHEMLEEERATREETE SnapManager EFiFAJIE, SnapManager EFFAEUERFEEFHER K LB
FAS #1 AFF SVM B{&E%,

WNREITH 28 £ B %% SnapManagerSuite iFA]IE, NMARAARZERMEETF SnapCenter Fr/E
@ 1T HI2FE0IF BT IERA, SnapManagerSuite ¥ RIIEFIEF SnapCenter tr/EIEHl 28 AV AT IEX 7R
MR U ERER, BE(IRTNEE—MFAE,

B
1. TEMSMEED, BEEFERE
2. EEERFEMN * B - THHIRF, EERERETECHMNAE SYM R 25!
- BEEEEHINMFRE SVM , 1EIERF * ONTAP SVM*,
- BEFCORMMPFIESEEE, 15%EE * ONTAP Clusters* .

RERZIFG. SEETPHATESYMERS B/RTEStorage Virtual MachineZB 43 H,
3. EEMHEEEYIRT, HEITHIZFAIES,
EH B AN 2R TORES

R SnapManager EFIF R IEREETE FAS 3¢ AFF EEE RS L,

© R~ SnapManager EffFRIIERLIETE FAS B¢ AFF EFERS L.

° NERRT SnapManager EfFIFEIIERNER, EAEFMEEHIZSAITF Cloud Volumes ONTAP , ONTAP
Select H_RKEFHEFE L,

$2% . MWERH S ERENIFANE
ERILAER ONTAP ss 21TEEITHIZE EREMFIBFRIE. ©EMN2Z FAS 80 AFF 24t LRSEEEIES,

@ ETF SnapCenter trEIEHIZ8AVIF AIIETEITHI28 £ 2”9 SnapManagerSuite AT,

p
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1. 1/ ONTAP &2 1TERE| NetApp 1&H123,
2. i license show #%, REEEREURHERETERE SnapManagerSuite AT,

Tl

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

U RBIH, LET SnapManagerSuite FrRIIE, FEULTERITEM SnapCenter iFrATiE{E,

B3Y: WREHRFIS

EEEAAITHSRFEY S AN EETIEFISBMNIFIENFESIS, ErILUER ONTAP s 1TH RIS F Y
5. BN 2 FAS B AFF R4t FEREIER,
SIE

1. {8 ONTAP sr 17 R EIEH25,

2. B\ system show -instance %, AREERHUELITHIEFTIS,



ANt

clusterl::> system show -instance

Node: fasxXXX—-XX—XX—-XX
Owner:
Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -
Uptime: 143 days 23:46

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services:
All-Flash Optimized: false
Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true
Eligibility: true
Differentiated Services:
All-Flash Optimized: false
2 entries were displayed.

3. iBRFFS,

F4% . BEREETITH ZEBIFRENFYS
WNREFHEBE FAS 3¢ AFF 7=fiE, NIETLISEM NetApp SZiFih

B ONTAP sa 1T 1ITRE

ez Al

o IR
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R EEBMH NetApp ZHib R E RERE,

false

false

=X
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ZET SnapCenter I£HI2809FRIE, ARG



MRKBNBRERE, WAZARRERLEERER.
* B ABERIEFTIS,

p
1. BRE "NetApp ZHFIER"

2. BME * RE > EFEE *
3. T£"Selection Criteral" (&R M) XiFF, HRIER T "Serial Number"(F5I5) (I Fi&EE@E), BAITHIE
FHIS, ARIEEGO! *

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__GD!._:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~| For Company: |:| i__G_p!_:

B R Bt RE I 88 BV IR AIEY 2o

4. % EIHiER SnapCenter #rERRZ SnapManagerSuite ¥ AJiiE,

E5% . AMETIERIZFAVIFANE

MRIEERMRZ FAS 5{ AFF 45, FHIBHE SnapCenter t5ERE, SnapManagerSuite #FA]3E, N B] LAfERA
ONTAP #5177 INETF SnapCenter 3ZHl28 B BTk,

FreaZ Al
* {ENI2 FAS 3 AFF 245 FIVEEBFETE R,
* &2 SnapCenter tr/fhRE, SnapManagerSuite ¥FAJiE,

KXFUIES
fd]%@%?f FAS 5 AFF 7Zfi-1F SnapCenter , NMAILURS—MERMHPEITEIFAIE, UEEERISE LR

o

YNREFIXA SnapCenter , WEXRHERRDIRINETITHIZE L LERBESITEIFA I

TE
1. f£/ ONTAP & $1T7E R 5| NetApp 58,
2. 7h0 SnapManagerSuite ¥ BIIFZ5A

system license add -license-code license key

Iteer LRI R B IR A E A
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3. IR BB L% SnapManagerSuite #FAJIE:

license show

5625 MIERAIFATE

MR EFERANEETEHI2S38 SnapCenter FEFAE, HEFEMMRETFEIEARIFNE (F5SLL 50"
ZE) , MRER MySQL s Fafibritt i BiFelit. T AR SnapCenter ERZ A - R mE MRS BTk,

RAREERET SnapCenter IR TIEN, 7 BEFHBRLBETIE, NRLMT
(D) TET SnapCenter {RERBNVFAREFGETFME SnapCenter BRI KA, MitAHFa
B EmEES,

g
1. 7£ SnapCenter fR$328 L, FTH PowerShell EOEE MySQL %,

a. i&1T Open-SmConnection cmdlet , /3 SnapCenterAdmin 1K~ 2515 SnapCenter [RE 23 EZS
R

b. i&1T Set-SmRepositoryPassword L{EE MySQL ZH,
BX cmdlet WER, EEMW " ( SnapCenter Z{F cmdlet ZZ455) "o
2. T SRR FIEIT mysql -u root -p LUIEFE] MySQL ,
MySQL R EMNTR, BWATEEREIHRHNEE.
3. MERIE = kst AR 1 R IE -

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

AIDETF SnapCenter tREAZRIIFRTIE

& LIfEEA SnapCenter frEBSZ1F AT UERRIF ONTAP Select #1 Cloud Volumes ONTAP
& _FrEE,

BEFANEER U TYHE:
s B—MNMIEESIS AR, B 51x0xxxx
SR LUMERFRHEFYISHAERE NetApp ZiFihm B REHEET SnapCenter B2 SR E B AL,

* ERBRHBKAF R, AR TERFERAEHERIPHEIEXRD (UREEE) , HEHIES
SnapCenter B2

* 5 TB o]
fFlan, EAILFREX 1 TB, 2TB, 4 TB HEFBA=MNFANIIE,

* 12t 90 KILFFRIIE, RIFR1E 100 TB A=
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BXFABFIENER, B8N "SnapCenter FATIE"s

SnapCenter 8 XFRBhiTEEEIEM ONTAP Select #1 Cloud Volumes ONTAP 7ZiEM AR EEAE, FHR
EREVWONER, SnapCenter sMBIFRIBREFIIRFIEE LNERRE, NMTERARE, IREABSE
B IFAIAE, SnapCenter EER LB ERIEFERES, MNRETE SnapCenter HECE 7 A= EEMNEA],
NEEABRERINEIEENEHREN, RASKIEBFHMHE,

F1P . HBREREEK
TEIREXETF SnapCenter REMIFRIIEZHI, ENITEZER SnapCenter BN LB =,
& Z Cloud Volumes ONTAP Z{ ONTAP Select R4 SR SRR,

KTFILAES
SnapCenter i+ BLIRERANEE. WRXGRFEHHIEEHNA/NN 1TB, BNFERT 500 GB By=a], N
SnapCenter #1158 500 GB WERABE. EAERTESHENIFNEEEREZEHESLN, EETENSE
HWERRE,
p

1. {5F ONTAP 85 ¢1TE RE NetApp 128,

2. EEECRERE, BRARL,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

VSl Engineering 2.13TB
AVASH Marketing 2.62TB
2 entries were displayed.

XKW NMENSERSE/)VTF 5TB; Flt, MRERIFFAE 5 TB BIEIE, NMETF SnapCenter REHRIKIF
AHEEKRA 5TB

BE, IREAVRIFEAESBESTBHRY 2TB , MEJLIREX 2 TB B FFERTH I

$28. RRETRENIFIIENFTIS

TRTRIAR S B R 7B T SnapCenter RERFAIEFSIS; BE, MRELBLFFIS, WAL
M NetApp SZHFIE R RIEFTIS,

TN AEEMH NetApp ZHFILRERERE,

]
1. ZFREF) "NetApp iFiE=",
2. BfEl* R4 x> BEFRIE *
3.

EIEFEFHXESR, MNEEER: FYISHIFANE FHSEHEE * SC_STANDARE* .
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Software Licenses

Selection Criteria

Choose a method by which to search

> |5eria| Number (located on back of unit) v| Enter Value: |:| Go!z

Enter the Cluster Serial Number value without dashes.
-0R -
» Show Me All: |Serial Numbers with Licenses |For Company: |:| Go!|

4. BAEHRABEET, REXFGO! %
ERBIA 51xxxxxxx BIFLAL SnapCenter IFRIIEFSS,
5. BRFYIS,

£345 . E£NetAppiFrliEXX &

IR IEARAE7ESnapCenter B2 RE T4 ANetApp ZHfih s EIEFM SnapCenter FAEFYIS. SETE
MSnapCenter i@id Internetifi[aA]NetApp Z#Fuh s o WA LA ENetAppiF Rl IEX 4 (NLG), A, &R LU 4
THHEETERT MSnapCenter EAIFRIMNIE,
Feazgi

* f&N¥% SnapCenter 5 ONTAP Select 5% Cloud Volumes ONTAP £ &1,

s I BB BN NetApp ZIFiL S B R ER,

s I EERRIL 5100000k A IEGF LTRSS,

gl

1. N3 "NetApp FElIESX 4RSS S

2. MNFTRIER.

3. EFM&FERYP, MThFEEHIEE * SnapCenter iR (BETFHE) *,
4. EERBFEHISFEF, B SnapCenter FRIIEFSIS

S. FEFHIEZ NetApp BUEIRFABER. ARIEFERRZ .

6. RFIFAIEXH, AFIERXHIE.

$4T . FMETEENFAIE

INRIEFF SnapCenter 5 ONTAP Select 8 Cloud Volumes ONTAP F&&E&ERH, NINRE—HZIMET
SnapCenter ZEHJF AT,
FrIaZ Al

* &R/ SnapCenter BEI2G AP B E T

* BN EBEMM NetApp LA EFRERE,

s B EBKRILA 51000xxx BN EGFRHEFSIS,
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SNRIEMER NetApp WFAIIEXXfF (NLF ) FRANVFRIIE, NINAIEFRHEXHRIMIE,

KXFIAES
ERILEIRBETEFHRITUTES:

* AINTFRIIE

* BEEWAIEFAE R UREERE XS MFAIENER.

* MRBERIEWAILE, 0, EEMFAIIRENENHERNILE, BT
* MRBERIA W ENEABREWAIE, BMERILFAIIE,

@ To A EFA SnapCenter B2 REMIFFRIXAIFHE (RIS 50 &R) - ANEREHE
F SnapCenter tnEREMIFRIRY, HAFIIERBIHES.

TR
1. EEMSMERT, EEF Settings*s
2. EIRENEF, EERM

3.
TR AN FERE A F, EF A T ) .

4. 7750 SnapCenter IFRIERSH, ERUTAEZ — UFRENERINAYIFETIE:

HFULFEL ... PATICARIE ...
%N NetApp iR (NSS) BREBUSAWA  a HWAZRINSS AP E.
= b. X NSS Z5F3,
c. MAETFIEHIZMF LN FESIS,
NetApp 1FAIIES {4 a. MEIFFHEXGNME, ARITEE,
b. F4F * FIH * o
S. £ Notifications TIEH, %I SnapCenter &IXEBFHBH, EMS #1 AutoSupport BB EFHE,
ZRIABER 90% o

6. EANEBEFHEMEBESMTPARS 2, 151%HE*Settings*>*Global Settings*>*Notification Server Settings*,
ARERAUTIFAER:

MFUFER ... PATUCIRIE ...
B8 F BB B T prirs = (o <l A YN N
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MNFUFER ... HATIEIRIE ...

RIEBFEISE INSRERR 18R+, BHEEUTRE:
© RIFNEFHRAF L
* Wk N EEFEp (st
Ak REERGAE AT

AEINTRFAR: SnapCenter i RIEREE
o

I IREREHEERS (EMS) HERXINEFEERZRRRF BT AutoSupport JHERIXEITFERSR
DASMERIMATIRME, iHEPENNEIRE, BiV/EAAutoSupport LIS BN ERER AT REIB ZBYR)E,

8. iﬁ% * —F_ﬁ * o
0. EEWE, AEEEF TR

MEFHERA
7 Windows FA#| LA & Z(&

BioE LUN 726&

& BT LU SnapCenter ECE FC iE#EaY, iSCSI EZR LUN , XA LAEA SnapCenter
RIMAE LUN EZE] Windows FEAH.

LUN Z SAN BeEFMERFEE T, Windows ENERF LB LUN fIAEIMNERE ., EXIFHAEER, B8N0
" { ONTAP 9 SAN EC&EiEm) "
17 iSCSI &£i%
WNRE(FEHE iISCSI EZEI LUN , MIELIZE LUN Z a1 iISCSI KIEUE @S,
* FeaZAl*
s BAMEBERAAT 2 E N iISCSI BiF.
* BB IEFEERSG EBRNiSCSI BRSS. "TH
s XTFUFES *

EFEER "

-+

R BETI M IPV6 B IPv6 SEM IPv4 El IPv4 B94EE IP ks 2 8] 37 iSCSI £iF,

R LAfE R AN IPv6 #ilb#1T iISCSI RIEEE, HERBYENMEIMITRE—FMFE, FTEEREZ
B T S,

YNSREECX ISCS| BEhZFRIRHR, Xt iSCSI BArRVnRRREIR M. BR&MG, ErEREENic BRI
FinRIN B, UEENREIRGIFH B, EiXiSCS| BaifEFNEMGE, HARERENBIEN.

NREHEBZ iISCSI #0, WEERE—MEOLR IP #ilt5 SnapCenter 17 iSCSI RiEfE, TRILE

54


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html

fEREM IP MUEM S — MO ISCSI RiE,

B

1.

7.

8.

AEMSMERTR, B EN .

- EENEF, BE *iSCSIRE .

2
3. M * Storage Virtual Machine* FHIF|Z&RH, 3% iISCSI B4R Storage Virtual Machine (SVM)
4.
5

M EM > TRIFIRF, EEIENEN.

- BECRBURE

LR B RBIIRIER S,

- ERUSERSH, BEBR:

EULFERF ... BN ...

BAR T RBATR iSCSI BATHITI R 2R
MRFANEEMTREM, WbV AR 348
NETo

SEa )kl BRI 1P it

BiR 1A iRE BARRIZEITF B TCP im0

=luz s A ks bl BB M4EIT]FBY IP itk

WMANABRRIARGE, B &
SnapCenter 217 iISCSI =&,

ESMRESE, METENERI—TR1E

WTFF ISCSI RIFHERE
B, ERIEFER iSCSI 21E5 BB S MG BT ER,

ez

1.

2
3
4.
5
6

FEAEMSMERTR, BE* EN S

- EENTTESF, B£&E *iSCSIRIFE*,
. M * Storage Virtual Machine* THIFIZ&RA, %EF iSCSI BAFHY Storage Virtual Machine (SVM)

M EM * THIFIRP, EEIERNEN.

- M iSCSI ZiEFIRP, ERBEFERNRIE, ARREH * ARIE .
- R RIEMNIEESR, BEHE o

SnapCenter 2#fiFF iISCSI SIEHVER,
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BIEFEIE igroup

S B o ER4E (igroup ) SRISTEMPLENIATLUIAREME RS LIS TE LUN . &
B] LAfEA SnapCenter £ Windows EA1 E6IE, Zds®, ECkEMIFF igroup -

B3 igroup

& /] LAfEEA SnapCenter £ Windows F4/1_E 87 igroup » ¥ igroup BRETE!I LUN BY, B LATERIIRMEE o &S

BrRSHERILE igroup -

7
1. TEMSMEER, RBEEN S
2. EENEF, $E *igroup* o
3. EEHEFARER, BE - WE,
4. 7E6U38 igroup FHIEEH, EX igroup :

ELFERA ...
FERR

FA
igroup B ¥R
Btz

Type

S WHRANNANBRIHRE, BEHE .

SnapCenter KTEFERF L BI# igroup o

= igroup
1&A] LU#ER SnapCenter EfnZ A igroup -
BB
1. EEMSMESS, BE*EFN .
2. FENTTEF, B *igroup* o

PATIEIRE ...
REMETE] igroup BY LUN 3%E#FE SVM .

ERERIEE igroup BIEM.
i igroup FIZFR,
ERBIEF.

ERBEIEF LA iSCSI, FCP EEE& (FCP #0
iSCSI) »

3. EETHIEFATE T, & * Storage Virtual Machine* FEELUERAIA SVM WFIR, SAENEES

B89 igroup i%E$E SVM

4. 7£ SVM B igroup FIRS, HERBEEMZM igroup , AFBREET *EHR *,
5. =@ igroup MFEER, N igroup MIFIRAR, AGHRE *EEME *.
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&4 igroup

& E] LAER SnapCenter [@IRA igroup 70 igroup Bapi2RF. SIE igroup B, REERM—1TEMN. MREBENE
E£6U% igroup , AILUEER igroup LU E M AR NI0E3Z% igroup o
cHE
1. EEMSHMEES, B2E* EN S
2. EENTIEF, BE *igroup* o

3. EERHEFLATIE S, B * Storage Virtual Machine* FERLLERAIH SVM MTHIFIR, RABRHIEE
BXRY igroup % SVM

4. 7£ igroup FIFRH, EIF—1 igroup , REET * BEEIIEFEFME igroup* o
S IEFE—IEMN.
6. EIFBEIEFHEBE *HE * .

fHER igroup
E&AT LAEA SnapCenter MIBFRBFEEM igroup o

c SB
1. EEMSMERSD, B> FEH S
2. FENAmEA, B *igroup* o

3. TEEHIEFATES R, B * Storage Virtual Machine* FERAEREIA SVM W THIBIR, AGEHNEM
FREY igroup %3 SVM ,

4. 7£ SVM B9 igroup 5K, EFEMIFREY igroup , AERE * Bk * .
S. TEfMIBR igroup IHENER, B *HE * o

SnapCenter B igroup o

IR E IR

Windows ENEFER S LRI LUN NI, AT LUER SnapCenter SR
FC &E#%Dy iSCSI 1E#%8Y LUN .

* SnapCenter {XZHREARMER, TFFEISHEE,

* XF GPT, NAF—MIEPX, XF MBR, AF—1MEHLXEE—MEHE NTFS 3 CSVFS L 1LHY
HEHAEE—MEHERZ

s TEHMWHXER: GPT, MBR; 1 VMware UEFI VM A, {X#FiSCSI 5

@ SnapCenter AZIFEHB R, WREHIZH SnapCenter BIRAVREEE, SnapCenter 12{EF %
8

EEIN LAOHE

&R UEEEH SnapCenter EIEHIE Windows FEA_ERVHEE
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TR
1. EEMSMERF, BE*EN
2. EENNER, BEHHEE
3. M * EM * THIFIRAEZEEN.

BRI S X e g AR
EEEMENAHE
g\:ﬂuﬁ%ﬁﬁ% SnapCenter EIZMVERF ERERHE, RETEMEN THITIRPIEEERN, TRz
e

1. EEMSMERT, BE*EH
2. EENER, BEHEHEE
3. M * EM * TRIFIRAPIEZRER

HEBP R 7! X e A AR

B FC 1&#%3K iSCSI E#%89 LUN siEfR

Windows FHEEERLS LR LUN LA EIMELER, EAILIER SnapCenter 8I3EFAIE FC iEiEDy iSCSI &%
Y LUN .

WMNRELE SnapCenter Z MMM ILHER, MINSZHF NTFS #1 CSVFS XHERS,

* BEENRE -

* BB NTFERS LA LUN gIES,

HENNEE LUN , TIREEE &R SnapCenter BI#HJ LUN o

() MaESIRSLLTIE, SUFAA SnapCenter AIRRAYTEIHES LOIE LUN .

* BWRMBETFEERS LBE) FC 3 iSCSI BRSS.

* NREEANZ iISCSI, MHMESERARLKEIL ISCSI 21,

* & F Windows BY SnapCenter 4GB RERETEE QBB EN L.

* XFUES

* BR*9E LUN H Windows Server BIPE S BRI ENHAZ, TNFREERE LUN EZEZ D EN.

* SN LUN HfER CSV (EBHEEH) B Windows Server SRS B ENHE, NANAEREER

AREMN L OIRHE,

TR
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1. EEMSMERS, 8E* EN
2. EENER, BE MR



3. M * EM * FHIFIRAFEZE TN
4. BECHE

LR T R HEER R Fo

. 7£ LUN R#MTIEH, #E LUN :

FltFERS ...
FERR

LUN B&12

LUNZ R

EBARN

LUN 5%

6. FEHERRTIE S, ERHMERE:

TR

b
k
o

ERHES (CsV)

7. EiRchEREIETIE A, FEEREEEM:

ITUCIRIE ...
79 LUN & SVM o

B N5 BUEREEE LUN U RAISTE R

2o
BN LUN 98B 7R,

VERRERBERY LUN SROEEK /)N
SN NERTRERFEMNARER.

gE, A LUN B9 SCAS,

EE

LUN HeElR—a ENinin.

2R * FRA * FE

LUN F Windows Server BIFE#i5 S8R RIEAH
=

7 * B * TR NERZRANZIR, &R
EEEREREERTN— TN L EEE,

LUN Hf$EA CSV B Windows Server #if&5%i5&
B ENIHE,

£ * BRA * FRPMAEBEZFRANZ M. BER
EeIRMEN TN EEHANFIEE,

59



60

B%
B D ECHEH A

SRR S

EREEHR

BNDEREDESHEEH R

LUNA/N

MHEELL LUN BIEERREERE

e R

Description

SﬁnapCenter KRBRA IR E D EBER

WO

fBan, WRAFKIWRENEEH C @, N auto assign &
£C: IEnhes (C: \scmnpt\) TFRIE—EE
HR. HEMERZRFEMNDE.

R 2 BRI T HIT I RPIEZRIKEN 2R

R R ERFIESFERPIEE IR,
HHHRNRE RO NIRCBEENENIE,

NREFHLETE Windows RFehEHE, 1HEE
BT,

$87E LUN A/v; &/IMEN 150 MB o

AR T HIFIRFPIEE MB, GBELTB,

3 LUN #1THEECE,

BEEE—RRASRIEFTED IR AIEZHTFHET
8], MIIfE LUN REBSEAHIE KEIRAPI AR

o

HiRE LB BB B EREWEIANFEERFR
B LUN 7Ffi&,

7 GUID P XFRi%ERE GPT #X, NEBTHIERE
£ MBR 91X,

EHEBEERDXEIEESTE Windows Server tfEET%
EDHEI MBR A5,

A EFH—AY BESGZEO (
@ Unified B1 RE#HEO, UEFI)
DX,

8. TEBRET LUN TUEH, &R FAH LAY iSCSI o FC BEIiEF:



FLtFEH ... HITIHLIRAE ...
EM WEEBFHAZMUBRR— PN TIIR, HRERT
BTFEENEN, AEEEBMEFEIEN.

DAY LUN B Windows Server tif&Ei: £+
HENHEER, T2ERILEFE,

EREENEEF PEEE * JEATiEIE * 5K 1 iSCSI *, AREEEN L
BEThER.

IREFEANEABZREIZ IO (MPIO) BIFC
, WATLLEEZ A FC BEhigR.

0. EAXATES, IEESERIA igroup BETEI LUN , XESE6IEHHM igroup :
WEHE .. 4
% TE BEIFERE SR FTEY igroup B NIETE BEIFERFSIZEHE igroup -

EE—PIE igroup WAEEBEFIEE—" EHEEBNEERHIEFIRE—NIE igroup , T
89 igroup EFRIEENRBIREIE—1 B igroup o

£ * igroup name* FEEHFEN igroup B BN
gﬁ igroup BIFHVEI LN FRLUBHES IbF
X 0

10. ZRETEY, EEFMBIERE, ARRE " TR
SnapCenter 813 LUN FREEZE TN LRI E IR s IR 2R K120

BABMER/
TR LRIBEFER AT EZNVT IR MR NER K/

* XFUES *

* WFHEEECEM LUN , ONTAP LUN JLAIA/NETRARAK .

* WFEEE LUN, sl BADN (ERNITRAKRND) ETRARAKN.

* BB MBR ##X57 X8I LUN B9K/\RHIF 2 TB -

* BF GPT #xX7X#H LUN NEERFEXR/NREIF 16 TB o

* RIFEIEE LUN K2 REI8IZ Snapshot &4,

* MIRFEMIAE LUN KN ZHEIBIZERY Snapshot EI4IER LUN , SnapCenter = BEI#E LUN K/NEAE R
Snapshot &IZsEI K]\,
PITERIZIERE, HAMIBEAR/NGEIEER Snapshot BIZAIRREEE LUN K/NEARMEI LUN RBIEEE,

TR
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1. EEMSMERS, 8E* EN
2. EENER, BE R
3. NEM TFHIFIRPEZEEN.

HEB R 5! X L A AR
4. EERBFREADOEE, ARRE FBRRN
O EFBHEX/IIEER, ERBRIEEEHENHA)N, HFERNFERPBNFTAN.

@ MREFHMAND, WEBEXNFEINESE, ARTEEHBBEERDY Bigd. It
45, BIEXETE MB, GB B TB LUIEEESEIL,

6. WHANRBREFEE, REFERE AR T TR

SnapCenter KAEREE K/,

R
TR UEREERERSRHIMAE LUN EETE, EENMERSIAERZN LUN,

- EREHONE -

- EURMEARERG: LB FC 2 iSCSI 1SS,

- MREERHNR ISCS| , WUABSHEERAR iSCSI 215

* B4k LUN B2 Windows Server ISR ERRITNAT, TNTHH LUN EREIS PN,

* YN LUN HfEA CSV  (RBEH=SH) B Windows Server i RPN ENHE, MATUISHEEEE
BB R AR TN Lo

* BT Windows M REREEBRERMERN TN Lo
TR
1. EEMSMERS, 8E*EN
2. EENIEF, BECHE
3. M * EM * FHIFIRAEZE TN
4 BEHEE
HEBP R T SRR ) F o

o. £ LUN &MITEH, HEZEZEIR LUN :
TS ... HATUCIRIE ...
FiERS 79 LUN 3%E$% SVM
LUN B&12 B N5 DUEREEE LUN WENTERRZ.
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EIFES ...
LUNZ R

EBEAN

LUN 5%

6. IEHERATIE S, ERHMERE:

TR

7 \EE-\LE

ERHES (CsV)

7. EiChERE I TIE S, fEERENRE

B
B Ee

SERIRENEE S

ERSEHR

SRR SN S

HITUCIRIE ...
BN LUN B9 7%,

PERRERBERY LUN SR EEK /N
ERN NIRRT RERFEMNARER.

&, WA LUN BRSO,

E

LUN REElR—a EAinin,.

—

UN H Windows Server &5 & PRI

LUN Hf$EA CSV B9 Windows Server tif&i5&
BRI ENIHE,

HREEEIIMEN TN R ANMEE,

Description

ié: SnapCenter {RIBERAIRTNZE BN DECEHER

o

flan, WRAZIRNESA C @, N auto assign /&
MEEC: K2 (C: \scmnpt\) FoIE—1
HHEHR, EEUMERLIFENN BN,

R R EHEIE S N R PEERIKEN 2R,

Rt 2 EHEIE DT ERPIEE RN Ro
SHHERRBRBIIBRCIBEENENFAE,

INRIEFHEETE Windows RFapHEEHME, 1HEEF
IHEET
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8. TEBRET LUN TUmEH, &R EN LAY iISCSI 5 FC BEIiEF:

ELLFERF ... HATULIRIE ...
EM WEEBHAZMUART— P THIIR, HRERT
BFERENEN, AEEEBMIEFRIEN.

OB LUN B Windows Server R[5 H
HENHZN, A2ERLEFE.

EEENEhIERF PERE Y SEATIEIE * 5 1 iSCSI *, AREEEEN L
BEThER.

MR FC 5 MPIO E£&ERA, MeELUEEZ
FC BEhiERF.

©
ot

AZEATITE T, IEEEIFWA igroup BRETEI LUN X261 HH igroup :

R ... 4
% RE B EIAZFE BIEHTRY igroup BRIk RE B EIAE R S HTEY igroup o

EE—IE igroup WAIEERBIIEFIEE—T EHEEBENEEBHIEFIEE—TIE igroup , I
¥BY igroup EFERIEENRBREIE— 189 igroup -

7£ * igroup name* FELFEN igroup BFR. TN
E%ﬁ igroup BIFHVET LN FBUEINES LF
X o

10. EEENEY, EEMRMANERHRE * 7Tl * o
SnapCenter =1 LUN ZE#ZE 4 L s E X ch2d s R chas iR 1o

LI PaR A RESE
ERIBIFEARFM LUN RERYESR TR LUN SEABFER, BE—1HI5h: NREHRD =EZ Ak fZa
iz, WRENRERER,

* BRENRE -

* HfR LUN RREAN AEFER.

* BREIERG AT LUN

* YN LUN BHEH, BEMHEM LUN iR ERZREKFIXR, HIITEETHFAET RGBT HEIR
, IEEiEiTH At SnapCenter /.

* KFUbES -

WNERETFF SnapCenter 8B FlexClone B LUN , HBiZ& DSHIEZEFEM LUN , W SnapCenter &
MiBRiZE. BrFF LUN ZE#Z 2RI, SnapCenter RERR—%HE, ZEETRESMBR FlexClone -
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7S BopifR FlexClone &, NEMiF&RE—1 LUN REEZFIEmRIILE, EHREN, BHRENRS
PFER, MAMUXEBRZMPHNRE—TF.

TR
1. EEMSMERS, 8E*EN
2. EENDIEF, BEHE
3. M * EM * FHIFIRAEZEEM.

BRI 5 X e R R

4. EERBUTTERAOME, ARRE  AEE
O. TEMFHENEREIIEER, B HE * o

SnapCenter ¥R EE

llER A
TR UM B REHE. WSEER, BRI EBUENRZEE.

EL
1. EEMSMERT, BE*EH
2. EENER, BEHE MR
3. M * EM * FHIFIRFEZFEEM.

HEBP R 5! X e A AR

4. EREMPRRMEE, ARRE MR
O. TEMIBRHEEIIFIER, BE *HE o

SnapCenter PRz RER

BIEMEIE SMB £=

E1F Storage Virtual Machine (SVM) LEZE SMB3 H=, ErJLUER SnapCenter A
F SR, PowerShell cmdlet o
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BXER, BBR "MySQL 5.7 : {6/ openss| 8J& SSL iEBMZER"

@ ATFIRSFMES, FRRIEBMEZERXARERBRELAS AT CAIEBRERRTME
RE WMFBEAZIEER, NEEA OpenSSL 4wiFAIARSS 23 NIEBMEZAXHRFKK,

*ERELE: CBNERRSHETLREEE (FQDN) fFARSSHIIEBHNARE.
. & SSLIEPMEAXHEHIE MySQL Data X3,
ZHAMySQL DataX FE&1E2H C: \Programbata\NetApp\SnapCenter\MySQL Data\Data\o

- B MySQL ARS5BRECEX M (my.ini) 8 CAEHR, RS[|BAFILEH, BEFHAHILED, RSHE
RZRNEFIHET ABARZ.

ZRIAMYSQLAR S 23 AL & XA (my.ini)B&12 9 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.inio

(D 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZoHIEE CAIEH, ARSES
REIEPMIRS T AEHRKREZ

EWAATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME s
LREARRZ.

MUTFREIERT EFEIEIAS IR my.inixXHrI[mysqld] &8 73 BIE B 2 EA 4

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTFRHAIZRTTE my.ini XHRY [client] B850 5 EFTAVERIR.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. (Z1k Internet S EHRSEZ2E (Internet Information Server , 11IS) H#Y SnapCenter RS 88 Web N FATE
Fo

5. BB MySQL RS,
6. E# web.config X5 MySQLProtocol Z A&,

U RBIE3R T 7E web.config XX HHEHTEY MySQLProtocol ZAH{E,

<add key="MySQLProtocol" value="SSL" />

7. £/ my.ini 3XH8Y [client] BF 5 PIREEIER R E T web.config X 14,
UTRBIEART7E my.ini XHRY [client] 3853 EFRVERR.

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 7£ IS /35 SnapCenter k5528 Web W AHIEF.

7 HAECEEEZR S MySQL &

INREMIR SnapCenter RS5885 MySQL BRSBzENERERE, ERAIUASTAN (HA) TRERREE
BEFE (SSL) EBMERNH. EMTE MySQL ARS23F1 HA TR EECBIEBMZEHE A,

BEBHRE A R LA R IE
* CAIEH

FHEHP—D HA TR EE— CAIES, HiFI CAIEREFIEISZ— HA TR,

* B HA TN RBV RS SR QB IEBMARS [T ARAXH
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TR

BXER, BB "MySQL 5.7 : {EF openssl 8132 SSL IEHFZEA"

@ RFRSSH|IES, FRRIEBNZAXGRBARMEXNS AT CAIEBIBAEIRE
B WMFBEAZMEER, NWEM OpenSSL 4wiFHIARSS 28 FNIIEBM AR KK,

*ERELE: BN EARSHTEREEE (FQDN) FARSSHIEPHABR.
2. 3% SSLIEBMEAXHEHIF MySQL Data XHK,
XA MySQL Data XK E&1ZH C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ »

3. E# MySQL ARSBEEXH (my.ni) B CAIUED, IRSB[BABIUED, BPHABIES, RSB/E
REANE iR E AERAREZ.

RN MySQL BRSZESECE XS (my.ini) 8124 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in

@ 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" Z2HIEE CAIEH, ARSES
RBEIEPMIRS T AEHRER

EWATE MySQL ARS2RECEXH (my.ini) B [client] 3D HIEE CAIMES, BFIHABIEBME i
LTREARRZ.

UTTHIERTERRBRIAXHEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HYIEBFZER XS

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

IUTFRBIZRTTE my.ini XHRY [client] &850 5 EFTRVER IR,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 WFEZNHATR, B CAIEBHEMRSSEABIES, REB[EABHANG, BEFHAHIEDH
BERIHmERABHAX . HITUTEE:
a. B¥E—" HA TR AR CAIERERIEIE = NLB T5 =AY MySQL Data X4,

2R3N MySQL Data X14#E&1E2 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

@ EARERREIZ CAIEH. BRNOIZRSZBLRIES, FEFRARIES, RSHE
REAXANEFinE BERX .

b. 3 FE—1 HA T 5=, 151 openssl a5$7E Windows £ MySQL ARS8 ZFimI&E SSLIiEP
A

"MySQL 5.7 : {#F openssl| 832 SSL iEHFZEEA"

ATRSBIED, BFBIESIEAXANEREHENASAT CAEBIERE
() wEFRE. MBBEALHMEAR, WER OpenSSL HENMRS BIMEBABIX
BRI

BiNfERARSS 28 FQDN FRRRSSIEBRN AR,

C. ¥ SSLIEBMEAXHEHE MySQL Data X{4K,

d. & MySQL ARS58BEEEXH (my.ini) FH CAEHR, RBJ[BAFIER, BEFHARIED, RSH
LTRBPNEFIRE ARARE,

@ 1EATTE MySQL FRSBRECEXH (my.ini) BY "mysqld" Z2HIEE CAIMEH, RS
BAFIUEPHRS 23T AEHER,

R TE MySQL ARSS2BRECEX M (my.ini) BY [client] B3 FRETE CAILEH, BEFHARIEHNE
Fin% AERRRE,

UTTRHIERT EFZEIAXHEFE C ;. /ProgramData/NetApp/SnapCenter/MySQL Data/Data &
my.ini 3XERY [mysqld] 2853 BYIE B

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRBIEART7E my.ini XHRY [client] 3853 P EFRVERR,.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

- TEF HA TR E(ZLE Internet (S EARS328 (Internet Information Server , 11S) H#9 SnapCenter iR

%g% Web EZFE%E,_%_O
- ERA HA TR EEHEE MySQL ARSS.
- EHA HA T3 5289 web.config 3Xf4H MySQLProtocol Z$ARIE.

LU RBIE3R T 7E web.config XHHEHTEY MySQLProtocol Z$AHI{E,

<add key="MySQLProtocol" value="SSL" />

- AERIETE my.ini XHBY [client] BB AT HA T RI5ERIERIZR E T web.config X1,
BUFRBIERTTE my.ini X [client] Zp7 P EFAIERR,

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. /D HA T M 1IS /B 5D SnapCenter BRSZ 28 Web N ABTER.

2. HEP— HA T = _E{FH Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet 1
-Force &1, LUEEMD HA B R EEBIILEH MySQL &,

BMEERPRSIER, -Force It RIFEEEMBETFIERE,

LI HAIEI7E Windows F41 /S FRITHAEE

SnapCenter IRZ 28 L& F AI T LA/ Windows FEA_EEF Windows IHEEFI
B, BTFHIEHRMENRFGLEIFNER, XLENETRESEREE,
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° HTTP EEH
© BESARE
° WebDAV %7
* BITRRFIZ T
- BEXHEER
° HTTP BEIER
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° JERIEIEER
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o SR SSL P
° B URIEBIET S50
° IS & IR PBIRET & 15 383E
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° JEKIHIE
° URL &1
° Windows & {73%3iE
* N RREFFAINEE
° NETAJf B% 4.5

° N AREFAIIEW
> ASP.NET 4.7.2

° PREBIHEIE
> WebSocket MY
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HTTP #U&E 45
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