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Get-F I -Path Cert . \LOCALLMACHINE\My

b. EHIHELL

&8 Windows FA{GEHIRSZECE CA IEH
&M ER Windows ENIEMHARSECE CAIEH, LUEUEE RENMFIE,
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1. BT T®H %, HiIBRS SMCore BiAimO 8145 UM EIEPLIRE :
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

f54n:

> netsh http delete sslcert ipport=0.0.0.0:8145
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> $cert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port>
certhash=S%cert appid="S$guid"
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> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"
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keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore
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keytool -list -v -keystore keystore.jks
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keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
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keytool -list -v -keystore keystore.jks
6. WIFEHERE OS5 ERMESHERNE CA EBH LIS,
7. B CAIEBRMNFATAZID E R N B AERRD,
BIABEXIEHZREZE agent.properties X{4FH 4R keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
1. M agent.properties X{HH) CA IEBEES B
RIEZ$H SCC_certificate_alias B ItL{E,

2. 3§ CA R EIANEE N BE G EEFEEER B MRS,

79 SnapCenter BE MIHEHECEIEBHIESIEK ( Certificate Revocation List , CRL )

* XFIAES >
* BTEMEX CAIERRIRHT CRL X, 155 M "WNAIE#T SnapCenter CA IEBHRBVERRUETIZRSH",
* SnapCenter BE X IFEECER B RPIEER CRL XftF,

* SnapCenter B7E XHHEHFHY CRL XHHIEABERA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

7
1. EAT LAEA %A CRL_PATH fEEXF1EHT agent.properties X HIZRIAE Fo
2. B EE RPHE 21 CRL X1,

R IRIBEES D CRL WIEE NRIER,

AEFERA CAIED

&N 7E SnapCenter IR 23 MABRN iR FEAFECE CAIERFHEE CAIEFR. ErzuiaH
B CA PRI,

* BERENNAE

* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,

* @B LUER Get-SmCertificateSettings R RIGHFHNERIRTS.

BXA5 cmdlet EEFEHANSHNAEIRBIEER, v@TIETT get-help command_name RIREY, &, &t
ALBE " ( SnapCenter B4 cmdlet ZE15m) "


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets-48/index.html

e b
1 EEMSMERS, B M
2 HEEHRES, Bk BEIN .
3. BE— RS MEFE
4. g% BEHET
5. 1% * RAEBRIE " .
* A
FETNATETNRER—MEH, EHNFERT SnapCenter 53 SHH TN FIREERE,

&R CAIUEBEEREBRA, RDELHEMFEN.
* & T CAIERERINEIE,
* B RTRLIERIE CA S,
* B RATERREERER.

() wRBEHEERSE, NRTRERPRECRNER.



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.


http://www.netapp.com/TM

	配置 CA 证书 : SnapCenter Software 4.8
	目录
	配置 CA 证书
	生成 CA 证书 CSR 文件
	导入 CA 证书
	获取 CA 证书指纹
	使用 Windows 主机插件服务配置 CA 证书
	在 Linux 主机上为 SnapCenter 自定义插件服务配置 CA 证书
	管理自定义插件密钥库的密码以及正在使用的 CA 签名密钥对的别名
	将根证书或中间证书配置为自定义插件信任存储
	将 CA 签名密钥对配置为自定义插件信任存储
	为 SnapCenter 自定义插件配置证书撤消列表（ Certificate Revocation List ， CRL ）

	在 Windows 主机上为 SnapCenter 自定义插件服务配置 CA 证书
	管理自定义插件密钥库的密码以及正在使用的 CA 签名密钥对的别名
	将根证书或中间证书配置为自定义插件信任存储
	将 CA 签名密钥对配置为自定义插件信任存储
	为 SnapCenter 自定义插件配置证书撤消列表（ Certificate Revocation List ， CRL ）

	为插件启用 CA 证书


