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Configure SnapLenter Servars for high
availability using F5

-

Optionally, configure RBAC.
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Add storage System
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Add licenses.
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Provision storage.
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FEEE L% SnapCenter iR RS LN EREANEERANERNS, AR RFRIVEBEINN:
= netbios\username
* 13 FQDN\username_
* AF&@UPN_
c AHEER ((VERFIEH)
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& 7] LUfEEFPowerShells5 < JySnapCenteriR 55 25 2 FEMFATLHEE,
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* YNREF—AD FSHEIE 7 HMNATEFE. MSnapCenter XIFETFSSOME R, EFLAD FSEEEHR. H
FL2EEA. SnapCenter AIgEFERAF S KIE. BEAEBURTFAD FSRIEFA M.

* BXAScmdletE S FERNSHRERANES, ALBTIEITRIRE Get-Help command nameo &,
1EWEI LB "  SnapCenter 24 cmdlet 2E35/) ",
FreaZ Al
* Windows Active DirectoryBX & B 19 50IEARSS (AD FS)MEHER AT R B 5h 51T,
* BNz BE —1AD FSZFMZREEZEFMIIEARSS. BIa0Azure MFA. Cisco Duo%,
* LBy Xa0{al. SnapCenter FIAD FSARSS28H9BY (a1 BY &R AB[E],
* JREXFECE SnapCenter ARSS 23H9IFINCAIEF,
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2. M\THAD FSEX&TTEIES M "hitps://<host FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml",

- B TR E$IFISnapCenter ARSS 28 LUS FAMFATHAE,
i@idPowerShellASnapCenter EIE 5 A F &15& R EISnapCenter RS 28,

. {EPowerShell&i&. {#H_New-SmMultifactorAuthenticationMetadata -path_ cmdlet4E B SnapCenter
MFATTEES 1o

—_

g~ W

pathZ ¥ F1EE7ESnapCenter ARS8 ENHRIFMFATTEIE XX HFHIER R,
- BERMSXHEFIZIAD FSEH. LUESnapCenter B E % F if S A,

. {EAFSnapCenter fR$328/2FAIMFA Set-SmMultiFactorAuthentication cmdleto
- (ANE)EAREMFAR BIRSHILE Get-SmMultiFactorAuthentication cmdlets
. #ZFEMicrosoft BIRIZEHI & (MMC)HHRITUUTHIE:
a. PEHXMH>TRIMERSnapin *
b. FERMIMPRERRTEON, T IR, ABRE AN,
C. EIEPEERETEOR, i&F * HENKF * %W, AFRE * Tl o
d. BEHEMEHI SR >EB-AMITEN > DA SHER
e. AP EHEESISnapCenter ICAIER. REEF FIEES > EETHEH
f ENRAS L. RITUTEE:
=<1 7)1 S
ii. B+ B FHEFBAX EN(BREMTER).
i, £ FEU B 5 B OBV HRE".
V. FERNRBIFED. MNIS_IUSRS 'HBEHHERIF. AEBEEHES

© 00 N O

NREER. BRI HE

10. #£AD FSENH. FTFHAD FSEERASHIITUTSE:
a. ARBRFRBAEE>RINKB S EE> B
b. 3 E — MEFH NS SnapCenter MFATTEIEX . AAFB T T—%*%
C. BEETBMHRTH TP
d. RIBEERIZFIHRITHIZERS, AEEE Next®
e. I F— MM RHIEERRINEE,
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fBd 5o
HTE. SnapCenter E#&RM AN EBFR I E TR

M. EFREMHARITUTHE:
a. BRI IR A RS,
b. BHHRIMFMN*. REREFT—F
C. $8E A BRI & FRo
d. 3%3#%* Active Directory*{E B 417,
e. EFE AP TARBIFEY. FHEREHERLEEZIRD %
LB~ 2~
12. 7ZADFSARS5 88 LiE1T A FPowerShellga <,

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None

18 FUTU TS BUBINTEIREE RSN,
a. ERBETRBAEEHFEF RIS
b. WIREEF "IHR". "R H"ER"FE,
14. XHAFE R S ERE TR H EMRFTH N SR LU I B AR R1ECookie. AREMERo

W e LUfEEFREST APIE A SnapCenter MFATHAE,
BXBEHRIER. B2 "EZ2 EUNEHEN SN E RS ERMFATEIR
FE#AD FS MFATTALIE

HEJFAD FSARSS28:H1T T ERMEE. BIINFR. CAILERLEETT. KMEMEE. BN 1ESnapCenter FEFTAD
FS MFATTERE,

p

1. MTFEAD FSEX& TTEIBX M "https://<host FQDN>/FederationMetadata. 20074068
/FedationMetadata, xml"

2. B TFHAXHE HFSnapCenter BRSEZ 2R UTEFHMFARLE,
3. BT TFemdlet LA EE#SnapCenter FIBJAD FSTTEUE:

Set-SmMultiFactorAuthentication -Path <location of ADFS MFA metadata xml file>
4. XA N R EHEN-RHEMT N KN 2 LUE RIS Esh=1ECookie. AEEME R,
E#SnapCenter MFATTXIE

QEBEADFSERSSFBHHITEMEDR. FIUMEE. CAIEFLT]. DREF. EREZEMRAD FSHRISnapCenter
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1. 7£AD FSEHH. $THAD FSEEBESHHUITUTSE:
a. BEHEMRIAERE
b. AR T ISnapCenter BRI A E1E. ARBIMBR

LB 2 RRER S BRI P E X B,
C. BRAZRARSMIEIE(MFA).
BN "BRZEARSHRIE
2. XHAFRE IR BHA TR H BTN WK 2 LUBMRI B SERNRiECookie. AREMER.

PRZREEZSHIIE(MFA)

T

1. FRZAMFAHEIETEBRAMFARGIZERNECE X4 Set-SmMultiFactorAuthentication cmdleto
2. XFARE N R EHEMEHEFITAN S LUBRRIE I = 1ECookie. AREME S

fEFAREST API. PowerShellflsccliZI2 % K& B {HI0IE(MFA)

FiEMNE2E. RESTAPIL. PowerShellfllsccliZREMFA, MFAR@ETAD FSE {1 EIE2E5k
BEHE, el EGUI. RESTAPI. PowerShellflsccliEFAMFA. ZHEMFALKED
EMFA,

$AD FSI&E JOAuth/OIDC

{EFBWindows GUIRSEIEAD FS

1. SfnZEl*Server Manager Dashboard (ARZ5 28 B I 281Xk MR)>*Tools(TE)>*ADFS Management*(ADFSEIE

2. SfiF*ADFS*>*Application Groups*s

a. HER T N AERFAS

b. JEF RN AREFA HBN N AEFET
- EFR RS AR EE

d gHE*FT—FH~,
3. EHIEFIRRR

~

9]

XEEPHID, .. EETHEURLAFMEHURL (SnapCenterfRSS8BURL), ... 8H * F—% *,
4. EFEREZER
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12.

13.
14.

15.

16.

17.

18.

ERE L, 8HT—F%

a. TE*5eR Tl E, BaERHE.
ARBEIININR N ARRERA, AREE RIS
MR FRREF BRI PIEE RN BRERF
BRI AR

P Web APIFEE EH*Next*,

EECEWeb APITTE £\ EFRIRFFER D AN _E—F 8IEBISnapCenterfR 55 28URLFE P ImARiR o
a. B Ao
b. B *TF—F*,

EEFRERIRE T L, RIBEHERERITHIR(FI, RIFFAEANERMFA), ARSEEHT—%

[e}

T RENBREFNR DI L, RIAER TEEEOpenIDIFASERE, BT Next*
FREENL, 8HT—F%

EIERC Tl L, BEKE
T RAINAEFBIE T, BEHEOKS
FRIARSS 28 (AD FS)MAH TR HFRERRIJWT S hE,

It FEAY aud "SI IR BH A AR BB S IR B Web APIBIARIRRFILAT,
YRIEEERIWebAPIH I E B SR B IEMAMEIFAURL (SnapCenterfR S 28URL)FIE F imRIZ T o
B2 & OpenlD Connect IR HA R R {ENEA,

T F RS 2R BRI G LAY Tools* B FHY*AD FS Management* T &,
a. MAhA= AR i AR A X4 ¥,
b. % Web APIH & edit*s
C. B E "N FARAMN "R IN
BE AR ¢,
a. 7 FEBAMINIEIR T hiFIRPIEZFE S LDAPB M E N BB RIE
b. g * F—F *,
N ERIERL*Z R,
a. T BMEME T HISIRFIEZE Active Directory*o

b. E*LDAP Attribute* FHIFIFRH1%ERE*User-Principal-Name*, 7EO*utgoingskIf FRIEZE A FHIFIR ik

BEYUPN
C. B “5Thk * o
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fEFPowerShellfn < Al N AIEFA

f&aT LAfEEAPowerShellsn < 82N FTEF4HFWeb API. FHARISEEMAER, X< Boilaigiett. §
XIFAEBE. 1BEZSDl<link to KB article>,

1. AU T <TEAD FSH AN AEFH,

New-AdfsApplicationGroup -Name S$ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRolelIdentifier

ClientRoleIdentifier NMAIEFANZTR
redirectURL EINEEERNEMURL
2. BBAD FSERSB 2N BREFHERE P IHEH.

Add-AdfsServerApplication -Name "S$ClientRoleldentifier - Server app"
-ApplicationGroupIdentifier $ClientRolelIdentifier -RedirectUri $redirectURL
-Identifier S$identifier -GenerateClientSecret

3. BI3EADFS Web APIR FRFE R B0 & E N 5 B 1Y SR B& 2 7R
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier S$ClientRoleIdentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
4. MU T < miatH PIRENE P iRIDAE FinZEH. AANENETR—

"client id = Sidentifier"

"client secret: "$ ($SADFSApp.ClientSecret)
5. JAD FSK 2R FallatlaimsF1OpenI DAY R

Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleIldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
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("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
6. B AN o

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 8n 8 Web APIR RIZFFHE A IMB X RE X EL A A A4 AN

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

BR8] < hE 2 AT E]
S& AT LR PowerShellfh < BB HT i 18] REEU R 8l
© RTFUAES
CBASHAERTRER. FRBNTRNEEAS. HRSHREEE. R ER,

* BRINER TR ARV EIHRRTEIN60 8, XMEAZZEIEIRYE R AR ER, Bu iRt EBaMN(E.
LUBE e AT IE s8RVl SR R R (RN

c I
EEHN ATEFAWebApitYiA S hERIRAR ). 157EAD FSIRS SR EARALUTH S,

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

MAD FSIREUAE < h&

ENTEEIRESTE F ifk(40Postman) FIES LI FEH. HEREIESAFPERE. N BERNBAE_—RES

PIIE(SHRAE A PR AR BY) LUREUVAH < h,
+ AJMAD FSIRSZ BN BTN AEFEEAH S ENERE. RIABXHEAN607 5.

FE &

RFPER LS

[E5AURL MREEEFURL, ERANNARERFIEZRURL,
B985 FURL [adfs-domain-name]/adfs/oauth2/authorize
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RS hEURL [adfs-domain-name]/adfs/oauth2/< h&

EFi% 1D HINAD FSEFIHID

B in%EH BINAD FSE FinZ A

EE OpenlD

=R iRS H%IE TEREARAUTHIRRRL %

AP 7£*Advance Options *IEI-&H, ZHN15EIAURL{EE

B ZRRFE, ZETRIJWTEHRETR aud B,

fEFIPowerShell. sccliflREST API7£SnapCenterfRs3 28 ECEMFA

el LUI{EEPowerShell. sccliflREST APIfE£SnapCenterfR$Z 28 FECEMFA,

SnapCenter MFAS 1T RE B 45 103IE

7E£PowerShellfisccliff. IHcmdlet (Open-SmConnection)if B A I —"1% J"AccessToken "BIFEL. LUFEH
AYLENARPHTEHRIL,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ —-AccessToken <string>]

1T Eikemdletig. FAMENARFEIE—I=1E. UHRITEMSnapCenter cmdlet,

SnapCenter MFA REST APIS {381

7EREST <access token>% F ifi(40Postmangswagger) P {EAME T /9_Authorization=Bearer AP1_FYEE S hE.
FHEREFIE KA RoleName. LAMSnapCenterik 1S IhMEN o

MFA REST APIZ{E#R

WMRAIMFAEEE TAD FS. NIRERAIFR(AE)SHEHITEMIIE. LE@ESEAREST APIijiRISnapCenteriz
B2,

* XTFUES *

s SR LUEREMRESTE Fin. flilPostman. Swagger UlZ{FireCamp,

* JREXIA R S hEHER E X EE0ER(SnapCenter REST APN# TR IIE. WUIRITEMIRIE,
c BB

“BITAD FS MFASHITE L83
1. BRESTZ P inEi & NEABAD FSif = LIFREN IR S hE,
B IRAKEN FARREFILE SR, BIEEERZIAD FS SSOTTHE. fFUtTiEmAH. AR HEADEIE
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FiBIMFARITEHIIE, 1.7£AD FS SSOTUHEIMAF BXAER. BNEHI AP 2 o F i,
+ AP ZR9E I Auser@domainZ{domain\user,

2. EEEXAER. BANENED,

3. BHER

4. WEFRETISP, EE—NEHRIBETFH#TEMNRIEEVATENESE).
° MEIX: HUERIXREIEAYEIERHIX @A,
° QREZ: fEAAUTH Pointi$ch FATZF13EQRIB. ARRANAZR ERAVIGIERS
o —RMERD: BN —RIMEE,

5 BMRIERINGE. BITA— I #EEO. HPha&inn. IDMBIF S,

S5 RS hEHESnapCenter REST APIFRER ERMATLLIRIE,

6. TEREST APIF., BN EMRAE D P ZE LR LHEMNBERIT.
7. SnapCenterf§ MAD FSIRIELLIHIE) < R,

NRUL . MSnapCenter& X E#HITINEHHIRENAF o
8. SnapCenterfF8 i P 2 A B R M HITAPIF A #1T 5 H K,

NRFHIWIEIN. SnapCenterfiREIER. BNEEREIRER.

AREST API. s {TREMEFBEF REERAHZASnapCenter MFAINEE
EfBEFRm

* R
1. BISnapCenterZ 25 519 & R EISnapCenterfR 55 28,
2. BEif*Settings*>*Global Settings*>*MultiFacorAuthentication (MFA) Settings*
3. ¥EIREC(GUIRST API/CLI UG B2 AMFAZ R,

PowerShelliZ[O
B
1. i=ZfTPowerShell={CLIEF$IGUI. RESTAPI. PowerShellflscclifE AMFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

pathS¥ A FIEEAD FS MFATTEIREXmIX HHHIIE,

NEEEFIEEAD FSTTEHIEX 4K ZAISnapCenterB 2 R iE. REST APl. PowerShellfsccliiZ A
MFA,

1. ERKEMFARBIRESHIEZE Get-SmMultiFactorAuthentication cmdlet,
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sccli Interface

SR

1. 4 sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path

"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

REST API

1. BITLLFPOST API. LUERGUI. REST API. PowerShellflscclifEFEMFA,

%

1ERBIURL

HTTP /5%

BERIEX

MR IE S

2. FALTAPIKMBEMFAR B RESHIEE,

B8
JERAJURL

HTTP A&

MR IE XX
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&
[API1/4 .9/SETTINGS/multifactorauthentication

¥ Zil

{ "isiMFAEnabled": false.
"IsRestApiMFAEnabled": true. "IsCliIMFAEnabled"
. false. "ADFSConfigFilePath": "c
: WADFS_METADA\\abc.xml" }

{ "MFAConfiguration": { "isiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml"
"SCConfigFilePath": =, "IsRestApiMFAEnabled"
. true. "IsClIMFAEnabled": false.
"ADFSHostName": win-adfs-
sc49.winscedom2.com } }

haE
[API1/4.9/SETTINGS/multifactorauthentication

FREX

{ "MFAConfiguration": { "isiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml"\
"SCConfigFilePath": =, "IsRestApiMFAEnabled"
: true. "IsClIMFAEnabled": false.
"ADFSHostName": win-adfs-
sc49.winscedom2.com } }
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BB LIE1T SnapCenter RSB 28 ZEEF AT HITX IR L E SnapCenter ARSE 28,

1RAI LUERE PowerShell cmdlet 1172 N LR E T T2,
(D)  F#EmaITHBEE SnapCenter FRZ5E.

FaZ i
* SnapCenter iRSEZ B NN R Windows B, HERESAREFTERAEHBE,
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* BRI B AR R VBB EN30720CAIEBCSRX fo
* CAIEBRIZ RS B 5 IIENIE P i S 10
* BRIRE—CAIES. HFMOSTANIELEMEL.
- BREEREHSSLEE,

BXEFMAER, BB "TECAILERED, "

* B EEFTE G ENMSnapCenteriR 528 LB AN RISSLIE S,
AAFFLEENHARSS BAR B AN ASSLIBERIIF R,

SR

1. BHE KO, EESnapCenterfR5588 £ 41 EXFSnapCenter 1S WebfRS5 281k [18146 (BAINHITUTH
B, FHERAPowerShellip$ %SMCoreli[18145 (BRINBXHITIU TS E,

a. FALLTPowerShellds £ HIBRI1E SnapCenter B & & IEPim O 48%E

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>

f5lan:
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> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146

b. JEEFRENRICAIE T 5SnapCenterfR 5328 1SMCorelii I48E

> Scert “<CA certificate thumbprint>”"

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBan:
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
2. ZiFECAIERRINIR. ERITU TS RELUARFEENCAIER. M SnapCenterfIZRIAIS WebfRSS
22 F"IIS AppPoool\SnapCenter" M INZIE B PRFIR P,
a. ¥ E|Microsoft EIEIZHI & (MMC), fARE SR E*File*>*Add/Remove snapin,
EARMSMEREERERETEOR, EF IR, AFRE RN+,
FIEREERRTEOF, E8F * HEVIKS * &I, ARERE TR .
BEHTH SR> EB-AtIT B> ASHER,
e. % SnapCenteriE$,
f. EEsiAIIARPWIRAES, BARPEECAIEFR, ABEIEE Al Tasks*>*Manage private keys*s

9. B#*Add*, 7ESelect Users and Groups (% P14 )m AU E BRI ENIBIR(EX
£EM R INR)

h. IS Appool\SnapCenterfi 7. #EF 2 EHINIE,
3. IF*CAIEBISIPR*, MLLTFELIR7ESnapCenterfR S 28 R ARMNFHIDWORDFMRINEH

I

a o

EWindows I it &R miEesH, BHLUUTERE:
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HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. f£SchchannelF A F&RECEIFIE T EIEFBIDWORDFMZRINZ B,
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

Bt & SnapCenter WindowsiE{4 LIS I IN B SSLE S

R EFPowerShellds < B2 & SnapCenter Windows {4 IS I ESSLE(S.
* FriaZAl
HRCAIE BRI Ao

1. BERO. IBEWindowstfF A _EITSMCorelit 18145 (FRIA)ITIA T,
a. {EF L FPowerShelldn < HilBFI1E SnapCenter B & 2 IEHix A48 %E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fBgn:
> netsh http delete sslcert ipport=0.0.0.0:8145
b. K #IRISHICAIEF 5 SMCorelh O4FTE,

> Scert = “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fBgn:

> Scert = “abcl23abcl23abcl23abcl23”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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BN ASSLEE

,.ﬂi__[L,(ﬁ%PowerShellﬁi BRMNESSLES. Lf{RSnapCenterfR 5528 S 2 [B1RYAH
BERE.

ezl -
S FRB A HISMCore REEHITEN S ATGBNARSS BHITH L
TR

1. BEEANMSSLES. i57ESnapCenterfz5Z2s EAEEWMSSLESIIEN. IRESMNENMEBEITU
S

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. AR TamLMITIS SnapCenterz AT EIUIE{E, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowsiEfk. TITLL FPowerShellfi S E#H B 5ISMCore RS

> Restart-Service -Name SnapManagerCoreService

AN ESSLIEES
& A] LU PowerShellfp $ 2 B [AESSLE S,
* XFUIES *
* EXFREEGFISMCoreCIBHITH S, REBEIIRSZSB[BHITHS,
* Z2EWNASSLEEN. AEMRCAIEBRERE,
* B[ SnapCenterfRSZ 28I EN. MM FFEIEHEENZ AN ESSL,
* R #ENLBFIF5,
7 N
1. BREHEWMESSLIES. iETESnapCenterfiks528 E X FrE A EHFSnapCenterENIBITUA TS,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}
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1. AL T e L1TIIS SnapCenteri T MEIMIEIE, > Restart-WebAppPool -Name

"SnapCenter"

2. W FWindowstifF. EITLL FPowerShellsi S EFH B EISMCore RS :

> Restart-Service -Name SnapManagerCoreService

FeEETIEPRIFHISIE

MSnapCenterfiz55 28 S HIEBMA NI (CA)IEFH
1& N7 & FAMicrosoft B I24%#l & (MMC)E CAIEH M SnapCenterfR 5528 S EIHEH Ao

FeaZ Al
BN EEEENMSSL,
c R

1. ¥ % Microsoft EIRIEHIE (MMC) , REEE * XXM * > * 70 / bR Snapin * o
2. FEARMSMRERR TEOR, EE R, AERE RN
3. I REERL'EON, EFHENKFAED, ARRE T
4. BEHEHIGIR>SHER-A T BN > DA SHER,
S. AR T T SnapCenterfRBZ 23 EIRFCAIEH, FARFIEFAll Tasks*>*Export* LB oI FHEFo
6. EASHHRITUTRME,

X F TN .. HATLATRME ...

SR HEFEE, AREMNA, ARBEET—F%

SHXHEH BEHE*T—F*,

XH# BENNEHEERFIEPHIXHERE, AREET
_5*

FEFERIERBSHAS EEWE, ARRE * 7Tk * RS H.

@ SnapCenter HAEZE #13& FH FVMware vSpherefYSnapCenterifit A 1B FIE B B 5103,

BIEBIMAN M (Certificate Authority. CA)IEP S AFIWindowsiifd 34

BFAFHAISnapCenterfRSZ2sCAIEH. N fERMicrosoft B IEIEH & (MMC)EMEXIES
S A\ZEISnapCenter Windows3E {4 E 4o

S
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—_

. ¥ F| Microsoft BEIRITHIE (MMC) , RFRBEE * XXM * > * 70 / Bk Snapin * o
2. TEARMSMPREERR TEOR, EE R, RERE RN

. I REERL'EOF, EEFUENKFAED, AERRE TR

4. BEHEHIGIR>SHER-AMITEN > DA SHER,

S AEBIZ PN, SARIEFAll Tasks*>* Import* LABEHF N EI S

6. EASHHRITIUTRIE,

X F BT, .. PITLUTHRIE ...

FEE BEHET—%"

BFNM PR LA cerll B E 45 ERISnapCenterfiR S35 281E o
IEBEfE BEHECT—%"

EAECRIERSHAES EEME, ARBE * T FFIRSA.

KCAIEBSAZIUNIXENIEH. FHRFIRIEBEFENEREE ZISPLEEFMERE
BCAIEBFAFIUNIXIRESE M,
BN CAIE RSN BIUNIXEE EN A,

* XFUES

* R B IESPLEAEN L UKL EEFERNCAR B BHRIHGI .

* SPLEZSAEMZ S T A $AFRE XEXF & BHI AR,

=7
1. #&BILAM SPL BMXXHIER SPL ZAERINENE, ER5EAXMMNAIE SPL_KEYSTORE_PASS.
2. FRZAEDIY. $ keytool -storepasswd -keystore keystore.jks
3. BEPAETIAZENFERNZHNERELNZAEFERNERZER: $ keytool -keypasswd

-alias "<alias name>" -keystore keystore.jks
4. JthpyE$ASPL_KEYORE_PassEHHEMIE spl.properties” X
S. BEAEBEEMBIMRS.

FCERIEBEENER A SPL (S1E7FfE

SR RIE P ENERAECE NSPLIEEEFEMEE, ERAAMIE CAIE+H, REERINF
18] CA IEF,
cHB
1. SMBISPLEAEFRTERX 4R /var/opt/snapcenter/spl/etco
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2. FREIXH keystore.jkso
3. BIHZEAEFRIMASER: $ keytool -list -v -keystore keystore.jks

4. FAIMBIEPHFENER: $ keytool -import -trustcacerts -alias
<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

S. BIRIEBHPENERAE N SPL EEFEEERBIARS.

¥ CA BB EIAMNEE N SPL [SEFE
BN R CAZ R B AMECE JISPLISEFMEE.
PR

1. SMEISPLESAEFRTERXHE /var/opt/snapcenter/spl/etco

2. B keystore.jks o

3. FIHEEAERRIMAER: $ keytool -list -v -keystore keystore.jks
4

- ANER BB AT EHEM CAIEFR, $ keytool -importkeystore -srckeystore
<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
—-deststoretype JKS

S. FIHZAERRMAYGER, $ keytool -list -v -keystore keystore.jks

6. WIFFHERTEE5ERMEIZEAEFRIF CAIEBXMAEIE,

7. 7 CAIEBARINMFAAZR IS E RN R IAER,
ZMASPLEAEZ L 2 NBISPL_keykeykeyStoref%iE25FARYE spl.properties X

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

1. MR CAEBHFBEREK, HEGATHRIFHFF (™, ", ") , BFRINZELNERER:
keytool -changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>"
-keystore keystore.jks’

2. N SAERCE SR spl.properties X5 1RIEZEH SPL_certificate_alias BHItH{E,
3. ¥ CAEZZPEMEB N SPL EEFREEHRBIRS.

BRETIERNSHIIE

EHSnapCenterf 3 28fWindowstiEF ENERETFIE BN B R IIE. 1BIE1TI

TFPowerShell cmdlet, Xt FLinuxiffFEEN.. BENXAESSLE. EEAEFIEBNE R
Eo

* BRETEFIRIERNSMINIE:

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]
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* FRETEFIRIERNSMHILIE:

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname] "

fidE Active Directory , LDAP #1 LDAPS

AR EI{SHY Active Directory 13

&R SnapCenter ARS328 A1 Active Directory , IUEIEZ A Active Directory 33
PEYENL, AP,
Faazai

* LDAP #1 LDAPS ¥ *

* f&BILAfEA LDAP B LDAPS #iSCEMARRI{EAY Active Directory 15,

* BN EEHRMENIF SnapCenter fRE 28 2 18)/2 AW EE S,

* NZ7E SnapCenter AR5 28F3EHF A ZB1IR E DNS fEifr, K274

* LDAP 1% *

* T2PfREFHE (FQDN) [ZAJM SnapCenter RS 2324,

SR LIS B35 EME] FQDN #, 1R FTEM SnapCenter BRSS 2824 FQDN , Ea] LA IEHI2S P ith
NEFEM, AR AT M SnapCenter BRSS28£%40

* LDAPS ¥ *
* LDAPS E£E CA iEBAsE1E/EENH RBEHRaRHIREI RN,

"J9 LDAPS E2E CA B imiEH"

* HIEHI2sENE ( DCHostName ) RZA] M SnapCenter fR$3 2814100
* XFUHAES
* {&BJLUER SnapCenter AP 5RE, PowerShell cmdlet 3 REST API SEMA A1,
c BB
1. TEMSHMEER, RHIRE .
2. IGEEYF, BEC2RIRE .
3. EeRIRENEF, BE HIgE .

wE Y RS,
- TEEMRETIETIE S, %R * LDAP * % * LDAPS*,
a. YNREFR * LDAP * , EIEE N LDAP EM AR EEFFENER:

[($)]
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MFUEFE ... HATIEIRIE ...

& FEE A NetBIOS &R
15f FQDN € FQDN FHEE * it *
128 1P Hthik MR TEM SnapCenter fRSS 282415, FQDN ,

BIEE — T EMAITHES IP #odk,

BXBFEAER, BN "METAFRFREF AT
E]EEUAINEERIZE 1P

b. INR%EHE * LDAP* , iBHEE N LDAPS AMARIEEHENER:

HFUFER ... HATILIRAE ...

b E FEE A NetBIOS & Ro

1% FQDN 1I5EEFQDN,

T HIZE B R BE—INEZMRITHIZZ A, RERE * T
EIEEI2R (P bt MNRIFITHIZE BRI EM SnapCenter fRSS 2867

1, MINZEEIE DNS f##fro

6. B *HE o

79 LDAPS fi2E& CA B ImIEH
N5 7 SnapCenter Active Directory LDAPS B2& 7 CAE+H, NIRZTE fRS28 £/ LDAPS
FCE CA BFPIHIEF.
c S
1. %% Microsoft EIBIEHIE (MMC) , RFEE * XXM * > * 70 / Bk Snapin * o
2. IR PR EIBRTEOR, E P+, ABEE FM .
3. EFPEIESTEOD, IR - HEAKS %I, AESE
4. g~ IR * > IEB-A T EAL * > * AMSRIEBMAAN * > < B~
5. AREBMEXMHX " FERIERMANM ", REEE * EES > * SN UBHSAES.
6. RRRAS, MTFFR:
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FLtRFEOF ... HITLATRME ...

EESNE—TF BN, mERIER_, ARRE T
EERRIERSANES EERE, ARBE 5Tl " FFIRE N

7. JFhiEiEREE T BE56,
A& = r Al
R F5 BZ& SnapCenter [RS8 UM E AT A M
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Identify two existing SnapCenter Servers,
or install SnapCenter Server (SC1) on
hostl and SnapCenter Server (SC2) on

host2.

.

Export SnapCenter certificates for SC1
and 5C2,

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into FS
Load Balancer.

v

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

v

Enable 5C2 node member.
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PR

* NEESHENARRNAFRRANERRRE, BRBINAFR2ERX SnapCenter /= (FIUNENMEFMEERE) B9
AR

XiE, AP RE] RITH D ECA MR E - A B RBVIEE.

40



* BRERTHZARPRANE— AR, LUFIA RBAC SR,
* BRILDBECEN, FRA, KBS, FHEER, &, CVEZAFPSAENRHSLRAPIER.
* NOECA AP BITRER R/ NEFWT:

12(F B

RIFZIR FEH, KBS

& EM, FRAE, RBE
TR N, RIRA

SefE M, HIFH, KBS
efEEanEHA host

BIERIRA host

* BT S ARINEl Windows ££8¥8 DAG  ( Exchange Server #BERTAMA) Fredjg, MREHHFTS
PELEAFP, WK EFERD LRI HAE, UERLEFTHRESEBPHAF,

&N RBAC BRAEMDACLAER S DAG , UERMTREE4% RBAC BFRHA, i, EBFE—XW
TaEE, HFEBAERSES RBAC AR HE, MEEANS— 1T =Y, R RBAC AFRRAEHS
BoLa&E 8%, LUERN RBAC B SARMNIT S,

* NREIHRIEF Snapshot BlZs, MASRREF BinENEFEERD A RITIHRIENRRF,
BRI ERMAF, AERBRARPSEIAIRNE,
WREEAIERTF VMware vSphere #J SnapCenter 3G IHRERIFIF VM , VMDK S #3EF6EE
@ , MINZfEA VMware vSphere GUI 3 vCenter AP AINEIEATF VMware vSphere #

SnapCenter Gt EH, Hx VMware vSphere IS, 158N E/HT VMware vSphere
B9 SnapCenter &4 MImBITIEX A"

cBE
1. EEMSMERF, BE 8B
2 FEREAER, B AOAHN > +
3. T£M Active Directory Sy T{E4BARNMNAF / 4ATTE
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4 BEH*HELY, AREHEAFIIEF:
a. M * B ThIPIRAEEE R,
b. FEHF=RA, EEHE,

HITUCIRIE ...
eI TR

N FEB IR, ENisEERAPRINEIA

B AP EEER,

AIAMBRT, EXAEABERNES,

C) BpaE * g8 > 2RgE >
g E * TEFEMA R EE.

ERR A P

@ SnapCenter (XZ#F&LE£H, MAX
R &4,

a MABSBPE, ABHE M.
() mrERSAIS,
b. MIERFIRPEIER B

FERIRE EL A R A 9
(D) FE, mRERAREE, BAR
BB PRI,

ESNPE, miEAERNNEMEFZE,

ERERAFANENAE.

RETEAF BB EFHRME SnapCenter [5, 74 RVIHXLEEF,

o MFFEFREATEE IS,
d B FE",
5. Bk 1B Y,

ANNBFRRAHDERER, RIFEEYIR.



tlEAE
B* 7 LA SnapCenter AEZ4N, EERILIGIEB SRR BHBEE XNR,
&R B L "SnapCenterAdmin" ABE R,

R

1. EEMSMEEH, 2E*IKE*,
2. mgEER, BE A,
3 BE #,
4. ERNMAGTER, BEMAGBHNEFMIREER,
M SnapCenter 4.5 738, EREERAFPBMAZMPLEUTHEHFR: =K% (0 , &
FHEO(-) , TRI&% (L) MBS (1) . MREFHEFHIRZAN SnapCenter REIE
@ HRAEUNXEFHFR, EaJLUBIIERE SnapCenter WebApp BY web.config 34

Ff& "DisableSQLInjectionValidation " S¥HVEE XN true REBABBIFIIE. &ALt
EE, BEHEEMBMLLRS.

o iR * WHBNAMEMRIEEHEMRRANNER *, UEZABNEMMKREBERMERIIREE
BEMENFAETR.

MRAFENABHRREEDEAHEMMRAINSR, MNNEBCHEREES,

@ BRSNS, NRAFRSEENKHRFNAFPEEREENAR, WAFENAR 2
X R IRAY I RN FR

1. FEIRRED, BEEHRAREINE, RESE * 23 BT EAONFERIR.
2 B R% .

£/ security login #n <7/l ONTAP RBAC A8

MREFERRITITHEEREHZIL ONTAP , MATLAfEA security login 85270 ONTAP
RBAC A t,

FHaZ Bl
* ERIBITEEIRI ONTAP MI7E(ER 45632 ONTAP RBAC A 2], BHXIAHEUTAHR:
° BRITH—INE LIS
° PUTIXLEAE SRR RIANR
* FcE RBAC AEFEHMITUTRM?E:
° NI/ Him S B RIE TR
g1 mLEREMMARES: all-access  read-only .

B IaR e D ECFR B 1 PR,
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° NRRDEAE,

° TEE'JE SnapCenter A+ BIEZEIB MRS EES IP R EFEREIEETH SVM , BEXUERIES

* KTFUAES

EENVEFERASK LIEXLEABREIE, Eo]LIFERERT Data ONTAP BY RBAC User Creator TR, T
BB R1E NetApp #tXiEix L,

L TESEERIEE ONTAP B, 5Ia0, EFF Data ONTAP BY RBAC User Creator T E £ B iR IEHallf
FAIMBER, MEELXERFAEIHRNIE, MNRLRINZRIFNE, AEERNLIHFRNE, N ONTAP &R4hih
BN PRIFICAEEMHZEEN].

WNREGEHK SnapCenter I ONTAP , NI EFTizTTiE&HF Data ONTAP B9 RBAC FIF 212
(D  FTANEEAOIRIAFAE, NP HARAL SnapCenter 5 ONTAP SIRNAF AT
FAREHIRARES TR, BMEMILTAN, C2amRERE. CERERIRAL,

BXIZE ONTAP RBAC AEHNIFMESE, BEW " ( ONTAP 9 BiIER 54 I0IEH RBAC E4&IERE) "

@ RNTHER—Z%, SnapCenter X AEFRAERYFIN, OnCommand RAEEIRSEF AR R
EfEAARIE attribute_. MAE_privilege, IREBONTAP RBACA &L, XM NARIBHIE XAEE,

e
1. BEEHERSL, MAUTHTURIERAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_ name\>

* svm_name & SVM H& ., MNRBGIFERT, NEANERFEER,
* role_name @ NHEIEENRR,
* command & ONTAP Ifgg,

@ BRI REE LS. FIEE, YALIHFRBILRGS, AERBEFIHRR

F'I'-'Vo

BXNRFIERBER, BEN AT EIZASMDENIRE ONTAP G2 {TREB S,
2. AU THLLIRARA:

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name EEGIENEFRHER,
* <password> BN, MRFEEE, RARKRTERMA—ED,
* svm_name & SVM BI& R,

. WMAUT&<S, BRAGIKLRAF:
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security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> 2EESE 2 FEIENAFNEN. LSBT ERAFRUBESHEXEK,
* <SVM_name> & SVM B9 &R,

* <role_name> BEELE 1 PRIZNABIEZFR,

* <password> BEMEE, WMRFTIEEEN, AFRKERERN—1EE,

4. WAUTRS, RIEIEEEERCIERR:
security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name 2EELE 3 FEIENAFRAT.

BIZEARRRAT SVM A

7£ ONTAP FRu# SVM BFRIZA G, MIUE1TZ 1 ONTAP er${THREM L. WRE
7 ONTAP F% SVM EEE NS SnapCenter £5EH, MIEARIEFER vsadmin A&, NI
TEAE.

TR
1. EEERS L, Q- AEHNZABRDEFRBENRR,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() cEusMURESLHS,

1. QIR— T ARHRBZABNESIZARF.

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. fEBRA P HRE,

security login unlock -user <user name\> -vserver <svm name\>

BT eI svM Ao EINRE ONTAP ss1TREH L
BNIE1TZ 1 ONTAP 83 1T E <K EIE SVM ABH D ER.

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"job history show" -access all

security login role

"job stop" -access all

security login role
"lun" -access all

security login role
"lun create"

security login role
"lun delete"

security login role

—-access all

create -vserver
create -vserver
create -vserver
create -vserver

—access all

create -vserver

"lun igroup add" -access all

security login role
"lun igroup create"

security login role
"lun igroup delete"

security login role
"lun igroup rename"

security login role

create -vserver

—-access all

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup show" -access all

security login role

create -vserver

SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role

"lun mapping show" -access

security login role

"lun modify" -access all

security login role

"lun move-in-volume'

security login role create -vserver SVM name

"lun offline"

security login role create -vserver SVM name

"lun online"

security login role create -vserver SVM name

"lun resize"

security login role create -vserver SVM name

"lun serial"

—-access all

—-access all

—-access all

-role
-role
all
create -vserver SVM_name -role
all
create -vserver SVM_name -role
create -vserver SVM_name -role
-access all
-role
-role
-role
-role

—-access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume modify" -access all

security login role create -vserver
"volume offline" -access all

security login role create -vserver
"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create -vserver

"volume gtree show" -access all

security login role create -vserver

"volume restrict" -access all

security login role create -vserver

"volume show" -access all

security login role create -vserver
"volume snapshot create"

security login role create -vserver
"volume snapshot delete"

security login role create -vserver

"volume snapshot modify" -access all

—-access all

—-access all

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

security login role create -vserver SVM name
"volume snapshot rename" -access all
security login role create -vserver SVM name
"volume snapshot restore" -access all
security login role create -vserver SVM name
"volume snapshot restore-file" -access all
security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



® security login role create -vserver SVM name -role

"vserver export-policy create" -access all

® security login role create -vserver SVM name -role
"vserver export-policy delete" -access all

®* security login role create -vserver SVM name -role

"vserver export-policy rule create" -access all

®* security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

* security login role create -vserver SVM name -role

"vserver export-policy show" -access all

® security login role create -vserver SVM Name
"vserver iscsi connection show" -access all

®* security login role create -vserver SVM name
"vserver" -access readonly

®* security login role create -vserver SVM name
"vserver export-policy" -access all

® security login role create -vserver SVM name
"vserver iscsi" -access all

® security login role create -vserver SVM Name
"volume clone split status" -access all

® security login role create -vserver SVM name

"volume managed-feature" -access all

I AR RIRINRAY ONTAP SR AR

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

B RIE— " BEERIEINRR ONTAP £E AT, LUERNER ONTAP EEGA®E
SnapCenter FHITIR1E, ERILLEITE D ONTAP 65 1TRMEAF S K AIZE ONTAP &84 A

BH D E&ERIR,
ez

1. ZFERSG L, IR MReHNZABD KRB,

security login role create -vserver <cluster name\>-

-cmddirname <permission\>
() mExsMIRESLSS,

1. gl — AP HRZARNELIZAF.

role <role name\>

security login create -user <user name\> -vserver <cluster name\>

-application ontapi -authmethod password -role <role name\>

2. FERRA P BIE,
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security login unlock -user <user name\> -vserver <cluster name\>
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name
"job history show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—vserver

—-access all

—vserver

—-access all

—vserver

—-access all

—vserver

—-access all

—vserver

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

-cmddirname
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"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name
"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name

"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create

"volume gtree show" -access all

security login role create

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

security login role create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-vserver Cluster name

-vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

53



54

"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver

"volume unmount"

—acC

cess all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—access al

login role
cifs create

login role
cifs delete

login role
cifs modify

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role

create" -ac

1

create -vserver

—-access all

create -vserver
" —access all

create -vserver
" -—access all

create -vserver

modify" -access

create -vserver
create" -access
create -vserver
delete" -access
Create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

create -vserver
cess all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name
export-policy create" -access all

login role create -vserver Cluster name
export-policy delete" -access all

login role
export-poli

login role
export-poli

Create -vserver
cy rule create"

create -vserver
cy rule delete"

Cluster name
-access all

Cluster name
—access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

LRI, LT SnapManagerSuite FAIIE, FEILTFHRITEM SnapCenter iFAJ1E{E,

B3 wREHRFYS

CEEAAITHEFEYS AN EETIEFISMNIFENFESIS, ErILUER ONTAP i1 RIS F S
5. EBNIZEFAS. AFFEASARGINEREIER,

T
1. {5 ONTAP s {TERITHIZS
2. 8\ system show -instance #%, AREERHUEREHZRFIS,



ANt

clusterl::> system show -instance

Node: fasxXXX—-XX—XX—-XX
Owner:
Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -
Uptime: 143 days 23:46

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services:
All-Flash Optimized: false
Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true
Eligibility: true
Differentiated Services:
All-Flash Optimized: false
2 entries were displayed.

3. iBRFFS,

F4% . BEREETITH ZEBIFRENFYS
WNREFHEBE FAS 3¢ AFF 7=fiE, NIETLISEM NetApp SZiFih

B ONTAP sa 1T 1ITRE

ez Al

o IR
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150

R EEBMH NetApp ZHib R E RERE,

false

false

=X

N

ZET SnapCenter I£HI2809FRIE, ARG



MRKBNBRERE, WAZARRERLEERER.
* B ABERIEFTIS,

p
1. BRE "NetApp ZHFIER"

2. BME * RE > EFEE *
3. T£"Selection Criteral" (&R M) XiFF, HRIER T "Serial Number"(F5I5) (I Fi&EE@E), BAITHIE
FHIS, ARIEEGO! *

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__GD!._:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~| For Company: |:| i__G_p!_:

B R Bt RE I 88 BV IR AIEY 2o

4. % EIHiER SnapCenter #rERRZ SnapManagerSuite ¥ AJiiE,

E5% . AMETIERIZFAVIFANE

MRIEERARZFAS. AFFEIASAZRZE. FH BB SnapCenterti R 8 SnapManagerSuiteiFa]iE. AT LAfE
FHONTAP# 21T INEF SnapCenteriz il 2889 1F Al i,

FriaZ i
* BRZEFAS. AFFEASARZERFEIE A,
* &2 SnapCenter tr/fhRE SnapManagerSuite ¥ AJiE,

KXFULES
NREE(EAFAS. AFFEXASATREIASnapCenter. MR LUREVEEEIHEITFRIIE. AEEIEHISE LRE,

YNRZFIXA SnapCenter , WEXRHERRDIRINETITHIZE L LERBERITEIFA I,

TE
1. f£/ ONTAP & $1T7E R 5| NetApp 58,
2. 7h0 SnapManagerSuite ¥ BI3FZ5A

system license add -license-code license key

tbes LRI R B IR A E R

a

3. WIFE BB L% SnapManagerSuite ¥ AIIE:
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license show

5625 MIBRAIFEE

NREERIIRETITHIZEH SnapCenter FREVFRIE, FEFEMFETEENHAIFAE (FFISLL 50" "
%) , WRZEEMA MySQL ép< FahiFRIb IR AITENE. F/AER SnapCenter B2 F SR EMIFR XA FAIIE.

QEEFEAET SnapCenter tFRAEEHIZSAIFRIER, A EEFoIMIBRXEIFRIITE. NREME
TET SnapCenter tREREMIFRIEFHEERINEZ SnapCenter B2 REF, MiXAFR]
I B E =,

g
1. £ SnapCenter fR5528 £, FTH PowerShell BOUEE MySQL .
a. i&f7 Open-SmConnection cmdlet , /3 SnapCenterAdmin 1 BE15 SnapCenter IRSZ28H0EES

o
b. 51T Set-SmRepositoryPassword LIEE MySQL 253,
BXxcmdlettIE 8, iEZMW " ( SnapCenter 24 cmdlet Z&15F) "
2. FTH S LRI FHIETT mysql -u root -p LLIERE] MySQL
MySQL iR EMANE, WATEETEMRHNERE,
3. MEHE R R Rzt AR 1R T IE -

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

AIDET SnapCenter tREAZRIIFETIE

BT LUE A SnapCenter tERZFRIIER{RIF ONTAP Select #1 Cloud Volumes ONTAP
& ERIEE,

AREVFEIERER LU THHE:
s H—MAIEFEFIS AR, BTN 51XXXXXXX
B LUERIF RS SMEXM NetApp it S B REEBE SnapCenter EIFZF A R E B FAF AL,

* EARIMAKAFRNEHRHE, RAETERERIEHERIFHIEIER) UIREEE) , HEHIES
SnapCenter E1E

* 5 TB A
fFlan, EELFREX1TB, 2TB, 4 TB ZEFAEMIFAIIE,
* 12t 90 KIXAIFRIIE, RIFR1E 100 TB BREHEN

BXFAFFIENER, 18N "SnapCenter FATIE"S
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SnapCenter 8 XFRENITEEEIER ONTAP Select 1 Cloud Volumes ONTAP ZEMAEFHE, FHR
EREIFAER, SnapCenter eMB2FRIRE2HRFAIEE LNERARE, NMtERAETE. IREHARE
B3 iFa]FE, SnapCenter ERIRERETIEFRES. MRETE SnapCenter HELE T A =SB,
NEERRERIEIETNHRNEN, RASAXBFARMHE,

B HEREEXK

TEFREVET SnapCenter REMIFRIHEZ I, ENITEER SnapCenter BN LHEE,

&N 2 Cloud Volumes ONTAP I ONTAP Select 24 ERIEREEIER,

KTFUIAES

SnapCenter i+ BLIREANEE. WRXGRFHLIEERNA/NN 1 T8, BNFERT 500 GB B==iE], N
SnapCenter 115 500 GB HIEAEE. ERERTEEHENFNIEEEZEITERLN, EETENE
HWERRE,

i
1. fEFH ONTAP @< 1T7& R 5 NetApp 15H28,
2. EEECHERE, BEATS,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

ASHE Engineering 2.13TB
AVASH Marketing 2.62TB
2 entries were displayed.

XW N ENEERABENT 5B ; Eib, MRERIFFAA 5 TB BIE#E, NET SnapCenter FERIRIRIF
FHEZEXRA 5TB

BE, IREIAVRIFEAEBESTBHY 2TB , MEILIREY 2 TB B FAERFH I,

$£25 . RRETRENFIIINFTIS

TRITRIAR S B PR 7T ET SnapCenter RERIFRIEFYIS; BR, MRELALFFIS, WAL
M NetApp ZFrub R RILFTIS,

BN A BB NetApp ZHFih R & RERE.

p
1. BRE "NetApp ZHFIESA"
SANE * RS> MEIFEDE * o

2.
3. EERFMXIEP, MEEER: FHISHIFRIE MISKEHERE * SC_STANDARE* .
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Software Licenses

Selection Criteria

Choose a method by which to search

> |5eria| Number (located on back of unit) v| Enter Value: |:| Go!z

Enter the Cluster Serial Number value without dashes.
-0R -
» Show Me All: |Serial Numbers with Licenses |For Company: |:| Go!|

4. BAEHRABEET, REXFGO! %
ERBIA 51xxxxxxx BIFLAL SnapCenter IFRIIEFSS,
5. BRFYIS,

£345 . E£NetAppiFrliEXX &

IR IEARAE7ESnapCenter B2 RE T4 ANetApp ZHfih s EIEFM SnapCenter FAEFYIS. SETE
MSnapCenter i@id Internetifi[aA]NetApp Z#Fuh s o WA LA ENetAppiF Rl IEX 4 (NLG), A, &R LU 4
THHEETERT MSnapCenter EAIFRIMNIE,
Feazgi

* f&N¥% SnapCenter 5 ONTAP Select 5% Cloud Volumes ONTAP £ &1,

s I BB BN NetApp ZIFiL S B R ER,

s I EERRIL 5100000k A IEGF LTRSS,

gl

1. N3 "NetApp FElIESX 4RSS S

2. MNFTRIER.

3. EFM&FERYP, MThFEEHIEE * SnapCenter iR (BETFHE) *,
4. EERBFEHISFEF, B SnapCenter FRIIEFSIS

S. FEFHIEZ NetApp BUEIRFABER. ARIEFERRZ .

6. RFIFAIEXH, AFIERXHIE.

$4T . FMETEENFAIE

INRIEFF SnapCenter 5 ONTAP Select 8 Cloud Volumes ONTAP F&&E&ERH, NINRE—HZIMET
SnapCenter ZEHJF A,
FrIaZ Al

* &R/ SnapCenter BEI2G AP BHE o

* BN EBEEMM NetApp LA ERERE,

s B EBKRILA 51000xxx BN EGFRHEFSIS,
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SNRIEMER NetApp WFAIIEXXfF (NLF ) FRANVFRIIE, NINAIEFRHEXHRIMIE,

KTFILAES
ERILEIRBETEFHRITUTES:
* AINTFRIIE
* BEEWAIEFAE R UREERE XS MFAIENER.
* MRBERIEWAILE, 0, EEMFAIIRENENHERNILE, BT
* MRBERIA W ENEABREWAIE, BMERILFAIIE,

@ To A EFA SnapCenter B2 REMIFFRIXAIFHE (RIS 50 &R) - ANEREHE
F SnapCenter tnEREMIFRIRY, HAFIIERBIHES.

g4

1. EEMSAMEET, EEF Settings*

2. [EIRETEF, EERY

3. TR TIEM I ENIE &, EE Add*,

4. 77500 SnapCenter IFRIEMSH, ERUTAEZ—UFKENERNAYIFR]IIE:

HFUFER ... PHATICARIE ...
I NetApp ZHFiEm (NSS) BRFBUSAFA  a WALHINSS AFZ.
i b. %\ NSS ZH3,
C. MABRTIZTHIZMNIFRIIENES S,
NetApp FRIES 4 a. FRENFONEXHIGIE, AEERE.
b. E#ZE * FTH *
3. 1E Notifications TIEH, %I SnapCenter ZIXEBFHBH, EMS F1 AutoSupport :BHIH B EFHE.,
ERINRER 90% o

6. BRNEFHHEMECESMTPIRS S, 151EF*Settings*>*Global Settings*>*Notification Server Settings*,
REWMANUTIFEAEE:

NFUFE ... HATUCIR(E ...
E8 BB B T prirs =l (o<1 N N
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MNFUFER ... HATIEIRIE ...

RIEBFEISE INSRERR 18R+, BHEEUTRE:
© RIFNEFHRAF L
* Wk N EEFEp (st
Ak REERGAE AT

AEINTRFAR: SnapCenter i RIEREE
o

I IREREHEERS (EMS) HERXINEFEERZRRRF BT AutoSupport JHERIXEITFERSR
DASMERIMATIRME, iHEPENNEIRE, BiV/EAAutoSupport LIS BN ERER AT REIB ZBYR)E,

8. iﬁ% * —F_ﬁ * o
0. EEWE, AEEEF TR

MEFHERA
7 Windows FA#| LA & Z(&

BioE LUN 726&

& BT LU SnapCenter ECE FC iE#EaY, iSCSI EZR LUN , XA LAEA SnapCenter
RIMAE LUN EZE] Windows FEAH.

LUN Z SAN BeEFMERFEE T, Windows ENERF LB LUN fIAEIMNERE ., EXIFHAEER, B8N0
" { ONTAP 9 SAN EC&EiEm) "
17 iSCSI &£i%
WNRE(FEHE iISCSI EZEI LUN , MIELIZE LUN Z a1 iISCSI KIEUE @S,
* FeaZAl*
s BAMEBERAAT 2 E N iISCSI BiF.
* BB IEFEERSG EBRNiSCSI BRSS. "TH
s XTFUFES *

EFEER "

-+

R BETI M IPV6 B IPv6 SEM IPv4 El IPv4 B94EE IP ks 2 8] 37 iSCSI £iF,

R LAfE R AN IPv6 #ilb#1T iISCSI RIEEE, HERBYENMEIMITRE—FMFE, FTEEREZ
B T S,

YNSREECX ISCS| BEhZFRIRHR, Xt iSCSI BArRVnRRREIR M. BR&MG, ErEREENic BRI
FinRIN B, UEENREIRGIFH B, EiXiSCS| BaifEFNEMGE, HARERENBIEN.

NREHEBZ iISCSI #0, WEERE—MEOLR IP #ilt5 SnapCenter 17 iSCSI RiEfE, TRILE
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fEREM IP MUEM S — MO ISCSI RiE,

B

1.

7.

8.

AEMSMERTR, B EN .

- EENEF, BE *iSCSIRE .

2
3. M * Storage Virtual Machine* FHIF|Z&RH, 3% iISCSI B4R Storage Virtual Machine (SVM)
4.
5

M EM > TRIFIRF, EEIENEN.

- BECRBURE

LR B RBIIRIER S,

- ERUSERSH, BEBR:

EULFERF ... BN ...

BAR T RBATR iSCSI BATHITI R 2R
MRFANEEMTREM, WbV AR 348
NETo

SEa )kl BRI 1P it

BiR 1A iRE BARRIZEITF B TCP im0

=luz s A ks bl BB M4EIT]FBY IP itk

WMANABRRIARGE, B &
SnapCenter 217 iISCSI =&,

ESMRESE, METENERI—TR1E

WTFF ISCSI RIFHERE
B, ERIEFER iSCSI 21E5 BB S MG BT ER,

ez

1.

2
3
4.
5
6

FEAEMSMERTR, BE* EN S

- EENTTESF, B£&E *iSCSIRIFE*,
. M * Storage Virtual Machine* THIFIZ&RA, %EF iSCSI BAFHY Storage Virtual Machine (SVM)

M EM * THIFIRP, EEIERNEN.

- M iSCSI ZiEFIRP, ERBEFERNRIE, ARREH * ARIE .
- R RIEMNIEESR, BEHE o

SnapCenter 2#fiFF iISCSI SIEHVER,
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BIEFEIE igroup

S B o ER4E (igroup ) SRISTEMPLENIATLUIAREME RS LIS TE LUN . &
B] LAfEA SnapCenter £ Windows EA1 E6IE, Zds®, ECkEMIFF igroup -

B3 igroup

& /] LAfEEA SnapCenter £ Windows F4/1_E 87 igroup » ¥ igroup BRETE!I LUN BY, B LATERIIRMEE o &S

BrRSHERILE igroup -

7
1. TEMSMEER, RBEEN S
2. EENEF, $E *igroup* o
3. EEHEFARER, BE - WE,
4. 7E6U38 igroup FHIEEH, EX igroup :

ELFERA ...
FERR

FA
igroup B ¥R
Btz

Type

S WHRANNANBRIHRE, BEHE .

SnapCenter KTEFERF L BI# igroup o

= igroup
1&A] LU#ER SnapCenter EfnZ A igroup -
BB
1. EEMSMESS, BE*EFN .
2. FENTTEF, B *igroup* o

PATIEIRE ...
REMETE] igroup BY LUN 3%E#FE SVM .

ERERIEE igroup BIEM.
i igroup FIZFR,
ERBIEF.

ERBEIEF LA iSCSI, FCP EEE& (FCP #0
iSCSI) »

3. EETHIEFATE T, & * Storage Virtual Machine* FEELUERAIA SVM WFIR, SAENEES

B89 igroup i%E$E SVM

4. 7£ SVM B igroup FIRS, HERBEEMZM igroup , AFBREET *EHR *,
5. =@ igroup MFEER, N igroup MIFIRAR, AGHRE *EEME *.
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&4 igroup

& E] LAER SnapCenter [@IRA igroup 70 igroup Bapi2RF. SIE igroup B, REERM—1TEMN. MREBENE
E£6U% igroup , AILUEER igroup LU E M AR NI0E3Z% igroup o
cHE
1. EEMSHMEES, B2E* EN S
2. EENTIEF, BE *igroup* o

3. EERHEFLATIE S, B * Storage Virtual Machine* FERLLERAIH SVM MTHIFIR, RABRHIEE
BXRY igroup % SVM

4. 7£ igroup FIFRH, EIF—1 igroup , REET * BEEIIEFEFME igroup* o
S IEFE—IEMN.
6. EIFBEIEFHEBE *HE * .

fHER igroup
E&AT LAEA SnapCenter MIBFRBFEEM igroup o

c SB
1. EEMSMERSD, B> FEH S
2. FENAmEA, B *igroup* o

3. TEEHIEFATES R, B * Storage Virtual Machine* FERAEREIA SVM W THIBIR, AGEHNEM
FREY igroup %3 SVM ,

4. 7£ SVM B9 igroup 5K, EFEMIFREY igroup , AERE * Bk * .
S. TEfMIBR igroup IHENER, B *HE * o

SnapCenter B igroup o

IR E IR

Windows ENEFER S LRI LUN NI, AT LUER SnapCenter SR
FC &E#%Dy iSCSI 1E#%8Y LUN .

* SnapCenter {XZHREARMER, TFFEISHEE,

* XF GPT, NAF—MIEPX, XF MBR, AF—1MEHLXEE—MEHE NTFS 3 CSVFS L 1LHY
HEHAEE—MEHERZ

s TEHMWHXER: GPT, MBR; 1 VMware UEFI VM A, {X#FiSCSI 5

@ SnapCenter AZIFEHB R, WREHIZH SnapCenter BIRAVREEE, SnapCenter 12{EF %
8

EEIN LAOHE

&R UEEEH SnapCenter EIEHIE Windows FEA_ERVHEE
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ez
1. EEMSMERF, BE*EN
2. EENNER, BEHHEE
3. M * EM * THIFIRAEZEEN.

LB R 5! X e AR

EEEMENAHE

gﬂuﬁ%ﬁﬁ% SnapCenter EI2RVEEEE FRVSEHE, RBEMEN THIIRFIEFEERN, 1T2ERERE
e
1. EEMSMERT, BE*EH
2. EENER, BEHEHEE
3. M * EM * TRIFIRAPIEZRER

HEBP R 7! X e A AR

B FC 1&#%3K iSCSI E#%89 LUN siEfR

Windows FHEEERLS LR LUN LA EIMELER, EAILIER SnapCenter 8I3EFAIE FC iEiEDy iSCSI &%
Y LUN .

WMNRELE SnapCenter Z MMM ILHER, MINSZHF NTFS #1 CSVFS XHERS,

FaZ Al
* MR MBENFHERY LR LUN 825,

IENREE LUN , MmIREEESFEA SnapCenter €178 LUN .
() miSHS IR, SNFAE SnapCenter IFRATFRIES FAIR LUN .

* BB EFERS LBE FC 5 iSCSI ARS.

* NREFANZ iISCSI , MHME SEFHERLEIL ISCSI R,

* IEFF Windows BY SnapCenter {4 B REERETEECIEHENEN L.

* XFUHAES

* F%3F LUN H Windows Server BIIE 5B PR ENTE, BNREER LUN EZERIZ M.

* YN3R LUN HEA CSV  (RBEH=SH) B Windows Server iSSP ENHE, NATIEREER
HREN EBIERMER,

7
1. EEMSMERT, BE*EH
2. EENER, BEHEHEE
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3. M * EM * FHIFIRAFEZE TN
4. BECHE

LR T R HEER R Fo

. 7£ LUN R#MTIEH, #E LUN :

FltFERS ...
FERR

LUN B&12

LUNZ R

EBARN

LUN 5%

6. FEHERRTIE S, ERHMERE:

TR

b
k
o

ERHES (CsV)

7. EiRchEREIETIE A, FEEREEEM:

ITUCIRIE ...
79 LUN & SVM o

B N5 BUEREEE LUN U RAISTE R

2o
BN LUN 98B 7R,

VERRERBERY LUN SROEEK /)N
SN NERTRERFEMNARER.

gE, A LUN B9 SCAS,

EE

LUN HeElR—a ENinin.

2R * FRA * FE

LUN F Windows Server BIFE#i5 S8R RIEAH
=

7 * B * TR NERZRANZIR, &R
EEEREREERTN— TN L EEE,

LUN Hf$EA CSV B Windows Server #if&5%i5&
B ENIHE,

£ * BRA * FRPMAEBEZFRANZ M. BER
EeIRMEN TN EEHANFIEE,
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74

B%
B D ECHEH A

SRR S

EREEHR

BNDEREDESHEEH R

LUN A/

MHEELL LUN BIEERREERE

e R

Description

SﬁnapCenter KRBRA IR E D EBER

WO

fBan, WRAFKIWRENEEH C @, N auto assign &
£C: IEnhes (C: \scmnpt\) TFRIE—EE
HR. HEMERZRFEMNDE.

R 2 BRI T HIT I RPIEZRIKEN 2R

R R ERFIESFERPIEE IR,
HHHRNRE RO NIRCBEENENIE,

NREFHLETE Windows RFehEHE, 1HEE
BT,

$87E LUN A/v; &/IMEN 150 MB o

AR T HIFIRFPIEE MB, GBELTB,

3 LUN #1THEECE,
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BXER, BBR "MySQL 5.7 : {6/ openss| 8J& SSL iEBMZER"

@ ATFIRSFMES, FRRIEBMEZERXARERBRELAS AT CAIEBRERRTME
RE WMFBEAZIEER, NEEA OpenSSL 4wiFAIARSS 23 NIEBMEZAXHRFKK,

*ERELE: CBNERRSHETLREEE (FQDN) fFARSSHIIEBHNARE.
. & SSLIEPMEAXHEHIE MySQL Data X3,
ZHAMySQL DataX FE&1E2H C: \Programbata\NetApp\SnapCenter\MySQL Data\Data\o

- B MySQL ARS5BRECEX M (my.ini) 8 CAEHR, RS[|BAFILEH, BEFHAHILED, RSHE
RZRNEFIHET ABARZ.

ZRIAMYSQLAR S 23 AL & XA (my.ini)B&12 9 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.inio

(D 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZoHIEE CAIEH, ARSES
REIEPMIRS T AEHRKREZ

EWAATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME s
LREARRZ.

MUTFREIERT EFEIEIAS IR my.inixXHrI[mysqld] &8 73 BIE B 2 EA 4

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTFRHAIZRTTE my.ini XHRY [client] B850 5 EFTAVERIR.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. (Z1k Internet S EHRSEZ2E (Internet Information Server , 11IS) H#Y SnapCenter RS 88 Web N FATE
Fo

5. BB MySQL RS,
6. E# web.config X5 MySQLProtocol Z A&,

U RBIE3R T 7E web.config XX HHEHTEY MySQLProtocol ZAH{E,

<add key="MySQLProtocol" value="SSL" />

7. £/ my.ini 3XH8Y [client] BF 5 PIREEIER R E T web.config X 14,
UTRBIEART7E my.ini XHRY [client] 3853 EFRVERR.

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 7£ IS /35 SnapCenter k5528 Web W AHIEF.

7 HAECEEEZR S MySQL &

INREMIR SnapCenter RS5885 MySQL BRSBzENERERE, ERAIUASTAN (HA) TRERREE
BEFE (SSL) EBMERNH. EMTE MySQL ARS23F1 HA TR EECBIEBMZEHE A,

BEBHRE A R LA R IE
* CAIEH

FHEHP—D HA TR EE— CAIES, HiFI CAIEREFIEISZ— HA TR,

* B HA TN RBV RS SR QB IEBMARS [T ARAXH
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* BN HATNRBE R IRABIERNEF IRT BRAXM
TR

1. HFE—DHA T &, & openssl 8597 Windows 79 MySQL ARS8 ME A& E SSL IFHHM
TR

BXER, BB "MySQL 5.7 : {EF openssl 8132 SSL IEHFZEA"

@ RFRSSH|IES, FRRIEBNZAXGRBARMEXNS AT CAIEBIBAEIRE
B WMFBEAZMEER, NWEM OpenSSL 4wiFHIARSS 28 FNIIEBM AR KK,

*ERELE: BN EARSHTEREEE (FQDN) FARSSHIEPHABR.
2. 3% SSLIEBMEAXHEHIF MySQL Data XHK,
XA MySQL Data XK E&1ZH C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ »

3. E# MySQL ARSBEEXH (my.ni) B CAIUED, IRSB[BABIUED, BPHABIES, RSB/E
REANE iR E AERAREZ.

RN MySQL BRSZESECE XS (my.ini) 8124 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in

@ 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" Z2HIEE CAIEH, ARSES
RBEIEPMIRS T AEHRER

EWATE MySQL ARS2RECEXH (my.ini) B [client] 3D HIEE CAIMES, BFIHABIEBME i
LTREARRZ.

UTTHIERTERRBRIAXHEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HYIEBFZER XS

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

IUTFRBIZRTTE my.ini XHRY [client] &850 5 EFTRVER IR,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 WFEZNHATR, B CAIEBHEMRSSEABIES, REB[EABHANG, BEFHAHIEDH
BERIHmERABHAX . HITUTEE:
a. B¥E—" HA TR AR CAIERERIEIE = NLB T5 =AY MySQL Data X4,

2R3N MySQL Data X14#E&1E2 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

@ EARERREIZ CAIEH. BRNOIZRSZBLRIES, FEFRARIES, RSHE
REAXANEFinE BERX .

b. 3 FE—1 HA T 5=, 151 openssl a5$7E Windows £ MySQL ARS8 ZFimI&E SSLIiEP
A

"MySQL 5.7 : {#F openssl| 832 SSL iEHFZEEA"

ATRSBIED, BFBIESIEAXANEREHENASAT CAEBIERE
() wEFRE. MBBEALHMEAR, WER OpenSSL HENMRS BIMEBABIX
BRI

BiNfERARSS 28 FQDN FRRRSSIEBRN AR,

C. ¥ SSLIEBMEAXHEHE MySQL Data X{4K,

d. & MySQL ARS58BEEEXH (my.ini) FH CAEHR, RBJ[BAFIER, BEFHARIED, RSH
LTRBPNEFIRE ARARE,

@ 1EATTE MySQL FRSBRECEXH (my.ini) BY "mysqld" Z2HIEE CAIMEH, RS
BAFIUEPHRS 23T AEHER,

R TE MySQL ARSS2BRECEX M (my.ini) BY [client] B3 FRETE CAILEH, BEFHARIEHNE
Fin% AERRRE,

UTTRHIERT EFZEIAXHEFE C ;. /ProgramData/NetApp/SnapCenter/MySQL Data/Data &
my.ini 3XERY [mysqld] 2853 BYIE B

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRBIEART7E my.ini XHRY [client] 3853 P EFRVERR,.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

- TEF HA TR E(ZLE Internet (S EARS328 (Internet Information Server , 11S) H#9 SnapCenter iR

%g% Web EZFE%E,_%_O
- ERA HA TR EEHEE MySQL ARSS.
- EHA HA T3 5289 web.config 3Xf4H MySQLProtocol Z$ARIE.

LU RBIE3R T 7E web.config XHHEHTEY MySQLProtocol Z$AHI{E,

<add key="MySQLProtocol" value="SSL" />

- AERIETE my.ini XHBY [client] BB AT HA T RI5ERIERIZR E T web.config X1,
BUFRBIERTTE my.ini X [client] Zp7 P EFAIERR,

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. /D HA T M 1IS /B 5D SnapCenter BRSZ 28 Web N ABTER.

2. HEP— HA T = _E{FH Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet 1
-Force &1, LUEEMD HA B R EEBIILEH MySQL &,

BMEERPRSIER, -Force It RIFEEEMBETFIERE,

LI HAIEI7E Windows F41 /S FRITHAEE

SnapCenter IRZ 28 L& F AI T LA/ Windows FEA_EEF Windows IHEEFI
B, BTFHIEHRMENRFGLEIFNER, XLENETRESEREE,
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° JERIEIEER
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© HESANBESE
c etk
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o SR SSL P
° B URIEBIET S50
° IS & IR PBIRET & 15 383E
° IP FIEPRA
° JEKIHIE
° URL &1
° Windows & {73%3iE
* N RREFFAINEE
° NETAJf B% 4.5

° N AREFAIIEW
> ASP.NET 4.7.2

° PREBIHEIE
> WebSocket MY
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HTTP #U&E 45
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° JHEPRFI (MSMQ) #UE
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e
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