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Optionally, register an untrusted demain
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availability using F5
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Optionally, configure RBAC
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Add storage System
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Add licenses.
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Provision storage.
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ta SnapCenter Repository.
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pathZ A FHEE /ESnapCenter AR5 28 TN P IREFEMFATTEE X 4 HIER 12,
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C. EEA MM Z T,
d. 3%&3#%* Active Directory*{EN B 4171,
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12. 1£ADFSHRZ528 LIE1TEL TFPowerShellgi<,

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None
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2. BfnEI*ADFS*>*Application Groups*s

a. GRETNVARERA"

b. SEF RN AR A HRN N AREF BT
C. kRSB ARERF

d BEH*T—%*,

Hi* & FARIRRT

~

2

XEEFIHD, ...... EEERURLEZAMMENEURL (SnapCenterf5528URL)o ...... BEHE*T—F*,
4. FEEFEREEER

EFNEE, XREFFPIME., ... BE*T—F*,

o EHWEIE, BET—H%
a. fE*5ep i E, BE XA

14



6. ARPEIAN R AERFA, AEEF BT
7. W NRBEF RS PEE NI AR
8. BENINNARER"

W Web APIFH S 3" Next*s
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- LT a9 1EAD FSHREIEITINN AZF A,

New-AdfsApplicationGroup -Name S$ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleIdentifier WMAIEFHMZFR

redirectURL ENEEEMHBKURL

- BUEAD FSERSS BB AR HEME P in & tHo

Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"
-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

- BIF2ADFS Web APIN RI2FHECE H N ERRYRBE 2,

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApilApplication -ApplicationGroupIldentifier $ClientRoleldentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
MU T e < iamtH RIRENE FiRIDMZE P HEH. BAENET—R.

"client id = $identifier"

"client secret: "$S (SADFSApp.ClientSecret)

JIAD FSI FBi2F 1% FallatlaimsF1OpenI DA R,

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleIdentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"@



6. B HEHRAN X o

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 85 Web APIR T2 FH LA IMBX R X B iR A4 AN

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier S$identifier,$redirectURL -IssuanceTransformRulesFile

SrelativePath
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cHE
EEHN AR WebApiRYIAIRI < hEEIERRYE]l. JE7EAD FSARS 2 EALU T,
+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

MAD FSIREUAH < H#

ENTEEMRESTE Fifk(40Postman) RS LI T2, FRTEEERAFPERE. N BENEAF—RES
I (A A PR AE RY) LUREUVAH S hE,

+B]MAD FSERSS 2B NEB TN AREFEEAHTHENBERE. BIAEEIN607H,

FE AN

i i R

[ElAURL NRZALIAURL, EMANAZFRIEZRURL,
BHIIEURL [adfs-domain-name]/adfs/oauth2/authorize
RS hEURL [adfs-domain-name]/adfs/oauth2/< h&

EF% 1D HINAD FSEFIfID
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A APH#ITRMARIE,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ —-AccessToken <string>]

WiT ERemdletla. B RHENBFEIE—PM=IE. UHRITHEMSnapCenter cmdlet,

SnapCenter MFA REST API& {5 483F
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FrEMREBIE S A P RoleName. LA MSnapCenterik 1SR IhMEN o

MFA REST APIZ{E#R
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R,
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1. BISnapCenterEI2 R & 14 E R EISnapCenterfR S5 28,
2. B *Settings*>*Global Settings*>*MultiFacorAuthentication (MFA) Settings*
3. EFRIEO(GUI/RST API/CL) A B BE 2 BAMFAR .

PowerShelliZ[]
c BHIE*
1. i5{TPowerShellg{CLI&F < IGUI. REST API. PowerShellFlscclifZ FAMFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

pathZE A FIEEAD FS MFATTEIEXmIX 4RI E,

NELEHEIEEAD FSTTHIEX HEZAISnapCenterBE 2 RE. RESTAPI. PowerShellfscclifE F
MFA.

1. FAcMdIetieBEMFARRE RS E Get-SmMultiFactorAuthentication o

sccli Interface

TR

1. 4 sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
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-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path

"C:\ADFS metadatal\abc.xml"

2. # sccli Get-SmMultiFactorAuthentication

REST API

1. iIBZBTLLFPOST API. LUEFRGUI. REST API. PowerShell#lscclifZ FEMFA,

28

1ERKAJURL

HTTP /53%

BERIEX

Ml IE 3

2. FEALTAPIKEMFARRE RSTNIEE,

2
ERAIURL

HTTP /5%

MRl IE3C

Z %t SnapCenter 5328

e
[API1/4 .9/SETTINGS/multifactorauthentication

b-Li3

{"IsGUIMFAEnabled": false

< "IsRestApiMFAEnabled": true
< "IsCliMFAEnabled": false

. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml"}

{"MFAConfiguration":  {"IsuiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml". "SCConfigFilePath"
. null. "IsRestApiMFAEnabled": true

. "IsCliMFAEnabled": false. "ADFSHostName"

: “win-adfs-sc49.winscedom2.com”}

e
[API1/4 .9/SETTINGS/multifactorauthentication

FREX

{"MFAConfiguration": {"IsuiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml". "SCConfigFilePath"
> null. "IsRestApiMFAEnabled": true

. "IsCliMFAEnabled": false. "ADFSHostName"

: “win-adfs-sc49.winscedom2.com”}
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FHIaZ
* SnapCenter ARSZ BTN NN BRI Windows B, HEARSREFERAEHBE,
* ISR R ZEE SnapCenter ARSZ 28V LR 2 MySQL RS 25
s BN BB Windows ZEZF AR

EXBRANEER, 1BEZ@Microsoftih "Windows ZEEFHEIZFE

@ &R SnapCenter fRES 2322 7E A H Microsoft Exchange Server , Active Directory 3§
HE RSB EN L,

TR

1. M\FESnapCenterfR328LZE 6 "NetApp SZHFIE ="
2. WHETHH .exe XH/BEH SnapCenter fRE 23 L%,

BERER, RERFNTARETIN, MRTHERRER, WERENHNHEIRIESHE,
ERILRBRESHEAHSERR, B2, HRNTUEE,

w
I

BLRE SnapCenter fRSSBFAFHIFUARE, HRIBEFEHITEN.

ERAIETE MySQL Server IFEFELIEZERNZIL, 7 SnapCenter [RSZ 2L iE], RASHIERE
5,

@ ERERFBIEHRFERT" %" is not supported in the custom path for the repository database.
If you include “%”. RIELXMK,

4. BE*IMRE
NREEMELTY, WZETENNEIRES. ENERRBAXLEE, ARBMHE

@ NREBE * BUE * 175, WIETEHRITHPZBRE M, ARBERIE!E, SnapCenter i
SR MEN P T2 MIER

B2, WR7EHIT SnapCenter RS 251k m EFB ST FTF SnapCenter RS 28 B2 ERTEE * BUH *
, MRERBHREHTT, MASBUELLIZIE

:L,\B‘(quyu—Ji'J?_AﬁmﬁaF'E’] %temp% YTL'F;E':F' (H_EE’J;E;;IJH:II) o QD%EEA—EF‘__‘EI@\LL%\ -lﬁ}‘AFlI'-'%

RFFIEITUA T ar L BaSnapCenterfRSS528%4E: C:\installer location\installer name.exe
/log"C:\"

EFIRBACIZINE R E|SnapCenter

SnapCenter ZIFEF A ERIARITH] ( Role-Based Access Control , RBAC
) o SnapCenter BEIE51E1Y SnapCenter RBAC ¥ A M AR L IT’EQH_E Active

21


https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://support.microsoft.com/kb/223300
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab
https://mysupport.netapp.com/site/products/all/details/snapcenter/downloads-tab

Directory FHYF P 5% Active Directory FfY4H, IN7E, RBAC FFRILUERSEHNAE

&R %| SnapCenter o

FHAZ Hi
* f&M1E Windows Server Manager H/3 8 Windows H#28UERS (Wwas ) o

* NREMFFA Internet Explorer {E135 %5 285 5% 5 SnapCenter fR5388, NHARE 2 Internet Explorer F1AY
RIFIET

* KTFUES *
LZEHAE], SnapCenter fFHRLERSREIE—MRIEL, HFHRERERE L UKZE SnapCenter E

B " FFI6 " SREBR, 5, REMSRERELERNIREETELRERERMHAESEER SnapCenter URL , 40
RIEBMZERGER, ATLUERXLE URL,

SNRIETE Web NBFHITFH T ZMEBF, M{XXH SnapCenter M aHE M FAIFEM
(i)  SnapCenter s, B3RS SnapCenter B, EATBE * 5K * RANXTED Web
W28 LESE SnapCenter o

*ERERE: HTRERRA, BNAERBRANKEEKRET SnapCenter &3,

ERIAE A P REURLE 5 R SnapCenterfiR 55 33898 55 588 ERIBRIABETI8146 (https://server:8146_). AISRIETE
SnapCenter REEHAEIR A T SRS BIH, WM EHO.

TS AN HAEE. EREREIAERFIP Data https://Virtual_Cluster_IP_or FQDN:8146.3
iAlSnapCenterd1& £ Internet Explorer (IE)HS#1Z]_FQDNEFEARZ|SnapCenter Ul, MAREESMEHFEN L
S R INE R IPHNE S} \https://Virtual_Cluster IP_or FQDN:8146 RINAIERMZEEiha. SHEXTEENMEHE
IV EERIEERRS, BXIFMES, BHEN "TEMINEMLELRIEE P #ilk",

BT fEF SnapCenter EIf2AF RE 29, EIRATLUER PowerShell cmdlet 82U ITACE, &HFIER
121E, B cmdlet FJRERMEE ™ SnapCenter lRAERMAEE R, " ( SnapCenter B cmdlet £%35F3) "BEH
pETA IS

(D) mREREXERE SnapCenter , NAREMRETRTRENEEMTER,

TR

1. MZsitENLSE ERRES R, LRRLREIIZMHA URL 5 SnapCenter BIER1RHAY URL BED
SnapCenter ,

2. WANAP &R,

FETUTHEA ... FEARAUTERZ— ...
HEEG * netbios\ AF &

* AP &@UPN E4%
5140, username@netapp.com

* i3 FQDN\username

22


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_access_cluster_IP_address_from_outside_network
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

BEEUTAR ... ERUTRIAZ— ...
IR 5 BR&

S MREBHETZ M HE, EMNABEFERERATRERSIENAE,
BRE, ENEHAAFNXEAERETRE SnapCenter 945 Lo
* AR
B R B E BRI E
NRBAERRERMH B REIRT AR R, NEESSLIEBMETEISnapCenter, " THEEZEE. "
* SThfE
BRI RBAC AP 515 &R%) SnapCenter RSB 285, RIFHARYIR,

IR EFHESnapCentert IF A2 {EEAYActive Directoryld. MASEmISnapCenter;E X teis, REBAFRRZ
EEEENBFRERG, "THEZEE, "

EAZEZE S EIE(Multi-Factor Authentication. MFA)E ®Z|ISnapCenter
SnapCenter IR 28 Z FFEMFAR FIEIK . IbKP B F/EsIE Ro

FFaZ Al
s &N ERBFBEMFA,

BXOFIBAMFARNGEER. B30 "ERZAZSHIIE"

* XTFUIES
* {XZHFQDN
* TR AR TEFERAMFARE R
7
1. N ENSE EARES R, RELRMNIZMHE URL 3 SnapCenter BIERIRIHEAY URL /B5D

SnapCenter .

2. 7EAD FSERIET. MARRZMEE,
SNRAD FSTUE L ETAFRBHEFBRLEMEIRES. WHCEUTARE:
* BRREEBRESEN
Itk B8 P i P {3 FActive Directory (AD)R

* REBIEADFIRENAFRIRAZIH/RER
* ADFIAD FSERERERBIERIZIT

23


https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Protection_and_Security%2FSnapCenter%2FSnapCenter_will_not_open_with_error_%2522This_site_can%2527t_be_reached%2522

{&EX SnapCenter #AiA GUI ZiEit8AY
EAT LUE R SnapCenter EIfC AR RESIEEITHAR, FE/NFHAFRRIIABIIHAR 20 2%,

ERA—INREINEE, FINBER TRTFIEENRE 15 08/5, SnapCenter MERNES, 1EHERKE 5 2
AMBEF AR RERIEFEH. BINERT, SnapCenter RTEARERN 20 FHHEM GUI 21EFFHE, BUNE
WMER.
TR
1. EEMSMERT, BE*IRE > 2RKRE "
2. reRRENEYT, 8& - RERE .
3. ERIEBNFERYP, UNHARUBANIEEN, ARRE*FRE"

@322 SSL 3.0 k1R SnapCenter Web fRZ2EHNZ S

HFLZLERE, MNRTE SnapCenter Web fREZ2s FEBTZEEEFE (SSL) 3.0 hi¥, NIRZTE Microsoft
1S FZE A Z N

SSL 3.0 th¥FTE —‘“‘ﬁ?&ﬁa, Iﬁﬁ%ﬂ%ﬁﬁ%ﬁ‘%ﬁ%ﬁ’é%ﬂﬁﬁiﬁi%?%ﬁ&[‘ﬁ, FHERITHREABEHURE
I S 2% 2 BRINERE.
cBE
1. E7£ SnapCenter Web ARSZ 23N EEshEMRRIESS, BRE * FFIE * > * 817>, RABERIA regedit

o

2. 1R EERT, SME HKEY_LOCAL_MACHINE ,
system\CurrentControlSet\Control\SecurityProviders\SChannel\Protocols\SSL 3.0\ ,

" IRRSH/TACHEE:
L EEE BN DWORD , AFRE * 4hiE * > * B2 * .
i. YIEERN 0, REEE * BE

" IRARS BB ATFE:
I B YRt > WG > B, AEREBARSEGEN.
i. EFHIRSB/ERAG, BT RE >R > WFET*
iii. J%#7AY DWORD #5&5 Enabled , SAGHIN 0 EA1ES

3. XM RmIEES.

ACE CA P

& pY CA IE+H CSR X1

ﬂTME&ﬁ%K%MX(CSR),#vAT@%EﬁWCSRMﬂ%ﬁ§MW(CA)
RENAVIER, WIEBBEEE— I XBNET AR

CSR B— M AIR, IRELIRSUEBHNVE UARBWERR CAIER.

24



@ CAJE-BRSABEAKERIZE /L 930721,
BXREMCSRIEE, 1BEN "tNAI%RL CAIEP CSR X",

@ WREHAE (* .domain.company.com ) & % ( machine1.domain.company.com ) HJ CA
W, MalABGE R CAEF CSR X, ERILUFER SnapCenter ZREIH CA IEH,

WFEREE, CAIIBPNENERZIR (FBINEE FQDN) UNKENMNENRZ. EHFEGEHZA], BILUE
TEEFRAEZEKZT (SAN) FEERFEHMIIER, M FBERIER (* .domain.company.com ) , IIEPHE
PR B EEFE EVR.

SN\ CAiEH

1EATfERE Microsoft BIRITHIE (MMC ) ¥ CAEBENEI SnapCenter fRSS28H1
Windows EAEHP,

TE
1. ¥ % Microsoft BEIRIZHIE (MMC) , REEE * XXM * > * 70 / Bk Snapin * o

2. EAMIMRERR TEOR, EFEER, ARBRE R

S FIEREERTENOR, ©EF * BN, * EW, AERE * Tl o

4. BE *1EHIGR * > IER-AITEA * > * AHERIEBIUANME * > IEB

o ARBEHEMF " AIERIEBMANG ", AEEE * FIEES * > BN * UBHTARF.

6. BT, WTFFR:
FtRFEOF ... HITLUTHRIE ...
SNLH VR BRI, SR, ARRE T
SAXFET FHTEMREN; BEH T %,
T2t EEEZRTSHANEBIHE], AREE T2
EESCRIERSANES BEWRE, ARBE 5T " FFIRS N

() SAEBHSHPREE—REHRORRN o pix. o p1281% p7b)
7. 3 "Personal" X4 XEESE 5,
FREX CA IEFFEL

%ﬁ?‘ééﬁ%}%?*ﬁﬂiﬁ%ﬁ’ﬁ-ﬁi&%ﬂ??\‘}$o ESUE RS ARIBIEPABT T ERSLH

25


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

B
1. 72 GUI EHATUUTR(E:
a. WEHIEH.
b. fEIEPIIFER, 2 FMAEE  ETF.
C. REhFEFIR, RAEEE - HIEE
d. MERRE Hil+7E HIF R
e. fR+7AHIEZ R TE.

a0, WNERIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MEMIPRTIEIE
, 158085 "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell H1{T LU F2E:
a. BTUTHSUTEBELEIFPIIES, HIETTIZMIFDRIALEMIER,
Get-F IR -Path Cert . \LOCALLMACHINE\My

b. EHIHELL

A Windows EHiGHIRSECE CA IEH
&N EA Windows ENIEMIRSECE CAIEH, LUSEE TR FIER,
1E SnapCenter fRE RN D EFE CASEBMFEREIN FHITU TSR,

$HIE
1. BT T4, MRS SMCore Bk 8145 WINEIFBYFE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

f5lan:

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTURES S, BHLENIERS windows FAHIEHEARSSHEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

f5gn:

26



> Scert "a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

£ SnapCenter IL = A& CA IEP
&N 7E Windows 4 _E{EF SnapCenter 5= A& CA IEPH,

7
1. £%% T SnapCenter Y Windows ARS3 28 E3TFF IS BEIE8E,
TEEMSMEED, REEE
EFFARSS 2840 * b5 * BB FR.
ERBELE SSL IEHH SnapCenter Mk,
SHNE * R1E >~ piBILSR *, BEC4E *,
ELPEDIEF, HEHF * 457 https *
B REE
M SSLIEB TFHIFIRA, EFEFILF AR SSLIEH.
B HE

© © N o g k~ W D

(D)  mEREmSH CAEBRE FHRSTIIY, BB CAIBEESERRPXY
() ®REMUTHRERMES: *SHAR > TR 8 > TEREBRANN > 5

79 SnapCenter EF CA iE#H
E&WECE CAIEPFFH A SnapCenter iRSZ 2B CA IEPLIIE,
FHAZ Hl
* #&B] LUfEF Set-SmCertificateSettings cmdlet B CA iEF.
* {&B]LUER Get-SmCertificateSettings cmdlet 7 SnapCenter RSS2 FYIEFIRTS,
BXA5 cmdlet EEFRMNSHRERBWNESR, mH@EEIETT get-help command_name RIREL, HE, i
AILIBE " ( SnapCenter Zf4 cmdlet 2E15/) "
cHE
1. EIRETTEF, SME *I8E *>* 2/IRE *>* CAIEFRIRE *,
2. 3% BRIEBRIE*
3. B A+,

* SERfE Y

27


https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

REFNETRENZER—MEY, HEHRIBIERT SnapCenter R55 88 S N Z ERNERIRTS.

© L RSB RS ENB RS EECAIE S,
* g RIRCAIERE R IHEIIE,

* B RTRTERIECAIE S,

* B RTATENRIERER.

(D) meRer=Eese, IRTEERPRESHDER.

AeEH B AN ESSLEES

Ao E W ESSLEE

N ECE W ESSLEE. LUfifRSnapCenterfRS5 885G H Z BB EBE R £
* Fazal*
* B B &SR ER/NVEIKE 3072 CAIEHCSRX 4,
* CAIEPRN ZHF5ARSS 2R B0 RIEME P s S5 18iE.

* BRAAE— I CAIEH. HARNEB S ANIESOFAER.
* BNERREMESSLEE,

BXFMAER. BB "TECAILEBED, "

* B EEFTE G ENMSnapCenteriR 5523 £ /B AN RISSLIE S,
AAFFLEENHARSS AR E AN ASSLIBEHIIF R,

SR

1. BHEILIHO. i57ESnapCenterfR5Z5 8541 _EXfSnapCenter IS WebfRS3 2818146 (ZAINHITUTS
8. FHERAPowerShellip$ %SMCoreli[18145 (BRINBXHITIU TS E,

a. AL TPowerShellds £ HIFRIIA SnapCenter B & & IEPim O 48E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
LN
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. JEEFRENMICAIEF 5SnapCenterfiR 53 28F1SMCorelii 487E
> Scert = “<CA certificate thumbprint>”

> Sguid = [guid]::NewGuid () .ToString ("B")
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> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

40,
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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22FF"IIS AppPoool\SnapCenter" R INZIEHIRTIR T,
a. ¥ E|Microsoft EIEITH| & (MMC), #AfFE&*File*>*Add/Remove snapin,
b. TERMEMPRERRTEOR, EEIER*, ARRE AN,
C. MIEPBEERTEOR, 1&F * HHENKF * xWm, ARRE * Tl * o
d. BEMEHI SR >HER-AMIT B> DA SHER*
e. 1%&#%SnapCenterif .
f. BEEEIAINEPWIRAES, BARPEECAIESR, AFIEE Al Tasks*>*Manage private keys*s

9. EB#*Add*, 7ESelect Users and Groups (A P 4 )m S EE A AT ENVIBIR(BX
LEH P ERTR)

h. Z01IS Appool\SnapCenterfAF. &% 2ITHINR,
3. JWF*CAIEBISHPE*, MULTEERTESnapCenterfRs3 28 HAINFAIDWORDEMRINSEH :

EWindows EMRSmiEaEH, WHLL TR

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. 7£SchchannelFFRECEIFIE T RIEFBIDWORDFMERINE B,
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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1. BHFERO. IBTEWindowstEfFEH EXFSMCorelf[18145 (BRIA)HIT LA TR(E,
a. AL TFPowerShelldn S HiIFRINA SnapCenter B &R IEHim A 48E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fBgn.
> netsh http delete sslcert ipport=0.0.0.0:8145

b. JFFIRISHICAIEH 5 SMCoreli 487 E-

> Scert “<CA certificate thumbprint>”"

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

40,
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
—-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. AL T a2 TS SnapCenteri T MEIMIEIE, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowsiffE. TITLA TFPowerShellfa < EFBEISMCorefRSS

> Restart-Service -Name SnapManagerCoreService
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1. BEAWMESSLIES. i57ESnapCenterfk5385 L X FRE A E MM SnapCenterENIEITUA T e <,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. EA LT a2 ITIIS SnapCenterf/ AT AEIUNIR{E, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowsiEfk. EITLL FPowerShelldf S E#H B &ISMCore RS

> Restart-Service -Name SnapManagerCoreService
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e

1. fZa] LAM SPL BMEXH1eZR SPL ZIAERINEE. ERS5EMWMAIE SPL_KEYSTORE PASS.
2. ENBER: $ keytool -storepasswd -keystore keystore.jks
3. BEPAEDMBRENFENENELENAZAEERANE—ZE: 3 keytool -keypasswd

-alias "<alias name>" -keystore keystore.jks

4. [ XHEFRZFASPL._KEYORE Passi#{THHREI®E#T spl.properties” o

. BN EWEEENRIRS.

FCERIEBEHEIERLL SPL (S1E7EFHE

ERBIRIERE R EERECE NSPLIEEFMERE. SR RNR CAMES, ARBRIMF

8] CA JEHo
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1. SMBEESPLEARENX4F3kK:
2. REIXH keystore.jkso
3. FIHEERE R ARINAYIES
4

- AINARIEF e EHES

/var/opt/snapcenter/spl/etco

$ keytool -list -v -keystore keystore.jks

$ keytool -import -trustcacerts -alias

<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore

keystore.jks
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1.

SinEISPLEZFAEFRTERIX S /var/opt/snapcenter/spl/etco

- FEIXH keystore.jks o

2
3.
4

FIHZEAEFRRNINAYIER: $ keytool -list -v -keystore keystore.jks

AINEEFAAMNAEZANCAIER, $ keytool -importkeystore -srckeystore

<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
-deststoretype JKS

SIHZEAEFRMAYIER, $ keytool -list -v -keystore keystore.jks
WIIZAERTEE 5 ERNEZAERNF CAIEBRNFE,
B9 CAIER AN AZ D B N BRI EZ .

ZMASPLEEAEZILE X HHSPL_KEYORE_PAASSZE$HMI{E spl.propertieso

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

1.

NRCAIEFHNF BRKEBESTHRIATAFRT(™" " ") BRIIBELNEERR:. $ keytool
-changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>"
-keystore keystore.jks®

MELFXHEFRZIRERER) R spl.properties o IRIEZTH SPL_certificate_alias EHTUL{ES
% CAERZZAMEEN SPL SEEFHEERBIRSS

BERETIEBS 7 IIE

E /9SnapCenterfRSZ 28 Windowsidr FANEAE T IEBHNE D IRIE. FIE1T
FPowerShell cmdlet, ¥ FLinuxf@fEH. BANESSLE. EEREETFIEEMNEHIE

iEo

BRETFEFIRIEBNSHILIE:

Set-SmConfigSettings —-Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]

* BRETEFPIRIERBHSHIIE:

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname]
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SnapCenter [REZ B ERZW MI TR —UBNENAFZIFED) - HohicE. BT
SnapCenter RfEFE F5 fa%iFfigs, ERNECE SnapCenter [REZ2ZFHECE F5 A T
2%

@ WMRIEE M SnapCenter 4.2.x A4, HBELEERNEMBZAEHTE (NLB) , MATLALkLEfE
Rz E SRR F5,

T VEREYIE T A F5 13 FE28A0E SnapCenter IREZBIUSLMSATAMNTE, BXFMAA, 559
"WNMEIERA F5 faE T #2sAC & SnapCenter IRSS 28 LASEI S AT A"

Identify two existing SnapCenter Servers,
or install SnapCenter Server {SCL) on
hostl and SnapCenter Server (SC2) on

host2,

v

Export SnapCenter certificates for SC1
and 5C2.

v

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

‘

Import SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,

f&w4ZNZ SnapCenter RS 2s EAMEIRGANM R (BR7T 528245 SnapCenterAdmin B2 4h) , ZAEEFERLL
T cmdlet ZRINFNMIER F5 &8%:

* Add-SmServerCluster
e Add-SmServer

 Remove-SmServerCluster
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BXIEMEE, BESW " ( SnapCenter Biff cmdlet ZZ45F) "

Hith F5 iCEE R

© REHFIE SnapCenter IUEIMESAIAIMSG, 448 SnapCenter EEIREEA TSR F5 £8P,

* 90 SnapCenter RS 282 B & £ PELR T, HEXREFEIHE SnapCenter =&, MK HAN GBS HEH
%% SnapCenter o

s EHEFESHKE (NLBIX F5) &1, MRERNHVTSEH NLB ¢ F5 T m B8 f#R, B SnapCenter
BRIAARILT R, N SnapCenter ERESMETE EVXAFSITRE Z EITIR, ERRRLIRFER, &
[ HEfRA T SnapCenter 5 REBEEIZREMT NLB T F5 11 R AFHEYEA.

* NEFET R EHITHEFMFAIRERISnapCenter 7%, RN {FFF55EH1FHS S 1EActive DirectoryBX & 519
IIERARSS (AD FS)ARSS 2P A EcE. BREMFARG. EMELET R&5IBISnapCenter Ulifia),

© EifEREEHAE. ERASRERSRMAEE TR L. Eit. SF5REIT REMEDPRSH. BR1EZ
%/ﬁtiﬁbﬁgﬁ*yalu\liﬁo

FEHECE Microsoft (LR 1 & T fi2s

&R LAECE Microsoft MILE A& F# (NLB) LU&E SnapCenter eI, 7
SnapCenter 4.2 1, {&RN7E SnapCenter £EZ 5N FoIBcE NLB LUSEIE AT A4,

A xNafEASnapCenterfl B MR A T #(NLB)MIE R, S "tNa{ER SnapCenter ERE NLB",

@ SnapCenter 4.1.1 (B PhRASZIFE L2 SnapCenter IREREMZ A EF% (NLB) o

M NLB tJ#2% F5 LSS =R B
&g SnapCenter HA BCE MK 1 & F (NLB ) EXNER F5 T & F 28,

C B
1. EFAF5ECESnapCenterfRZ2s SIS AN, "THREZ(ERE, "(#EX)
2. £ SnapCenter fR5385F#1 L, B5h PowerShell o
3. {#F3 Open-SmConnection cmdlet BEI&iE, AEHWNEIE,
4. {8 Update-SmServerCluster cmdlet &3 SnapCenter fRZ523 A8 M F5 S8F IP ik,

BX05 cmdlet EE5FERANSHNERBIESR, T@EIETT get-help command_name ¥3REY, THE
, AT E#E " ( SnapCenter #{4 cmdlet 2&45/) "
SnapCenter MySQL 7F(&ZEN=r] B4

MySQL E%l2 MySQL Server BY—INTHEE, RTATFREIEM— MySQL #iIEERS S (
F) EFEIS—1 MySQL #EERS 28 (M) o SnapCenter (XZHFEMNE A T WL R
HIFE (BA7T NLB) BT = b#1T MySQL EFISEI SR B,

SnapCenter 3 T EEHITIRENENE NIE(F, AEEFEELISEGEEZRBEIME EE. AE, M7
RIS R N E 7. SnapCenter B<FikmEH, IIhAERTEHIE.ZHAEIEA.
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WMREEA MySQL SaTAM (High Availability , HA) IhegE, SAEE— N TR LEEBEME N TES (
Network Load Balancer , NLB) . fEREIIEHR, MySQL FEEZEET R L, EE_IMTaALTE
SnapCenter B, EATMAE— T =M F5 HEFE -T2 EEIE MySQL FEEREIZS,

SnapCenter 12t 7 Get-SmRepositoryConfig #1 Set-SmRepositoryConfig PowerShell cmdlet 3R E&EIE MySQL

Ehllo

BXO5 cmdlet EE5FERANSHNERBIER, T@EIETT get-help command_name F3RBY, &, &t
AILIB#E " ( SnapCenter # 4 cmdlet 2&15/) "

T RS MySQL HA ThEEME X AYPRE:

* TR EFRZF NLB # MySQL HA .

* R3ZHFM SnapCenter JRIZ ZENME NLB 23, RZIFA, BHAZFM MySQL IRIIIKELRE] MySQL
HA o

* IRMEFREEIERS ERMEESIERY , WARSH B ohifE%%.

&R LUER set-SmRepositoryConfig cmdlet 2 &haR Hl iR,

* BEEREE, EEGTRELAIESEK.

Y0REATF MySQL BrZ5258¢ SnapCenter R332 B XHIM A EHKFFRRTE, WIEEETREMIFILAIRERE
W BEHRBEE-NTNRE, FIBERSFIIIZRINET.

BEXEESAIRAMNESR, BHE2I "WFAGEA SnapCenter ECE NLB #1 ARR"

SH SnapCenter if$H
c HE

1.

#% % Microsoft EI#zHle (MMC) , ARRE * XM * > * R/ MFREESET *

2. EAMEMRERR TEOD, EFER, ARBEE R

S FFIFHEEBTEONF, EHF * RAVAFIKF * %W, AESE * 5T~
4.
5
6

B IEHIaR * > *EP - HRIAA ¢ > AIMERIEBIHIANE * > IEFH *

- AEBEHEAE SnapCenter KIFBIFBIES, ARER * FAERES * > T * LBEIRHAES.
- SERMES, WTRFAR:

FtRFEOF ... HITLATRME ...

SR R 2, SHAACEm, ARRE T

SHXAHEI RHETEMER; BEh*T—%

et EEZRTSHANEBIHEN, AREE T
S
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FLtRFEOF ... HITLATRME ...

ESHAIXH ASHEBEEXHE (WHER pfx) , AE
BEHE*TF—F*,
EERRIERSHBES EERE, ARRE * 5T RS,
. é:él: *

WP L pfx B FH.

EEEETATRILRES (RBAC)

AP SRAEH DB A BME

E 9 SnapCenter BFEEEETAENIRHRES], EaILURMBARSAEH A E. LA
&, RET SnapCenter A 8] LUK IR AYED,
PAR. =Tl
s EAIE L "SnapCenterAdmin" BEE R,
s BATMETEIRER AT EUERER Active Directory FRIIZA P ZANKF . EAREEFEA SnapCenter gl XL
[/l

M SnapCenter 4.5 Fta, EREFHAFPBMNAZMPEEUTRHRFR: =% (0 , EFF

(-), TR () IS (1) . MNREFEHERHRZAR SnapCenter PRI AL
()  mxeesmer, EALBUERE SnapCenter WebApp B web.config ¥

"DisableSQLInjectionValidation " Z¥BVEELLA true KEAAHEBRIIE, BULERS,

B EEMBoIARS

* SnapCenter B3EZ M FENX BT,
TR EXEAESMmARF, WraltliERAE,

* 7ZN%I SnapCenter RBAC B AD FAF# AD £A447xd Active Directory FEYFEF B2t BN RS2 HEEY
PR,

* NEESHENNRNEFR AL ARG, ERMABEF S SnapCenter Z= (SN ENMEMEERE) &Y
RS
X, BPEEALRITI D ERLA 1R == AR AR,

* BRERENTHZARPRANE— AR, UFIA RBAC SURFNE,
* BRILDBECEMN, FRA, KBS, FHEER, &, IERPSAERRHSRAPIER.
* MR AR BT R ER R R/NEF T
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1R1F B

RIFEIR EH, RES

&5 M, HIFH, KBS
&R EH, FRA

SefE EMN, HIFH, KBS
L EHA host

BIZRIRA host

* BT S ARINE Windows ££8#8¢ DAG  ( Exchange Server #BERTAMA) Frdfg, MREHHFTS
DEGREP, W E~=EHROLRAFHAE, UESEHIT e AFRAF,

BN RBAC AP EAEMDECLAEEIS DAG , UERM T RE84 RBAC AR %A, fld, B —1TX

TR&EER, FEENILERDE RBAC AP A, REEMIZ—IT TR, N RBAC AFSAERSD
FotREe8¥, LUES RBAC AP AR T =,

* INREITHIE B Snapshot. MR REM BIRERFEEZ DL TIHRERNAEF
BRAARMET, ARBABRZEILRRR,

WNREEAIERT VMware vSphere 9 SnapCenter G5 IHEERIFIF VM , VMDK S #3EFEE
@ , MIRZ{ER VMware vSphere GUI 3§ vCenter AP INZ)&EAF VMware vSphere BY
SnapCenter G AEH, HXVMware vSphereBBHEE, EE N EFHT VMware vSphere
B9 SnapCenter &4 M BIFIE X BE"S
cHE
1. EEMSMESH, BE*IKE*,
2. FIRETEB. BEHAPAMIAIE > 4o
3. 7 M Active Directory S TEZEF N / ATIE T

MFUHFE ... 121F
prEIE S PRI BN T {F4E

MFHSHIIERE, ENIEEERARANEIA
BRAFSENES,

AIAMBERT, EaEABEERNES,

@ Tt * g8 > 2/RE >
IR E * TTEFERA RS,
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=) ERERARPANERAE,
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b. FAFRT, HEAT

OBEHERFPEBASRINEl SnapCenter f5, 74 2%|HXER,

C. MFFRFIRRT EEIRFT R,
d 8 F®E"*
o Bl IER .

AMNBFRRAHNERRRE, RIFREEYIR.

tIEAeE
b% 7 £ ILA SnapCenter B2 5h, AR LGB CHIBEHBE XIR,
L2 LA "SnapCenterAdmin” AEBE R,
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1. EEMSMEES, BEHIE S
2. fmgENEF, BE A,
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4. EAMAGIEYT, BEHRAENZTMEEER,

M SnapCenter 4.5 744, ‘EF\'H“ET:T:FHF%*ﬂéﬂ%ﬂ’\qﬂ'@,’z\u—lzﬁﬁi?ﬁ =% 0, &
FR(-), TR () MBS (1) . NMREFHAEFERZAB SnapCenter 6

@ A B UK HF R, @EJL)UESJTI:?% SnapCenter WebApp B web.config X
F¥& "DisableSQLInjectionValidation " ¥ BVEE AN true REAABBIRIIE, EElt
BE, BXHEEMBoILARS.

o R * WABNFMEMRYAEEEMRANNER *, UEZABHNEMMKREBERMERIIREE
BENENFHER,

MRAFELABHNRREEDEAHEMMRAINSR, MNNEBUHERIEED,

@ BRLENE, MRAFSEENKIZFNAFEERENAR, WAFTENAR SN
R FRHIA IR,

I FERIRTIER, HEEHRARGONR, NELE - 2 BT RABHHERER,
2. B R% .

£/ security login 8571 ONTAP RBAC At

NREFEARFIBITHEERIRT ONTAP , NITTLAER security login 85 <780 ONTAP
RBAC &,
FaaZ 8l
* ERIBITEEHETL ONTAP HITEE RS 6)E ONTAP RBAC B2 H, EHNIAREUTAR:
° BRITH—INE ZIES
° PITXEESFRERINIR
* Fi2&E RBAC ABEREENITUTERE:

° NEn M / K< B REFEFINR,
g1 T EREMNMARLES: all-access #l read-only o
RIS D ECFR B AR R,

° NRRDEAR,
° 1R#E SnapCenter {EHBIEZRINENEHNEHEER IP AREZERIIEE TN SVM , FXENE

o

* XTUAES

ERHWEEEASK LREEXLEAEINERE, & UFERIERTF Data ONTAP B RBAC User Creator TR, %L
BB A%HTE NetApp ttXIE1E E,

T ESBmhE#IEE ONTAP iR, 5I30, EMAF Data ONTAP B RBAC User Creator TE & B ehiRIEMIIR

AR, MEELESRAAEIHRNIR, MNRLRINZRIZNR, AGEERNLIHFRNE, N ONTAP ¥4k
R RINIC N EEMHZERE .
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WNRIEEF SnapCenter 5 ONTAP , NN EF#iz1TiE&FAF Data ONTAP B9 RBAC B Gl
() FIAUEmEmEROEA R, HFHRAE SnapCenter 5 ONTAP QIRRBIRF BT
HARENIRARES T, BRaFItTAN, C2amMEiE, CERERIRES,

BXIZREONTAP RBACABIIFAER, FEL " ( ONTAP 9 BIE 5 51 RBAC m4kiER) "

@ AT HER—ZE, SnapCenter XA EIRAFERYIN. OnCommand AAEREREFAF R
EfEAAIE_attribute_. MA=E_privilege. IREONTAP RBACH BN, X NARIEBEHE XER,

TR
1. EEHAZRL, BAUTHTUSIERAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

* svm_name & SVM B&FF, MRBHFERET, WEANEESERA,
* role_name @ ARABIEENZT.
* command & ONTAP Ifjgg,
@ BRI MURES TS, BiE, KALFIBFREILNGS, AEBYIHRIE

A
P <o

BXNRFIRIER, BEN AT eIZAEMDENIRR ONTAP G {TREEB <L,
2. AL T a2 eIZRRA:

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name EESIENAF BB,
* <password> BN, MNRFEEEE, RARFRERERMANA—MED,
* svm_name & SVM BY& #F,

3. MANUTGS, BAGSKSLHER:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

* <user_name> BEEFRE 2 REIENAFNENR, ttaSrTATEHARURESABXE,
* <SVM_name> & SVM &R,

* <role_name> @EELRE 1 FEIENABRREFR,

* <password> EEME, WRTIEEEN, RAARKERERMN—TEDE,

4. WALTEHS, RERSEEREIZAR:
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security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name EEESRE 3 FEIENEF A,

BIZEARRRAT SVM B
£ ONTAP 79T SVM RFRIZAEEY, #IslT

Z> ONTAP g 21T E L. WIR

7 ONTAP #1135 SVM BEE N5 SnapCenter &1, M

FEILAE.
N
| EEERGL, AR MRGBHNZAGHEREIR.

security login role create -vserver <svm name\>- role <SVM Role Name\>

-cmddirname <permission\>
() mExsMUREELSS,

1. QIB— T AAHRBZABNESIZARF.

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. fEERA P BRE,

security login unlock -user <user name\> -vserver <svm name\>

BTt sVvM A BN EARR ONTAP s 21T R ER <

EMZE1TZ ONTAP sr 1T E <L KEVE SVM AtH D EAIR,

® security login role create -vserver SVM Name
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name
"event generate-autosupport-log" -access all

* security login role create -vserver SVM Name
"job history show" -access all

* security login role create -vserver SVM Name
"job stop" -access all

® security login role create -vserver SVM Name
"lun" -access all

® security login role create -vserver SVM name
"lun create" -access all

* security login role create -vserver SVM name
"lun delete" -access all

-role

-role

-role

-role

-role

-role

-role

SVM Role Name -cmddirname

SVM Role Name -cmddirname

SVM Role Name -cmddirname

SVM Role Name -cmddirname

SVM Role Name -cmddirname

SVM Role Name -cmddirname

SVM Role Name -cmddirname

1R

JANN

IR AA84EF vsadmin e, M
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security login role create -vserver SVM name
"lun igroup add" -access all

security login role create -vserver SVM name
"lun igroup create" -access all

security login role create -vserver SVM name
"lun igroup delete" -access all

security login role create -vserver SVM name
"lun igroup rename" -access all

security login role create -vserver SVM name
"lun igroup show" -access all

security login role create -vserver SVM name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

-vserver SVM name
all

security login role create
"lun modify" -access all

-vserver SVM name

security login role create -vserver SVM name

"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline™ -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role
"volume create" -access all

create -vserver SVM name

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name
"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name
"volume offline" -access all

security login role create -vserver SVM name
"volume online" -access all

security login role create -vserver SVM name
"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name -role
"volume gtree modify" -access all

security login role create -vserver SVM name -role
"volume gtree show" -access all

security login role create -vserver SVM name -role
"volume restrict" -access all

security login role create -vserver SVM name -role
"volume show" -access all

security login role create -vserver SVM name -role
"volume snapshot create" -access all

security login role create -vserver SVM name -role
"volume snapshot delete" -access all

security login role create -vserver SVM name -role
"volume snapshot modify" -access all

security login role create -vserver SVM name -role
"volume snapshot rename" -access all

security login role create -vserver SVM name -role
"volume snapshot restore" -access all

security login role create -vserver SVM name -role
"volume snapshot restore-file" -access all
security login role create -vserver SVM name -role
"volume snapshot show" -access all

security login role create -vserver SVM name -role
"volume unmount" -access all

security login role create -vserver SVM name -role
"vserver cifs share create" -access all

security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver export-policy show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver" -access readonly

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver export-policy" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"vserver iscsi" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume clone split status" -access all

° security login role create -vserver SVM name -role SVM Role Name -cmddirname
"volume managed-feature" -access all

I AR RIEINRAY ONTAP 8 At

ENEIE— T EEREINRAY ONTAP 8 A6, LUEARANER ONTAP EEGRAGHE
SnapCenter FH{TI21E, ERILUEITE 1 ONTAP a5 $1TRE S K AIE ONTAP 8
BHSEERIENR,

e
1. EEERS L, Q- ABHNZABRDEFRENR,

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cEuusMUBESLH,

1. QIB— T AAHRBZABNESIZAR.

security login create -user <user_name\> -vserver <cluster_name\>
-application ontapi -authmethod password -role <role name\>

2. R P BRE,

security login unlock -user <user name\> -vserver <cluster name\>

BT eIREHABMDENRE ONTAP ssiTRESN <
ENE1TZ 1 ONTAP sr 1T E e < KEVESEEF A BN D ECAIR,

° security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all
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security
"cluster

security
"cluster

security
"cluster

security
"cluster

security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

login role create -vserver

peer show" -access all

login role create -vserver
show" -access all
login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name

"job history show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security

"lun igroup create"

security

"lun igroup delete”

security

"lun igroup modify"

security

"lun igroup rename"

security

create
—-access all

login role -vserver

create
—-access all

login role -vserver

login role create -vserver

—-access all

login role create -vserver

—-access all

login role create -vserver

"lun igroup show" -access all

security

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping create" -access all

security login role create -vserver Cluster name

"lun mapping delete" -access all

security login role create -vserver Cluster name

"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun mapping show" -access all

security login role create -vserver Cluster name
"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

"volume clone create" -access all

security login role create -vserver Cluster name

"volume clone show" -access all

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume create" -access all

security login role create -vserver Cluster name
"volume destroy" -access all

security login role create -vserver Cluster name
"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

"volume offline" -access all

security login role create -vserver Cluster name

"volume online" -access all

security login role create -vserver Cluster name

"volume gtree create" -access all

security login role create -vserver Cluster name

"volume gtree delete" -access all

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create -vserver Cluster name

"volume restrict" -access all

security login role create -vserver
"volume show" -access all

Cluster name

security login role create -vserver Cluster name
"volume snapshot create" -access all

security login role create -vserver Cluster name
"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security

"volume unmount"

security
"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

login role create -vserver
—access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver

cifs modify" -access all

login role create -vserver

cifs share modify" -access

login role create -vserver
cifs share create" -access
login role create -vserver
cifs share delete" -access
login role create -vserver

cifs share modify" -access

login role create

cifs share

-vserver
show"

login role create -vserver

cifs show" -access all

login role create -vserver
create" -access all

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

export-policy create" -access all

login role create -vserver

Cluster name

export-policy delete" -access all

login role create -vserver
export-policy rule create"

login role create -vserver
export-policy rule delete"

login role create -vserver
export-policy rule modify"

login role create -vserver

Cluster name
—access all

Cluster name
-access all

Cluster name
-access all

Cluster name

export-policy rule show" -access all

login role create -vserver

Cluster name

export-policy show" -access all

login role create -vserver
iscsi connection show"

login role create -vserver

Cluster name

—-access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"vserver modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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2. i license show #%, REEEREUHERETERE SnapManagerSuite AT,

Tl

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

LRI, LT SnapManagerSuite FAIIE, FEILTFHRITEM SnapCenter iFAJ1E{E,

B3 wREHRFYS

CEEAAITHEFEYS AN EETIEFISMNIFENFESIS, ErILUER ONTAP i1 RIS F S
5. EBNIZEFAS. AFFEASARGINEREIER,

T
1. {5 ONTAP s {TERITHIZS
2. 8\ system show -instance #%, AREERHUEREHZRFIS,



ANt

clusterl::> system show -instance

Node: fasxXXX—-XX—XX—-XX
Owner:
Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -
Uptime: 143 days 23:46

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services:
All-Flash Optimized: false
Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true
Eligibility: true
Differentiated Services:
All-Flash Optimized: false
2 entries were displayed.

3. iBRFFS,

F4% . BEREETITH ZEBIFRENFYS
WNREFHEBE FAS 3¢ AFF 7=fiE, NIETLISEM NetApp SZiFih

B ONTAP sa 1T 1ITRE

ez Al

o IR
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R EEBMH NetApp ZHib R E RERE,

false

false

=X

N

ZET SnapCenter I£HI2809FRIE, ARG



MRKBNBRERE, WAZARRERLEERER.
* B ABERIEFTIS,

p
1. BRE "NetApp ZHFIER"

2. BME * RE > EFEE *
3. T£"Selection Criteral" (&R M) XiFF, HRIER T "Serial Number"(F5I5) (I Fi&EE@E), BAITHIE
FHIS, ARIEEGO! *

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__GD!._:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~| For Company: |:| i__G_p!_:

B R Bt RE I 88 BV IR AIEY 2o

4. % EIHiER SnapCenter #rERRZ SnapManagerSuite ¥ AJiiE,

E5% . AMETIERIZFAVIFANE

MRIEERARZFAS. AFFEIASAZRZE. FH BB SnapCenterti R 8 SnapManagerSuiteiFa]iE. AT LAfE
FHONTAP# 21T INEF SnapCenteriz il 2889 1F Al i,

FriaZ i
* BRZEFAS. AFFEASARZERFEIE A,
* &2 SnapCenter tr/fhRE SnapManagerSuite ¥ AJiE,

KXFULES
NREE(EAFAS. AFFEXASATREIASnapCenter. MR LUREVEEEIHEITFRIIE. AEEIEHISE LRE,

YNRZFIXA SnapCenter , WEXRHERRDIRINETITHIZE L LERBERITEIFA I,

TE
1. f£/ ONTAP & $1T7E R 5| NetApp 58,
2. 7h0 SnapManagerSuite ¥ BI3FZ5A

system license add -license-code license key

tbes LRI R B IR A E R

a

3. WIFE BB L% SnapManagerSuite ¥ AIIE:

63


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

license show

5625 MIBRAIFEE

NREERIIRETITHIZEH SnapCenter FREVFRIE, FEFEMFETEENHAIFAE (FFISLL 50" "
%) , WRZEEMA MySQL ép< FahiFRIb IR AITENE. F/AER SnapCenter B2 F SR EMIFR XA FAIIE.

QEEFEAET SnapCenter tFRAEEHIZSAIFRIER, A EEFoIMIBRXEIFRIITE. NREME
TET SnapCenter tREREMIFRIEFHEERINEZ SnapCenter B2 REF, MiXAFR]
I B E =,

g
1. £ SnapCenter fR5528 £, FTH PowerShell BOUEE MySQL .
a. i&f7 Open-SmConnection cmdlet , /3 SnapCenterAdmin 1 BE15 SnapCenter IRSZ28H0EES

o
b. 51T Set-SmRepositoryPassword LIEE MySQL 253,
BXxcmdlettIE 8, iEZMW " ( SnapCenter 24 cmdlet Z&15F) "
2. FTH S LRI FHIETT mysql -u root -p LLIERE] MySQL
MySQL iR EMANE, WATEETEMRHNERE,
3. MEHE R R Rzt AR 1R T IE -

use nsm; ~DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

AIDET SnapCenter tREAZRIIFETIE

BT LUE A SnapCenter tERZFRIIER{RIF ONTAP Select #1 Cloud Volumes ONTAP
& ERIEE,

AREVFEIERER LU THHE:
s H—MAIEFEFIS AR, BTN 51XXXXXXX
B LUERIF RS SMEXM NetApp it S B REEBE SnapCenter EIFZF A R E B FAF AL,

* EARIMAKAFRNEHRHE, RAETERERIEHERIFHIEIER) UIREEE) , HEHIES
SnapCenter E1E

* 5 TB A
fFlan, EELFREX1TB, 2TB, 4 TB ZEFAEMIFAIIE,
* 12t 90 KIXAIFRIIE, RIFR1E 100 TB BREHEN

BXFAFFIENER, 18N "SnapCenter FATIE"S
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SnapCenter 8 XFRENITEEEIER ONTAP Select 1 Cloud Volumes ONTAP ZEMAEFHE, FHR
EREIFAER, SnapCenter eMB2FRIRE2HRFAIEE LNERARE, NMtERAETE. IREHARE
B3 iFa]FE, SnapCenter ERIRERETIEFRES. MRETE SnapCenter HELE T A =SB,
NEERRERIEIETNHRNEN, RASAXBFARMHE,

B HEREEXK

TEFREVET SnapCenter REMIFRIHEZ I, ENITEER SnapCenter BN LHEE,

&N 2 Cloud Volumes ONTAP I ONTAP Select 24 ERIEREEIER,

KTFUIAES

SnapCenter i+ BLIREANEE. WRXGRFHLIEERNA/NN 1 T8, BNFERT 500 GB B==iE], N
SnapCenter 115 500 GB HIEAEE. ERERTEEHENFNIEEEZEITERLN, EETENE
HWERRE,

i
1. fEFH ONTAP @< 1T7& R 5 NetApp 15H28,
2. EEECHERE, BEATS,

select::> vol show -fields used -volume Engineering,Marketing

vserver volume used

ASHE Engineering 2.13TB
AVASH Marketing 2.62TB
2 entries were displayed.

XW N ENEERABENT 5B ; Eib, MRERIFFAA 5 TB BIE#E, NET SnapCenter FERIRIRIF
FHEZEXRA 5TB

BE, IREIAVRIFEAEBESTBHY 2TB , MEILIREY 2 TB B FAERFH I,

$£25 . RRETRENFIIINFTIS

TRITRIAR S B PR 7T ET SnapCenter RERIFRIEFYIS; BR, MRELALFFIS, WAL
M NetApp ZFrub R RILFTIS,

BN A BB NetApp ZHFih R & RERE.

p
1. BRE "NetApp ZHFIESA"
SANE * RS> MEIFEDE * o

2.
3. EERFMXIEP, MEEER: FHISHIFRIE MISKEHERE * SC_STANDARE* .
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Software Licenses

Selection Criteria

Choose a method by which to search

> |5eria| Number (located on back of unit) v| Enter Value: |:| Go!z

Enter the Cluster Serial Number value without dashes.
-0R -
» Show Me All: |Serial Numbers with Licenses |For Company: |:| Go!|

4. BAEHRABEET, REXFGO! %
ERBIA 51xxxxxxx BIFLAL SnapCenter IFRIIEFSS,
5. BRFYIS,

£345 . E£NetAppiFrliEXX &

IR IEARAE7ESnapCenter B2 RE T4 ANetApp ZHfih s EIEFM SnapCenter FAEFYIS. SETE
MSnapCenter i@id Internetifi[aA]NetApp Z#Fuh s o WA LA ENetAppiF Rl IEX 4 (NLG), A, &R LU 4
THHEETERT MSnapCenter EAIFRIMNIE,
Feazgi

* f&N¥% SnapCenter 5 ONTAP Select 5% Cloud Volumes ONTAP £ &1,

s I BB BN NetApp ZIFiL S B R ER,

s I EERRIL 5100000k A IEGF LTRSS,

gl

1. SMMF. "NetApp FRIEXXGFE 28"

2. MNFTRIER.

3. EFM&FERYP, MThFEHIEE * SnapCenter i1 (BETFHE) *,
4. EERFEHISFEF, B SnapCenter FRIIEFTIS

S. FIEFHIEZ NetApp BIEIRFABER. ARIEFERRZ .

6. RFIFRIEXH, AFIERXHIE.

$4T . FMETEENFAILE

WNRIEFE SnapCenter 5 ONTAP Select 8 Cloud Volumes ONTAP EF&&E&EH, NINRE—HZPMET
SnapCenter ZEHIF A,
FrIaZ Al

* &R/ SnapCenter BEI2G AP B E o

* BN EBEMN NetApp LA ERERE,

s B EBRILA 51000xxx BN EGFRHEFSIS,
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SNRIEMER NetApp WFAIIEXXfF (NLF ) FRANVFRIIE, NINAIEFRHEXHRIMIE,

KXFIAES
ERILEIRBETEFHRITUTES:

* AINTFRIIE

* BEEWAIEFAE R UREERE XS MFAIENER.

* MRBERIEWAILE, 0, EEMFAIIRENENHERNILE, BT
* MRBERIA W ENEABREWAIE, BMERILFAIIE,

@ To A EFA SnapCenter B2 REMIFFRIXAIFHE (RIS 50 &R) - ANEREHE
F SnapCenter tnEREMIFRIRY, HAFIIERBIHES.

TR
1. EEMSMERT, EEF Settings*s
2. EIRENEF, EERM

3.
TR AN F NS AP, EFE A Y ().

4. 7750 SnapCenter IFRIERSH, ERUTAEZ— UFRENERINAYIFETIE:

HFUFE ... 1B1E
BN NetApp SZHFiEm (NSS) BERFRBUSAKFA  a WALHINSS AFZ.
= b. 5\ NSS 533,
C. MABETIEHIZMNIFRIIENES S,
NetApp #FaIIES {4 a. FRENFEHEXHIAIE, RAEEEE.,
b. F4F * FIH * o
S. £ Notifications TIEH, %I SnapCenter &IXEBFHBH, EMS #1 AutoSupport BB EFHE,
ERINRER 90% o

6. EANEBEFHEMEBESMTPARS 2, 151%HE*Settings*>*Global Settings*>*Notification Server Settings*,
ARERAUTIFAER:

MFUFER ... 1R1F
B8 F BB B T prirs = (o <l A YN N
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MNFUFER ... 1R1F
RIEBFEISE INSRERR 18R+, BHEEUTRE:

© RIFNEFHRAF L
* Wk N EEFEp (st
* \iE GRAERGA AT

ijukimﬁiilﬂ'l:ﬁﬁa' SnapCenter FrA[IEAE&E
Mo

I IREREHEERS (EMS) HERXINEFEERZRRRF BT AutoSupport JHERIXEITFERSR
DASMERIMATIRME, iHEPENNEIRE, BiV/EAAutoSupport LIS BN ERER AT REIB ZBYR)E,

8. iﬁ% * —F_ﬁ * o
0. EEWE, AEEEF TR

Eﬂﬁﬁﬁ% /‘_zr“vjl.
7 Windows FA#| LA & Z(&

BRE LUNTZ i

& BT LU SnapCenter ECE FC iE#EaY, iSCSI EZR LUN , XA LAEA SnapCenter
¥IMAE LUN ZE#EF Windows F Ao

LUN 2 SAN ECEFMERIZEE T, Windows EHVE RS LRI LUN N EMERE, BXiEAEE, 58NL
" { ONTAP 9 SAN E2EEF) "

#£17 iSCSI =iF
YNSRE(EF iISCSIEREE LUN , MAZ7ECIE LUN ZAT#21L iSCSI 21E LB AEE.
FHAZ Al *
* BB RFERARTTRENX T iSCSI Bir.

* BB EFERR LBENSCSIARS. "TIREZ(ER.
* KFUbES

RBETEM IPv6 Il IPv6 BEM IPv4 El IPv4 B9FE(E] IP kA Z[8]321z iSCSI &iF.
fEAT LAfE A SERR AS 3 IPV6 tdbi#1T ISCSI IEEIE, HFERBHIVMBEINMITRE—FMFPEY, FeEEREZ

B T S,

YNSREECX ISCS| BEhZFRIRHR, Xt iSCSI BArRVnRRREIR M. BR&MG, ErEREENic BRI
FipERIELR, UEENREBIRGIFHEM, B iSCS| BaiieFNBfGE, Y ERERBRNEN.

MRFNEBEZAISCSI #0, NEFEAFE—MED LR IP #it5 SnapCenter 17 iSCSI &i&fa, ERTE
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fEREM IP MUEM S — MO ISCSI RiE,

B

1.

7.

8.

AEMSMERTR, B EN .

- EENEF, BE *iSCSIRE .

2
3. M * Storage Virtual Machine* FHIF|Z&RH, 3% iISCSI B4R Storage Virtual Machine (SVM)
4.
5

M EM > TRIFIRF, EEIENEN.

- BECRBURE

LR B RBIIRIER S,

- ERUSERSH, BEBR:

EULFERF ... BN ...

BAR T RBATR iSCSI BATHITI R 2R
MRFANEEMTREM, WbV AR 348
NETo

SEa )kl BRI 1P it

BiR 1A iRE BARRIZEITF B TCP im0

=luz s A ks bl BB M4EIT]FBY IP itk

WMANABRRIARGE, B &
SnapCenter 217 iISCSI =&,

ESMRESE, METENERI—TR1E

WTFF ISCSI RIFHERE
B, ERIEFER iSCSI 21E5 BB S MG BT ER,

ez

1.

2
3
4.
5
6

FEAEMSMERTR, BE* EN S

- EENTTESF, B£&E *iSCSIRIFE*,
. M * Storage Virtual Machine* THIFIZ&RA, %EF iSCSI BAFHY Storage Virtual Machine (SVM)

M EM * THIFIRP, EEIERNEN.

- M iSCSI ZiEFIRP, ERBEFERNRIE, ARREH * ARIE .
- R RIEMNIEESR, BEHE o

SnapCenter 2#fiFF iISCSI SIEHVER,
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BIEFEIE igroup

S B o ER4E (igroup ) SRISTEMPLENIATLUIAREME RS LIS TE LUN . &
B] LAfEA SnapCenter £ Windows EA1 E6IE, Zds®, ECkEMIFF igroup -

B3 igroup

& /] LAfEEA SnapCenter £ Windows F4/1_E 87 igroup » ¥ igroup BRETE!I LUN BY, B LATERIIRMEE o &S

BrRSHERILE igroup -

7
1. TEMSMEER, RBEEN S
2. EENEF, $E *igroup* o
3. EEHEFARER, BE - WE,
4. 7E6U38 igroup FHIEEH, EX igroup :

ELFERA ...
FERR

FA
igroup B ¥R
Btz

I

S WHRANNANBRIHRE, BEHE .

SnapCenter KTEFERF L BI# igroup o

= igroup
1&A] LU#ER SnapCenter EfnZ A igroup -
BB
1. EEMSMESS, BE*EFN .
2. FENTTEF, B *igroup* o

121
REMETE] igroup BY LUN 3%E#FE SVM .

ERERIEE igroup BIEM.
i igroup FIZFR,
ERBIEF.

ERBEIEF LA iSCSI, FCP EEE& (FCP #0
iSCSI) »

3. EETHIEFATE T, & * Storage Virtual Machine* FEELUERAIA SVM WFIR, SAENEES

B89 igroup i%E$E SVM

4. 7£ SVM B igroup FIRS, HERBEEMZM igroup , AFBREET *EHR *,
5. =@ igroup MFEER, N igroup MIFIRAR, AGHRE *EEME *.
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&4 igroup

& E] LAER SnapCenter [@IRA igroup 70 igroup Bapi2RF. SIE igroup B, REERM—1TEMN. MREBENE
E£6U% igroup , AILUEER igroup LU E M AR NI0E3Z% igroup o
cHE
1. EEMSHMEES, B2E* EN S
2. EENTIEF, BE *igroup* o

3. EERHEFLATIE S, B * Storage Virtual Machine* FERLLERAIH SVM MTHIFIR, RABRHIEE
BXRY igroup % SVM

4. 7£ igroup FIFRH, EIF—1 igroup , REET * BEEIIEFEFME igroup* o
S IEFE—IEMN.
6. EIFBEIEFHEBE *HE * .

fHER igroup
E&AT LAEA SnapCenter MIBFRBFEEM igroup o

c SB
1. EEMSMERSD, B> FEH S
2. FENAmEA, B *igroup* o

3. TEEHIEFATES R, B * Storage Virtual Machine* FERAEREIA SVM W THIBIR, AGEHNEM
FREY igroup %3 SVM ,

4. 7£ SVM B9 igroup 5K, EFEMIFREY igroup , AERE * Bk * .
S. TEfMIBR igroup IHENER, B *HE * o

SnapCenter B igroup o

IR E IR

Windows ENEFER S LRI LUN NI, AT LUER SnapCenter SR
FC &E#%Dy iSCSI 1E#%8Y LUN .

* SnapCenter {XZHREARMER, TFFEISHEE,

* XF GPT, NAF—MIEPX, XF MBR, AF—1MEHLXEE—MEHE NTFS 3 CSVFS L 1LHY
HEHAEE—MEHERZ

s TEHMWHXER: GPT, MBR; 1 VMware UEFI VM A, {X#FiSCSI 5

@ SnapCenter AZIFEHB R, WREHIZH SnapCenter BIRAVREEE, SnapCenter 12{EF %
8

EEIN LAOHE

&R UEEEH SnapCenter EIEHIE Windows FEA_ERVHEE
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ez
1. EEMSMERF, BE*EN
2. EENNER, BEHHEE
3. M * EM * THIFIRAEZEEN.

LB R 5! X e AR

EEEMENAHE

gﬂuﬁ%ﬁﬁ% SnapCenter EI2RVEEEE FRVSEHE, RBEMEN THIIRFIEFEERN, 1T2ERERE
e
1. EEMSMERT, BE*EH
2. EENER, BEHEHEE
3. M * EM * TRIFIRAPIEZRER

HEBP R 7! X e A AR

B FC 1&#%3K iSCSI E#%89 LUN siEfR

Windows FHEEERLS LR LUN LA EIMELER, EAILIER SnapCenter 8I3EFAIE FC iEiEDy iSCSI &%
Y LUN .

WMNRELE SnapCenter Z MMM ILHER, MINSZHF NTFS #1 CSVFS XHERS,

FaZ Al
* MR MBENFHERY LR LUN 825,

IENREE LUN , MmIREEESFEA SnapCenter €178 LUN .
() miSHS IR, SNFAE SnapCenter IFRATFRIES FAIR LUN .

* BB EFERS LBE FC 5 iSCSI ARS.

* NREFANZ iISCSI , MHME SEFHERLEIL ISCSI R,

* IEFF Windows BY SnapCenter {4 B REERETEECIEHENEN L.

* XFUHAES

* F%3F LUN H Windows Server BIIE 5B PR ENTE, BNREER LUN EZERIZ M.

* YN3R LUN HEA CSV  (RBEH=SH) B Windows Server iSSP ENHE, NATIEREER
HREN EBIERMER,

7
1. EEMSMERT, BE*EH
2. EENER, BEHEHEE
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3. M * EM * FHIFIRAFEZE TN
4. BECHE

LR T R HEER R Fo

. 7£ LUN R#MTIEH, #E LUN :

FltFERS ...
FERR

LUNE& R

LUN & %R

EBARN

LUN 5%

6. FEHERRTIE S, ERHMERE:

TR

b
k
o

EHHESCIY)

7. EiRchEREIETIE A, FEEREEEM:

11
79 LUN & SVM o

B N5 BUEREEE LUN U RAISTE R

2o
BN LUN 98B 7R,

VERRERBERY LUN SROEEK /)N
SN NERTRERFEMNARER.

gE, A LUN B9 SCAS,

EE

LUN HeElR—a ENinin.

2R * FRA * FE

LUN F Windows Server BIFE#i5 S8R RIEAH
=

7 * B * TR NERZRANZIR, &R
EEEREREERTN— TN L EEE,

LUN Hf$EA CSV B Windows Server #if&5%i5&
B ENIHE,

£ * BRA * FRPMAEBEZFRANZ M. BER
EeIRMEN TN EEHANFIEE,
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B%
B D ECHERH R

S ECIRThEE S

EREEHER

BNNEREDSESHEEH R

LUNZK/)N

MHEELL LUN BIEERREERE

priri e i

Lz
SnapCenter 2RIER A IRchZE B oD ECEER

/TN O

fan, WRAFKWRNEEH C : , N auto assign =
£ C: IREhEE (C: \scmnpt\) FRIEB— &
e, HEWEARIZREMNSE.
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BXEE. BER "MySQL 5.7 : {6/ openss| 8J& SSL iEBMZER"

@ ATFIRSFMES, FRRIEBMEZERXARERBRELAS AT CAIEBRERRTME
RE WMFBEAZIEER, NEEA OpenSSL 4wiFAIARSS 23 NIEBMEZAXHRFKK,

*ERERE CBERARSSET2REHE (FQDN) fFARSSIEBNARSE.
- 3§ SSLIEBMERAXHEHIZF) MySQL Data X43%,
ZRHAMYSQLEUEX 4 K EEZE N C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\o

- B8 MySQL ARSS2RECEX M (my.ini) 8 CAEHR, RS[AFILEH, BEFHAHIED, RSHE
RZRNEFIHE ARAREZ.

ZRIAMYSQLAR S 23 AL & S (my.ini)E&12 9 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.inio

(D 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZoHIEE CAIEH, ARSES
REIEPMIRS T AEHRKREZ

EWAATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME s
LREARRZ.

UTFRFIETRT E6IEIRBGASEIEmy.iniSXX B [myqld]E8 53 BOIE BRI 22 A4

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTFRHAIZRTTE my.ini XHRY [client] B850 5 EFTAVERIR.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"
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ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. (Z1k Internet S EHRSEZ2E (Internet Information Server , 11IS) H#Y SnapCenter RS 88 Web N FATE
Fo

5. BB MySQL RS,
6. E# web.config X5 MySQLProtocol Z A&,

U RBIE3R T 7E web.config XX HHEHTEY MySQLProtocol ZAH{E,

<add key="MySQLProtocol" value="SSL" />

7. £/ my.ini 3XH8Y [client] BF 5 PIREEIER R E T web.config X 14,
UTRBIEART7E my.ini XHRY [client] 3853 EFRVERR.

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 7£ IS /35 SnapCenter k5528 Web W AHIEF.

7 HAECEEEZR S MySQL &

INREMIR SnapCenter RS5885 MySQL BRSBzENERERE, ERAIUASTAN (HA) TRERREE
BEFE (SSL) EBMERNH. EMTE MySQL ARS23F1 HA TR EECBIEBMZEHE A,

BEBHRE A R LA R IE
* CAIEH

FHEHP—D HA TR EE— CAIES, HiFI CAIEREFIEISZ— HA TR,

* B HA TN RBV RS SR QB IEBMARS [T ARAXH
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* BN HATNRBE R IRABIERNEF IRT BRAXM
TR

1. HFE—DHA T &, & openssl 8597 Windows 79 MySQL ARS8 ME A& E SSL IFHHM
TR

BXEE. BB "MySQL 5.7 : {EF openssl 832 SSL IEHFZEA"

@ RFRSSH|IES, FRRIEBNZAXGRBARMEXNS AT CAIEBIBAEIRE
B WMFBEAZMEER, NWEM OpenSSL 4wiFHIARSS 28 FNIIEBM AR KK,

*ERELE: BN EARSHTEREEE (FQDN) FARSSHIEPHABR.
2. 3% SSLIEBMEAXHEHIF MySQL Data XHK,
XA MySQL Data XK E&1ZH C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ »

3. E# MySQL ARSBEEXH (my.ni) B CAIUED, IRSB[BABIUED, BPHABIES, RSB/E
REANE iR E AERAREZ.

RN MySQL BRSZESECE XS (my.ini) 8124 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in

@ 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" Z2HIEE CAIEH, ARSES
RBEIEPMIRS T AEHRER

EWATE MySQL ARS2RECEXH (my.ini) B [client] 3D HIEE CAIMES, BFIHABIEBME i
LTREARRZ.

UTTHIERTERRBRIAXHEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HYIEBFZER XS

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

IUTFRBIZRTTE my.ini XHRY [client] &850 5 EFTRVER IR,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4 WFEZMHAT R, EFICAIERHERRSBAHIER. RS[BEATAXG. BRHAHIERNE
FinERAZEANXMHS, HITUTEE:
a. ¥E— HA TR AR CAIERERIFIE = NLB T5 =AY MySQL Data XK,

2R3N MySQL Data X14#E&1E2 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

@ EARERREIZ CAIEH. BRNOIZRSZBLRIES, FEFRARIES, RSHE
REAXANEFinE BERX .

b. 3 FE—1 HA T 5=, 151 openssl a5$7E Windows £ MySQL ARS8 ZFimI&E SSLIiEP
A

"MySQL 5.7 : {#F openssl| 832 SSL iEHFZEEA"

ATRSBIED, BFBIESIEAXANEREHENASAT CAEBIERE
() wEFRE. MBBEALHMEAR, WER OpenSSL HENMRS BIMEBABIX
BRI

BiNfERARSS 28 FQDN FRRRSSIEBRN AR,

C. ¥ SSLIEBMEAXHEHE MySQL Data X{4K,

d. & MySQL ARS58BEEEXH (my.ini) FH CAEHR, RBJ[BAFIER, BEFHARIED, RSH
LTRBPNEFIRE ARARE,

@ 1EATTE MySQL FRSBRECEXH (my.ini) BY "mysqld" Z2HIEE CAIMEH, RS
BAFIUEPHRS 23T AEHER,

R TE MySQL ARSS2BRECEX M (my.ini) BY [client] B3 FRETE CAILEH, BEFHARIEHNE
Fin% AERRRE,

UTTRHIERT EFZEIAXHEFE C ;. /ProgramData/NetApp/SnapCenter/MySQL Data/Data &
my.ini 3XERY [mysqld] 2853 BYIE B

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRBIEART7E my.ini XHRY [client] 3853 P EFRVERR,.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

- TEF HA TR E(ZLE Internet (S EARS328 (Internet Information Server , 11S) H#9 SnapCenter iR

%g% Web EZFE%E,_%_O
- ERA HA TR EEHEE MySQL ARSS.
- EHA HA T3 5289 web.config 3Xf4H MySQLProtocol Z$ARIE.

LU RBIE3R T 7E web.config XHHEHTEY MySQLProtocol Z$AHI{E,

<add key="MySQLProtocol" value="SSL" />

- AERIETE my.ini XHBY [client] BB AT HA T RI5ERIERIZR E T web.config X1,
BUFRBIERTTE my.ini X [client] Zp7 P EFAIERR,

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />
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<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. /D HA T M 1IS /B 5D SnapCenter BRSZ 28 Web N ABTER.

2. HEP— HA T = _E{FH Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet 1
-Force &1, LUEEMD HA B R EEBIILEH MySQL &,

BMEERPRSIER, -Force It RIFEEEMBETFIERE,

LI HAIEI7E Windows F41 /S FRITHAEE

SnapCenter IRZ 28 L& F AI T LA/ Windows FEA_EEF Windows IHEEFI
B, BTFHIEHRMENRFGLEIFNER, XLENETRESEREE,
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%5 Ihee
Web ARZ5 28 * Internet 15 2RSS
* 21Kk Web IRSS
© I HTTP IhaE
° BRIASCHY
° BRI
° HTTP$EiR
° HTTP EEH
© BESARE
° WebDAV %7
* BITRRFIZ T
- BEXHEER
° HTTP BEIER
TIERIA
° JERIEIEER
° IRER
* 4RETHAE
© HESANBESE
c etk
° IPREM
° BARZMHIIE
o EEh T SSLIEHL
° B URIEBIRET S50
° IS & IR 5 15 383E
° IP FIEPRA
° JEKIHIE
° URL &1
° Windows & {73%3iE
* N RREFFAINEE
° NETAJf B% 4.5

° N AREFAIIEW
> ASP.NET 4.7.2

° PREBIHEIE
> WebSocket MY
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HEPT!

Windows #iE 8 EIRSS

foE API

IhRE
* IS BIEIRS
*Web BT H

« NET Framework 4.7.2
« ASP.NET 4.7.2

* Windows Communication Foundation ( WCF )
HTTP #U&E 45

° TCPEUE
° HTTPEUE
* JHEMAZI (MSMQ) BUE
MF. NETERESEHRES, BER W&

BinternetEZMNEB 4. SnapCenter AR L
e

* SHEMATIARSS

RSB N BZFER
@ SnapCenter S EIER MSMQ

ARS50
© BEEARSS 2R
* ORIEREY
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