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Review installation prerequisites and install plug-in
package for Linux or Windows
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| et up credentials. |
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| Download or create a custom plug-in. |
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Upload, install, and canfigure the plug-in.
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Add resources and assign them to users
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Configure and enable CA Certificate.
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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FrEi e Java 1.8 (6411[) Oracle Javag{OpenJDK
MR EIE Java AHREIRIThRAS, NATHF

Ivarlopt/snapcenter/spl/etc/spl.properties R
java_home ETIIZ B A IEHRY Java HRZASFNER 1R,

BXZXIFRANRIER. BS MW "NetApp BI2(FIERTA"

& & SnapCenter BE XiGER R

SnapCenter £ EEXT SnapCenter I #ERNB P #1TE M, BNEIREATRE
SnapCenter $&HHBVEIRE U A TFXIEIBZED Windows X4 R AR ITEHIRRIFIRIEAVEMD

o

Feazai
* Linux E#41

TR IUKETE Linux A LR EEHRIERE.
1B root B EEA sudo AXPRAVIF root A IKRERIE, 7 eeRENBIEMHIE.

*ERERE: C BRAEBEINMEEEERE, EEILA Linux SIREE, BREREEETHAM SYM 25
, EBEENMZEAFZ IR ER.

* Windows F#]
ERERBGZH, EULE Windows Eik.
T EREEANRIRERE, SEMNEREENNERRNR,
© BEXIEH N AERF
;tlj:?g‘i;fgf?%E;‘%’ﬁbﬂ%ﬁ;‘)ﬁﬂa‘iﬁ%ﬁiﬁﬂ@ﬂ’s%ﬁo INREIIBRIPIREHERBRARARERE, WaILEEIELE

KFILES
igﬁf@ﬁ%ﬁﬁiﬁéﬂiﬁ%?ﬁﬁ, HERFABRAEER2EERNR, WoMEDHNILHEF & DERFANED
p

1. TEMSMERR, BERE ",

2. FIREEYF, BEH*FE

3. BEH IR,
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Credential

Credential Mame
Lzernams
FPassword

Authentication

Provide information for the Credential you want to add

[ = g s
L A R

Use sudo privileges

4. 1 FEUEF, 15

MFUIEFE ...
RERW

BR#&

EECERIEFRIES

1R1F
BMNEIERR .

WANERTEHEIENAR 2FMEE,

&
i

ERsERRANEMRS

,E]I]

s

SEBERESnapCentertift B RS LRI EER
REERANEMMS, ARRFRINEUEI
A

o netbios\username

° 13y FQDN\username_

* AHIEIES ((EATIEA)

S(‘F_FE FIEANRS. BIEEER
#ESnapCenterfift RS LA B R MEIR R,
MRAHAF P EERANSIRH EV RS L
2T AFIRIEEIIIEE. NalLIsE R Fasith
BEGANEKMBARIKS, AP 2FERINEHSE

HA: username



MNFUFER ... 1R1F

Z BMNBTEQIIERZRE,

B{HIOURT ERBERN B HI0IEE,

/A sudo R WNRENIE root AR EIREE, 15i%EP * A sudo
R * 8%AE,

(D {SLEATF Linux AR,

o B *HE "o
eRRERER, ErFERT " BFMipE " TE AP SAFR A B EIEER.

7T Windows Server 2012 5{E 5 fkZ4~_EiE GMSA

1812 Windows Server 2012 S{ES AR, ErILIGIEAEAIEERSKE (GMSA) , LUE
MEZ Bk - B EIERSB K 262,
FrIE 2 i

* BN BB Windows Server 2012 5 E S hRAsHIE 1541 28,

* BNZIHE — Windows Server 2012 S{ESRAEN, ZENSEMK .

-
1. fE—1 KDS 1R, LUEHN GMSA RIEN MR ERME—HIEE,
2. JFFEME, M Windows IFITHIZRIEITIAT A< Add-KDSRootKey -Effectivelmmediately
3. BIEMACE GMSA :
a. FRLA TS RNEA P AK

domainName\accountName$
.. RARTIMTEVR.
.. FERANNGIZRAFARIZE cMsa .

fBan.

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

. 18T Get-ADServiceAccount' #n¥UIIEARSHKF,

4. 7EEN LECE GMSA :



a. IFE(ER GMSA kP #IEH] £ Windows PowerShell 2 Active Directory 1&1R,

Ak, JEM PowerShell izfTA T a<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFEEIEN.

b. fTEPowerShell S SRR AABEITU TS, EEN LELZREGMSA: Install-AdServiceAccount
<gMSA>

C. BITUT®H<. WIEEHGMSAIKF . Test-AdServiceAccount <gMSA>
5. AEMN LEER GMSA HECEENIR,
6. j@id7f SnapCenter fRZ28HIEE S ELERI GMSA M RN Windows FE 4o

)SjnapCenter RSEFEEN L REEERRM, FEAERFEIEHE, fEER GMSA KBRS ERK

%3t SnapCenter HENXIEME

ANENATEREEN EREE IR E

,.'jv fE A SnapCenterAdd Host TTEIARINEN, ARELEGHGRGFE, XEHEHF=ED
EEREEEN L. BRIURNBEDENHEREFRMENFHLEGEFREE,

a2 Al
* BNZR NG ABBRAREMNHENRNAGNAR. fliSnapCenter EER A,

* R HRE B PATIBRSS [ETEIETT.
* MREFEANZAERSKS, (GMSA) , NIRERABENRAEE GMSA



"T£ Windows Server 2012 S EShRAs_ ENBENX N AR ERFETERS K,

KTFUAES

& RgE¥E SnapCenter IRZ 23RS ENLARIZEIS —1 SnapCenter fRE 28

SNRESER (WSFC) LREMHMG, NXEHRERLREEEFNFAETR L.

p
1. EEMSMERT, EF W
2. WIFTNER B EEH * RE M * EI+F,
E iz = 7)1 S
4 EENTES, HITUTERE:

MFUEFER ...
E]kSid

ENZ

ot

* Windows

e Linux

@ BE XA E Windows 1 Linux ¥f
B EEA,

MAZHBTEMREE® (FQDN) 5K IP ik,

SnapCenter BURF DNS HIEHEE, Eit, &E
£ 2N FQDN

FFF Windows 15, RETER IP tuitf#ir
FQDN BY, REIEIHENAZHFI IP ik,

ERTLURINIRIZEALRY IP 3h3k3E FQDN o

YR EEMA SnapCenter FINEHN, FEIENETFT
Fig, MIATFIEHE FQDN

RGN RRER NI B EE.

XEERELINITIZEN BT EENR. BXRIFLHE
B, BERAXIERENEE.

ERILET B E T HEENERER LAREERS
KERERIFAER,

@ FERESMIIEEN B EERNENR
SHEERNENRERE,



o £ EBRBERENEGN * BT, ERERENEN.

6. (RIE)IEZFE LR,

10

MFUEFER ...
(|

121

FRERNHEOSHIEEHRO S,

AR S/8145, R SnapCenter RSB 22 R E7E
BEXIKA L, MiziEASEERARKIAKD.

MBEEHRETHAIHIET BT
() o, upsEEERnED. &
T, RAEBEM,



MNFUFER ... 1R1F

TREKRER B E MR LAREETE Windows BT Linux R4
£o

* XFIEATF Windows B SnapCenter {4

&, BIAEEN C: \Program
Files\NetApp\SnapCenter o

T AT LAB E X B2,

* WFEAFLinuxfISnapCenterf& 4Rt €1, 2k
N8R /opt/NetApp/snapcentero

TR LB E X R
* 3F SnapCenter BE Wi :
i. #£“Custom Plug-ins”(BEXi&EH) &85, it
E*Browse* (X 4i*), REEEEFNEENX
X,

EEX MR EE B E X B AEAERRT
xml 3,

NFEiEES. S
C:\ProgramData\NetApp\SnapCenter

\Package Repository FifiF
Storage.zip X3,

[ =l L

EERHEZE, SWIEEEENEEXE
XX A FRETHEIARTT xml 3o

IEHEFIH 5% SnapCenter ARSZ 2289 E
TE X3t

MREEIE MySQL 5 DB2 M ETERF, BILUER
NetApp 12189 MySQL #1 DB2 BE X

B e s MREEFHREREMT, AETRRIEENZEERE
REBENER, HEFUIEEE,
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MNFUFER ... 1R1F
ERBIEERSIK, (GMSA) B1THEMHFRS XF Windows AL, MREBFEALALERSK, (
GMSA) iB1THEHARSS, BiEPILEEE,

@ UL THRIURH GMSA &75:

domainname\accountName$ o

GMSA X BE&MA T Windows HY
(i) SnapCenter iEfH RS 0% RIS

o

1R R

®t

MEFER BTG EIEE, WSBIEFVERHEREB/EMNER, WETE. RAM. PowerShellik
A, RIEREERIIE TNEThRZA. & (3 FWindowsth)FJavahkzs (X FLinuxiffF). SNRFHERE
ER, ME&ERENNEIRREEHEE,

WMRIEIRSHETEE RAM 8%, ErIUEHUTF C: \Program Files\NetApp\SnapCenter WebApp
B9 web.config X LUEERRAIAE. WNRILFIRSHMBSEMERX, MHIEES REHER,

(D) 7EHARES, MBEEH web.config X, ML FFRERFH 5 EBIXLE
8. HIREAEAHLinux, BIIFHELL, AR HAFHER,

() EnfEEAiE A —EHURNE SnapCenter HHMAT 154, HATHTIRLIIE,
0. KSR,

FIEFTREMBEXMHITF /custom location/snapcenter/ logs.
gﬁﬁ cmdlet T Z MR TN EREIFAT Linux 3¢ Windows FY SnapCenter 1543k {4
&)

&A] LUfEA Install-SmHostPackage PowerShell cmdlet 7£ %N 4 LRI L EER T
Linux 2 Windows BY SnapCenter {&{F {4 €0
Fazai
AMEVBAF AR ZENNEERR,
B

1. BzhPowerShell,

2. 7£ SnapCenter 5328 F M1 L, M Open-SmConnection cmdlet I =&, ARERNEE.

3. f£A Install-SmHostPackage cmdlet FIFAES TSN EH LR G

BXO5 cmdlet EE5FERANSHNERBIESR, T@EIETT get-help command_name F3XEL, &,
&R LIBZE " ( SnapCenter 34 cmdlet 2E35/) "o
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MREEFLEMRMG, FETEREFHESRELEBAER, NWETLIER -skipprecheck £,

4. MNERERENER,
ERTmLITHRMEE Linux E4_E%%E SnapCenter BE MiEH

&N {EF SnapCenter BFRE (Ul) %% SnapCenter BE XififF. WNREHIFIER R
M SnapCenter Ul IZfZ2R & tiEMS, NelLIERR<SITHRE (CLI) EiEHISRI R
B T REI BE NIEMH

TE

1. &R TF Linux B SnapCenter {EHFIMEBREXH ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository £ #IZIE %% B E XIEEHIEHo

ERILIMZRT SnapCenter AR5 238 A RILLER 1R,
2. EMLETRTL, SMEIEFRRTEXHNER,
- BEWEH: path to installation bin file/snapcenter linux host plugin.bin -i

silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -dport FHF#E%E SMCore HTTPS &{Zi% 0.

° -dserver_ip 8% SnapCenter fR5328 IP ik,

° -dserver HTTPS_ port 5% SnapCenter iR5588 HTTPS %,

° -duser_install_DIR {8 ER G T Linux B SnapCenter {&HHF R4 EHNE R,
° DINSTALL_LOG_name 187 BEXHHIE HFFo

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com —-DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
4. {#F Add-Smhost cmdlet FIFTEESE0E ENAMNE SnapCenter ARSS28-

BEXA5hSEEERANSHNERBANGER, BT get-help command_name R3REL, HE, &t
ALIBE " ( SnapCenter B4 cmdlet 2F5R) "

5. &RE| SnapCenter , #AFEM Ul R PowerShell cmdlet £1ZBE X
RIS EET MU LEBEXES "AINENHETEEN L2 EEmEFREE" .
SnapCenter cmdlet #BhF] cmdlet £Z{F E B &%HB X PowerShell cmdlet BYiFH1E B

" { SnapCenter 4 cmdlet ££$5/) "(FEX)
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WITRE B E XIS

TR UERIE L TIE ST SnapCenter I EINRERE, ERIEFENEREH
DA TE R3S BB Bl SRR B AL IR @R

XFIAES
TFEMRGERERLTTE £, HEmgErREs:

Kk

#{THR
B IN5ERK
© x KK

ERMELINES. NERTHRESMIEEBE
* D BH
p
1. EEMSMERT, BEBE*
2. 7 mE  uEd, BE Rl
3. 7E*Jobs* T, BFIEFIRLUENTILIEARERIE, BEHITUTRIE:
a. By * fimikas ¥ o
b. Bk EEF LR B,
C. MSEBITHIRER, i * LK ",
d. MRS THIRSES, EERERS.
e B NA*
4 EERREEVHEE FAERE - UEBFILFRER.
o E * RAFAMER * iEP, BEBEEHET

ACE CA P

& pk CAIEH CSR X%

EAIUEMIEBERIBER (CSR) , AFRNAEAERB CSR MIEBMAAE (CA)
IREXRVIER, MIEHREE—NXRERIE AEH,

CSR B—MERXAR, REABIGEBHRIEURGE S CAIEH,
(D CAEBRSATHKEREDHI072(L,

BXREMCSRIER, 1BEEN "UNMEERL CAIEF CSR X",
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@ WMREEEE (* .domain.company.com ) %% ( machine1.domain.company.com ) HJ CA
WP, WATBKI AR CAEH CSR X1, ErRILUER SnapCenter Z3EIAE CA iEH,

WFERAE, CAIEPHRIRNERRIR (FRINER FQDN) UKRENMENRZ. EFREGEBZH, BLUE
WESFERESABF (SAN) FESREMILER, MFBEFHES (* .domain.company.com) , ILIEHR
peX B EIHRIEE MR

SN CAEH

& E B Microsoft BEIRITHIE (MMC ) ¥ CAIEBZEANEI SnapCenter RS 2840
Windows FENUEHFH.

p
1. %% Microsoft BEIRfTHI& (MMC) , AFRE * XM * > * R/ BBR Snapin * o

2. EAMEMRER R TEOR, EFER -, ARBEE R

3 FEIEREERTEON, EHF * HHENKS * &5, ARRE* Tl o

4. BE 1EHIER * > IER-AITEA * > * AERIEBIHUANME * > IR

o ARBEHME " AIERIEBMANE ", AEEE * FIEES * > BN UBHSARZ.

6. TS, WAL
FtRFEOF ... HITLAUTRME ...
SR R 2 R, SN, ARBEET—F
SAXFEI FHTEMAER; BEH*T—F %,
Zelt EEEZRTSHANEBIHEN, AREL T2
EERRIERSANES EEWRE, ARBE 5T " FFIRS N

() SAEBESHPRSE—EEHROERN o pix. o p1281% p7b)
7. 3t "Personal" X4 REESE S5,
FREX CA JEPHa4

E%:B‘?E‘ZI%H%?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?f\‘}%o RN EERENEERBIL AR ITRER/YE

PIE
1. 7 GUI ERATLUTRE:
a. WHIEP,
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b. FIEBINEEF, BE * IFAER * ET+o
C. REIFETIR, ARBE * FEEE .

d. MHERRE K47 B F 5o

e. MER-+7HERIE Z BR .

fan, NSRS "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMIBF=M/E
, S I "a909502dd82ae41433e6f83886b00d4277a32a7b" .

2. M PowerShell H11T LU F2E:
a. BITUTHSUTIEBELEIFPIIES, HIETIZMFNRIALEMNIER,
Get-+ In -Path Cert : \LOCALLMACHINE\My

b. EHIFELL

f#H Windows GRS ECE CA IEH
1@ RZ{EF Windows EHIHEMHRSZECE CAIEH, LUBIEELENKRTIEE,
1 SnapCenter JRER LUK EDE CAIBMFIEIELEIN EHTUTSE,

HIE
1. 17U TS, MRS SMCore Bk 8145 WINEIEBYFE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

a0

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUURESR S, BHLEMNIERS windows FAHEHEARSHEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

fign:
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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7Z Linux E£#1_Lt5 SnapCenter BE XIHFIRSECE CA P

BNEEBEXBAERHAEREIEBIERN, EE CAILEH, NEEXGHEEEFEECE
RERIENES, Hi§ CA ERZEANECE N SnapCenter BE XEHARSSHY B E X I
HEEEME, LBUEERERIHFIER,

BE MIGEHERNXY "keystore.jks" , ZXHAITF /opt/netapp/snapcenter/scc/ etc , [EIBYR{EE(SEFEFZH
=fi#o

BB E XA BRENEL UK EEERN CA EREAXIF R

p
1. SR LM BE GEHFRIZBE XA PR B E XA B AERIAZ G,

E5%H "keystore_pass" X HIE,

keytool -storepasswd -keystore keystore.jks

. BEAEDIAR BFA R NES BN R EERRERZE .

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

1 agent.properties XY keystore_pass ZAEFERAY,
3. BNEBEENBMRS.

()  BEEtmPEaEnm s REANRE 5 E BRI,

RRIEPRHFENEREE N B E GRS EFE
BN HRARRIE B RIENEBEE N B E XA HEEFE.

g
1. EMEIESBEXIENHZHRAERNSER: /opt/netapp/snapcenter/SCCletc.
2. HEISH "keystore.jks" o
3. FHEAERRIMEES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:
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keytool —-import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. BIRIEBHPENEREE N BE X G EEFEEEREARS.

() GESRIE CAIES, AEBRMIE CAIES.

¥ CA ERFTAMEE N BE G EEFME
ENR CA SR FANECEN BE X HMHEERE.

I

ks

=
[

TE
1. SM3 83 EEXEGZAE /opt/netapp/snapcenter/sce/ SRS {43k
2. RIS "keystore.jks" o
3. BB ARERRINAYIES:

keytool -list -v -keystore keystore.jks
4. FIER BB QAEEAN CAIEHR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl?2 -destkeystore keystore.jks -deststoretype JKS

S. HIHZREAREHRMAVES,
keytool -list -v -keystore keystore.jks

6. WIEZAERDEESERNIZREFRH CAIEBNNNFIE,
7. %79 CAIEBARIMFATAZE S E LN E AR,

BIABEXIEHZIAERE agent.properties X{EH 4R keystore_pass FI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EPBFRIFIRERK, HEEE=SRIWFHFRF (o, 0,
), ERRRERNERATR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EBECEFIZ.

R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREAMNEBENBEN N EEEREENBIRS.
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79 SnapCenter BE MIHHECEIEPHCEYIZR ( Certificate Revocation List , CRL )

XFIES
* SnapCenter BE XIGHRFEMELER E RPER CRL Xt
* SnapCenter BE Xi@fFHY CRL XHRIZRIAB R " opt/netapp/snapcenter/SCCletc/CRL" .

PIE
1. EA] LUEA A CRL_PATH 1E&EX#18E 3 agent.properties X4 EIZRIAB Fo

TR UELRERPRES D CRL X, REGRRIES T CRL IIEFNRIEF,.

7 Windows E#l_E SnapCenter BE XIEHIRSECE CA iE+H

BNEEBEXBAEAERRIEBIER, K& CAILEH, NEEXGHEEEFMEECE
RERERES, i CA ZREIAMECE NIER SnapCenter B E XHhfFARSSHI B E X i
HEERME, LUBVEERENBFIES.

BEXIEER XY keystore.jks , ZXHENITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFE.

BEEEGEHERENZEUKREEFERRN CA EREHENFZ

S
1. AT BT R IR R S it 2 E MU (B SAE BRIA TS,

Z{E5 key_keystore_pass_ $EXTN,
2. FREAERR:

keytool -storepasswd -keystore keystore.jks

@ YR 7E Windows SRR TIEIRT! "keytool" 5%, B35 keytool FnL B He R

1Io

C : \Program Files\java\<JDK _version>\bin\keytool.exe " -storepasswd -keystore keystore.jks

3. REBEDMIAK BRI R NBEER N E R EEANERE

keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore_pass ZEHEFHEREH,
4. BEREBEEHBIRS.

()  BExEEmPEaEnm S REANRE X5 E HR .
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RRIEPRENEREE N B E G EEFE
BN R AHETARRRIEB S PENEREE N B E SUEHEEFE.

p

1.

%

SIMBEE B ENXEGZIAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

X5 "keystore.jks" o
P H BB EAE AR INADIE S :

keytool -list -v -keystore keystore.jks

- AIARIEF e EHEF

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

RRIEPRFRENEREEN B E X g EEFERER B RS,

() EEsERR CASES, ABERNGRIE CA TS,

CA EREAMEE N BEXEHEEEME

TR CA ERTAXNECE N BE XEHEEFE.

p

1.

20

SIMBEE B EXEGZIARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

RIS keystore.jks o
S 2 AR INAYIES:

keytool -list -v -keystore keystore.jks
AINEERABEMANARERAN CAEF,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

- FIHE AR INATIER,

keytool -list -v -keystore keystore.jks

PIrZRERS e85 ERNEIZAZEFRF CAIERMNAIF] 2.
R CAIERRMBIFAAERD BN ERER .

IABEXIEHZAERZ agent.properties X{EAZE A keystore_pass BIES
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

M agent.properties X CA IEREERBo



IRIEZZ$A SCC_certificate_alias B#ILE,
9. ¥ CARRFHMNEENBEXIEHEEFHEENBIRS,

79 SnapCenter B E MIHHECE L PHECEYIZR ( Certificate Revocation List, CRL )

*FIES
* ETHMAEXCAIEPWERICRLYXH, 1HE N "W EHT SnapCenter CA IEBAHHIEBREUESFRSTHEF",S
* SnapCenter BE XIGEHIEETMACE B RHIER CRL X1,

* SnapCenter BE X iR CRL XHRIZHABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' »

i
1. EAI LAEA % EA CRL_PATH 1&EXF1EHT agent.properties X HIZRIAE Fo
2. EA UE B RHPHRE 21 CRL X1,

REEIRIBES D CRL WIEE NAIEH,

NiEHFER CAEH

&N 1E SnapCenter ARSFZ 23BN IEH ENPECE CA IEBHIBE CAEH, BN iEH
BA CA P,
FeaZ Al
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* IEB]LUEF Get-SmCertificateSettings T RiHEFAIIEFIRTS.
BXA5 cmdlet EE5ERANSHNEIRBIER, F@IIETT get-help command_name F3KEY, THE, &t
AILIBE " ( SnapCenter B4 cmdlet 2E5R/) "
TE
- EEMSMERS, 2E* EHV S
2. gENTEF, BEZEEN .
3. EE—IHZMEE TN
4. BFH*FHIRM *,
5. #E$E * BRIEPIIE *

—_

DA
EENETMRENSET—NMER, EBREIERT SnapCenter ARSS 28 51EMH EH Z BIFIERDRT.

K di

* L RRCAIEBAREA. RDECLEHMTEN.
* ¥ & RINCAIEBERINEIE,

* | RATERIECAIE S,

* B RTTERRIIERER.
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