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1. BEE IR, i57ESnapCenterfRs525EH1_EXfSnapCenter 1IS WebfR55251% 18146 (ZRINHITUTS
8. H{EAPowerShellg5 < %SMCorei[18145 (ZHA\ B X HITUTHE,

a. A LI TFPowerShells5 S MIBRINA SnapCenter B B ZIF B O48E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fBgn.
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146

b. J§EFRENRICAIEF 5SnapCenterfR 5328 1SMCorelii I48E
> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid() .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable
> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>
fzgn.

> Scert = “abcl23abcl23abcl23abcl23”
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> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
2. BiARICAIEBRIBIR. FEHITUATHZERLIAEFHMEERNCAIER. M SnapCenterfIZRIAIS WebBRSS
22FF"IIS AppPoool\SnapCenter"RINZIEHIRTIR T,
a. ¥ E|Microsoft EIEITH| & (MMC), #AfFE&*File*>*Add/Remove snapin,
b. FERMIMPREIRRTEON, & B, ABRE AN,
C. FIFREERTTEOR, &F * HBEHIKF, * &, ARRE * FTH *
d. BEHTHI SR >MEB—ZAHITEA > DA SHER
e. 1%#%SnapCenterifH,

f. BEERANIBERPWIERS, 5ABALTCAILH, ARERE ANl Tasks*>*Manage private keys*s
g. Bf*Add*, 7£Select Users and Groups (i% ?:FPQF'*ﬂéﬂ)ﬁ«—rqml-rﬁﬁﬁﬂﬂlﬂZML’VI‘%M%ﬂ’( =R
L ER TIR)

h. A0S Appool\SnapCenterFF. &% 5L iTHIR,
3. JWF*CAIEBISIIE*, ML TERZFTESnapCenterfRs3 22 RMFAIDWORDEMERINS B

EWindows EMRmiEaEH, WHLL TR

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv
ders\SCHANNEL

4. f£SchchannelF A RECEFIE T I3 FBIDWORD A RINZ E
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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1. BHFERO. IBTEWindowstEfFEH EXFSMCorelif 18145 (BRIA)HIT LA TR(Eo
a. A LI T PowerShelldn 2 HiIFRrINE SnapCenter B &2 IEPix A48 E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fBgn.
> netsh http delete sslcert ipport=0.0.0.0:8145
b. K HFIRSFHICAIEF S5 SMCorelm O4BE,

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

40,
> Scert = “abcl23abcl23abcl23abcl23”
> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

[ERMNRISSLE{E

ErI LA fEFPowerShelldan < /B XX MISSLIBE. LUFfifRSnapCenterfRS3 28 St Z iBIRVAE
HEEL®.

* Fraazan
FXFREHRAFNISMCore RIBETTENS . AEB MRS SBHITEH

1. EEAWMMSSLBIE. 757ESnapCenterfR328 L AR EWMSSLEERYEM. RSB[BME MUBIETU

Terd

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}



-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. AL TamLMITIS SnapCenterf B2 MEIMIEIE, > Restart-WebAppPool -Name

"SnapCenter"

2. W FWindowsifiEfF. EITLL FPowerShellsi S E#H B EISMCore RS :

> Restart-Service -Name SnapManagerCoreService

AN ESSLES
& 8] LUfEEFAPowerShel s $ 2 AN ESSLIE S,
* XFUES ~
© PR B EHFISMCoreKIEHITA <. AEBXIRSSBHITH D
* ZAENWAESSLERER . A2MBRCAIEBRERE.
* E@SnapCenterfRSZ 23R MFTEN.. AN FAEIGEEENZBENESSL,
* REZFEFNLBAIF5,
7

1. BRI ESSLIES. i57ESnapCenterfks5 28 L 3tFrAE G4 M A SnapCenterEHIZITIU TS,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
—-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. AL T a2 TIIS SnapCenteri T MEIMIZIE, > Restart-WebAppPool -Name

"SnapCenter"

2. W FWindowstfifF. TITLL TFPowerShellsi S EH B EISMCore RS :

> Restart-Service -Name SnapManagerCoreService
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