SnapCenter ET A &8Yi40)iEH ( RBAC)
SnapCenter Software 6.0

NetApp
January 31, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/snapcenter-
60/concept/concept_types_of role_based_access_control_in_snapcenter.html on January 31, 2025.
Always check docs.netapp.com for the latest.



H=x

SnapCenter EF A &84 REH (RBAC)
RBAC HY£5Y
RBAC X [RHI A
FE X A9 SnapCenter A& FIX R

AN =2 -



SnapCenter EF A &MNIHAIES (RBAC)
RBAC HYZE!

1812 SnapCenter ETFA®AYIFIRITH| ( Role-Based Access Control , RBAC ) #l
ONTAP #XFR, SnapCenter B2 AL SnapCenter HIRAITHINEIRA R BRI
BR4E, BEXMHEFREERENIGR, VAEFEERYUEZIRNIFEHRZSM T,

TR ABERY QIS A&, HEAPAMEIRBRAIR, BEERXIZE SnapCenter B, &R ZE/DFR Active
Directory AR EARNNEIAEF, ARMEXLERPSERNIZIRGIENR,

@ &R gE[FA SnapCenter SIEHAFP AR, ENEIRIERFATEIEER Active Directory 8132
BRFaAEKP,

SnapCenter {FR U FEENE T AEIIARITES:

» SnapCenter RBAC

* SnapCenter #fiff RBAC (3 FHLEHA)
* MR RBAC

* ONTAPHX[R

SnapCenter RBAC

ABMNR

SnapCenter HiHEITIE X AEEDENR. ERILSAAHAPADKLAXERE, BEAUSIRFABRHE
ENRAMAF.

* AP A AR *

TSRV P SRA R EIRREN, FHEEZEMNZRIRASE SnapCenter WRIR, EAREEERN
SnapCenterAdmin &I R,

S A RE—MARR B P A LR E T AREMBEF 28 RBAC MR, EAREENETFMEEREHLHNER 2
RBAC PR,

@ MRANBEEX AR, NiZABNKNES SnapCenter BEIERABMFIAENIR, MNRENEHIE
LEFYPR, 590 Host add B Host remove , MFEEHITIXLEIRIE,

S IIE

BREZEFEFHEEIEFBARAE (GUI) X PowerShell cmdlet 12t 54555, NRAFREZMNEEHN
5, WERABERERRS, RERTAPEEEFERNAR, BREEEREES MDA BEEIT APl

I FBTEF4k RBAC
SnapCenter {ERZEIERIEEZNA SnapCenter AR 2 &L BB N AEFEFIHR,



B0, R EIESQL ServerIfiE I 1TSnapshotFIEIBERIFIRIE. MAER IEBIWindowsZ SQLEIRIRE
E#E. SnapCenter fRE 2R FEAT—HEMKENERHITE NI, WREFEWindowsXFRFKIFIER
FTONTAPTZEHRITIRIBAI EIE(RIFIRIE. SnapCenterBIE 5 A ANUIIEWindowsEH BB EIEGNR,
B, WREXS Oracle BIBFERITEIRFRIPRE, HATEMIEEIVPRZRETIRZERSE (0S) BHIINE, N

WTEF Oracle $3EZESL Oracle ASM EIEIEEZHE, SnapCenter RS BARIBIREERAUTHEZ—MEIE
£3#1THPIIE,

i&EFF VMware vSphere RBAC HJ SnapCenter {5

WNREER SnapCenter VMware fifF#1T VM —B9EERIF, M vCenter Server a2 {H&19ME58Y RBAC
o SnapCenter VMware #ff4Bf521F vCenter Server RBAC , X32#F Data ONTAP RBAC o

BXELR. B8N "&ATF VMware vSphere RBAC AY SnapCenter 4"

ONTAP#X[R
1B R B2 BA I fE RSP RANREY vsadmin 1A,
BXORIKPRAEAURNER. FBN IRAERMIVEN ONTAP £Ef 6

RBAC N[EM&EE

i®id SnapCenter BT A®MIAEIES] ( Role-Based Access Control , RBAC ) , f&1]
DeEABHAXEARBDENE, AEKEBFRXAFRASRAXLERB, XiF,
SnapCenter BRI UEIE— M EFEENIFE, MYBAREFEERNAUSEHIER
PEll, SnapCenter [ 7 —LFE XA BFNE,

SnapCenter &
SnapCenter i IA FFIEX A, ERILRAFRMAS LA XERE, tWAISIEMAE,

BResiaBEFY, RE5ZBARPEXNELASERE "l " TTEP, BRIFEESES SnapCenter HIER
At,

* NARFENNREEER
* BPMREEESR
© EMZEANEER

* SnapCenterAdmin
iEZFF VMware vSphere A SnapCenter iGH4-fH

NTEE VM, VMDK FEIBEMEER VM —REIBFIP, &R TF VMware vSphere B SnapCenter {iE=7E
vCenter FRSIZUTAE:

© EEFREHIREIERS
* SCV &


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_role_based_access_control.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html
https://docs.netapp.com/zh-cn/snapcenter-60/install/task_create_an_ontap_cluster_role_with_minimum_privileges.html

* SCV &1»
* SCV &
* SCV FRAXHIRIR

BXFAER. ESR "EHTF VMware vSphere BJ SnapCenter f&{F ) RBAC ZEAY"

*BRIELHE: * NetApp BINERIERT VMware vSphere B SnapCenter {h{HZ{ERIFE— ONTAP A, #
NED BB R FIF

SnapCenter YR
SnapCenter }eH L TR :

» Resource Group
* SR
* &
* EM
* TFiEERE
* TefE
* B2E ((UEAT Microsoft SQL #EE)
* EER
* RS
TREER ((NERTEEXEH)

BNTARATIRE, FERRREAGEEARMHOEHIR,
SRR

() EREEREIRE, TS REREHIRRLE FRERFE,
- iEB
* 8 ((UBRAT Oracle MIEE)

* EHE ((WEATF Oracle #UEE)
* Rl Istees

IR IR, ARIABHNM G UEEEDEEINFE N R _EAVEIE,


https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_types_of_rbac_for_snapcenter_users.html

FIE X B SnapCenter & IR

SnapCenter ffi=FIENX AR, B ABHERERE—ANE, FREMEEETAGHNIRIR
=%l ( Role-Based Access Control , RBAC ) BY, &EeJLUERAXLEIIEN AR, eIl
ellfEgip=c RN

SnapCenter BI1ELUTTEX R :

* SnapCenter BI2R
 NAREFENNREEERAE
* BENREEERAR

* BN EERAR

BRAPARNEIAER, EHi59HE2 StorageConnection 1R LUE A Storage Virtual Machine ( SVM) @15, 3
ERBAR 78 SVM LUBRFER SVM IR R, AR A LUBE SRR EIE SVM &,

g0, BB SnapCenter EEERABRNAFAIUEIE SYM EiEHEES A ABNAEFENTREEERA

BNAP, BRABERT, WAPITNEIEERE SYM EiE. NREE SYM &%, APRTETRERER,
SePEEIRIRIRIE,

SnapCenter EIZGHAE

ﬁS;apCenter EEGABERAMAENR. EREEMILABINER, EALRARMARNEAEIGER

NAREFENNEEERAR

NARFEHNREEERACEEANARFENMNREAXESHITEERREFIZINR, tAeFREE
NERE, iE, FHEREENTERENNR,

R BER ellfEd 3EY =2ki illiz3
Resource Group Fi&EF =2 =2 i =
ERER NER = = = =
=19 &R = = = =
EM &R = = = =
FiEERE &R £ = £ £
TefE &R = = = =

ficE ER

iy
iy
iy

il



PR [S)=1:E! ellfe REX B HIRR

SRR = &R &R &R &R
i) = &R &R &R &R
IR = NER NER NER &R
TR = = = = =
BteE/HY B &R &R NER
PAR 4 = NER NER NER ER
HE = = NER NER NER
ENEY = = NER NER NER
TREIER £ £ FEm FEm FEm
Rl intE2s = NER NER NER NER

SHMEREERAHE
BONZEEERAEABRENRNRIRME, tAGETUBHALI, REMIFHREIEESROR,
R BEA ellfe 3EY B s

Resource Group F3&F &= = &= &=
ERER NER = = = =
=1 &R £ = £ £
EM &R £ = £ £
fFigiEsR TER S = S S
TefE &R = = £ £
[T &R £ = £ £



R BEA
wRE I~
TR £
BIR £
BERE /B B
E1% £
HH =
ENE E
TEEIRR £
e SIS =
Bt EER AR
Bt EERACEBRAENERE,
R [=)=):E
Resource Group FRi&H
ERE TER
& TER
EM TER
iR NER
SefE TER
fcE ER
ERMR E
wRE I~

ellfe
TER

iy

FHEEE, BRE,

ellfe

=
=

=@=
=

al

BT
TER

RIRE, TRERERS,

3REY
=
=

all

al

BT

=
=

HIRR
RER

FHiniaE B iRo

il

=
=



R

el st38

BEA

[l

7

iy

7

17|

i

ellfe
TER

BT
TER

HIRR
RER



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 http://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.


http://www.netapp.com/TM

	SnapCenter 基于角色的访问控制（ RBAC ） : SnapCenter Software 6.0
	目录
	SnapCenter 基于角色的访问控制（ RBAC ）
	RBAC 的类型
	RBAC 权限和角色
	预定义的 SnapCenter 角色和权限


