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Install Snaplenter Server.
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Leg in to SnapCenter Server.
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Generate and configure CA Certificate,
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Configure Snaplenter Sarvars for high
availability using F5

-

Optionally, configure RBAC
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Add storage System
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Add licenses.
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Provision storage.
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Optionally, configure secure connecticn
ta SnapCenter Repository.
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BRHZREZESHIIE(MFA)

SIE
1. fEcmdletZ BMFAF S IETE B FAMFARY RI3ERVERE X4 Set-SmMultiFactorAuthentication o
2. XFAFRE NS AR H EFHFT N S 28 LUS BRI B S /a2 iECookie. AREHE R,

fEFAREST API. PowerShellflsccliBI2Z A& S HI0IE(MFA)

SHEEMN 2. REST API. PowerShellfllsccliZR®MFA, MFATEIZAD FSE)EIERE L
BYiE, EaLLBEGUI. REST APIL. PowerShellflsccliEEEMFA. ZBEMFALLAED
EMFA,

¥¥AD FSigE JOAuth/OIDC

{EFBWindows GUIRSEIEAD FS

1. SfnZl*Server Manager Dashboard (ARZ5 2% & I 281Xk HR)>*Tools(TH)>*ADFS Management*(ADFSEIE

2. SfiF*ADFS*>*Application Groups*s
a. HEP T N ARFAS
b. JEF RN AREFAHBN N AEFZT
C. IR AR BN AR,
d BH*TFT—%*,
3. EHIEFIRRR

~

XEEFIEID, ...... EEEAEURLFFARMENEURL (SnapCenterfR5528URL)o ...... BE*T—%*,
4. EFEREZER
EFNEE. XREFPIME, ... BEH*T—%*,

SO EHWE L, BE TP
a. TE* e Tl E, SBaERHE.
6. BB TN AERFA, AEEFE BT
7. W NRIERF RS RER NI AR
8. BE NN ARER"

EFEWeb APIF B H5*Next*,
9. FECEWeb APITIE E. EARRRTERSD AN _E—F G AISnapCenterfR 528 URLAE F ImiRIA R o
a. $E5 IJ\jJ[I o
b. B * T—F *,
10. EMERIGRIEHIZREE T L, RIBEMNEREFITHIEEGIW, RFFREAMERMFA), RAEEEHT—%

*
o
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N EERENARFNR L, FRINMERTREEFOpen DIEASERE, S EH*Next*,
2. #HE L, BET—F"%

EER L, BERA

13. ERBINARFREM L, BEHEOK"
14. BHIRAARSS 2R (AD FS)UAHITHE R R IREARIJWT SR,

b hE8Y" aud"SIA R BHA R BN S R R Web APIFIFRIR R ILAD,
15. {RIEETEHIWebAPIFICE B B EFARINEIAURL (SnapCenterfR 5328 URL) A& F IimARIR R o
Bt & OpenlD Connect LR & 1ERNERA,

16. I FARS BB A ARV Tools* 28 THY*AD FS Management* T .,
a. NEMIAAE RIEE N AR A XK,
b. & Web APIFH £ edit*,
C. B "R BFEHR R " IR
17. B * ARFN * .
a. 7R FEEAMNIRIR TR R PEFERLDAPE M F N FRRARIE
b. gFH*T—F*,
18. FN\*ERIER* B R,
a. 1 BHEFE ThIYIFRPIEE Active Directory*,

b. 7E*LDAP Attribute* FHiI%| R %R *User-Principal-Name*, 7EO*utgoingFiIFRiE A R hIF R A%
FE*UPN*,

C. B *,
fEFAPowerShellsr < QI FTZFAH

@B LUERPowerShellss S8l N BIZF A Web APl HHAIMEEFER, XianS U EBARIg M, §
KIFMEE. 152 M<link to KB article>,

1. AT SIEAD FSHAIEIFRMN AIEFAH,

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleIdentifier WAIZFARBFR
redirectURL ENGEEERMBHMURL
2. BIEEAD FSERSS BN AREFHEMZE P IHRE R,
Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret
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3. BlI#ADFS Web APIN T2 H AL & 2L {FE R AV ERBE 2 R,

Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"
- MU T aSaiad PRENE FiRIDNE P IHEHR. AAENETR—X,.

"client id = $Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)

. JIAD FSN A EF 1% FallatlaimsF1OpenI DAY R,

Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
- B HFARFINIS

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

- BR % Web APIN B2 FHERIMES I E X E ML S M

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

$Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath
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BHAIR) <SR EI#ARTIE]
& A] LIEFIPowerShelldp £ B #1i/10) < k& B HARY 8],
* XTFUIES *
s BRLSHERERTRA. ERHENRENSEARAS. HRSEFERE. ERIHZaB X

* BRNBSLR iR RERYEIHRRT B N60 0 $. XATERAEEIHRRTEI R LUK EE R, BRIREEBHINE. U
BRI TIE SRR SRR B R,

BB
EFHN RERAWebApidyifhin] < EIHARYE]. JE7EAD FSEIRSZZ[BHPEA LU T i<,
+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

MAD FSIKEURE SR

ENEEFIRESTE P ik(d1Postman) FIRE LI T2, HIRTEIESAFR R, 1N BENBAE_ERS
PIE (B RIF R RA BY) LURBUR S < Fo

+B]MAD FSERSZ 2B NE TN AREFEEAHHENANE. FIANERHRN6073 .

FE AN

RTRE AR

[ElEURL R ZAEIAURL, ERIANARZEFREZURL,
B{3I8IFURL [adfs-domain-name]/adfs/oauth2/authorize
HIE<LHEURL [adfs-domain-name]/adfs/oauth2/< k&

EF% ID HINAD FSEFIHID

B iR A HINAD FSE FimZ A

SCHE OpenlD

B Fim S5 ERABARAUTHIRELR 1%

AP 7£*Advance Options *IEI-&H, ZHN15EIAURL{EE

BN HRFE, ZETIWTLEAEZR A aud(E,.

fEFAPowerShell. sccliflIREST API7£SnapCenterfRs3 28 A EMFA

Ea] LUEAPowerShell. scclifIREST API7ESnapCenterfRs3 28 HEZEMFA,
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SnapCenter MFAS < 1T R E & {530

7E£PowerShellfiscclift. IHcmdlet (Open-SmConnection)if BA R IM—"12 F"AccessToken "BIFELR. LUFEH
AYLTHEN AP EHITE MR,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

WIT ERemdletia. ¥RHMENBFEIE—M=IE. UHRITEMSnapCenter cmdlet,

SnapCenter MFA REST APIS {3 383F

fEREST <access token>%& P iin(¥0Postmanz¥swagger)H 1% T /9_Authorization=Bearer AP|_FJ7 < h&.
HIEFEHIZE AP RoleName. LAMSnapCenterfk 2B TN

MFA REST APIT{ER

SNRAIMFAECE TAD FS. MINERHRI(AR) TR MINIE. UEEIEFRIREST APIiiRISnapCenteriy
2R

* XFIES >
© BRI LUERERRESTE Fif. BlalPostman. Swagger UIZ{FireCamp,
* JREVIA RS hEHEA T M E4E1ER (SnapCenter REST AP)#ITE A I0IE. LI TEMIRIE,
BB
*BIFAD FS MFA*#1T B {3 103E
1. BRESTEFIHECE AIAMAD FSif = LIRENA A1 S,

B IIRHRE N ARRFEIERS G, SIS ETHEEIAD FS SSOT@E. FItET . ERTIRHADEIE
FEIMFARITEPIRIE, 1.7£AD FS SSOTIEMBAF A XAIER. BNEHIHEF 2B F A4,

+A P Z BB N user@domaingidomain\user,
2. EEBEXAER. BNEHNERD,
3. BEHERS
4. MEFRETEAHR, EFE—NFHRIDERFHITE NI EVRA T ERNREE).
o WX HOERIERFIEARIERHEIR B,
° QREZ: fEFAAUTH Pointi$ch FATZF13EQRIB. ARRANNAZR ERAIIIES
o —RMEE: BAEN—RMEEE,
S. BMIIERINE. BITA— I #HEO. Hha&ihnE. IDMRIE<E,

SHie1 S HESnapCenter REST APIFRER & R 1T LR 1E,

6. EREST APIF. &R 1EIRAER S HRE & ih RS M A B R T.
7. SnapCenterf$ MAD FSIRIFLEIAIE] SRR,

NRLLHEEM. NSnapCenters 3 EFITIMZEFHIRENAF Zo
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8. SnapCenterff B - & A BB FITHITAPIF A P #1TH D IE,

NRBHILIEATN. SnapCenteri§REILER. BNEEBREIRER.

ZREST APl @< {TREMER AR AEREANEHSnapCenter MFALIAE
EfRFRm|
s BB
1. LISnapCenter&IE 5 &5 E R E|SnapCenterfz 5525,

2. BEif*Settings*>*Global Settings*>*MultiFacorAuthentication (MFA) Settings*
3. HERZEO(GUI/RST API/CLI U B B2 AMFAE R,

PowerShelliZ
c
1. i=Z{TPowerShellE{CLIEF$IGUI. RESTAPI. PowerShellflscclifE AMFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

pathZ# B FIEEAD FS MFATTEIBXMINX 4RI B

NEEBEBIETEAD FSTTEIES 4R 1RAISnapCenterE A R E. REST APl. PowerShellflsccliiE A
MFA,

1. FEAcMdIetteEMFABRRE IR SIS E Get-SmMultiFactorAuthentication o
sccli Interface

e

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatalabc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

REST API

1. IBfTLLFPOST API. LUfEAGUI. REST API. PowerShellfllsccli/Z FAMFA,

=% &
1ERKAJURL /API/4 9/SETTINGS/multifactorauthentication
HTTP A& k%
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BERIEX

MR IESX

2. FEALITAPIKEMFARRE RSTIEE,

B8
JERAJURL

HTTP /5%

MR IE XX

{"IsGUIMFAEnabled": false

< "IsRestApiMFAEnabled": true
. "IsCliMFAEnabled": false

. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml"}

{"MFAConfiguration": {"IsuiMFAEnabled":
false. "ADFSConfigFilePath": "c

> WADFS_metadata\\abc.xml". "SCConfigFilePath"
> nulll "IsRestApiMFAEnabled": true

. "IsCliIMFAEnabled": false. "ADFSHostName"

. “win-adfs-sc49.winscedom2.com”}

ihaE
[API1/4.9/SETTINGS/multifactorauthentication

FREX

{"MFAConfiguration":  {"IsuiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml". "SCConfigFilePath"
. null. "IsRestApiMFAEnabled": true

. "IsCliMFAEnabled": false. "ADFSHostName"

: “win-adfs-sc49.winscedom2.com”}

EWindows £ #]_E &% SnapCenterfiik552:8
&I LIE1T SnapCenter RSB 28 L EIEF AT TR L2 SnapCenter fRZE 28,

&a] LUZIEE A PowerShell cmdlet UIITZ N LEMECE TR, ENFER7.4.2HESHRE,

()  FssEmmnTHBREE SnapCenter 5.

Faz Al

* SnapCenter fR55 28 FHATNBRHAY Windows B, HABEARSRERFERAETRN.
* ENHRRITRIZE SnapCenter fRSZ 239 EN _EXR L ZE MySQL ARSE 230

* N BB A Windows &2~ 1E1H.

EXEEMEER, F&EMicrosoftMiy "Windows ZEEFEHEIZR

@ &A% SnapCenter fRS528 R4 EH Microsoft Exchange Server , Active Directory 3%

R ARSS BRI EN Lo
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=7
1. MF#EiSnapCenterfR53 282 A "NetApp ZHFuE="
2. WETHB .exe XH/EnH SnapCenter fRE 23 L%,
Bo%REE, RERNITAETG, MRTHERKER, WEERENNERRESHE,
TR A ES HEHMRERE, B, BN TFUEE.,
3. BERE SnapCenter IR 2BFIRMTUATE, FHRIBEZFEHITEN

ERIETE MySQL Server IZEFE#IEERNZRS, £ SnapCenter [RFZ 23T &EHiE], RASHIERER
5,

@ BRERPRIEHRFTT" % " is not supported in the custom path for the repository database.
If you include “%". &RZEXMK,

4. BE*UMRE",

MREENELY, WERENNEIRER. ENERRAXLEE, ARRHRE.

@ NREBT < BUH * &1, NMIERRITHZ BTN, ARRBEERE!F. SnapCenter AR
SN EN S T2 MR

B2, NREHIT SnapCenter fR552515 R EMSEIEFRF SnapCenter RSS2 B RNRIERT R T * BUH *
, MLFERFHLGHTT, MAIEUHLLERE,

AEXHIRATEEERBFB %temp% XHXRHD (RERLIIL) . MIREEETEAEME. BEMGHL
RRFFIEITU T an < BaiSnapCenterfRS588% 3. C:\installer location\installer name.exe
/lOg"C: \ "

MR mm S A S

NREENetApp=mBIFAF . HEZEMENINetApptk . MELEMIZ ™M E A,
B

. Z#ESnapCenterfg, SfiE*help >XxF*,

7£_About SnapCenter IHEEH. 12 FSnapCentersZfil. ZSLFIR— 87 1FFLHI200I21F,
B, https://register.netapp.com

BF * FHARE NetApp EMEF *o

EEERIFAERUBTEMR.

$%NetApp Reference SNFEREZ,

M“SnapCenterf= k" T Hi5IZRHi%EE*Product*,

T ERR S,

i N20111 £ MISnapCenterSEIID,

—_

© ® N o g k~ w0 D
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10. B R "o

FLinuxEA_EZZESnapCenteriRs5 28
&I IE1T SnapCenter RSB 23 L &2 F AT AT R L2 SnapCenter ARSE 28

Faz Al

* NBREEFEREE BIEINEZEESnapCenterfJiEroot i P Z2tSnapCenterfR5328. 18 MNetAppz i =5k
BXsudoerstRIGFN o & NARELinuxiR AN E FE X AR EE A S o

* EREHEL. NETIEITH, WIRLEREFIEMEN_libicu_FERIKMIKR, MEITUTEHR<LHKELE libicu_:

yum install -y libicu

* YNREBTF_PERL_AATAMEHSnapCenterfkFZ I L&A M. FEITUTIRSREZE PERL | yum
install -y perl

* YNRsudofXHFEESUSE LinuxARAEJ A, i8R EsudoiR B LU S S IR K,
* XFSUSE Linux, BECE EH S LUBRREKX K,

* BITHPUKRER2LINUXIAT sestatus, #R_SELinux statu_J9"enenabled ". TM_current mode_
A"enforcing". BHITLATIRIE:

° JB178<. sudo semanage port -a -t http port t -p tcp <WEBAPP EXTERNAL PORT >

_webapp_External port F9ZRIA{E /18146

o YNRFHAIEEIEZIEO. 1BIE1T sudo firewall-cmd --add-port
<WEBAPP_EXTERNAL_PORT_>/th

_webapp_External port_FYZRIA{E /18146

° MNEBEEMEANRIEREITU TSB!
" sudo ausearch -c 'nginx' --raw | audit2allow -M my-nginx
WNR ISR E"TTIRIE". IBEZREESnapCenteriRSZ2EEEFHIETTILH S,
* ANRULEFLEIE_my-nginx.pp_. IFIETTIER L LUEILRE B TEENAE: sudo semodule -i
my-nginx.pp
° FAFMySQL PIDE RIERZRZ_/var/opt / mygld_o EITUU &< UG EMySQLREERIRR,
" mkdir /var/opt/mysgld
" sudo semanage fcontext -a -t mysgld var run t "/var/opt/mysgld(/.*)?"
" sudo restorecon -Rv /var/opt/mysgld

° AFMySQLEIER FRIERIZ N /linstall_DIR/NetApp/snapcCenter/SnapManagerWeb/Repository
IMySQL/_, BT T ap< LUZEMySQLEEE B REINR.

* mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

" sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL(/.*)?2"

" sudo restorecon -Rv
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/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

XFIAES

* WNERSnapCenterfRBZ 2R LEELinuxEN £, MELEE=FRS. FIENMySQL. RabbitMg. Errlang, &
ARG HENEH,

* LELELinuxEH _EAISnapCenteriRSZ B8 A2 45
=R A
° Windows &1
° Active Directory ({XZ#F 4. BiEAHBcredirootF P M3FrootF )
° AT ERE|SnapCenterfIE T 51910 3IE
3

1. BUTABMTE "NetApp Z#Fiha" E|_/home directory_o
° SnapCenterfR5528 22 f1-snapcentr-linux-server-(el8/el9/sles15).bin
° NHZREAH-snapcentre_public_key.pub
° HNMIF & X -snapcentre-linux-server-(el8/el9/sles15).bin.sig

2. I AN Sopenssl dgst -sha256 -verify snapcenter public key.pub -signature
<path to signature file> <path to bin file>

3. 3t FIErootAAFP &L, JERINTE snapcentr_server 1% I0H_(el8/el9/sles15).txt *FISEHIViSUDORA. %
AR binRE=ZF—ICiE i,

4. A bInZEBEFEDEEHITNE, chmod +x snapcenter-linux-server- (el8/el9/slesl5) .bin
S. UITHP—TURIELIRE SnapCenteriR 528,

EHITHVIRIE 1R1E
RER T ./snapcenter-linux-server-—

(el8/el9/sleslb) .bin
AR ERAUTFEAEE:

* AFELinuxENIMEBIARISnapCenterfR 5528
BIWeb FIZRFSMERIR . BAIANE /98146,

* BER#ESnapCenterfR552889SnapCenterfk 528
FF.

* BERENHENTEBER.
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BERITHIIR(F
FRERARE

1R(F

sudo ./snapcenter-linux-server-—
(el8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

~f5: sudo ./DSUAN snapcenter_linux_server.bin -i
SILET -DWEBAPP_External. port=8146
-DSNAPCENter SERVER_USER=root
-DUSER_INSTALL_DIR=/opt
-DINSLL_LOG_NAME-=InstallerLog.log

HEIEFHE7E_/var/opt/snapcentre/logs o
ERZSnapCenterfRS3 23 E RSN

* DWEBAPP_Externali®d: BT 7ELinuxEAIM
ERiA1a)SnapCenterfR 532889 Web N FAFE 7 4 2B
M. 2RINEFI8146,

* DWEBAPP_INTERNAL_PORT: FF7ELinux3E
HFRIAIESnapCenterfR S5 28 B9Web N A2 A EB
wOe ERIAEF8147,

* DSMCORE_PORT: i&{TsmcorefzZ5HISMCore
wa. ERIAES8145,

* DSCHEDULER_PORT: E1TitXIZFARSSAIIT
YiEFwmH. FAIAEH8154,

* DSNAPCENer SERVER_USER: B%
#SnapCenterfR$288YSnapCenterfR 528
F, 3tF DSNAPCENER SERVER USER ,
RINNBITREREFAF,

* duser_install_DIR: EXENHENLEER.
F3tF duser install DIR_. BRIAZEBF
73_lopt o

* DINSTORL_LOG_NAME: BTtz HEN
HEXHR, X— 1 AEs#. REE. U
FHEe EA=EREMESE. IRFEELS
. WEEEERERESS L. HEEERIAE
EXXHH,

* DSELINUX: %05 SELinux STATUS _
J/9"enenabled ". _current mode_ 3
"enforcing". HEEBEHNTTBefore YouFFiaEEs
iR NNIEELSHHEREN
1o BRIAMES0,

DUPGRADE: ZRIAENO, BB NEHERETE
FFBRO LA E AT EE £ AT 4R SnapCenterfiRSS
B0 o5



=242

* YN8 SELinux statu_73"enenabled (BH)". T_current mode_A"enforcing"(G&&IH1T). M*nginx*BRSIE T
ERT. BRIETUUTHRS:

a. #BIETHR,

b. EZ{TH<: journalctl -x|grep nginxo

C. YNRAAVFWebN FARZFAEPIE A (8147)010. EIBETTUT <!
" ausearch -c 'nginx' --raw | auditZallow -M my-nginx
" semodule -i my-nginx.pp

d. 51T setsebool -P httpd can network connect on

MR mm S A S

NREENetAppRIFTAF. FHEZBIERINetApptKk P N IE M g AS A sz o
gl

. &% SnapCenterfg, SAnEl*help >XxF*

7£_About SnapCenter XHEEH. 12 FSnapCentersZfil, ZLFIR— 87 1FFLHI200I21F,
B, https://register.netapp.com

B HAE NetApp SFMEF * o

EEERIFAERUBTEMR.

$&NetApp Reference SNFEREZ,
M“SnapCenterf= k" T 5k Hi%EE*Product*,

R ERIR

i N201 kI SnapCenterS2{31D,

BERR

—_

© ® N o g k~ W D

-
©

EFIRBACIZINE R E|SnapCenter

SnapCenter ZFEFAERIAAITEH] ( Role-Based Access Control , RBAC

) o SnapCenter B2 R@1d SnapCenter RBAC E A BIME RN AL T/ELAS Active
Directory FIfYFA P Ef Active Directory Fi9%H, IN7E, RBAC AP RILIERAPEEMNARE
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> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
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> netsh http delete sslcert ipport=0.0.0.0:8145
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> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
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1. SAn%_/etc/ginx/conf.d_: cd /etc/nginx/conf.d
ERVISERIX A RIEZZTT F *snapcentre.conf*,
SAEIRE X ARSI 5

&EZ_ssl_certification_ #1_ss|_certification_key BIERZLUIERCAIEF,
RFH KA Mo

EHFMENginX: $nginx -s reload
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25,
B % B SIEB 55 _pfx_1&T
3. REFH XXM

4. EFfEEh*snapmanagerweb* g5 : $ systemctl restart snapmanagerweb

Ao &SnapCenterfRSZiE+H

p
1. ERvIsE X A FRiESRFT AU T REX .
o INSTALL_DIR/NetApp/snapcCenter/SnapManagerWeb/SnapManager.Web.UI.dll.config
o INSTALL_DIR/NetApp/snapcCenter/SMCore/SMCore.ServiceHost.dll.config
o INSTALL_DIR/NetApp/snapcCenter/Scheduler/Scheduler.API.dll.config

INSTALL_DIR_FIZRINER_/opt/_,
2. YmiE*service_certification_path*f1*service certification_password*Z$H, U956 & CAIFBRZMZEN,

SnapCenterfRSZBIEPINZHF_.pfx_ o
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3. RIFH XXM

4. EFRTIFIBRS.
°$ systemctl restart snapmanagerweb
° $ systemctl restart smcore

°$ systemctl restart scheduler

EWindows 4 _LECE /B AXXESSLIE(S

7EWindows = #_LEZ & N [ASSLIES

B EEENMSSLEE. UARWindowsEH]_EAISnapCenterfk$E 28 Sl 2 EIRVHE B
B
FraaZ Al

* BN EENE NS/ NFHKE 30728 CAIEHBCSRYX 4.

* CAIE B 2 RS 2R 0 I & F in S 9 3IE.

* BRAABE— 1 CAIER. HEFNEEFARNIESOFAEE,

* BNERBBERSSLEE,

BXFMAER. BB "TECAILEBERD, "
* B EEFTE G ENMSnapCenteriR 5523 LB AN RISSLIE S,
RAFFLEENHARSS BARE AN ASSLIBEERIIF R,

p

1. BHE KO, i57ESnapCenterfR5385 41 _EXfSnapCenter IS WebfRs5 285w 8146 (FAINHRITUTS
B, FH{ERPowerShellf < ¥3SMCorelir 18145 (FINBXHITU TS E,

a. FALUTPowerShellip S MilFRIN A SnapCenter B & Z B iHO48E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fBan.
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. J&#IKEYHICAIEP 5 SnapCenterfRs3 28FSMCorelis 48 7E

> Scert = “<CA certificate thumbprint>”

> Sqguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
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certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fan.
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145

2. BiFCAIERIINIR. BHITUTSBLUARIFHMEZMCAIER. MiTESnapCenterfIZRIAIS WebfRS5 2%
FAF"IIS AppPoool\SnapCenter" 7N EE PR ET IR,

a.

o

a o

h.

#EMicrosoft EIRITHI & (MMC), SAIGE T *File*>*Add/Remove snapino

RSB EEREETEOR, EF IR, AFRE M.

FIEREERRTEOF, E8F * HHEVIKS &I, ARERE TR .

BEHEHI IR >SHER-ARMITEN > ASHER

¥ SnapCenteriE .

EBRAMBRPWIRRAS, BEREECAIES, ARIEEFE Al Tasks*>*Manage private keys*o

B H*Add*, 7ESelect Users and Groups (EEZERAFPMA) RS R EE NS ITENBIR(EREN

o & Thli)

FI0NIS Appool\SnapCenterfi . 2% i HIAbR,

3. W F*CAIEBISKPE*, MILTERRTESnapCenterfRSS 28 HARNMNEFHIDWORDEMRING H :

EWindows I it &R miE2sH, BHLU TR

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL

4. 7£SchchannelFMRECEIFIE T OIEHBIDWORDFMERINEZ B,

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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fic ESnapCenter WindowsiE {4 LIS I IN B SSLE S
&R {E A PowerShellsi < it & SnapCenter Windowsi {4 AL I B SSLE S,

a2 Al
HIRCAIE RIS A Ao

p
1. BHFEHRO. BTEWindows N EXFSMCorelf 18145 (BRIA)HIT LA THE(E,

a. FHLLTFPowerShellds < MfilFRI1A SnapCenter B & 2 IEHim O 48%E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
fBan.
> netsh http delete sslcert ipport=0.0.0.0:8145

b. E#HIRFHICAIEB 5 SMCoreli AFFTE

> Scert = “<CA certificate thumbprint>"

> Sguid [guid]: :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

g,

> Scert = “abcl23abcl23abcl23abcl23”

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

EWindows E#_E /2 AN EISSLIES

&R LAERPowerShellsp < B AN ASSLES. LAAfRWindowsEH1_EAISnapCenterfz 35
BEHEHZENEEBERS.

* Fraazan -
FEXFrAEFAISMCoreREEIMITAR S AEBXMARSHZMITI,
e
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1. ERAWNMSSLB(E. i57ESnapCenterfRSS 8 AR ENASSLBEEEMS. RSBMNENMRIBIETTU

52

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. AR TamLMITIS SnapCenteriZ AT tEIURIE{E, > Restart-WebAppPool -Name

"SnapCenter"

2. W FWindowsitffF. EITLL FPowerShellsi S E#H B EISMCore RS :

> Restart-Service -Name SnapManagerCoreService

B AN ESSLERE

& 8] LIEFAPowerShell e S Z AN ASSLES.

* XFLAES*

* EXPTEIRHAISMCore BT <. AEBXMRSSFIHITH L,

* ZRAWFESSLEEN. F=MBFRCAIEBRERSE.

* B\ SnapCenterfRZ 23 AMFEN.. DA FABFEHFENEZENMSSL,
* RZFENLBHIFS5,

*BE

1.

BN ESSLIEE. i57ESnapCenterfiks528 EXFrE i T4 SnapCenterEANIZTTLA TS,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1.

ER LTS ITIIS SnapCenter AIZF AEIMIZIE, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowstEft. EITLL FPowerShellii S E#HH BEISMCorefRE

> Restart-Service -Name SnapManagerCoreService
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ELinuxEN LA E M E A ESSLIES

ZLinuxEA| LECEXNASSLEE

B EEEWMSSLIBES. MRLinuxEN ERISnapCenterfRS3 a8 St Z BB EBE R
£
FraZ Al
* BRZE ALinux ENECE CAIE R,
s BB TEFRE IS EHFSnapCenterfiR 5325 _E B AN ASSLES
TB
1. ¥*certifice.pep* & %_/etc/pi/ca-trust /iR/remax._ o
2. FELinux ENBEEFIRPRIMIES,
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. IR B EBRFIERAMANSESIR, trust list | grep "<CN of your certificate>"
4. EF#FSnapCenter *NGINX*X 4 #J*SSL_CERTICATE*#1*SSL_CERTICATE_KEY**E#HB5l,
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
S. RlFrSnapCenterfRs3 25 B2 P R mEHEE

6. EHiIF _/SnapCore/NetApp/snapCenter/SnapManagerWeb
AY*SnapManager.Web.Ul.dll.config*<installation path>F11i
F_/SMCore/NetApp/snapCenter/SMCore_<installation path>fJ*SMCoreServiceHost.dll.config*F#Y L T I
B

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>
7. BRI TARSS.
° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. IIELLIFBRE EMIINZEISnapManager Webiiiid. openssl s client -connect localhost:8146
-brief

9. IIFILIEBREEMMNEIsmcorelfide openssl s client -connect localhost:8145 -brief
10. EIESPLEAEMZEIEMZIE,.

a. WERSPLEMXHH 2 EI45*SPL_KEYORE_PASS*$#RYSPLZFAZEERIAZ RS,

b. ENZEAEZEM, keytool -storepasswd -keystore keystore.jks

c. FFLAAFK BRIFRERIRIIEED, keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks
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d. 7£_spl.properties %5 A*SPL_keykeykeyse pass* B HHHERIZR,
e. EBIRS.
M. FEHEMLinuxENL L. TESPLIGEHFRYE SRR AR INARIE B AEIER,.

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. #2&keykeykeykeys.jksHAIZBE, keytool -list -v -keystore <path to
keystore.jks>

i. RIEEEEHZEMSIZ. keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> —-storepass
storepas

12. {FF_keystore.jks_F7EERI5 % *certifice.pfx*E#1_spl.properties XHFFHHI*SPL_certification_alias*{&, A
EEFBISPLARSS . systemctl restart spl

13. BWIFLIEBREEMIMNEIsmcorelid. openssl s client -connect localhost:8145 -brief

7FLinuxE#H LS ASSLIES

& LAERPowerShellin < B AXNXASSLE S LAARLiInuxEA] _LAISnapCenterfk35 28
S5iattzZBNEEBELT S,
-
1. ITUATNRELUR A2 RISSLBIE,
a. EREISnapCenterBEf2FAF R E.
b. 2 *Settings*>*Global Settings*#i%&#E*Enable certificATE validation on SnapCenter Server*,
c. B FN>RETNFHEEERHARMSSLAELTEM.

d.
%EEE, REREEERIERIIE
2. MSnapCenterfRs3 25Linux EAE BN AESSLIBE,.
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

FeEETIEPRISHINIE
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MSnapCenterfiz35 28 S HIEBIMA NI (CA)IEH
& N7 {&F FAMicrosoft B I2#%Hl & (MMC)¥E CAIEH M SnapCenterfR 5528 S EIHEH E Ao

FroaZ Al
N B A BN ESSL.

7
. ¥ F| Microsoft BEIRITHIE (MMC) , RFRBEE * XXM * > * 0 / & Snapin * o
2. ARSI ER R TEOR, EE R, RERE RN
. EHEREERL'EOF, EEFUENKFAYED, ARRE TR
4. BEHEHIGIR>SHER-AMITEN > D ASHER,
5
6

—_

. BRREE T SnapCenterfRSZ I EIRFCAIEH, AEEFEAll Tasks*>*Export* LUBEHFHAF,
- ERSHHRITUTIEE

X F UL, . PATULTRME ..

SR EEFER, FARHNR, AREET—F%

SHXHRI BECT—%*,

XH# BENSHIEERFIEBNIXEREZE, ARREET
_ﬁ*o

FHEFERIERSHRAS EEWE, ARRE * 7Tk * FFRSH.

@ SnapCenter HABZ & #15& FHFVMware vSpherefJSnapCentertfifd A2 iFE T IE BRI F 195030,

BB & VA3 (Certificate Authority. CA)IEF S AEIWindowsiaEfF A

EEASFHRISnapCenterfRS52ZCAIEFR. R EAMicrosoft EIRIEHI & (MMC)EHEXIER
S \ZEISnapCenter WindowsEfE E .o

cHE
. ¥5 2 Microsoft EI1THIE (MMC) , ZAFES * X4 * > * 7NN / IB& Snapin *
2. AN MPRERR TEOR, HEFIEP >, ARREE *FM*S
. fEMEPEERE'EOF, EFITBENIKFED, AGEEE K
4. BHYEH SR SHER-AMITEN > D ASHER
5
6

—_

- ARBEPDANXMGR, ARERE AN Tasks*>* Import* LUREH S NE Fo
- ERSFHRITUTRE
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X F LTI . HITLATRME ...

FhEE BEHET—%*,

ESANBIXH EFR L cer BR 4 EAISnapCenterfRS3281E o
IEPTFAE BECT—F

FERRIERSHBES EEWE, ARBE T RSN

BCAIEBIANEIUNIXENES. FREBIERaEiEEBEERISPLEEEFEE
BCAIEHS NBIUNIXIES
BB CAIE RS NEIUNIXI S ENLF,

* KTUES

* R AEESPLERENZ I UK EEERRNCAZ R BERNIIF R0
* SPLEAERZEM L AEANFIE XE 78 BB AR,

TR

1.
2.
3.

4,
5.

TR LAM SPL B Hi0ZR SPL ZIAERINE L, ERS5EMMAIE sPL_KEYSTORE PASS.
FERAERERS . $ keytool -storepasswd -keystore keystore.jks
BEHEPLBAFZENFENZANEBENNZIAEFEBANE—ZFE: $ keytool -keypasswd

-alias "<alias name>" -keystore keystore.jks
WX HFHIZEEHSPL_KEYORE_Passi#{THHBIEHT spl.properties” o
ENEEEENBRS.

FeERIEFENER A SPL (S1E7F(E

ERORARIE RSP EIEBECE NSPLIEEEMEE, ERARMIR CAIES, AREMIF
18] CA IEF,

TR

1.
2.
3.

SMEIEESPLEHEMNXHR: /var/opt/snapcenter/spl/etco
HEIXH keystore.jkso

SIHZEAEFRRNIMAIER: $ keytool -list -v -keystore keystore.jks

CARINARIEREHFEIEHR: $ keytool -import -trustcacerts -alias

<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks

RARIEPHRIEREBEE N SPL EEEFEEEMRRS.
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¥ CAZZEAMECE N SPL FEEE
TR CAE B B AMALE NSPLIEEFiERE,
7
1. BMEISPLEZIAEFRTEMIX R /var/opt/snapcenter/spl/etco
2. B keystore.jks o
3. FIHZBAERRMAED: $ keytool -list -v -keystore keystore.jks
4

- AINEELHANAEZRANCAIER, $ keytool -importkeystore -srckeystore
<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
-deststoretype JKS

S. FIHEAEFRRIMANER, $ keytool -list -v -keystore keystore.jks
6. WIFRAERTEE5ERMEIZHEFIH CAIEPXRAIFE.
7. 7 CAIEBARIMFAAZR IS BN R IAER,

ZASPLEZEZ B EXHHSPL_KEYORE_PAASSZAMIME spl.properties o

$ keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

1. MNRCAIERHHFNBREK BECDETEIIFHEFRI(™ "\ ") BERINBERNEEEN: s keytool
-changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>"
-keystore keystore.jks’

2. MIFXHFNZAERERR spl.properties » 1RIEZRIA SPL_certificate_alias BHTlth{E,
3. ¥ CAZRZPAMEE N SPL EHEFEEEHBIIRS.

BRETIEBNSHIIE

EHSnapCenterfi 55 28FMWindowstiF ENBEREFIE BN B R IOIE. 1BIE1TIA
TPowerShell cmdlet, ¥ FLinuxf&EEN.. BANFESSLE. EEBEETFIEEMNEHIE
Eo

* BRETEFPRIERBHNSHIIE:

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} —-HostName[hostname]

* FRETEFIRIERNSMHINIE:

Set-SmConfigSettings —-Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname] "

S SnapCenter if$H
c SE
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1. 33| Microsoft EIRIZHIE (MMC) , AFRRE * XMH * > * &0/ HREREE T *

2. AR ERERTEOR, EFEIEH >, ABRRE RN,

S. I HERBTTEON, EF * RHNAFIKF * &I, ARRE *5TH o

4. BEIEHIGR * > *EH - SRR > * BERIEBIANE * > * IEH *,

5. AP EHEASA SnapCenter RIFZFAVED, ARER * EES *>* S * UBHSHAS.

6. STRMS, SN TFFR:
FLESEOS ... HATULTRME ..
SR T 2, SHAA Em, ARSEEH ¥
SHXHREI RHITEMEN; BE*T—F
Eoee ik EEERATSUMIERRIFHEN, AFRE* T—
BEFHAIX M ASHMEBEEXHE (WHER pfx) , AE

BEHE*TF—F*,
FERRIERSHBES EERE, ARRE " 5T RS,
. é:él: *

WEPBLL pfx X FH.
Ad & Active Directory , LDAP #1 LDAPS

A BI{SHY Active Directory 33

&N SnapCenter BRS3 28 £ Active Directory , LUEIEZNAA]{S Active Directory 13
RRENL, FAFPMA,

FreaZ Al
* LDAP #1 LDAPS 1Y *
* o] LA LDAP 5 LDAPS thSGEM AR RI{EHY Active Directory 33,
s BN BT EEEEMF SnapCenter RS 28 2 lElB XN @&,
* N7E SnapCenter BRSZ25FIEMH FEH 2 E1IKE DNS f#ifr, RZIFA

LDAP1Y
* E2fREHE (FQDN) KA M SnapCenter BRSS 28 f# o

BRI LUEAREIE185EME] FQDN #, SR TEM SnapCenter BRSS 2824 FQDN , EaILAAEiEHI2s P it
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HEFAR, e AT M SnapCenter BRS3 28 f# 4o

* LDAPS ¥ *

* LDAPS E£ZE CA iE B gE1E/Esh H RBEHR R IR EI RN,
"7 LDAPS EZE CA ZEFPimiE+H"

* g THIgs ENR (DCHostName ) A M SnapCenter JRSZ 281517,

* XFHAES*

* &B]LUfEFE SnapCenter AP 5@, PowerShell cmdlet 8 REST API S AR {515,
cBE

1. HEMSHMEED, REHIRE S

2. EIRENEF, BE2R/HIEE .

3. EeMRENER, BE HIRE .

gk Y LCHmEE,
BRI TIE S, % * LDAP * 5 * LDAPS*,
a. YNRFEF*LDAP*, IFIEENLDAP M ARSI ENEE

)]

FFUFER ... 1R(E

i FEEIHM NetBIOS &1,

15 FQDN 5 FQDN HEE * B * o

1528 1P Hhdik WMERTEM SnapCenter BRSS 28415 FQDN

BREE—THZMATHIES IP ik,

BXBFEAER, B2 "METRFFREF AT
RIS INE R ES 1P

b. yNRikHE * LDAP* , IBFHETES LDAPS JEMARIEEFAHRIESR

HFIFE ... 121

eI FEEIHM NetBIOS &1,

15 FQDN }EEFQDN,

IR IEHIZE R IR BE—NHZMYITHIZZZR, R8T * fBif
I faHI2e 1P ik WRIFITHIZE R FET M SnapCenter fRSZ 257

7, MINZEEIE DNS f##fro
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Identify two existing SnapCenter Servers,
or install SnapCenter Server {SC1) on
hostl and SnapCenter Server (SC2) on

host2,

v

Export SnapCenter certificates for SC1
and 5C2.

v

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

v

Import SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member.

& 7552 SnapCenter lREZ 28 L ASEIRG ARG (BT 2BC4 SnapCenterAdmin 229N , A EE
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e Add-SmServerCluster

e Add-SmServer

 Remove-SmServerCluster

BXEFMEE, BFBH " ( SnapCenter B cmdlet Z&$5m/@) "
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N FEE IR, &
B AP EERER,

AIAMBRT, EaAEABERNES,
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HI0E + AR,
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@ SnapCenter (XZ#F&L£H, MAX
R &4,

a MABSBPE, ABHE M.
() mreERSAIS,
b. MIERFIRPEIERF B,

FEARIISR B EL oSS AT 00
() FE, mxERARES, BAR
BEEAP OEEIE.

ESPE, miERERNNEMEFE,

ERERAFANENA S,

OETERFBEEESHMEl SnapCenter [T, #A&5|HXEER,

c. WFEFEAT ERILRESE,
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5. ik R .

ANNBFRRAHRDEERERE, RIFEEIIR.
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tlEAE
B* 7 LA SnapCenter AEZ4N, EERILIGIEB SRR BHBEE XNR,
&R B L "SnapCenterAdmin" ABE R,

R

1. EEMSMERR, BE 88,
2. MgETEF, BEAB ",

3. B+,

4. ERIMAEIRER, EEMAEHNEAIRIR-ER,

() mrenasnREasUTRETE: 80 EFHO. TUZOMES0.

o R * WABNAMEMRIEEAMRRANNER *, UEZABHNEMMKREBERMERIIREE
BENENFER,

MRAFELABHNRREEDEAEMMRAINSR, MNNVEBUHEREED,

@ BRLENE, MRAFPSEENKIZFNAFEERENAR, WAFENAR DX
MR FRHYIA IR,

1. ERRINES, EFEDRLAHBINIR, HERE * 21 * BRFZABKNAENIR.
2. $EE ; /\*

£/ security login #3751 ONTAP RBAC 8

MREFERRITITHEEREHZIL ONTAP , MATLAfEA security login 8570 ONTAP
RBAC &,

FrIaZ i
* ERIBITEEHRIl ONTAP M7EER S 632 ONTAP RBAC A2 A, EBHIHEUTARE:
o BRITH—INEZIES
° UITXLEESRIINGR
* fiE RBAC ABFEEMITUTRE:
Nan S / HanS B RITLFIR,
g1 T EREMNMARLES: all-access #l read-only o

TR TIaLR S D ECFR A A R R,

° NRRDEAE,
° #R#E SnapCenter iEHBIEZRIENEHNEHEER IP AREZERIEE T SVM , FNENE

o
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* KTFUIAES

EENVEFEEASK LIILEXLEABRTIE, Eo]LIFERERT Data ONTAP BY RBAC User Creator TR, T
BB R1E NetApp #tXiEix L,

T EEBERIZSE ONTAP MR, f5la0, iEAF Data ONTAP BY RBAC User Creator T £ BoiiRIEHIIR

AR, LMEBLERFAEIRRNR, WRFAFMIIFNIR, AEERNASENIER, N ONTAP ZiF4hi)
A RIFC A EETHBEEEA T,

WNRIEEFHSK SnapCenter 5 ONTAP , NN E#iz1Ti&AF Data ONTAP B9 RBAC B G2
(D FTANEsEACIRIAFAE. HZHARAL SnapCenter 5 ONTAP SIS AT
A RENIRATER TR, BREFLTAN, CROMMENE. CEREHIRAE.

BXIZEONTAP RBACAERIFMIEE, 158 " ( ONTAP 9 BIEA BHINIEM RBAC E4kisrm) "

@ NTHER—ZE, SnapCenter XA BIRAFERYI. OnCommand AAEEREFAF R
EfEAARIE attribute_. MAE_privilege, IREONTAP RBACA &, X NARIBIE XHER

EL
1. EEHERGL, MAUTHTURIERAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_ name\>

* svm_name & SVM H& ., MNRBGIFERT, NEANERFEER,
* role_name @ NHEIEENE,
* command & ONTAP IfgE,

O

HXARTIRMIEE, BER BT RABHSEIURN ONTAP HTREH "

)

WAST B MYURES En <, 1FIEE, BAETIHARERRGS, AEBYIHRR

A
4

ub

o

2. AUTHLSLERFA:

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

* user_name EESIENAF BB,
* <password> BEMEIL, MNRFIEEZY, RABRRIEBNA—1ERE,
* svm_name & SVM BJ&#F,
3. WMAUT&<S, BRAGIEKLRAF:
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>
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* <user_name> BEES R 2 FEIENAFNEN, ST ATFERAFRUBRESHAEXEK,
* <SVM_name> & SVM BY& FR,
* <role_name> @EESE 1 REIENABRREFR,
* <password> BN, MRFEEEE, RFARKRTERMNA—ED,
4. WAUTHS, BIIREEERCERRF:

security login show -vserver <svm name\> -user-or-group-name <user name\>

user_name EEFE 3 FEIEIAEF BT,

BIZEARRIRAT SVM A&

£ ONTAP HJ9%T SVM BFREIZAEN, 4IUz17Z 1 ONTAP Gp{1TREE<T. MRE

JANN

7£ ONTAP #¥ SVM B2E A5 SnapCenter E51FEH, MEFRIEFER vsadmin A&, N
TEIHe,

EL
1. EEERS L, Q- AEHNZABRDEFRENR,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() cEuusMUBEESLHS,

1. QIB— T AAHRBZABNESRIZAR.

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

2. R P BRE,

security login unlock -user <user name\> -vserver <svm name\>

ATt svM A BN EARR ONTAP s 21TRES <

ENIZ1TZ ONTAP sr TR I <L K EVE SVM AEH D EAIR.

(D M5.0HE. REREST APIZ i VserverEBIBa AR, WREFAIEVserver adminBZHE.
[ {ERZAPI,

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
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"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup rename"

security login role create

—-vserver

—-access all

—vserver

—-access all

—-vserver

—-access all

—vserver

"lun igroup show" -access all

SVM name

SVM Name

SVM Name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role
"lun mapping create" -access all

security login role create -vserver SVM name
"lun mapping delete" -access all

security login role create -vserver SVM name

"lun mapping remove-reporting-nodes" -access
security login role create -vserver SVM name
"lun mapping show" -access all

security login role create -vserver SVM name
"lun modify" -access all

security login role create -vserver SVM name
"lun move-in-volume" -access all

security login role create -vserver SVM name
"lun offline"™ -access all

security login role create -vserver SVM name
"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

-role

-role

all

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"lun serial" -access all

security login role create -vserver SVM name

"lun show" -access all

security login role create -vserver SVM Name

"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name

"volume clone create" -access all

security login role create -vserver SVM name

"volume clone show" -access all

security login role create -vserver SVM name

"volume clone split start" -access all

security login role create -vserver SVM name

"volume clone split stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver
"volume offline" -access all

SVM name

security login role create -vserver
"volume online" -access all

SVM name

security login role create -vserver
"volume gtree create" -access all

SVM name

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver SVM name

"volume gtree show" -access all

security login role create -vserver SVM name

"volume restrict" -access all

security login role create -vserver SVM name

"volume show" -access all

security login role create -vserver SVM name

"volume snapshot create" -access all

security login role create -vserver SVM name

"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name
"volume snapshot rename" -access all

security login role create -vserver SVM name
"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name
"volume snapshot show" -access all

security login role create -vserver SVM name
"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name

"vserver cifs share create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" -—access all

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name -role
"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role
"volume managed-feature" -access all

security login role create -vserver SVM Name -role
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"nvme subsystem show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -—-access all

I AR RIEINRAY ONTAP £Ei At
BNEIE—TAERMRAY ONTAP 86, LUERLMER ONTAP EEGARE

SnapCenter FHITI®{E, ERILLBITZ N ONTAP s 1TRE < A2 ONTAP £Ei M

BHDERRNR.
N
| EEERG L, AR MRGBHNZAGHERERIR.

security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cunsMUBEESLH,

1. gl — AP HRZARNELIZAF.

security login create -user <user name\> -vserver <cluster name\>
-application ontapi -authmethod password -role <role name\>

2. FERRAP BIE,

security login unlock -user <user name\> -vserver <cluster name\>

ATt AEMoEAIRE ONTAP G5 {TREH S
BROE1TZ 1 ONTAP s 91T Ean < K eZ K AN D EIR,

(D MSnapCenter 5.0F98. RBRESTAPIAXFHFEBHEERAF . NMRECEAIEEHEESCER
. NMERZAPI,

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

®* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
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"cluster

identity show" -access all

security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login

Cluster name -role

Cluster name -role

Cluster name -role

role create -vserver Cluster name -role

"event generate-autosupport-log" -access all

security login role create -vserver Cluster name -role

"job history show" -access all
security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

—vserver

—-access all

—vserver

"lun igroup delete"

security login role
"lun igroup modify"

security login role
"lun igroup rename"

security login role

—-access all

create -vserver

—-access all

create -vserver

—-access all

create -vserver

"lun igroup show" -access all

security login role

create -vserver

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name -role

"lun mapping create'

' —access all

security login role create -vserver Cluster name -role

"lun mapping delete'

' —access all

security login role create -vserver Cluster name -role

"lun mapping remove-reporting-nodes" -access all

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial”" -access all

security login role create -vserver Cluster name
"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name
"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver
"system node show" -access all

Cluster name

security login role create -vserver
"system status show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"version"

security login role create -vserver
"volume clone create" -access all

Cluster name

create
—-access all

security login role
"volume clone show"

-vserver Cluster name

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver
"volume online" -access all

Cluster name

security login role create -vserver
"volume gtree create" -access all

Cluster name

security login role create -vserver
"volume gtree delete" -access all

Cluster name

security login role create -vserver
"volume gtree modify" -access all

Cluster name

security login role create -vserver
"volume gtree show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"volume restrict"

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name

"volume snapshot promote" -access all

security login role create -vserver Cluster name

"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—-access all

security login role create -vserver Cluster name

"volume snapshot show-delta"

—-access all

security login role create -vserver Cluster name

"volume unmount"

security
"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

—-access all

login role create -vserver
—access all

login role create -vserver

cifs create" -access all

login role create -vserver

cifs delete" -access all

login role create -vserver

cifs modify" -access all

login role create -vserver

cifs share modify" -access

login role create -vserver
cifs share create" -access
login role create -vserver
cifs share delete" -access
login role create -vserver

cifs share modify" -access

login role create

cifs share

-vserver
show"

login role create -vserver

cifs show" -access all

login role create -vserver

create" -access all

login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

export-policy create" -access all

login role create -vserver

Cluster name

export-policy delete" -access all

login role create -vserver
export-policy rule create"

login role create -vserver
export-policy rule delete"

login role create -vserver
export-policy rule modify"

login role create -vserver

Cluster name
-access all

Cluster name
-access all

Cluster name
-access all

Cluster name

export-policy rule show" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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(D ETF SnapCenter /&= HI23 BT rlIEEIEH28 £ 27" 9 SnapManagerSuite ¥ /],

T
1. {3 ONTAP & $1T& RE| NetApp 124188,
2. i license show #%, REEEREUHERETERE SnapManagerSuite AT,

Tl

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx
Owner: clusterl
Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

LRI, LT SnapManagerSuite FAIIE, FEILTFHRITEM SnapCenter iFAJ1E{E,

B3 wREHRFYS

CEEAAITHEFEYS AN EETIEFISMNIFENFESIS, ErILUER ONTAP i1 RIS F S
5. EBNIZEFAS. AFFEASARGINEREIER,

T
1. {5 ONTAP s {TERITHIZS
2. 8\ system show -instance #%, AREERHUEREHZRFIS,



ANt

clusterl::> system show -instance

Node: fasxXXX—-XX—XX—-XX
Owner:
Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -
Uptime: 143 days 23:46

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services:
All-Flash Optimized: false
Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08

NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true
Eligibility: true
Differentiated Services:
All-Flash Optimized: false
2 entries were displayed.
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Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__GD!._:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~| For Company: |:| i__G_p!_:
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%) , WRZEEMA MySQL ép< FahiFRIb IR AITENE. F/AER SnapCenter B2 F SR EMIFR XA FAIIE.

()  REEEMET SnapCenter MARHISIERESN, 4 REFHMIREAEFTIE.

pZ
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HLUNM R EIRIRER,

) VMware FI2ERSTFAR

* 3 #5H9 Windows Server ks
* Microsoft E£E¢E0 &

EFH Microsoft iSCSI Bt Boii2F, B%%#EF VMware E%3% 16 N8, SHEFH FC REXERND

« RDM LUN

FFEERDM , 2% L4F 56 1 RDM LUN Uz 4 4 LS| Logic SCSI 1£4128; 3¢ FiEAETF Windows #
VMware VM MSCS & &EHIRE, 2% %1F 42 1 RDM LUN LUK 3 4 LS| Logic SCSI #4138

X $F VMware ¥ SCSI 51128, RDM HEE R Z1F 256 MR,

BXZXEFRANRER, BSMW "NetApp BIR{FIERTA"
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ACE S SnapCenter fR52309% S MySQL &%
MREFEMIURERMEAHFESE (NLB) BEEPHER SnapCenter RS 285 MySQL AR
Sz BBERE, JUERREERTE (SSL) IERMEHRAXH.

7 IIEY SnapCenter RSB ECERCE T2 MySQL &

YNRERIF SnapCenter fRS5885 MySQL BRSBZENEBRERE, JUERREERFE (SSL) IEHNE
AN, TTE MySQL ARS588#0 SnapCenter BRSS5 28R ECE IE B HIAN K

BEBRE A R LA R IE
* CAIE$
* RSB LFIEBNLTAEHAXH
* BRIRABIEBMETRERXH
SR

1. {8 openss| 85 7E Windows £ MySQL IRSZ 2B FEFIHIEE SSL IEPMEZEAX M

BXER. BEEN "MySQL 5.7 : {EF openssl 8l SSL IEBFZR"

@ ATFIRSF[MES, FARRIEPMEZRAXAHRERBRELAS AT CAIEBRERARTE
FE. tNRBEAZIHMENER, NWEMA OpenSSL FwiFAIARSS 2R AVIE B Z A IF KK,

*RIEXE: BN ERARSSRTEREEE (FQDN) FARSSIEPHLER.
2. 1 SSLIEBMEZPAXHEHIF MySQL Data XHK,
FRIAMYSQLEHE X HFEEIZ ) C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\o

3. B3 MySQL RS BEEXH (my.ini) HBY CAIER, RBBABIES, EFRPHABIES, RSB[E
RZEZRNEFinT AERRKRRZ.

ZRIAMYSQLAR S 28 B0 & X4 (my.ini)E&12 9 C: \ProgramData\NetApp\SnapCenter\MySQL
Data\my.inio

@ AT MySQL IRSBECEXH (my.ini) B "mysqld" 2O HIEE CA LR, RSES
REIEPMIRSE T AEHRKRRR

EWTE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME i
T REBERR.

UTFRFIETRT E6IEIBGAS I Emy.iniSXX B [myqld] 38 53 BOIE BRI 22 A4

C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"
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ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UITFRGIERTIE my.ini XHB [client] B0 EFHBIERER.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1F Internet (S 2ARSZ28 (Internet Information Server , 11IS) ##Y SnapCenter AR5388 Web [ T2
o

5. EJ# /BN MySQL AR
6. EFMySQLProtocolIIfESnapManager. Web.Ul.dIl.config3{4HHIE,

LT3R 25RT EMySQLProtocol .Web.UI.dIl.config X {4 EF#H#ISnapManagerli (&,

<add key="MySQLProtocol" value="SSL" />

7. fEAmy.inixXXHFEY[client]ZB 5 R AIER R EHSnapManager. Web.Ul.dll.config>X 4
TFRFIERTE my.ini XHEH [client] #5 PEFBIERER,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />
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<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. £ IS FA/E5 SnapCenter BRS3 28 Web BT,

7 HABCEECE R £ MySQL &%

YNREMIR SnapCenter ARS5885 MySQL fkSB 2 BINERERE, BRAILUABRAAN (HA) TRERREE
BEFE (SSL) IEBMERNHF. EME MySQL ARSS28F1 HA T EECBIEBMEHE A

EEBRE A R LA R IE
* CAIEH
EHFA—D HA TR EER— CAIES, HiFIt CAIEREHES— HA TR,

* W HA T REBVARSS B AR IEBMARSS BT AEAXMH
* BN HATNRBE R IRABIERNEF IRT ARAXA
e

1. FE—D HA T 5, &M openssl 8597 Windows £ MySQL ARS8 ME A& E SSL IFHHM
TR

BXEE. BB "MySQL 5.7 : {EF openssl 8132 SSL IEHFZEA"

@ RFRSH|IES, FRRIEBNZAXGRBRARMELNRNS AT CAIEBIBARRE
B WMFBEAZFEER, NWEM OpenSSL 4wiFHIARSS 28 FIEBM AR LK.

*REXE: BN ERARSHTEEEEEZ (FQDN) (FARSSIEPHABR.
2. 3% SSLIEBMEZAXHEHIF MySQL Data XHK,
XA MySQL Data XK E&{E2H C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ ,

3. E# MySQL ARSBEEXH (my.ni) B CAIUED, IRSB[BABIUED, BFHABIES, RS#/E
REANE iR E AEAREZ.

RN MySQL BRSZESECE XS (my.ini) B8R4 C : \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in

@ 1ETTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZH0HIEE CAIEH, ARSES
REIEPMIRS I E AEHBREZ

RWATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME s
LREARRZ.

UTTHIERTERZBRIAXHEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HIEBFZER o
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRBIERTE my.ini XHRY [client] 3853 P EFRVERR,.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. WFEZNHAT R, EFICAIEBHERRS B LAREIER. RESF[BTHARAXMG. BRHEAHIERNE
FinERAZEAXH. HITUTSE:
a. BFE— HA TR EERB CAIEPEFIZIZE = NLB T3 MySQL Data {43,

ZXiA MySQL Data X< E&12 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ o

(D EARERREIZ CAIEH. BRNOIZRSZBLBIES, FEFRARILES, RSHE
RERXHNEFinE AR,

b. 3 FFE—1 HA T, 15 openssl a5<7E Windows £ MySQL RSB B ZFHI&E SSLIEP
A

"MySQL 5.7 : {EF openssl| 8 SSL IEPFZER"
ATRSHIED, BFBIEPISAXANEREHENASAT CAEBIERE
()  wEFE. MBBERLHMERAR, UER OpenSSL HIENMRS BN BB
BRI

BN fERRRSS 28 FQDN fEARSZSRIEBH AR,

C. ¥4 SSLIEBMZAXHEFIZI MySQL Data XK,
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d. & MySQL AR5 8REEXH (my.ini) 8 CAEH, RS[|BAFILEE, BEFHAFIED, RSH
TRBBNE T ARAREZ,

@ 1EATTE MySQL BRSZBRECEXXH (my.ini) BY "mysqld" ZpHHIEE CAIMEH, RS
BAFIIPHRS B[ E BZHER

ST MySQL RS EECEXMH (my.ini) B [client] B39 H18E CAIIEE, BERHEAGIIPNE
PinE AZARRZ,

UTRAIZBTRT EFZIBRIAXEFE C . /ProgramData/NetApp/SnapCenter/MySQL Data/Data &
my.ini XHFEY [mysqld] Z8453 BUIERFZE R

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"

UTRBIERTE my.ini XHRY [client] E857 P EHFRIERR.

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

S. T\ HA T2 LZLE Internet 5 2AR%528 ( Internet Information Server , 1IS) B SnapCenter AR
%%g Web F_\‘Zﬁﬁ*gr%_o

6. =AW HA T EEHET MySQL BRS.
7. BHHENHAT 2HIMySQLProtocollfifESnapManager. Web.Ul.dIl.config S 4HBI{E,

LU RBIE R T 7EMySQLProtocol .Web.UI.dIl.config X {4 B #AYSnapManagerZ $A1E.
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<add key="MySQLProtocol" value="SSL" />

8. EREEmMy.iniXXHFI[client]ZB 52 AT MHAT RIEE R ERE EHSnapManager. Web.Ul.dll.config>X .

BUFRBIERT7E my.ini X [client] ZB73 P BBV,

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. 7 HA T = £ 1S H/E5h SnapCenter fRS328 Web N TR

2. fEH— HA 5 E{#F Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet #
-Force %I, LAEERD HA T m LB T 28 MySQL El,

BMEERPRSIER, -Force Mt A IFEEEMBEFMERE,

2 HAE)7E Windows 4/ /B BRIINEE

SnapCenter fRS5 28 L &2 F AIIE L2 HRiE]7E Windows EA1_ LB Windows IHEEF A
B, HTFHEEHRMENRSGEIFNEN, XLEINERREREEE,
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el

IS EIEMAFNITA

NET Framework 8.0.5Ih8E

Windows #iE 8 EIRSS

BCE API

IhRE
* IS BIEIRS
*Web BT H

* 118.0.5FF£HI.NET Framework. E3EFTE G4
BY.NET 81&+MEFF

* LI8.0.5FFKHIASP.NET. EEFTEE4HI.NET 8
EHER

* Windows Communication Foundation ( WCF )
HTTP #UE 45

° TCPEUE
° HTTPEUE
T NETRHESEARES, BEN "W

BlinternetEEMRB RS, SnapCenter F4REl &%
K",

MAEIREY

e

ZEHAEIELinuxE4_E/E ARYIhEE
SnapCenterfRSSBEREUTHRHE. RERHQFREBEEHTHIEHFNLF TR

4

ZJLo
* Rabbitmq
* nginx

 Erlang

* 118.0.5FF3kAY.NET Framework. S1EFFEREH.NET 8{E4MEF

 PAM-DEVEL

* PowerShell
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