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| Lag in to the SnapCenter Server using a web browser. |

v

| Idunitify storage types supportad, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaows.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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s A ITE root B ERE sudo AR, A REIRMHI ZNEREFRRYIG)ANPR, 88 visudo Linux SSEETERIE LT

17703 /etc/sudoers &,

()  mRERsRsudo 1.8 HEBIRA,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_52 & 8132 rI3Froot A P EIRFFo

FERTLU"SC_UNIX)SE BRI X AEFRER K2 TORIME, T

° C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins 1% 3&F01. TXT(3N
FRSnapCenterfR 528 REEWindowsEHL L )o

° _Jopt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)f&EfF Checksum. txt (%0
ZESnapCenterfRE 28 L LZEELinuxEH L )o
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3 AIX EHAY3E root FAFEZE sudo 1R

1Bd SnapCenter 4.4 &EShRAS, IF root BF EI ARG T AIX B9 SnapCenter &4 BH BopiaEd
2o IWHRHHIZRUABNBIAErootAF 171517, B 93E root BFECE sudo AR, LURMHISZ N ER1ZRYIAIE]
PR,

c BEENRNA *
* sudo 1.8. 75X E S hRZS,

* Yg4E /etc/ssh/sshd_config_ XU EE BB HIRIERIBEEL: macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512

EHECEXHEEMBE) sshd ARSSo
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&N /93F root FAFECE sudo AR, LURMHRS LAFERZAYIAIE]:

» /home/aix_user//.SC_NetApp/snapcenter_aix_host_plugin.bsx
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/netapp/snapcenter/spl/bin/spl

SR
1. ZRANELEEHT AIX B SnapCenter 144 B9 AIX EH1o
2. fEH visudo Linux SRR LUTITRME] /etc/sudoers SXHH,

Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

@ MNEEBEFIEERACUNEMAIFNGS. NIRRT ir< R i0%E]/etc/sudoersX {4 H

: "Irc/bin/olsnodes'<crs_home>
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& a] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BIES
_aix_user_z& Z632893E root AR BB
&AM *SC_UNIX G IR IOFN txtSCHFIREY IR J0FNE_, ZXHAT:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins 1% 3&F0. TXT(30
FRSnapCenterfz 5528 REEWindowsEHL L )o

* _Jopt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)iffF Checksum. txt (&0
ERSnapCenterfR 28 REELinuxEHNLL)o

()  wrsIREREIRESRENSE,

ZIEERAT Windows B SnapCenter BTN ER

EREIERETF Windows BY SnapCenter {4 E 2], BNAE—LEANENRAT
B ERFMIEEEEK,

/.

mBE 3K

BIERSR Microsoft Windows
BXTLIFRANREFRER, 1BESN "NetApp BiR{E
MRIA"

F AL SnapCenter $H4EIE/)» RAM 1GB

F AL SnapCenter &R/ NLZEF B ESIE) 5GB

TN EC R BRI =B H R logs XX
R iEFEEEE. FRENEE=EE
@ BRIPR LA EM MR RIFIRERIIR
KM=, WFRLEEBHHETE, N
FaNEEETHERFEIEZE S,

PREBVERHE * L18.0.5FFKBY.NET#Z BHEFTBE4HY.NET 8
(2N =I5

* PowerShell#Zi027.4.2
* Java 11 Oracle JavafllOpenJDK

BXZXFFRANRINER, BSM "NetApp EI2(F
MRTA"

MFo NETBSESREHIRMER, BER W&

BlinternetEZMIRE R4, SnapCenter AT L
K. "
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mE K
BRIERR « Red Hat Enterprise Linux

e Oracle Linux

* SUSE Linux Enterprise Server ( SLES)

FAH1L SnapCenter #H{4HIE/)» RAM 1GB
FEAM1_E SnapCenter {EHFHIR/NLEMBE=(E 2GB

RS TR B NRRSIDIHEY logs X
(RIS N, FTBME S TiaR
(D)  ERPOSEMEBMMERP RN
EMS. NRRECBORETE,
AN TIRIEERE .
FRE V€ Java 11 Oracle Javag{OpenJDK
BTN Java FHEEIRAATE, MALTHT

Ivarlopt/snapcenter/spl/etc/spl.properties /Y
java_home &I B N IEFARY Java HRASFIE& 1R,

BXEXFRANRHER. BS M0 "NetApp BI2(FIERTA"

JINetAppz FFHVEITFIRE R IE

SnapCenter {E B EHEXT SnapCenter 12{ERIBE P #H1TE R, BNEIEATRE
SnapCenter AR EIR UK AT X EIEED Windows XHRFHITEIERIFIRIERE A
=R,

Feazai
* Linux@gAIXEA

TG B R BETELinuxsiAIX EA E R4
1B 7517 root B EEA sudo AXPRAVIF root AR IRERIE, 7 ReRENB G IR,

*ERERE: C BAENBEINMLEEAGE, BRI Linux IRFHE, BEREREEEHRN SVM 25
, EBEENMZEAFZRIIZERE.

* Windows FEA#
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EREESFZA, EHNIUEE Windows EiE.

B EREEANRIKERE, SENEREENNEREGRNR,

* NetApps< RGN AIERF

LR ERERNR R AR IR R, MRELURERIPRFHEZREAFTERE, NJLFERELE

RN*T*o

XFIAES

MREHNEIAFRKETFE, FEBFRFTEET2EEAGNR, WHHNELDALARRDERFRANEHD

R,
p

1. EEMSMERS, 85 RE "
2. FREEF, BEFEE
3. BEHEIE,

4. 1 * iR

TUEYF, EELBERERRNER:

MFUEFER ...

iR

BFR#&

SIS
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1RIF
MAERENZT.

MANERTHHRIIMAR 28,
c WEEANEEAANTEARRE

IBEEERESnapCenterifF AL LHNHEIER
HEERANEAKR. AR RFENEUIER
.

o netbios\username

° 18§ FQDN\username_

* AMEER ((NERFIFA)

S('J':_F :_FIﬂEiHE’J% ESINN 1ﬁ? EER
#SnapCenterfir RS LHIR B EMEIER,
MRAMAF K, ABRANKBRREN RS L
BRTREFPIFIEEEIThEE. WelLUEERE T4t
BIERANEKMBLK, . ARF2FENERE

HXH: username

BWART S HEIENETE,

ERBEERNS IR



MNFUFER ... 1R1F

A sudo R SNRENIE root AP EIRIZHE, 1HiEH * A sudo
R * 2k,

(D {SLEAFLinuxFAIXAF,

o B HE "o
TREREIRER, ErREFER " BRPMinR " TE L AR AR AN EEREER,

7 Windows Server 2016 S{E Sk~ FEE GMSA

#@d Windows Server 2016 S(E =R, ERJLUGIRBIEERSIKS (GMSA) , LUE
MZEEIKF B E RS IKF 2,
FreaZ Al
* &R 2H Windows Server 2016 3 F Sk AT HI28.
* {ZR3ZIE— Windows Server 2016 B SRR EN, ZENBIHAIL R
T
1. BIE— KDS 1RZ$H, LUEHN GMSA FENITRERME—IZEL,
2. JFEME, M Windows IFiFHI2RiEITLA T A< Add-KDSRootKey -Effectivelmmediately
3. BIEMECE GMSA :
a. RUUTHRIACIZEAFAKS:

domainName\accountName$
.. RARRIMTENIR.
.. ERNINEIENEFACE cMsa o

LN

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

. 1817 Get-ADServiceAccount' ®<LUIIEARSHK,,

4. L EMN LECE GMSA :
a. FE{FER GMSA kP #IEH £ Windows PowerShell B Active Directory 1&1R,

Hitt, iEM PowerShell iIzfT AT A<
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. £PowerShellts SR RFTREITUTH S, TENLLZEGMSA: Install-AdServiceAccount
<gMSA>

C. BITUTa<. WIEEMGMSAIKF . Test-AdServiceAccount <gMSA>
5. AFEN_LEER GMSA HECEENIR,
6. ;@i 7 SnapCenter fRZ28HIEE SELERI GMSA M RN Windows FE 4o

SnapCenter BRSZSBBIFEEN L RBEREEM, HETREIIEHHAE, EER GMSA FRERSERiK

o

LHNetAppFiBIHETF
RMENHETREN LREEGRGE

B fEASnapCenter I ENTTEAMEN.. ARLEMEHNGE. XEFHSBENE
HEmEEN Lo ERILIN BN ENNEEERINENH LB o

FraZ
s BRIz A AU REMNENENAEEIAF. flilSnapCenter EIER AT,
* BN HRE B TR S EEIE T,
* NBEFEANISATERSHE, (GMSA) , NINFEHASBIENREE GMSA

"T£ Windows Server 2016 SXEShrA_ LN BEX N AEFIEAEERSKA"
* 3 FWindowsEH. #HARIEFIEHEFWindowsEISnapCenterfdift,

KXFUIES
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* NR7EER (WSFC) &N, NIXLEEERRETERENMET R L,
TE
1. EEMSAEER, EF EN S
2. BIETAER B B EEH * ZE N * EI R,
3. F&EE AN
4. FEENTIEA, HATUTIRIE:

TFFUEFE ... 1R1E

FHAEE prict 9 = 1 g S
* Windows
e Linux
« AIX

@ NetApp3z 9@ BI £ Windows
. Linux#0AIXIFIEHEER,

(D AXEREEROracle AR

ENH MAENBTLMREE® (FQDN) B IP ik,

SnapCenter BURF DNS WIEMECE, Flt, ==
AN FQDN .

XF Windows 1%, RBTER IP bkt
FQDN BY, ARSI ENASZHFIL IP ik,

@A) DU NIRIZEANRY 1P #tihiksl FQDN o

WMNEREER SnapCenter RINEMN, HELFNEF

FiE, MABEEH FQDN o

iR FIEENTIRER e E M.

BEERAEXEIBEENES.

%
XEERELINITIZEN B G EENR BXIFHE
B,

TR LB E T IEENERER I LA RERSR

KEREVFRER,

@ ERS MR B EE RN ENR
SHEENENLERTE,
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o £ EBRBERENEGN * BT, ERERENEN.

ERILAMT R AR LU &

> MongoDB

° ORASCPM (27~ /0racleN FHEF)
o SAP ASE

> SAP MaxDB

° 17
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M FUHFE ...

iwH

1R(F
RERIAROSTIEE RO S0

AR5 /98145, SNR SnapCenter RSB LEE
BEXHmOL, MizEOS¥EERARIAK.

MREFHEETIREIHEETBE
() xO, masEEERmnEn, &

m, RIERFRM

NetAppZ AV A BT LA REZEEWindows R B Linux
R4 L

* }FIEATF Windows BY SnapCenter fifFi4
&, BRIAEER C 1 \Program
Files\NetApp\SnapCenter .

BRI ABE X B 1Zo

* XFEAFLinuxfISnapCenterifi{4- k4 @ HiE

FAFAIXEISnapCenterffF R4, BRIAEEEER
/opt/NetApp/snapcenters

AT LB E X B 1R,
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MNFUFER ... 1R1F

ERBIEERSIK, (GMSA) B1THEMHFRS XF Windows AL, MREBFEALALERSK, (
GMSA) iB1THEHARSS, BiEPILEEE,

@ UL THRIURH GMSA &75:

domainname\accountName$ o

GMSA X BE&MA T Windows HY
(i) SnapCenter FEfHBRS 0 RIS

7. TR
MEFER BTG EIEE, WSBIEFVERHEREB/EMNER, WETE. RAM. PowerShellik
A, RIEREERIIE TNEThRZA. & (3 FWindowsth)FJavahkzs (X FLinuxiffF). SNRFHERE

EX, NasE R ENAERNESER.

MRIFIRSHEETBIHERAMABX . &0 LIEHFH AL FHIweb.config )4 LUEELBAINE, "C:\Program
Files\NetApp\SnapCenter WebApp tNR L FEIR 5 HMSEHMEX, MBS REHER,

@ EHARER. INREFEFHApp.Web.Ul.dll.config. NI [EREFHE DT = LG HER
fBBhSnapManager SnapCenter Pool,

Windows2AIAEE M Cc: \Program Files\NetApp\SnapCenter
WebApp\SnapManager.Web.UI.dll.config

LinuxZAIAEE1E
/opt/NetApp/snapcenter/SnapManagerWeb/SnapManager.Web.UI.dll.config

8 MRTHAE HLinux, BIIFEL, AEEEHIAFHER"
() EvEsesiBSE—EHURME SnapCenter FIIA TS, tBATHITIEAMIE,
W

BETFREMNBEXHLTF /custom location/snapcenter/ logs.

EAcmdletiE L MEi2EN L L EEAFLinux. WindowsB{AIXHISnapCenterffifE il

& 7] LUfE A Install-SmHostPackage PowerShell cmdletft % 4| LRI L iEER T
Linux. WindowsZ{AIXAYSnapCenterifi{Fik £,

FIaZ Al
ANENBIAR A ZENNEENR,

(D AxEREEROmace AR
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1. BEPowerShell,

2. 7£ SnapCenter fRs328F 1 L, M Open-SmConnection cmdlet I &iE, SARRNEE.
3. f/ Install-SmHostPackage cmdlet FIFAESETE SN EH L RE I E S

BX05 cmdlet EE5FERNSHNRERBIER, F@IETT get-help command_name RIKEL. THE,
& aIlBZE " ( SnapCenter 34 cmdlet &E35F) "o

MREEFhLEEY, FEFMERIEFIEE HEREMBHEFNEXR, WA LIEA -skipprecheck i#E1l,
4. MNIZIELRENER,
FEARLTTREZELinuxE ELENetAppZIFHVIEMYT

&R {FE A SnapCenter A P R E(UN)ZZENetAppZiFaUidEt. NRENIFIERDIF
MSnapCenter ULZiZR &GS Mol UERR<SITHRE(CL)ERHI SR HFFRIELR
T ZZENetAppZ HFHYIEH -

T

1. ¥iERA FLinuxiYSnapCentertifF B B REE XX (snapcCenter_linux_host_plugin.bin)MAC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE #l|Z| B R 3ENetAppZ iFAEEAIE.

ERILIMZRET SnapCenter AR5 28R EAIARILEER R,
2. EoRiRTAL, SMEIERIREXHIER.

3. REEEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -dport FHF#E%E SMCore HTTPS &{5i% 0.

° -dserver_ip 8% SnapCenter AR5328 IP ik,

° -dserver HTTPS_port 1§ SnapCenter fR5328 HTTPS %[,

° -duser_install_DIR {8 ER#1ERTF Linux BY SnapCenter {&HH R4 ENE R,
° _DINGLL_LOG_NAMERFIEE BEXHBIZFFo

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. {#/ Add-Smhost cmdlet FIFFFESHE ENARMEI SnapCenter fRS3 28,

BEXA5hSESFERANSHAERBENGES, FIBEIET get-help command_name R3KEL. HE, &
AJLIBE " ( SnapCenter {4 cmdlet &38R/ "
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" { SnapCenter 3 cmdlet 2£15/) "(EX)

BT R ENetApp S FFHHEAFRPIAES

TR AER{E L EmT SnapCenter P EHNRERE, ERIEFENEREHE
AR TE R3S BY BT B SN B B AL IRl

RFUIES
TFEMRMGERERLTTE £, HEmgEriREs:

#1THh
B IN5ERK
© x KK

EEAELIES. HERTHRESMIEABE
* 9 BHM
p
1. EEMSMERT, BE - BE*
2. 7 | ES, BE Rl
3. 7E*Jobs* TiH, ELIRFIRIUENTILIASLRIREIE, BRITUTRME:
a. Bl * fmikas ¥ o
b. BIiE: EEF LR B .
C. MREIFHIRER, &F * FHFRE "
d. MRS THIRSES, ERRERS.
e Bl MA*
4 EBRREEVHREE FAER - UEBFILFRER.
o TE * RAFAER * uEF, BEHEBEEHET

FCE CA IEH

4k CAIE+H CSR X1

EAIUEMIEBERIBER (CSR) , ARNAEAERB CSR MIERMAAE (CA)
REXEVIES. EPRAF—TXEKBNETRER.

CSR B— RIS AR, fRIFLLGIRBUERENE UARMEZR CAIEF.

21


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

(D CAEHBRSABSARENAELHI0T2L,
BRUEMCSRIGIER, HBM "MFALER CAIES CSR XH

@ WREHAE (* .domain.company.com ) & % ( machine1.domain.company.com ) HJ CA
W, MalABGE R CAEF CSR X, ERILUFER SnapCenter ZREIH CA IEH,

WFEREE, CAIIBPNENERZIR (FBINEE FQDN) UNKENMNENRZ. EHFEGEHZA], BILUE
TEEFRAEZEKZT (SAN) FEERFEHMIIER, M FBERIER (* .domain.company.com ) , IIEPHE
PR B EEFE EVR.

S\ CAIEF

& (E B Microsoft EIRITHIS (MMC ) ¥ CAEFHFNEI SnapCenter RS 231
Windows FEHEHA.

p
1. ¥ %] Microsoft EIEITHIE (MMC) , REET * XM * > * H0/ Bk Snapin * o

2. EAMIMRERR TEOD, EFEER T, ARBEE AN

S FIEREERTENOR, ©EF * HENIKF * EB, AERE Mo

4. BE *1FHIGR * > IER-ZAITEA > * AERIEBHUANME * > IEB

o ARBEHEMR " AIERIEBMANG ", AEEE * FEES * > BN * UBHSARF.

6. TAAS, WAL
FtRSFEOS ... HITLUTHRIE ...
SNLH W Z ORI, SR, ARRE T
SAXFET FAEITEMEN; BE - T—F %,
Zelt EEZRTSHAEBIIREN, ARREE T2
EERMIERFANEF EEMWE, ARBE T RSN

() SAEBHSHPRE—REHRORIN o px. o p1281% p7b)
7. 3 "Personal" X+ LEESE 5,
IREN CA SE$5484Y

%%#E‘éﬁ%ﬁ%?*ﬁiﬂiﬁ%ﬂ’ﬂ+ﬁiﬁ%ﬂ$f€$o EAEERENEEAREIL PRI RS

p

22


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

1. 72 GUI EHATULTH21E:
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{5130, R4S "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MFEMPR=ME/E
, $8LUEH "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell H1{TLU T2k
a. BITUTHSUTIEBELEIFPIIES, HIETAIMFNRIALEMIER,
Get-+ In -Path Cert \LOCALLMACHINE\My

b. EHIFELL

{8 Windows FHiGEHARSECE CA IEH
&N fER Windows EAEHIRSECE CA LS, LUBUEE ZEMEFIEH,
7f SnapCenter RS 2RUKNESFE CA IEPHFIEIRGEN ERITUTISE,

$IE
1. BT TS, MRS SMCore BRiLiRO 8145 WINEIEBYPE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

a0

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUURES S, BHRENIERS windows FAHEHEARSSHEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

f5an:
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> Scert = “a909502dd82ae41433e6f83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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keytool -storepasswd -keystore keystore.jks
. REPEPIAFBENFRERRNBEEN AN EAEERRERZN:
keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties XY keystore _pass ZAEFERAY,
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()  EemEmnAFEia% ARSI S N BRI,
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2. ¥ EIX15 "keystore.jks" o
3. FHEAERRIMEER:

keytool -list -v -keystore keystore.jks
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4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks
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()  EEERIR CASES, AEBRNGRIE CA TS,
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keytool -list -v -keystore keystore.jks

N

- AINEE B ARAM ABEIRB CAEH,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

93]

- S EAERARIATIER.

keytool -list -v -keystore keystore.jks
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- WIFRAERS B a5 ERMEZERERH CAIERBHEARIR,
- B CAIEB RIS IE E N B AE R,

~

BN IAEZSZ agent.properties {4 E A KEYSTORE_PASS (&,

keytool -keypasswd -alias "alias name in CA cert" -keystore
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. IR ca EPPHFBRK, FEESERIFHFF (e, v,
), ERBIBERNE RN

keytool -changealias -alias "long alias name" -destalias "simple alias"

-keystore keystore.jks

. M agent.properties XHHH ca IEPEEFIRE,

IRIEZZEA SCC_certificate_alias EHrIL{E,
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keytool -storepasswd -keystore keystore.jks

@ AR Windows 3 $IRTRAIMTIEIRG "keytool" #5%>, 5% keytool fr & H e R .

2o
C . \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEBERMIAZKBERERZNEE BN AEEANERZE:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X1 keystore_pass ZEHEFHEREA,
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()  EemPEEmARTEiR%TAASIE N .
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1. SMEIESIEEZAENXEF C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. B4 "keystore.jks" o
3. HIH B AR INAIE S

keytool -list -v -keystore keystore.jks
4. FIMARIEREE A ERES:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

5. EEERIEBAPENERUEN EEE BB EHIRS.
(D) EmEERME CAIES, REBRNBIE CAIEH,

ACE CA SR ZPX LUBNEERE
BNIZR CA ERNE AN ECE NG EEEDR.

1. EMEIESIEHRIAENXEF C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. $REIXH keystore.jks o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks
4. FIEER EBMAF QB EARN CA IR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FIHZEARE R MAYIESR,
keytool -list -v -keystore keystore.jks

6. WIIFAERSEE 5B RMEIZAZEFRRVE CAIEBRREGIE.
7. %79 CAIEBARIMFATAZE S E LN Z AT,

BN B EAERRYE agent.properties X{EH2$H KEYSTORE_PASS BB,

keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
8. M agent.properties X4 CA IEBEEER B

R#EZ4A SCC_certificate_alias Bt {E,
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PS C:\> Open-SmConnection
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PS C:> Add-SmCredential —-Name FinanceAdmin -AuthMode Windows
—-Credential sddev\administrator
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S. ENARERIGEIEP, HMITUTRE:
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RIEFEEA—ERMEAER, HRITUTES:
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a. B Scripts* &k AIEiTH T EHME. REBMBUHEHMSIR(ERPREMPOSTH <, EWALITEREE
P1E1EZ81iE1T PRE 7%,

FRAM IR A H0 f5 A BRI ZSTE SnapCenter RS 28HIE1T,
b. B * BENERE * &k, REMNERILZRENFREELFRIENEEXER
c. E2#*Snapshot|A T A*§7k%1F A FeIESnapshotfI TA:

WMRIEHE ... RE...
SnapCentert! ZF &K 5! 1RER PEE * NMEBXH RS —EERY SnapCenter *

o

SnapCenter LUERIEA FWindowsEUEH R 58 * BEXHRA 4R SnapCenter * o
HRABT—BURE. AEBIESnapshot

LU N85 < LLBI#E Snapshot EEEA. RERANT 2L EIESnapshot,

6. 7ERBITIEF, HITUTHE:
a. MTHIFIRFEFE—PHZ R,

@ EhaLiES B EREEE

ENEERBECEITRIER DT, R HEE SRR,

b.
gF ¥ BHHRSITNRRNES T,

C. FEARINEREK policy_name B9 RIFHEES, ECEITX, ARERE * HE -
Hep, policy_name Zi%EE HREEHIZ o
EEERITRIIEFITE "applied Schedules" 5/,
7. EEAE * BFEREEED * MUYIRD, ERERXBFEMERITR.

TEEATIETE & AFIUE A BB F BBt AR BB F R /0, tb4h, ERTTE * 1RE * > * 2FIKE *
hEIE SMTP,

8. BEEWE, ARBEHE TM -
LB R R Z R BTE,
. g * BIEH * o
10. E&EMTIESF, RITUTIE:
a. NRENFRNMAZ MRS, BM * KBS * THYIRPERERTEHMBIRE,
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=93]
EHo

b. BaF * &fn * o
M. BE T * > (Rl * DUSIEIRE#HE,

PowerShell cmdlet

T
1. f£/ Open-SmConnection cmdlet AIEEAF /Z&I5 SnapCenter fRSBZ23MVIEEZ=IE,

Open-smconnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146\

LB R 2R A P 2SR R Ao

2. {# Add-SmResources cmdlet FINE R,
HRBIERM T UUTFERIR:

Add-SmResource -HostName 'scc55.sccore.test.com' -PluginCode

'DummyPlugin' —-ResourceName QDBVOL1 -ResourceType Database

-StorageFootPrint (
@{"VolumeName"="qgtree voll scc55 sccore test com";"QTREENAME"="gtree

Voll";"StorageSystem"="vserver scauto primary"}) -Instance QTREE]

3. fMA Add-SmPolicy cmdlet Bll3E &9 5RE
LRGSR — TR S {0 2R

'test2' -PolicyType 'Backup'

Add-SMPolicy -PolicyName
—-description 'testPolicy'

-PluginPolicyType DummyPlugin

4. {5/ Add-SmResourceGroup cmdlet [@ SnapCenter FINFTA R,

IR B E AR HEE R SRR R 2 — N RBV IR

Add-SmResourceGroup -ResourceGroupName
'Verify Backup on Multiple Qtree different vserver windows'

—-Resources
@(@{"Host"="scc55.sccore.test.com";"Uid"="QTREE2"; "PluginName"="Dumm

yPlugin"}, @{"Host"="sccb55.sccore.test.com";"Uid"="QTREE" ; "PluginName
"="DummyPlugin"}) -Policies test2 -plugincode 'DummyPlugin'

-usesnapcenterwithoutfilesystemconsistency
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S. {#F3 New-SmBackup cmdlet BEhEFrIE 1D EL,

New-SMBackup -DatasetName
Verify Backup on Multiple Qtree different vserver windows -Policy
test2

6. £ Get-SmBackupReport cmdlet ZEZ A EL AR

REIER T EEE BRI TR A MR BRI EIR S |

Get-SmBackupReport -JobId 149

BackedUpObjects : {QTREE2, QTREE}
FailedObjects : {1}

IsScheduled : False

HasMetadata : False

SmBackupId 1

SmJobId : 149

StartDateTime : 1/15/2024 1:35:17 AM
EndDateTime : 1/15/2024 1:36:19 AM
Duration : 00:01:02.4265750
CreatedDateTime : 1/15/2024 1:35:51 AM
Status : Completed

ProtectionGroupName
Verify Backup on Multiple Qtree different vserver windows

SmProtectionGroupId 1
PolicyName : test2
SmPolicyId H
BackupName

Verify Backup on Multiple Qtree different vserver windows sccb55 01-
15-2024 01.35.17.4467

VerificationStatus : NotApplicable
VerificationStatuses :

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses
ReportDataCreatedDateTime

PluginCode : SCC
PluginName : DummyPlugin
PluginDisplayName : DummyPlugin
JobTypeId

JobHost : sccbb.sccore.test.com
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2. ERRTIEF, M *HE * THYIRPERR RN A RSE,
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Define a restore strategy.
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Restore the resource.

v

Monitor the restore operation,
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3. BRHRIEZE—NRFA, AEEFRZEPH—IHER,

B R BR R IRIAFH DTE,
4. 11 BERE - AP, NEFHAAN S (RETEFENE) FHARTER &9

EERNER, ERENPIRENSS, AERE T,

Primary Backup{s)

¥ " ® ¥
Hackup Marme IF Enel Ditte
CuprQ 191 65001, 0105 2T T-01.55.06.0403 IR017 13537 AM 3

6. EXRFESEETIER, FEF * SERER * 3 XHRL .
a. fll]%)iﬂx * '_HEEJ\/ )|_|J L_,_J\/}_%ﬁ}o

MRFBFEEEELgtreesEAFELATIE. NIkEEHgtrees L1 FTHISnapshotiG# ik, FHE
TEME, s, MREMEMFBEREER—1EK qtree £, NZHRBEHBSHHBIBR.

b. NREFT * XHFEF *, WETLUERE *FrE *, WalLUEEED qtree , RERANSEESED
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7. 7F * 1&0ER  UEF, WAZTERITEREL Z TR R E G L.
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10. EEWHE, ARRE TR o
M. BE T > Rl ~ DUSIEIRE#HE,

PowerShell cmdlet

p

1. {#F Open-SmConnection cmdlet AIEE AP B5H5 SnapCenter fRBZ230EE=IE,

PS C:\> Open-Smconnection

2. {$F3 Get-SmBackup #1 Get-SmBackupReport cmdlet 0 ZEH X BXRH— PR ZNEHHIER.

R EREXFAAERRAENNER:

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08...
AM Full Backup

2 Payroll Dataset vise-f6 08...
AM

8/4/2015

8/4/2015

IRAIBRTAEX 2015 F 1 B 29 HE 2015 F 2 A 3 HERIFARES:

11:02:32

11:23:17
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName

BX05 cmdlet EE5FERANSHNRERBIESR, H@LIETT get-help command_name F3IREL, THE,
& eI Ll&2E " ( SnapCenter 24 cmdlet ﬁ%%‘éﬁ» "o

WSS NetApp ST IS IE I F IR BUR

SR LUE A FIL DTE & iE R [F SnapCenter EFIRFIVIHE, ERIRERERETIRIFIHE
DA RE R RIRY SE A B R B 17 1L IRl R

KFILES
ERERSHATFHERIERIBEZ ERRIPRTURERT L ITR R #H—D R RIR(E

¢

UTERR ERERLIE L, HeRRErRE:
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

BRI LAFha ERI A {EA PowerShell cmdlet 1T& D, ERMFEIR{E. B XPowerShell cmdletAYIF4H
88, I8fEMSnapCenter cmdlet&EBIFHE M " ( SnapCenter ZifF cmdlet ZE35F) "

MEDTeE

&R LAGER SnapCenter 5ef2& 1. ERILIMERMH_REMN2IE, FFEZIEIERITHEE
AT IEAE R

Fraz Al
* BB &N R RNETRE.
* RN IERRF (NG PEFERN Ro  RB HNetApp S AR e /2 ThAERY. 7 RETEN AR RAMIT e b g

o

s IBNHRRIEESMNEASNNLT Storage Virtual Machine (SVM ) MBEREEREFIRT,

KXFULES

FFFONTAP 9.12.1 R EBIEhRA. 7ER/RiZ T2 M SnapLock7ZfEIRER Bl 2 AY 5 FEIF 4R A SnapLock 7Z fif EIHARY
B, 7FfEEE SN ESnapLockZIHARY (8] [5 FohiEIE e fE,
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1. EEMSMEED, B2E*BR >, AENTIRPIEEERES,
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HEBPR B RFRIAR SRR, ENBERRTR, REBFRAMRBURNREFES.
3. EEF IR AR,

INRERFIFA, WATEERE—DEIRo

B R B FR e S RAB IR DUE,
4. TEEREIAMER, NEFHERAH L (RESFHE) FERFATERE &5

MR EES S, REes W,
6. EIENET, HITUTERME:

MFUIFE ... 1R1F

TfEARSS 28 AIMBRT, REREREEN.
MRBIEEEMEN, BERENEREFTE
R EN

REER R ZERSFEER, NAFHRITIECE,

WMNEMMNEF RN R RZMIER. ERA
IR FER R IRE N L 2ME—Y,

{5140 RS1_clone » YIRBW FefERIHR RS RIAHA

R ERIE—EM, WATRHERUK D 2E

MWHERSRBFR;, BN, BIERFEK.
NRFMERRRZ LUN , HEBEM_RENORE, USFEETE. BNERAIUESZSTERE.

71 IRE C TEP, RITUTERE!

I FIULFER ... 121E
BofEFRBR WMAEHEohFAZFRAFR, BI IQDN 3 WWPN .
igroup 1Y 1%E$% igroup protocol o

() DAELHEEDN LUNKE, F2EFEERE,

8. FEMIATIEF, WAREATEENHINEREREZANZEEITHSNS. BN mount B IFX



FRGHEHEIEN
foIan:

° Mg MERERRIELIERE
© RfEfEEY WIEBURESE SRR,

Linux I+ 8E#1_LE#&DE gtree BY mount 5<% . mount<vserver_name> . %<volume_name_Clone
/mn>

9. 7 * @A * TEAY * BFEPEFERT * THIYIRD, EEBRXEFEHGNTR.
IR THETE & 1 AFOUL A A BB F BB stk LUK BB F BB £

10. EERBHBE * TH * -
N B 1~ > (Rl - DUSIERIEHE,

PowerShell cmdlet
TE
1. f£/ Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRSZ23HIEZ=RIE,

Open-SmConnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146/

2. BIHAIfEA Get-SmBackup B Get-SmResourceGroup cmdlet Faf£HIEF 4,

REEREXFABRRAENHNESR:

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

RFIETAEXREERRANGES:

PS C:\> Get-SmResourceGroup

Description 3
CreationTime : 10/10/2016 4:45:53 PM
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ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

EmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping

Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames
PolicyNames

Description

10/10/2016 4:45:53 PM

False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False

SMCoreContracts.SmAuth

False
0



CreationTime
ModificationTime
FEnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping
Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM
False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Failed

Never

False
False

Production
{SMSQL}

False
False
{}
Test
Group
3

False

SMCoreContracts.SmAuth

False
0
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3. f£A New-SmClone cmdlet M &R RAHINE &1 B oI T E1R 1.

LIRS ERRE BEMEE &M EIERE:

New-SmClone -BackupName

Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886

-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'
-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. f£F Get-SmCloneReport cmdlet & T £ E A BIIRZS-
R BIRRIEEFLL ID BT fERE
PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany.com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,

Sally DRAPER}

SmJobError

BT NetAppZ AT A

&) AER R TamE iaiE SnapCenter o PEIRERYH
EJZ?T_1ﬂE£$E

M RFRIF TR EE
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