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Review installation prerequisites and
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Install and configure the plug-ins
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Add databases and assign them to users.

v

Configure and enable CA Certificate.
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* Y48 /etc/ssh/sshd_config_ X LECEE E B P IIECIBE L. macs HMAC-SHA2-256 1 MAC HMAC-

SHA2-512 5
EBECEXFREFMEE sshd ARSS.
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* XTRAES

IR
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N 793E root FAFECE sudo AR, LU LU FERFRRYIAIE):

* /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin

* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl

TR

12

1. BRIEBLEERT Linux B9 SnapCenter 1HE 4 EH Linux £,

2. A visudo Linux LR LI TITHRMNE] /etc/sudoers XHH,



Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D NREEEIRERACUNREM AT WROR AT <202 /etc/sudoers X+

. "Irc/bin/olsnodes'<crs_home>
& =] LI M/etcloracle/ocl.loc_XHHFREX_crs_home_HI{ES
_linux_user_5& &8I /3Eroot A P IR K.

TR LAM*SC_UNIXHERAHRILAN XSO IREX_R BOFE_, &XMHHuT:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins ¥ 3&F0. TXT (30
FRSnapCenterfz 5528 LREEWindowsEHL L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)}&Ef Checksum. txt (0
ERSnapCenterfRFE 23 REELinuxEHLL)o

()  wrsREmrIRESRENSE,

79 AIX Z=H1HI3E root AP EZE sudo R

#Z SnapCenter 4.4 KRERARA, 3F root AP RIAREERATF AIX B9 SnapCenter {&H B H B apid i
E(ﬁﬁgtﬁ#ﬁ@%uﬁ M B93ErootF P B 131517, R A93E root AP ECE sudo AR, LURMHIT 2 ERFHYIA5IA]
* BEENRE *
* sudo 1.8. 7= E S hkas,
* YNRumask90027. iEHfRJavaS M EFRIPTE XHE A B 5550 R, BN, (EHLEATRERKK.
* Yg4E /etc/ssh/sshd_config_ XU EE B BB IRIERIBEE: macs HMAC-SHA2-256 1 MAC HMAC-

13



SHA2-512 ,
EHMECEXFEEMB N sshd kS5,

i

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* XTUAES -

IR

A0

[ 93 root AP ECE sudo PR, LURMXS LA TFEREEYIAIME:

* /home/aix_user//.SC_NetApp/snapcenter_aix_host_plugin.bsx

* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/netapp/snapcenter/spl/bin/spl

SR
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1. BRINEBELIERTF AIX B SnapCenter M4 AIX EHo
2. {§H visudo Linux SEERERELLTITHRMNE! /etc/sudoers XA,

Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ24:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty



@ MREETIGERACUKREM TR, MRS LA T 652 A N5 /etc/sudoers SXHH
. "Irc/bin/olsnodes'<crs_home>

& /] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BI{ES
_aix_user_zz ZeIERYIE root AF IR
IERTLAM*SC_UNIXBEEERIRFN txt ST FREY_ K IFNE , ZXHEAT:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins & 3&F0. TXT (40
R SnapCenterfREZ 28 L& EWindows EH L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)f&Eff Checksum. txt (40
B SnapCenterfRSEZ 8L EEELinuxEHL)o

()  irHIRERERECRENSE,

ZIEEATF Windows B9 SnapCenter {EF RN EHER

+

=
& EIEATF Windows B SnapCenter e 2R, ENAB—LEERHNENRS
B RMREFEER,

H#

g ER

BRIERS Microsoft Windows
BEXSIHREANEHESR, B2N "NetApp BI21E
MERIA"

FAH1LE SnapCenter #H{4HIE/)» RAM 1GB

FH_E SnapCenter I R/NLEMBET(E 5GB

TN E R BBV =B H T logs X
PR nEFERRE. FrRrAE=EE
@ BRIPBYSEA B EM BHRRIPIRERIIT
KM=, WFRLEEBHIHETE, N
FeANmEETHERFIRBEE.
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= R

PREBVERHE * L18.0.5FFKBY.NET#Z BHEFTBE4RHY.NET 8
(EZINER

* PowerShell#Zi027.4.2
* Java 11 Oracle JavaflOpenJDK

BXEXFRANRIER, BSM "NetApp E2(F
MRITA"

MF. NETEMSERERIRFMES, BEH W&

BlinternetEZMRE R4, SnapCenter ALhI &L
K. "

ZIEAT Linux B9 SnapCenter (G54SR N EK

ELLEIEAT Linux BY SnapCenter {4 E 281, BB —LEEXNFENRSGTIE
MR EEEXR,

= 3K
BRIERR + Red Hat Enterprise Linux
* SUSE Linux Enterprise Server ( SLES)

BEXSTRRENRMES, BEN "NetApp BIR(E

HRIA"
F 1L SnapCenter #H{4HIE/)N RAM 1GB
FH1 L SnapCenter G R/NREN B ETE) 2GB

SN B BRI R =8 H@ET logs X
HRGIEFEEERE. FTENEETER
@ BRIPH LA E IR R IPIRERIT
XMB. MRLEEBAMEEZTE, N
ReRRIIETHIRECIERE,

[Zies: LY E R D) Java 11 Oracle JavaflOpenJDK
NRENRE Java ARFNIRIARA, MR
Ivar/opt/snapcenter/spl/etc/spl.properties HY
java_home JEIIZ B N IEARY Java hRZASFIER R,

BRZZFRANRMES, BS M "NetApp BiR(F
MRITA"
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F3&EFF1BM DB2/JSnapCentertfiffi& & Z1E

SnapCenter R EHEX SnapCenter 2{ERVA P #1TH DRI, ENEIERTFRE
SnapCenter {48 EHE R BT X EIBED Windows X4 R G HRITEHIERIFZIERE At

o

*FUES
* Linux £

W IUKETE Linux EH LR EEHRIERE.
79 root AP AR sudo tXPRAYAE root AFIRERNE, A ReLEMBaEHIEIE,

*ERERE: * BATENEINMLEEEE, EELA Linux IRFEE, BREREEETHRM SYM 25
, EBEENMREEGZAIIZERE.

* Windows F#1
ELREGEEZE], BHIUIEE Windows EHE,

T EREEANRIKERE, SENTZEENNEREGRNR.

MRENBNARARET RE, AERFRITEET2EERR, NyAEDNILAF & DR FANED
R,

PR

1. EEMSMERT, BEIRE "

2. TIRENET, BEHFE.

S BECHE,

4. ERENED, BELEREMENESR:

MFUEFE ... 1R1F
RRERZTR BMNEIERR .
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MNFUFER ... 1R1F
BR& WMANERTEMEIERNAR 2MEE,.

c IEERNEERANTEARR

IEEERESnapCenterififr R ZL LR EIR R
HEBRANEARRE. AR RIFERNEMIER
7.

o netbios\username

° 13y FQDN\username_
* FAMEIER ((NERTI(EH)

WFBFIEEANRSG. BEEER

#ESnapCenterfliff IR A LN EXMEIER,
MRAMAF K, EBRANKERENRSE L
BRTRPIpIEEGIThEE. WelLIEERE T4t
BERANEMARKS. AR &FENERE

N username

RDEEBRERNGIS(HRAS(). FRfE
FR/NF(<)MRBINS(! ) BEFNFS, i, ),
F<! 10, /hF10<!  EIRE 12,

= BWNBTBQIIEAYZRE,

B{HIOIRT ERBEFERN B HI0IEE.

&£ sudo R WRERIE root BFEIEEE, 18iEP * 6 sudo
R * 8%AE,

@ {GERTF Linux BF,

S BEH*HE "
TRERIRER, EREFET " BRMiAR " TER AR A ADE TR,

7 Windows Server 2016 s{ES k4~ LECE GMSA

83T Windows Server 2016 i EShs, ErILICIRAIEERSHKS (GMSA) , LUE
MZ Bk~ BB IRIRSZ K 263,

FFHaz Al
* BN EA Windows Server 2016 5 E S kR A Hs 55 22,
* {&171Z3%E —1 Windows Server 2016 S{E S hRASHIEN, ZEN AR R
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TE
1. BI—> KDS 1RZ5H, LUEN GMSA RS NI RERM—HIZEE,

2. JFEME, M Windows iFiFHI2iEITLAT A< Add-KDSRootKey -Effectivelmmediately
3. BUERFIACE GMSA :
a. U THEEER P AN

domainName\accountName$
.. AARTMITENIR.
.. ERNINIEIEIBEFALIE cMsa o

f5gn.

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

15T “Get-ADServiceAccount’ B LUIIEARSSHK,

4. EFHN LEE GMSA :

a. 7FE(ER GMSA kP #IEH] £ Windows PowerShell B Active Directory 1&1R,

Hitt, iEM PowerShell iz{T L T#<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. ERIEMN.
b. fTEPowerShell i $IRRAABEITU TS, EEN LELZEGMSA: Install-AdServiceAccount
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<gMSA>

C. BITUT&H<. WIEEAMGMSAMKF . Test-AdServiceAccount <gMSA>
5. AEHNLERER GMSA HEREENIER,
6. iBZ7E SnapCenter R 25HIEE EEER GMSA 1P 350 Windows E Ao

SnapCenter fRS3 2B RKEEN L REFEEEN, HEELEIEAHAE, F8ER GMSA KRIEIRSERIK

o

Z3EE A FIBM DB2#YSnapCenteri st
ANENHEZRRZEN LR

B IfER SnapCenter FNMNENTEAMEN, ARLEBIREE. XEMHBAFZBD)
RETZIEEN Lo ERILUN BN ENBER AN ENH REHRF IR B,
Fiaz Al

* SNRSnapCenterfR55 28 ENANRIER S JIWindows 2019, MM EHAVRIERZ SIWindows 2022, NIz
AT R(E:

° A& EIWindows Server 2019 (IRERFAZPhR417763.5936) K F = hrds
° A& EIWindows Server 2022 (121E RS A EhRZS20348.2402) 3% Eia b A
s BN ERA BB R R EMEMENRNAGHAERF, 530 SnapCenter EIER AT,

* 7 Windows Al EREMHHA, MNREIEENZIEAEZHNEN, NEBFRBETAMIIEHERAR, MWHHRIE
FHLEEHH UAC,

* R HRE B PATIBRSS [ETEIETT.
* EEXEEaEXEREINNESR.
* NREFERNZAHITERSK, (GMSA) , NINEREENREE GMSA

"EWindows Server 20163 E S hik4<_tIBM DB2EC B AL E RS MK

XFUIES
* f&RBEXE SnapCenter ARSB 23 1ENIEH ENAMEIS —1 SnapCenter fRFE 28
g
1. EEMSMEES, 2E5* EN S
2. IETRER B B Bk * SE M ¥ TR,
3. BEHE A,
4. FEENDUEA, HATUTRIE:
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O IEEFEBRRENMGE I, EEERENEMT.

6.

NFUEFE ...
E]Esid

ENH

iR

* Windows

* Linux

iEFTFIBM DB2MIGEH R ETEIBM

@ DB2EFPHEMN L. ZFEMNATLL
I FWindows& 4 L. tHaI LI
FLinux®&%: k.

BANBEENR. WMATVNHNTLREHZ (FQDN
) B IP #ilit, SnapCenter BURTF DNS BIIEHEED
B, Altt, REBCERHEN FQDN .

G ENRIER MR EE. RREOIAIT
BRENEEEENR. BXFAREE, BEREXE!
BEENER.

ERILEB R E T RENERER M LS REES
KEERIFAEE,

@ FRESMHIIER R SRR
SHEENENLERTE,

{EFAREST APIR & FDB2MIRMEAT. TSR AE#493.0, g0, db2: 3.0

(FIik) B * EEEM
MNFUFER ...
(|

1R(F

REBRINRAOSHIEEROS. HAHEOSH
8145, HNER SnapCenter fRSZ 8L EEHE NiwO £
, MizimOSEERARIAEO,

MREFhRETHRAAIEETBE

() xO, numsEERnEn, &
0, BN,
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MNFUFER ... 1R1F

TERER & FIBM DB2BYIE AL 4E7EIBM DB2E P HLEA
Eo ZENMTLUIFWindows 2% E. BRI LU
FLinux&% L,

* 3 FERTF Windows BY SnapCenter fE{4R {4

B, BRIAEKEN C . \Program
Files\NetApp\SnapCenter » S8 a] LB E X
1z

110

* }FIEATF Linux B SnapCenter {4,
ZRIAERR A lopt/netapp/snapcenter . &AL
BE X,

B RERIICE MRECFoheERMT, HENRRIEENESHE
REBAEFNER, HEFUIEIEE,

ERAILERSIK, (GMSA) BITHRMRS XF Windows 41, SIREEAAILERSK, (
GMSA) EITHHRSS, FiEIbERE,

@ RUUTHEIURH GMSA &7R:

domainname\accountName$ o

GMSA X R{E&HF Windows Y
©) SrnapCenter IG5 098 R I

e}

- BEHRER Y,

MRRIEDHIFTUCEEE. MESXENHITIIE. UHIATHNEEHELEGEHNER, BMET
i8l. RAM. PowerShellhitZs, 1RIBRMEERILIETNETARA. {iIE(FFWindowstdEF)FJava 11 (XF
FWindowsHLinuxi@), INRFHERMEEKR, WEERENNBEIRHESERS.

MR FHIRSHETEIZH RAM 8%, ErILIEHH{ITF C : \Program Files\NetApp\SnapCenter WebApp
B9 web.config X LUMERRERIAE, WRIEFIRSHSEHERX, MHAEERBIER,

() fEHARES, MEBEH web.config X, MAARETEHRFN A LM,

SNREMEED Linux , BIIEELN, ARSEE * WIAFHRER "
AEEBLER, BNEIESEEFESITRIES.

() EvEssiSEE— ARSI SnapCenter FIIA TS, tOATHITIEAMIT,

BT REHE,

o 3 FWindowstfff. REMALKBEEMTF: _C: \Windows\SnapCenter
plugin\Install_Windows\<JOBID>

o MWFLinuxiEifF. REHEMT: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-in



Install_Linux.log <JOBID>. A4kHENITF: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-
in Upgrade_Linux.log <JOBID>

SeRRfE
MREHLKE|SnapCenter 6.0 EShrAs. M BHRIDB2E FPerldVEH I8 Mt G4 AR SS 28 LEE

£/ cmdlet £ ZMNEIE TN L ZEIFEAT Linux 5 Windows Y SnapCenter {46

& B LIER Install-SmHostPackage PowerShell cmdlet £ %A LRI ZEEAT
Linux 8¢ Windows Y SnapCenter 3&E {44 €1,

a2 Al
BRHNEEBELEIEFREENES N EURERMERRNRNEAF 5 %ERE SnapCenter .

gl

1. BahPowerShell

2. £ SnapCenter fR5328 41 £, {#A Open-SmConnection cmdlet I &%, AFBNER.
3. f£A Install-SmHostPackage cmdlet HIFAESIHIEZ N FH LR EIIE R

BX05 cmdlet EE5FERANSHNRERBIESR, F@EIETT get-help command_name FR3IREL. THE,
W ATIEE " ( SnapCenter {4 cmdlet 2&15/) ",

NREBFohREHEYS, FETERIEEVEE HELEBAEFNER, NeTLUEER -skipprecheck 1,
4. NITIERENERE,
FEAmLITREELInuxEN EREEHFIBM DB2ESnapCenterififf

&R {FEFESnapCenter A - R E (U R E1EFH FIBM DB2##EEZERISnapCenterfiiff, tIRE
BIFIR AR A 1F M SnapCenter UBEIER &G MAUFEAGFLSITRE(CL)EEHISIER
S ER R T RIS AT IBM DB2EUEZERVHEM

FaZ Al
* f&N7EIBM DB2% P imFR7E RS P Linux A £ % 3=1E A F1BM DB2EHEERVIEMH -

. %E%EFHEFIBM DB2#i#EZERISnapCenterfifF BILinux ENATUH B HEXBVEREF. HIBEMIRERAE

EREMRTAR (IMT) 888XTIZHFRENENER.
"NetApp BigfEMRTA"

* & TFIBM DB2#UEZERISnapCenteridifF 2i& B FLinuxfISnapCenterdfiF S B —E0 9. EREEHT
Linux By SnapCenter G281, B EE Windows FEH_EZREE SnapCenter .

XFIAES
INRAKRENSH. WEERAFIAMERESnapCenter,

p
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1. F&A FLinuxBYSnapCenteriifF iR B REE X (snapcCenter_linux_host_plugin.bin)MC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE #l|Z| B & 3EE T IBM DB2AYE AR .

BRI LAMEZEE T SnapCenter BRSZS 22 EAIAEILLER R,
2. ISR, ERIISHREXHENER,

3. EEIEM: path to installation bin file/snapcenter linux host plugin.bin -1
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -dport T8 SMCore HTTPS i@{Siw 0o

° -dserver_ip 8% SnapCenter AR5328 IP H#ulit,

° -dserver HTTPS_port &% SnapCenter fR5528 HTTPS i,

° -duser_install_DIR $§EELZIEA T Linux BY SnapCenter I EHFHRGENE R,
° DINSTALL_LOG_name 183 BEXHHIE R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. 4mi8/db2/neto/snapcentre/SCC//etc/SC_SMS_Services.propertiesX . ARG MMplugins_enabled
=<installation directory>: 3.05%{,

5. {8/ Add-Smhost cmdlet FPRES G ENVLRNE] SnapCenter AR5 25,

BEXA5RSESFEANSHAERBENGES, FBEIETT get-help command_name R3KEL. HE, &
ALBE " ( SnapCenter 4 cmdlet 2F5R) "

BITERFIBM DB2BEH L ERE

TR UMERIE L TE mT SnapCenter P EINRERE, ERIEFENEREHE
LA TE R ST BYEY B SRR B 7L IR

RFUIES
FEMRMSERERLTTE £, HEmgErREs:

T O e
BRI
* x XK

EEMEHINES. HERTHRESMIEASE
D BEHA
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p
1. EEMSMERS, BE 8T
2. 7 * iz TuEH, BE Rl
3. fE*Jobs* TiH, EILIRFIRIUENTIHIESHLEIRIE, BRITUTRE:
a. By * fimifkas * o
b. wJik: fEEFIEFLERBH.
C. MEEERITHIRER, HHF * iR
d. MRS THIERSES, ERRERT.
e Bf*NMA*
4. ERREMFIVHBE FMAER * UEBRRIFHES.
o FE * RIFMER * UEF, BEHrEBEEHET .

BCE CA LT

4pk CAIEF CSR Xff

ERILUERGERERIBER (CSR) , HRAEEALERD CSR MIEHMAHNIE (CA)
RENBIES. ERRER— 1 XEKBETREH.

CSR B—MEIXAR, REARIGEBHRIIEURBE S CAIEH,
(D CAEHBRSABSARENAELHI0T2AL,
BREMCSRIGIER, HBM "MFALER CAIES CSR X#

@ WREIA (* .domain.company.com ) & 4 ( machine1.domain.company.com ) HJ CA
W, MalABGE £ RE CAEF CSR X, ERILUFER SnapCenter ZREIH CA IEH,

WFEREE, CAIIBPMNENERZIR (FBIEE FQDN) UNKENMNENRZ. EFEGERHZA], BTLUE
TEEFRAEZEKZT (SAN) FEERFEHMIIGIER, MFBEFIER (* .domain.company.com) , IIEPHE
P B EENFE EVR.

S\ CAILEF

s fERA Microsoft BIRfTHIE (MMC) 3§ CAIEBSFAE SnapCenter ARS5 2841
Windows FEHEHA.
P

1. %3 Microsoft EIRIZTHIE (MMC) , ARFET * XM * > * A0 / MIkF Snapin *

2. IR MPRERR TEOD, EF D, AREE *FM S

3. MIEREEREITEOR, &EF * IHENKF, ¥ %W, RERE*TH .

4. BE * IFHISIR * > IEP-AHITEN * > * AERIEBMANE * > * i\
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o ARBEHME " AIERIEBMANE ", AEEFE * FIEES * > BN UBHRARZ.
6. EWMES, WM.

FtRFEOF ... HITLATRME ...

SAHLEA VR Z R, |SAR, ARRE T T
SAXHER RHETEMER; Bl T2 *,

Zeft EEZATRURIERRMEN, ARRE T2
EERRIERSNES EEWE, ARSE T RSN

() SAEBESHPESE—EEROERN o pix. o p1281% p7b)
7. 3t "Personal" X+ REELSE S5,
IR CA ETIEL

%%?E‘éﬁl%}ﬂ?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?f\‘}%o RN EERENEERBIL AR ITERYE

B
1. 72 GUI EHATUUTR(E:
a. WEHIMEHo
b. fEIEPIIFER, g FMAEE  ETF.
C. RENFETIR, RAREE - HIEE
d. MAERRE Hil+7E HIF R
e. MR+ EBIEZ BT,

Flan, WSS "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MEMIPRTAE G
, ¥EB8UEH "a909502dd82ae4 1433e6f83886b00d4277a32a7b" o

2. M PowerShell $11T7LL Fi21/E:
a. BITUTHLUSIEBEREEPIIES, HiIZTIIMIFNRITZEMER,
Get-+ I -Path Cert : \LOCALLMACHINE\My

b. EHIHELL

£/ Windows EAUEHARSECE CA IEP
&R {E B Windows FHIEMHIRSECE CAIEH, LUBIEEZENHFIER,
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£ SnapCenter fS528 IR EZRE CA IEBRIFABE RS EN LHITUT TR,

p
1. BT T8 <, MIFRS SMCore BRiALBC 8145 MIBIEBRLHIE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fBen:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITU TS, BRENIERS windows FEANIEHEARSHE:

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

a0

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

#ZLinuxEA41 L} SnapCenter IBM DB2iE {4 ARSEZE CAIEH

BNEEBEXBAERAEREIEBIERN, IE CAILEH, NEEXEHEEFMEECE
REFRIENES, Hi§ CA ZZEANECE N SnapCenter BE XEHARSSBY B E X I
fHEEEME, LUBUEERERIHFIER,

BE MIGEHERNXY "keystore.jks" , ZXHALTF /opt/netapp/snapcenter/scc/ etc , [EIBYR{ERSEFEFZH
=fi#o

BB E XA BARERN S AR EEERR CA EREAWAIFZ

p
1. SR LM B SGR AR ER XA PR B E XA R AERIA ARG,

T 5% A "keystore_pass" X MHAIE,

2. BN AETN:
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keytool -storepasswd -keystore keystore.jks

. FBEAEDIAR BFE R RNES BN R R EERRERE:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties XY keystore _pass ZAEFERAY,
3. BEREFBEEMBMRS.

()  BEEEmeEOEnm S REANRE %S BRI,

BARIEB st RiElERECE A B E R EEEE
BN HRARRIE B RIEBEBEE N B E A HEEFE.

T

1. e BEXEGEHAENXXHEIR: Joptnetapp/snapcenter/SCCletc.
2. B "keystore.jks" o

3. FHEAERRIMEER:

keytool -list -v -keystore keystore.jks
4. IR ERES:
keytool -import -trustcacerts -alias myRootCA -file

/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBSFEIEREEN BE X EHEEEEEERB RS,

()  EEsERIR CASES, AEERNGRIE CA TS,

¥ CA EZEAMEE B E RS EFME
TWROF CA ERBAMNEE N BE XEHEEEE.

-
1. SMMEEE B8 E XEGZAE /opt/netapp/snapcenter/sce/ FRIX {43
2. BT "keystore.jks" o
3. HIHERAERRIAYIES:

keytool -list -v -keystore keystore.jks

4. ANEAEBMBINAEERN CAIES.
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keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2?2 -destkeystore keystore.jks -deststoretype JKS

S. HIHZREARERRMAVES,
keytool -list -v -keystore keystore.jks

6. WIIEPERSEE5ERNIIBAEPFH CAIEBHHAHIE,
7. %79 CAIEBARIMFATAZE S E LN E AR,

BIABEXIEHZIRERZE agent.properties X{EH 4R keystore_pass FIfE.

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

IR ca IEBHRIFIRRK, FEBEETHRIUGTHFR ( " ",
), EEEBENEREN:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EBECEFIZ.

R#EZR4A SCC_certificate_alias Bl {E,
8. ¥ CA B REAMNEENBEN N EEEMREENBIRS.

79 SnapCenter BE X AL EIEHBHCEYIZER ( Certificate Revocation List , CRL )

KXFIES
* SnapCenter BE XIHEHIFETECER B RPIEER CRL XftF,

* SnapCenter BE XIEHFHY CRL XHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

TE
1. B LUEAZEA CRL_PATH {&ER#1EH agent.properties XHFHHIZRIAE Ro

TR ERPRESZ N CRL XfF. RFEFRIES N CRL WIEENBIES.

7ZWindows X4 L A1SnapCenter IBM DB2iH {4 IR EZEZE CAIEP

BNEEBEXBMEAENREIEBIEN, IE CAILEH, NEEXGHEEEFMEEE
MRECHRERES, FHiF CA K% MAXECE AR SnapCenter B XIEHARS I B E X i
HEEEME, LUBUEERRAVIRFIER.

BE MGG RN keystore.jks , ZXHLTF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FERYREREREFMENZRFHE,
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BB E XM EAERNER AR IEEERR CA B2 ERNWEIZHZ

1. BT UM BE XSG RIER M XA R B E XIE GBI ERRIAEE,
Z{E5 key_keystore_pass_ $EITN,
2. EHERAERD:

keytool -storepasswd -keystore keystore.jks

@ WNRE Windows s LIBTRATATIEIRF "keytool" 65, 1B keytool fp R N HTTEE R

2o
C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAEDIAR BIPTE R NEL BN E A EEANERZE:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X1+ keystore_pass ZEHEFHEREH,

4. BRI EERBMRS.

()  BExEtmREoEnm S REANEE X5 E HRIEE.

BRIEB s RiENEPACE A B E X G EEEE
R A HREARVRIE RS RIERERECE 7 B E g EEFE.

1. EfMEEEBEENEGZEARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

2. ¥ EIX 1% "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks
4. IIARIEFEHEHEF:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks
S. BRIEBHPENEREE N BE XM EEFEEERBRS.
() EEsERIR CASES, AEERNGRIE CAEH,

¥ CA ERFANECE N BE X EHEEFE

TR CA ER2BAXNEE N BE XEHEEFE.
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TR

1. SMMEIESBEXIEHSHZAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc HJ
X ¥

2. B keystore.jks o
3. §IH B AR INAIE S

keytool -list -v -keystore keystore.jks
4. AR EEMAF LB EAN CAIEHR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FI| SRR PR INAYIE o
keytool -list -v -keystore keystore.jks

6. WIIEAERSEE 5 ERNEZAESIH CAIEBHMAHIE,
7. ¥ CAIERRIMAFAIAZ RS E N TAERR

BIABEXIEEZREZE agent.properties X{4FHZZ$A keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

8. M agent.properties X CAIEBEERZ,
RIEZ4$A SCC_certificate_alias BH#fItb{E,

9. ¥ CA BREANEENBE G EEFEEERB MRS,

79 SnapCenter BE XIEMHEEIEBHGESIZR ( Certificate Revocation List , CRL )

KXFIAES
* BETHAEXCAIEBHNEMCRLXH, ES M "tNEEH SnapCenter CA IEHBFANEFBHUETIZRSH",
* SnapCenter BE XIHEHIFETECERI B RPIEER CRL XftF,

* SnapCenter BEXHHEHFAY CRL XHHEHABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

g
1. e LUEA %A CRL_PATH {&IRF1EH agent.properties XFHHIZRIAB Ro
2. A LITE LB RHPHE 21 CRL X1,

AFBRIEE CRL BIEE NBIIEH,

FEMHEA CAIES

fERI{E SnapCenter BRSS BAABRIIEM ENPEE CAIEBHIE CAIER. B AN
&R CAIERIIE,
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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£ SnapCenter BB REFETRA " Al BFEMR " 3 " F7E NetApp =i £ "o

* FHERGR N EME—RTY.

SnapCenter R ZHFEARRIEE L ERAHERBZITNZ MEMER S, SnapCenter TIEFNENMEREAAKEHNEER
ME—AY 2 FRFNME—AIERIE LIF P ok,

TE
1. 8 #H*SnapCenterPS* LB EhPowerShell Core,
2. {#F Add-SmStorageConnection cmdlet SI2 572 (& R RIFTIERE,

PS C:\> Add-SmStorageConnection -StorageType DataOntap -Type DataOntap
-OntapStorage ‘scsnfssvm’ -Protocol Https -Timeout 60
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3. f/A Add-SmCredential cmdlet 8| EFHE1E,

I35 BRAN{RIfSE A Windows EESIEE R /I FinanceAdmin BYFTEHE

PS C:\> Add-SmCredential -Name 'FinanceAdmin' -Type Linux
-AuthenticationType PasswordBased -Credential db2hostuser
-EnableSudoPrevileges: $true

4. ¥41BM DB2i&1E ENAINEISnapCenterfR 55 28-

3FF Linux :

PS C:\> Add-SmHost -HostType Linux —-HostName '10.232.204.61'
-CredentialName 'defaultcreds'

3+F Windows :

PS C:\> Add-SmHost -HostType Windows -HostName '10.232.204.61"
-CredentialName 'defaultcreds'

S. FEEN ELEREEFIERFIBM DB2BYSnapCentertfiffo

3FF Linux :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2

3+F Windows :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2, SCW
6. & ESQLLIBRIEEZ,
3 FWindows. DB2AEHIFERSQLLIBXHFKAIERIAERTZ: "C: \Program Files\IBM\SQLIB\bin"
NREBBZEARRZ. BERUTHL,
PS C:\> Set-SmConfigSettings -Plugin -HostName '10.232.204.61"

-PluginCode DB2 -configSettings
@{"DB2 SQLLIB CMD"="<custom path>\IBM\SQLLIB\BIN"}
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BXA5 cmdlet EEFEANSHMNEIRBIEER, v@TIETT get-help command_name RIREY, &, &t
AILIBE " ( SnapCenter B4 cmdlet 2E5R/) "

F{HDB22EUIEE

I BIEEFEEFES SnapCenter IRS58FEILERE, HFMAIR, RINKE, QIREHRRA
M&ED-

it B
- ENABOIREHE,

* MNREBHHEZREFERE SnapMirror XRZHEIR, MDELEMEEFE ONTAP BN EHE "
snapmirror all "R, 1BE, MREFEAMI "vsadmin' " A, MAREE " snapmirror all "4F
™o

* XFETFSnapshotBI SN ENRIE. IBHIRFIBAF BUBES BB L T AR,

* X FHAFquibfiR. SnapshotflunquilfiR 1Z1ENVFIGEHR<S. EMBEE U TEREREXEMSEBL U TIEHE
WM TSRS

> WindowsEH1_ERIBRIAGIE : C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed _commands.config

° LinuxEH_ERIBRIAGIE . /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter

() mEeSTRAREERERS, MREBEK.
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p

1. EEMSMEERP, EF Resoles*, AEMFIIRAIEZFENAVEMS,
2. EHRRIEF, RIEZREEM * 1B * FhFIRP LR R

EiRpd, AREEENAMBREBUMER R, A, ERILIEE g XAMHIEE &R,

3. EEBREMNHEIR.

4. EZBETUEL, EFE I FSnapshotBIAFEHBEE X BIMER*, REHMNEHRTFSnapshotZFREIEE X
B IR

5140, customtext_policy hostname 5§ resource_hostname . ERINIER T+ SnapshotZMin—
B i8I &

o ENARFIRETET, HITUTEE:
o R EI RIS B M (T
RIEFESA—HEAEED, HHRITUTES:

HFUFEL ... 1B1E

Z1F "Consistency Group Snapshot" $#{ESERHY  FEF L2 "o min*Uig H&B”?EET’FEEEE’J
Bl *%lﬁlﬁlﬂo B2 =5%, hE=7F, T =
2 WAFL @5 e ISR TR AT B S R IR B WAFL —F,

° WEHE*Scripts* Gk FIEITRTEHME. REBMBUHEHMEIR(EBIPREMPOSTE <,

B I REBHRIEZANETT PRE 68, FIRMEMIZASHI S EEMRIZSTE SnapCenter RS 23 7

1517,
c MEBEENXEES K, RERMNERILFBRNEIEELFIERNEENXEX,
1#E3F*Snapshotglds T B *&73k LUEIE R F 6 Snapshott T A :

MREHFE ... RE...
SnapCenter A R ETF &R F IR 3R * NMEAXH RS —EUER SnapCenter *

o

SnapCenter LAEAIER FWindowsBUEHIEX  i%ETF * EAEXHRLA—HIERY SnapCenter *
HRABET—BIE. FAGLIESnapshot

USRI 85 < LABIZE Snapshot wEEAMr AR L EIESnapshot,



—© @ : : s

Mame Resources Applcation Settings Poliches Motfication Summary

Backips =

BA Enable consistency group backup

Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
0 Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

&

Snapshot Copy Tool

6. FERBETNEF, FITUTHER:
a. MTHIFIRFEE— PRSP R,

@ T s E-RolERE
ERNEERBBECEITRIER DR, R HEE RE&.
> HEEREITRITID. NEREHNERER T
C. £ A9policy _policy_name_ ANt XIXIEER, EEEZITR, FAFERE OK
policy_name EFMZEHRBERYZ R,
BECE TS 51E "applied Schedules" 5/,
7. TEEMTIERY * BFEMEE IR * TSR, EREREBFHENTR,

TEER IS TE & AFOU A B F Rt AR BB F R /0, tboh, ERTTE *1RE * > * 2/IkE *
hEIE SMTP,

8. BEWE, AEEE T
LB R B R 2RI DTE,

. EFILENED*S
10. FEGTES, FITUTSE:
a. IRWRFNAT SRS, BN * REIE * THITIRPERERTEHRIRE,

MRALFEERNRBSEOIRIRER, NWRFEMFREBEATVREEENRBIREHEITR
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=93]
EHo

b. E#ZE * & *
M. BE ~ I5E > (Rl * DUSIRIRIEHE,
° T£ MetroCluster ELEH, SnapCenter AJRETC;ATE MR RIQNENRIPX R,

BXER. BB "MetroCluster P& T/EK N SnapMirror 3 SnapVault X&R"

PowerShell cmdlet
T
1. {8 Open-SmConnection cmdlet FIEEAF /B&I5 SnapCenter fRZ23MVIEEZ=IE,

PS C:\> Open-SmConnection

BT 2R P R AR R T
2. fFAdd-SmResources cmdletFRINFEHERo
U TFRBIZRT 40fEARIN1IBM DB2SE!:
PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Instance -ResourceName db2instl -StorageFootPrint

(@Q{"VolumeName"="windb201 datalOl";"LUNName"="windb201l datall";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\"

3 FDB2EIERE:

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Database -ResourceName SALESDB -StorageFootPrint
(@{"VolumeName"="windb201 datalOl";"LUNName"="windb201l datall";"Stora
geSystem"="scsnfssvm"}) -MountPoints "D:\" -Instance DB2

3. {5/ Add-SmPolicy cmdlet Bl & 17 5B,
4. {#£/ Add-SmResourceGroup cmdlet fRIFZ RS [A SnapCenter AN IR,
S. {#F New-SmBackup cmdlet BEhEFrIE 1D EL,

IHERBIERT A& ZIRA

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with Db2 Resources' -Policy db2 policyl

U RGP DB25L4:
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C:\PS> New-SMBackup —-Resources
@{"Host"="10.32.212.13";"Uid"="DB2INST1";"PluginName"="DB2"} -Policy
db2 policy

U TR EHDB2EER:

C:\PS> New-SMBackup -Resources
@{"Host"="10.32.212.13";"Uid"="DB2INSTI\WINARCDB"; "PluginName"="DB2"
} -Policy db2 policy

6. £/ Get-smJobSummaryReport cmdlet WIZEIIRES (IETEETT, BEmIEK) -

PS C:\> Get-SmJobSummaryReport -JobId 467

SmJobId : 467

JobCreatedDateTime

JobStartDateTime : 27-Jun-24 01:40:09
JobEndDateTime : 27-Jun-24 01:41:15
JobDuration : 00:01:06.7013330

JobName : Backup of Resource Group

'SCDB201WIN RAVIR1 OPENLAB NETAPP LOCAL DB2 DB2 WINCIR' with policy
'snapshot-based-db2"

JobDescription

Status : Completed
IsScheduled : False
JobError

JobType : Backup
PolicyName : db2 policy
JobResultData

7. {8 Get-SmBackupReport cmdlet Miz& M EIFMEE, HIUI&E% ID MHHDBFR, LUBITIRRS
TEPRIRE,

47



PS C:\> Get-SmBackupReport -JobId 467

BackedUpObjects {WINCIR}
FailedObjects {}

IsScheduled False

HasMetadata False

SmBackupId 84

SmJobId 467

StartDateTime 27-Jun-24 01:40:09
EndDateTime 27-Jun-24 01:41:15
Duration 00:01:06.7013330
CreatedDateTime 27-Jun-24 18:39:45
Status Completed
ProtectionGroupName HOSTFQDN DB2 DB2 WINCIR
SmProtectionGroupId 23

PolicyName db2 policy
SmPolicyId 13

BackupName HOSTFQDN DB2 DB2 WINCIR HOST 06-27-
2024 01.40.09.7397

VerificationStatus NotApplicable
VerificationStatuses

SmJobError

BackupType SCC_BACKUP
CatalogingStatus NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

PluginCode SCC

PluginName DB2
PluginDisplayName IBM DB2

JobTypeld

JobHost HOSTFQDN

BXAS cmdlet ERERANSHLERBARNES,

BI@IdIB1T get-help command_name R3KEX, &,

B eI LBE " ( SnapCenter Zi{F cmdlet ;’*%?Eﬁ» "o

B HRIRA

RRARENLH—HRE IR, KRR FRAPEX BB ZRRITED IR,
FraZ Al

* BB SIEMIIN T SRERBIZIRE,
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snapmirror all "R, BE, WREFERBZ "vsadmin' ", MWAFEE " snapmirror all " ¥
o
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TRILM " FR " THRFENRIRHL, WRFRAMM T REHEE TR, WRRETB#HITED.

p

1. TEMSMERED, EF Resoles*, FATFMFIRAEFMENAVEH .

2. ERRDIEF, M *E * FIRAERE ~ FHIRA *

ERILUBIERRETRANRRAB LR, RAEEFTICRERZRA vg. RE. ERILUEE Iy X7

fhiteR E Ao

3. FRRA TIETF, EREFMHNZRFRA, AFIEFEBack up now *

4. EEMNEDR, RITUTHER:

a. IRERKS I REESRIFAXER, BN * REE * THIFIRPERBERTEMRIRE,
RN RFBEMERNRBESEOITRIREK, NWRFSDFRENITRBEEENRBIREHTRE,

b. %% * & *
5. 3BT iEFE*Monitor*>*Jobs* S R 1EHE,

151 IBM DB2& {12 1E

e LUEA SnapCenterJobs ﬁﬁ”" TAREF D IRERH

SER Y (BB R B T IR IR

KFItES
UTEMMEERERLTTE L, HmENAHRIERE:

#iTHh
B IN5ERK
© x KK

EEREHAEE, HEET HNEEMHEAR
- o BHN
- o BEUH
S
1. EEMSHEESD, Bk~ K5,
2. {EMAETES, B Rl .
3. ML TIES, PITUTHE:
a. Bk M LIEATIR. LB GIRIE.
b. $a7E FFA AEAAN L R B 8,
C. I * KA FRIBIRD, HIE &+,

ErIEFENEHE LI
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d. M *IRE * ThIFIRS, EREODRS
e B * WA * UBEBBEMRINTTREEE
4. EFREMDEL, REET * FAER * UEEELFAREE,
C) REZMEIREER « , BUHEZRFEIIFAEERN, BB &0IRENELFT
ZNEHITHRHGFICEESES.

S. ERIFMERIESP, BEH*EBBEHE .
° KE E TN &%ﬂTLTLE*%{/FE,JﬁQH E o

7E"Activity" CETH) B R SIFIBM DB2EUEE _E ISR RIFIRIE

"SERD " AR ERRITRITHN R MR, 1A, EHERER BTN B EI BARIERIR TS
EHERETEXEN, TR, REMITHINSMRENES.

R

1. EEMSMERT, BE*RR*, AENFIRPEZERRES.
2. B BN "Active"(FEED) B UE R A &IE(E.

BEHEP—MEIER, “FUFAER TIPRTIHREFAER.

ESHIBM DB2BYE {012
1&0] UBUH B HEBAR B 1942 1E,

* MEENRE

© BEVHEIRME, B4 SnapCenter BIE RS IEIFIEENSHER

© AT LM * UEHE * TUE S ¢ JES) ¢ BAEUE SR,

* AR BERUHIEEITI TSR,

* {&B]LUFER SnapCenter B2 5E, PowerShell cmdlet @ <1TRESM T ECE &R,
* MFTEBCHRVRIE, * BUBEEL * AL FERRS.

* MRAECIRAGERT * ILAGKNFRIERSIIAIERF \ ANETEERTRFEMENER *, WAILUE
fER LA B BUEE ML 5 B HIA & (718 1F.

TR
1 AT g EZ—:

M ... 121F
BT a. EAMSMERS, BdEmiE* >Rl
b. WiR(E, ARRE * BUHMEL .
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M. 1R1F

EEEN a. BEp&EMIREE. BT "Active"(EEh)ERK L
BB B R RIEF,

b. BEFRIE,
¢ ERIFAERIIES, B BUHIRL *.

HRERARECH, HERRIGEREISRIBRT.

E£Topology I EFEFEIBM DB2&F {7 F1 7w

TEEEMNHRERRN, ErARIANUEL S AR REEFMEN _REHE LG &N
M2 EET A,

XFIAES

TR UEERRIANEFEEUTER, MREEMNREEIFEER_RFMHE (REEIEAFRRIZR) L7
Fo

EREFELAIRANEHNRERE,

EREASnapMirrorii Rt Z 1768 L B ENE D ERE,

EREMASnapVaultie R E — R 7 fiE EE RS D= ZIRE.

ETRHNEHHREEMN_REFETRFNED. fla, NREERRELIET 6 M&D, R
B4 &ED, NETRHNENHN 6,

© Qg ((l.

@ REFEREE LA RENRGEDIRER ERERIMIES, BHRIMIBRRREGERDIT
BAEERERENED.

EHRITTES, EAUERIATRERFRHFRANFIEENMRE, EUEEXESHMRZFAES
, AEEFXEE N E R TRIERIF R,

ps

1. EEMSMERS, 8E*FR*, AREMTIRPEZENER
2. EHRRTIEF, M HE * THYIRPEER RS A RSE,

3. NFRIFAE BN ERZRAFAESMEPEZFRR.

MRFRZRP, Nz EREERRNHAFNAE,
4. BEFRHEFR ", EEIFEN _LEE LIBNEHNRERENHE,
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HER8 2 RETF Snapshot@| 2B &0 e PEHY 22K
B BIF IR R BRI U B RERY T

WNER 1T T B A T SnapLockf&E 1, MEEH*Refresh*iZIERIFT MONTAPILZREAYEF] — £k SnapLockZ!
HAEtIEl, SRAITRIESRIF MONTAPK R EAYFEF] — 4k SnapLockE| EARYE],

MENARFRBRSHIESZSNE L. NEHDHISnapLock®EART IS 2 & HISnapshoti& BRI &
< SnapLockZ|HARTIE], MONTAP REIRIKAISnapLockEIHRRT 8],

BEEHIE, L Refesh RAARINEHREIFAES.
5. {EEIRRISMEN, $ETEERRIEMHNN &1 R T - UEEEHRTEAEAES.
B S URER R T,
6. WRPAEEN, AERTHBRIPEFUITER, SHEABRIRE
() ereEsaapBsREE EnEs,
7 MBEMRGIE, BEARTEERE, AEEE 5.
8. MRBIFNTHE, BARTEERIE, AEHE ;.

1R E1BM DB2
RERIER
REFMRE TEREIEMT, HITEFRER(EM SiTieE,

UTTERETR T IR TIE R ERIR |
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Define a restore strategy.

v

Restore the manually added resource.

.

Monitor the restore operation.

S ] AFoha TR A PowerShell cmdlet #1178 173, EEMTEIRIE. SnapCenter cmdlet ZEHF
cmdlet BZEE B &8 X PowerShell cmdlet BJIEAE B

" { SnapCenter X4 cmdlet £Z$5/) "(EX)

EE?E?J//J“DDE'L\/ %Tﬁ
&eTUE A SnapCenter M\—1MNEZ N F DRV E 23R,
FreG 2 /i
s BB &N E RS R RH,
s BB EUEER RN R IR ZRA S a1 EE R TR E &9 1E1E
5('J':.FLJ_H'J\ WEE. EHMHEG<S. EMETU TRELEXEGSEBTUTEGEN LM GsSFIFRSE

> WindowsE#H1 ERERIAIE: C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed _commands.config

° LinuxEAH_ERZANIE : /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter
() mEeSTIERREERLEHS, MEEEEY.
XFIES

* XFONTAP 912 1 KR ERARA. 7EERIIF2 - MSnapLockZfEIRER Bl 2y 5 FE R4k A SnapLock 77 i 2 HARY
B, 7FfEEE SN ESnapLockZIHARY (8] [5 FohiEIE e fE,
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1.
2.

10.

FEMSMERTR, B&* FZR ", ARMFIRPEFRBNRES
ARFET, REFEFREEM * B * FRHIRPHEZIR.

AT SRARLUREE, T4, EEHZRARIERELURRES.
C) BASHTRSTENRA, BETRN, CURERETRNE AR,

MRFFRARZERP, "FTRFEP " BERERMERSTIF, XATEEKRERAFAIRRF, HEZRIRH
HittA A &1

ERRR, JERE—INHRRE, AREFZAPH—PHR.
LB R B R Z IR FH DTE,
TEERAMNER, NEFERFH L GRESER) FHASDERE &5 .

EEIENER. ERENPIRNSS. AR T,

Primary Backupi(s)

¥ " H ¥
Rackup Marme I= Endd Diete
APrl T 865001 0003 201701 FR 060403 ER0T IS5 AN B

EMESEE"TIP, EF*Complete Resource*,

a. INREE*Complete Resource*, M=IRREIBM DB2EIRERIFTE EEEEHIES.
MR FBREESEDqtrees. MIEALLEE T gtreesiE IR EIXFRAISnapshotZ [ 8 ERISnapshotid
Eﬁﬂﬂﬂf‘? HETEME, Ltit, MRERIEMZFFITEER—TEWN gtree £, MIZZEFHB IR

EALEES D LUN .
(D mssm-2m, W, qree 5 LUN EHFTEXHEBHITR.

FiRfERiEY, MAZERITERELZ s TRR R FEHH 2.
FiREEREY, BMAEERITERELSIZEITH mount 1 post restore 7,
ERATIEAY * B FEPEEIRI * FHIFIRD, ERERIXB TGRSR,

IR THETE R AT N B FER At AR R F BB R, Ithoh, BT * IRE * > * £FIRE "
TUE LECE SMTP,

BEEWRE, ARBE TR



1. 8% * U6H5 * > * fRdk * DUAISIRIEMES,

FThlfE
[EYER NS HFESEE". ZAHTME, IWASERTERAT I AEIERIIDB2EUER,

PowerShell cmdlet
g
1. {8 Open-SmConnection cmdlet AIEEAF /ZEI5 SnapCenter fRBZ23HVIEZ=IE,

PS C:\> Open-SmConnection

2. £/ Get-SmBackup #1 Get-SmBackupReport cmdlet HE X RIEF 7

RIS ER NIRRT ERNED:

PS C:\> Get-SmBackup —-AppObjectId
cn24.sccore.test.com\DB2\db2instl\Library

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17

AM

RHIBRTAEX 2015 F 1 B 29 HE 2015 % 2 A 3 HEMHFARES:
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupld
PolicyName
SmPolicyId
BackupName
VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,

AppObjectld3"Host\Plugin\UID". ELFUID =<instance_name>XRTFEh & IMAISLFIE

@ JB. UID =<databse_name>Z&K R<instance_name>#UEEZF. EILIM Get-
smResources cmdlet $RXBX ResourcelD ,

Get-smResources -HostName cn24.sccore.test.com -PluginCode DB2

HRBIRR T IR M EF R R IR

Restore-SmBackup -PluginCode DB2 -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB01 -BackupId 3



LR B2 R T Sl A R AFAEE R SRR

Restore-SmBackup -PluginCode 'DB2' -AppObjectId
cn24.sccore.test.com\DB2\db2instl1\DB01l -BackupId 399 -Confirm:$false
-Archive @( @{"Primary"="<Primary

Vserver>:<PrimaryVolume>"; "Secondary"="<Secondary

Vserver>:<SecondaryVolume>"})

BX05 cmdlet EE5FERNSHNERBIER, FBEIETT get-help command_name R3IREL. T
&, BHEll&E " ( SnapCenter #ifF cmdlet B&35/) "

TR ME B ih & RV EEE
&R LAER SnapCenter N— BN Z P& IERIR RS EiiEo

FIaZ Al
* BB &N R RNARE.,
* B BEUE B RV R IR RE S a EEH TR E A& (R0
) 5.(7]3:1;5}??]']\ ERME. HEHMEHGS. SREd U TRENEXEHGSESUTEG N LRI LTIRF

> WindowsE#H1 ERERAMIE: C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed_commands.config

° LinuxEHN_ERIZRIANMIE : /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter
() mEeSTEAREERERS, MEEBEK.

KTFUAES
* WFEAIBEIR. SFSRZFFER.

* AxFFEE,

* 3 FONTAP 9.12. 1 X EEhRZAS. 7EIRETF2H M SnapLockfF &R Bl 22 A 7o f& 45 4k i&k SnapLock 72 B 2 EART
B, fFMEEIERNTESnapLock I ARYElEFohEIETa %,

ps
1. EEMSMERS, 8E*FR*, AREMFIRPEZENER

2. ERRIEF, RIFFREEM * 0E * ThFIRPHER R,
HEBP R B R FIRIAR SRR, A, KEXBIZFIRAMREE LUASIRTS.
@ SR AT NENRRA, BEERE, THIERERRNENHER.
)ﬂgi{iﬁﬁ%f&ﬁﬂj, "ARRP " BETRERERSTR, XAREERERFEAZERP, NERRAHMA
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3. SRR, WAE—ARA, REERRARN—ER
BRI R R AR BT

4. TERREAMEFR, NEFERAH LK (RESFHE) FERFADEE &5

EERNER. ERENPERENSS. AE2E T,

Primary Backup{s)

v " % B
Backup Marns IF Enel Diste
TR Soapr0 6 BE500 T D08 201 701 55050403 ISR017 13537 AM B

6. EmEEETIH, 1%E#F*Complete Resource* L1 EIBM DB2EEEMN B EC B HiES,
7. ERERIES, MABTERITERELZ g TR RRIAENE TS,

MNFEHRMNER. FRENHGB L.

8. FiRFETEP, MABTERITERIELEETTA mount F1 post restore &<
MNFEHERMPFR. FTREEAEHH T,

S. IEEAITIEAY * B FERFENET * FHFIRS, ERELXEFHHFNTR.

RIS TE R AT N BB F BRI LU B F R R, tbSh, ERTE * IRE * > £FIRE * TNH
EECE SMTP,

10. EEWHE, ARRE *TH -
M. BE T > * (Rl * DUSITIR R E,

SeRkE
OB Y ER" RSN S EEIEEN. Ae#TME, LRSERTFRATIIASIESNDB2AIERE.
51=IBM DB2iR &2 {E

@RI LAE R DIE k35 [E SnapCenter IERIRIERHE, R AeFERNEIRIFIEE
,» LUIATE 1R (FRIRS ST BN B & R 7 IR a1

RFUIES
RRERS B FHEREFRIRE 2 FFRAVRR AR &R LRI TRV E A # — P IR R IR,

FEMRMSERERLTTE £, HEmgEriREs:

HITH
BERIhTER
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* x KK

BREHNES. HEHTHRESME LR
* D BHA
* @ BEUH
gl

1. EEMSMEED, 2 EE S
2. 7% * I5¥E * TUEHR, BE R,
3. & * Rl * iEHF, HITUTHE:

a. s W MUTRETIR. LUB NI MR RIZIE.

b. 8EFFIA B EAFNZER B EA.

C. M * EKE * TFHIFIRA, %8 * EIR *

d. MRS * THIZIRS, EEERRES.

e. BE * VA * UEFEHIHTRIRE
4. EEBERREL, ARERE  FAEE F UEEELIFAEGEE,
S. 7 RUFAER * TIEH, RF *EFHSE S

° BERT  BKHR B EE RERIFA R T,

= [ZIBM DB2&E& (5D

FEPETIER
R TIER BERIT R R IR A iz i F.

KXFIAES
* f&AILATEIRIBM DB2RRSS 28 L T5eb&,

* RERREMHIRENT:
° M N RIR R T & B EACR A0 S R RS A A LRI ThAE
© BT ERIBIEC NSRRI ETLR
° IMEHIRM PR E R BV E IR

UTIERETR T BAHRITre IR BRI :



Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

S ] UFoha TR PowerShell cmdlet 3117817, EEMTEIRIE. SnapCenter cmdlet ZENF
cmdlet BZEE B &8 % PowerShell cmdlet BJIEAE B
Sia

=EBMAMNDB2ERG. RENZEERINEHFIZRIR. Pii*Refresh Resources* AR E e fERIDB2#E
B MBR=IEE. FEMEVESHEE,

MRERITREIZEERAFRZFEAZERRE. WAZBEEFENEN. ST EfstabhFahlFrxX s
Eo

7ef£IBM DB2%& 14
EETUE A SnapCenter &1, ERILIMERNDH _LEFHTE,
Fiaz gl

* BN BE&EHDERHEIRE,
s BYHRFREESMNEBENNAIT Storage Virtual Machine (SVM ) BIESECREFIERAF,

* EEAEAN L ADB2RERERN . M REEHIRZEEN-1BREN. ZBREMSSZ—EN ENRIE
HEHRREAER, EHRBRENER_755_HITIIR.

* WFREREREEHS. BuBETU TRELEXEnSESUTHEHEN LMH<STIRS:

> WindowsEH1 EHIZRIAIE: C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed_commands.config

° LinuxEA_ERIZHAMIE : /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter
() mEeSTIERREERERS. MREHEL.

KFUIES
* BXRREEFRDREREINGES, BBM " (ONTAP 9 ZIETFMEEEER)

* 3T FONTAP 9.12. 1 R EEhRZAS. 7EIRETFEH MSnapLockiZfE R Bl E A 7a f G 4k & SnapLock 25 B HART
18], fFEEIE RN TESnapLockZIHARTE] e FahiEIETebE,
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1. EEMSMEED, B2E*BR >, AENTIRPIEEERES,
2. EHRREF, RIEZREEM * 1B * FhFIRP LR R

HEBPR B RFRIAR SRR, M, KEXBZFRAMRBEUASREFES,
3. EEH IR AR,
NRIEFEFRA, WRBIREE—DEIRo
B R B R FR e R IR DTE,
4. TEEREAMER, NEFHERAH L (RESFHE) FERFETEE &5

MERPEREES Y, REes W,
6. EIENET, HITUTERME:

MFUIFE ... 1R1F
TfEARSS 28 RN EHPEERENEN.
B 5 5e SR MABEMIE &P ZRBARDB25e f£5{ID,

XUEA FANFEERE R,

BtRsefE R TR HIATZRRT,
XAE R FDB2EUEE R Ro

NFS St IP tthiit WMAESHREEN IP Ut ENZ,
XS FNFSEEEAENHR,

AEMREKE FLEMB/AD) WMANBEMHNRATLE,

7. EMARES, RTUTHE:
() XEEMABLEREEEH LET.

a. AR N EEDINEREREZIHZ EEITHH L.
* inkEa < BERRRNINEHIERE
* RfERG WIENIEER B EERE.

b. %\ mount S8 LR XA RFEREIEN.
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62

Linux I8l EED gtree B9 mount 85<
NFSfJl: mount VSERVER DATA IP:$VOLUME NAME Clone /mnt
8. IEEMITIEAY * B FERFENET * TSRS, ERELXEFHHNTR.
R AAIFE RE & 1 AFOUR I A BB F BB (4 ik LA R BE F B 4 o

9. EEWE, REPFH*TH*-
10. g * Wi * > * Rl * USSR IEHE,

e

ﬁl“ZEEjJZiDUEI’JDBZJ\/ . BENEFRREIRCAHFEE R, Pi*Refresh Resources* AT E 72 fZHIDB2
HiR. MpRTERE. ??ﬁ%%l]IMJ@A?&’/ﬁﬁo

ﬁﬂ%f WITREIR R R A FEHZIHMERRRE. WASBEFENEN. EXIzistabPFahiifFX
/‘J‘\Eo

PowerShell cmdlet
TE
1. {8 Open-SmConnection cmdlet AIEE R FB5H5 SnapCenter fRBZ2300EE=IE,

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. HI|B el fEH Get-SmBackup 5 Get-SmResourceGroup cmdlet 5229150

R EREXFBRRAENHNER:

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6 08... 8/4/2015
11:23:17 AM

WRFIETEXRIEERRE, HFRMXEKREHER

PS C:\> Get-SmResourceGroup -ListResources -ListPolicies

Description :
CreationTime : 8/4/2015 3:44:05 PM
ModificationTime : 8/4/2015 3:44:05 PM



EnableEmail : False

Email SMTPServer

EmailFrom

EmailTo

EmailSubject

EnableSysLog : False
ProtectionGroupType : Backup
EnableAsupOnFailure : False
Policies : {FinancePolicy}
HostResourceMaping : {}
Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus
VerificationServer

EmailBody
EmailNotificationPreference : Never
VerificationServerInfo : SMCoreContracts.SmVerificationServerInfo
SchedulerSQLInstance

CustomText

CustomSnapshotFormat
SearchResources : False
ByPassCredential : False
IsCustomSnapshot
MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

CloneLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : 0
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath
PreScriptArguments
PostScriptPath



PostScriptArguments
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type

Id : 1

Host

UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

Clonelevel : O
clab-al3-13.sddev.lab.netapp.com
DatabaseGUID

SQLInstance : clab-al3-13
DbStatus : AutoClosed

DbAccess : eUndefined

IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SglDbFileGroups : {}
SgqlDbLogFiles : {}
AppFileStorageGroups : {}
LogDirectory

AgName

Version

VolumeGrouplIndex : -1
IsSecondary : False

Name : TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName

Passphrase

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. {#F3 New-SmClone cmdlet MIE & 19 B EhTa & 121k,
LU RS ERRE B EMIEE&DOIETE:

64



PS C:\> New-SmClone

-BackupName payroll dataset vise-£f3 08-05-2015 15.28.28.9774
-Resources @{"Host"="vise-f3.sddev.mycompany.com";
"Type"="SQL Database";"Names"="vise-f3\SQLExpress\payroll"}
-CloneTolInstance vise-f3\sglexpress —-AutoAssignMountPoint
-Suffix clonefrombackup

-LogRestoreType All -Policy clonefromprimary ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy
FinancePolicy

LUTFREPERIEER Microsoft SQL Server SEBIAIE— N 7af&:

PS C:\> New-SmClone

-BackupName "BackupDS1l NY-VM-SC-SQL 12-08-2015 09.00.24.8367"
-Resources @{"host"="ny-vm-sc-sqgl";"Type"="SQL Database";
"Names"="ny-vm-sc-sgl\AdventureWorks2012 data"}
-AppPluginCode SMSQL -CloneToInstance "ny-vm-sc-sqgl"

-Suffix CLPOSH -AssignMountPointUnderPath "C:\SCMounts"

4. f£/A Get-SmCloneReport cmdlet ZF&F e & 1E AR TS

HERAIERIEEEL ID B5efZiRE:



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId : 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM

EndDateTime : 8/3/2015 2:44:08 PM

Duration : 00:01:06.6760000

Status : Completed

ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId : 1

CloneHostName : SCSPR0054212005.mycompany.com

CloneHostId : 4

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

BXA5 ecmdlet S ERANSHENRERBIER, RHEEIETT get-help command_name F3REL, &,
B a8 E " ( SnapCenter #{F cmdlet 2£35/) "

153=IBM DB252[£121E

EeI LAER R TIE 5547 SnapCenter Sef21R(FRVHE, ERIRERBOEIRIENHE, LU
HE SR e SR S F R dER,

KXFIAES
UTEMRGERERLTTE L, HErRErREs:

BT
B IN5ERK
© x KK

ERMELINES. NERTHRESMEEBE
* D BHMN
* o BEUH
ez
1. TEMSMERR, 2L BE,
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4. EEmEEl, ARBRE FAEE  UEEFRLFAER.
o EEIFAEEINET, BE *EFAE

a o T W

®

KD e rE,
EET LUE A SnapCenter MR R RIFD REMNRR. IHOMNREEIHET FRER,
XFUES

* BN R RN TR EIR D181,
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3. MFIRAEFEN I FRo
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