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| Lag in to the SnapCenter Server using a web browser. |

v

| Idunitify storage types supportad, |

v

Review installation prerequisites and
install plug-in package for Linux or Windaows.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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% myscript.bat

R _ALLOED_commands.config_ XHAEE. ML ARITIEFEELL. HETERERKHERUTE
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"[/mnt/mount -a] R A IFIT. BT TEGEHF EN EBISXH Yos AR ar SHITIRN, "
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* I1Rumask 50027, iEHfRJava XX 4T EFHIFRE X HEEE 55509 R, TN, fEHFLErsEaEK K.
* X FIErootAF. EHARIEroot A P HYR FRA1F P AR R PR AR
* Ym4E /etc/ssh/sshd_config XHUEEHE BHIIEIBE L. macs HMAC-SHA2-256 1 MAC HMAC-

SHA2-512 ,
BECE X4 EEHMBR sshd AkSS.

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* RTFUAESS

=

UANY

[ 793E root P ECE sudo ANPR, LURMEI LA TRV

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin

* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl

e
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D NREEEIRERACUNREM AT WROR AT <202 /etc/sudoers X+

. "Irc/bin/olsnodes'<crs_home>

& 1] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BI{ES
_linux_user_5& &8I /3Eroot A P IR K.
IEATLAM*SC_UNIX G ILFN txt ST IREY_KX IFNE_, ZXHAT:

* _C: \ProgramData\NetApp\SnapCenter\Package Repository sc_unix_plugins_checksum.txt (40
FRSnapCenterfR 5528 LREEWindowsEHL L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository sc_unix_plugins_checksum.txt _(815RSnapCenter
RSS2 L LinuxEM L),

()  wrBIRERERESRENSE,

ZIEEAT Windows B SnapCenter iR EHER

ELLEIERTF Windows BY SnapCenter R Z A, EBNHAE—LEXNIENRS
B ERAMIREHEEK,

H#
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2. EopRiERTAL, SMEIERIREXHIER.

3. &M path to_installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -dport FHF#E%E SMCore HTTPS &{Zi% 0.

° -dserver_ip 8% SnapCenter fR5328 IP ik,

° -dserver HTTPS_ port &% SnapCenter iR53588 HTTPS %,

° -duser_install_DIR {8 ER %GR T Linux BY SnapCenter & HF G ENE R,
° DINSTALL_LOG_name 187 BEXHHIE FFo

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com —-DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. 4B4B/MySQL/NetApp/ssnapcentre/SCC//etc/SC_SMS_Services.propertiesX 4. #AfE#lplugins_enabled
=<installation directory>: 3.0&%X,

5. A Add-Smhost cmdlet FIFFFESEHE ENLARIMEI SnapCenter AR 25

BEXn5RSEEFERNSHNERBIER, FBEIET get-help command_name K3IREL. TE, &t
AUSE " ( SnapCenter B cmdlet SE158) "

HITIEATMySQLAYEHRERTS

TR LUERIE L TIE ST SnapCenter P EHNRERE, ERIEFENEREHE

20


https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121070;&solution=1259&isHWU&src=IMT
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

LA E RE ST BYRT B3k B 7 E R iR,
5

KFILAE
FEWRR 2 REFIRE L, HEmRIFIRES:

#iTHh
B IN5ERK
* x KK

EREHRES. NEBRTHRESMIEEED
* D BHM
p
1. EEMSMERS, BE 8T
2. 7 * iz TUEA, B Rl
3. fE*Jobs* T, ELIRFIRIUENTILIRSHLEIRIE, BRITUTRE:
a. B * fimifkss * o
b. wJik: FEEFIEFLERBH.
C. MEEERITHIRER, HiF * iR
d. MRETHIRES, ERTERS.
e Bfk*NA*
4 EBRTEEVHEE FAER * UEBRIFRER,
o FE * RIFMER * TUEF, BErEBEEHE

BCE CAIET

4 pk CAEF CSR XfF

ERILUERGERERIBER (CSR) , HFAREALERB CSR MIEHMAHNIE (CA)
RENBIES. IERRER— 1 XEKBETRAEH,

CSR R—MRESXAR, HRIMAIGEBHIRS URMERH CA I,
(D CAEBRSABBKENAEDHI072(L,
BREMCSRIVES, WM "R CAIEF CSR X'

@ WREHAE (* .domain.company.com ) & % ( machine1.domain.company.com ) HJ CA
W, MBIk 4R CA EP CSR X, &R LUER SnapCenter E3EBIE CA IEH,

WFEREE, CAIEPPIIRRERLZT (FEBINER FQDN ) URMENIENRZ. EREGEPZH, ATLUE
THESFERESERZ (SAN) FEESREHIIER, XM @EEBFIEPS (* .domain.company.com) , IIEFF
e SENFRE N2,
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S\ CAIEH

S (E B Microsoft BEIRITHIE (MMC ) ¥& CAIEFHFNEI SnapCenter RS 2371
Windows FEHEHA.

T
1. ¥ %] Microsoft EIETHIE (MMC) , ARG8T * XM * > * H0/ Bk Snapin * o

2. FEARMEMRERE R TEOP, EEIER Y, RARRE 0.

S FEIEREERTENOR, ©EF * BN, * &EB, AERE Tl o

4. BE  EFHER * > IEB-AHITE ¢ > * AERIEBMENE * > EH

o ARBEHEMR " AIERIEBMANE ", AEEE * FEES * > BN * UBHSAAF.

6. EMMES, WTFFR:
FhtmSEOS ... HITLUUTHRIE ...
SNHLH PR BRI, SN, ARBEE - TF
SAXFET FHITEMEN; BE - T—F %,
T2t EEEZRTSHAEBRER, ARRE T2
EERMIERSNEF EEWE, ARBE T * FIRSN.

() SAEBHSHPREE—REHORIN o pix. o p1281% p7b)
7. 3% "Personal"' X KEESE 5,
SREY CA SE$H54Y

%JF.S?EZX%}%?*ﬁiﬂiﬁ%ﬂ’ﬂ-&ﬁi&%ﬂ??’%%o ENEERENE ARIBIEPRAITERH
p
1. 72 GUI EHATUATR(E:

a. WEHIMEH.

b. FEIERIHEER, 2E * FMER ¥ ENF,

C. REhFEFIR, AREE * HIEE "

d. MAERRE fil+7E HIF R

e. MR+7BIEZ RS,

g0, WSRIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMBR=IE/G
, BB "a909502dd82ae41433e6f83886b00d4277a32a7b" .
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2. M PowerShell H1{T LU T2k
a. BITUTHSUTIEBELEIFPIIES, HIETAIMFINRIALEMNIER,
Get-+ In -Path Cert \LOCALLMACHINE\My

b. EHIFELL

£ Windows FHiGEHARSECE CA IEH
&N fER Windows EAEHAIRSECE CA LS, LUBUEE ZEMEFIEH,
7f SnapCenter RS RUKRBEIFE CA IEPHFIEIRMGEN ERITUTISE,

HIE
1. BT TS, MRS SMCore BRI 8145 WINEIEFBYFE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

a0

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUURES S, BHLREMNIERS windows FAHIEHARSHEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

f5an:

> Scert = “a909502dd82ae41433e6f83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7ZLinuxEA#1 L SnapCenter MySQLIT{4ARSACECAIED

BNEEBEXBAEAERRIEBIEN, K& CAILEH, NEEXGHEEEFMEECE
REFIENES, FHiF CA ZREZAXNECE AR SnapCenter B E XiE{HARSSBY B E X i
HEEEME, LUBUEE RV FIER.

BE X ER XY "keystore.jks" , ZXEALT /opt/netapp/snapcenter/scc/ etc , [EBYAIEESEFMENZER
Efi#.

23



BB E XM EAERNER AR IEEERR CA B2 ERNWEIZHZ

2515%
1. SR LM BE GEHFRIEBMEX AP R B E XA B ARERIAZE .

EE5%H "keystore_pass" X HIE,

2.

i

DR AT

il

keytool -storepasswd -keystore keystore.jks

. FBEAEDIAR BFA RN ES BN R R EERRER

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

9 agent.properties X7 #J keystore pass ZEHEFEREH,
3. BMEBEENRIRS

()  BEEEmPEEnm S REANRE %S FR .

BIRIEBPIENE PR E R B E X G EEEFE
BN AHRARRIE B FRIELEBEE 7 B E X EHEEF .

T
1. EMEIESBEXIEEGZHAERNSER: /opt/netapp/snapcenter/SCCletc.
2. HEISH "keystore.jks" o
3. FHEAERRINAIES:

keytool -list -v -keystore keystore.jks

4. ANIMARIEREAIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBSFEIEREEN BE X EHEEEFEEERB MRS,

() @EsEFRIIR CAMES, REBRIRIE CAES,

¥ CA R EPAMEE B E B EEFE
TR CA ERBIANEE N B E XEHEEEFE.
TR
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1. SMEEE B8 E XEGZARE /opt/netapp/snapcenter/sce/ FHIX 43
2. B4 "keystore.jks" o
3. HIHERAERRINAYIES:

keytool -list -v -keystore keystore.jks
4. FMER BBMPAMAFEAN CAIEH,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. FItHEEARE P ARMATIES.

keytool -list -v -keystore keystore.jks
6. WIEFAERS B a5 ERMAIBEHRERNF CAIEBREMFIE,
7. B CAEBRMNFATAZID B N B AERRD,

BIABEXIEEZAEZE agent.properties X{4FH 4R keystore_pass FI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WIR cn EPFRFIBRRK, ARESERIWEHRFS (e, o, o
), ERARERNERAR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEEFIRE,

RIEZ A SCC_certificate_alias BHfItL{E,
8. & CA BB RAMRENBEXIEMHEEFREEERB MRS,

79 SnapCenter BE XIH B E L BHIEYIER ( Certificate Revocation List , CRL)

XFUES
* SnapCenter BE XiGHRFEMELERE RPER CRL X,
* SnapCenter B XiEFHY CRL XHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

$IE
1. &R LUEA A CRL_PATH 1EEXF18E 3 agent.properties X4 HIZRIABE Fo

TR B RPRESZ N CRL XfF. RFIFRIES T CRL IIEFNBIES.



7ZWindows X #l_ J3SnapCenter MySQLEHARSZ AL B CAIEH

BN BEERENEGRAEREIEPINER, BBE CAIEH, MEEXEHEEEFEIEE
BRI HENEH, HiE CA ZERZZBIANECE NER SnapCenter BEXIGHIRSZHBEE XA
HEEFME, LUBEERENHFIER,

BE XIS ERXY keystore.jks , ZXHLTF C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFiE.

EEEE R RAENZEURIEEEAN CA ERRANHFIA

p
1. SR LM B SGR R ER XA PR B E XE B AERIAEE,

Z{E5 key_keystore_pass_ $EXTN,
2. BNERIAERD:

keytool -storepasswd -keystore keystore.jks

@ WNRTE Windows fp SRR TIEIRF "keytool" 88, &R keytool fp B AN H TR
2o

C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETMIARBNPTERE BB N ZAEFERNERZER:

keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks

79 agent.properties X7 # keystore_pass ZEHEFHEREH,

4. EEEEERBMARS.

()  BExEEmPEaEnm S REANRE XS HREE.

BIRIEBPENE PR E R B E X G EEEE
BN HRARRIE B FPENEBEE 7 B E XA HEEFE.

p

1. SMMEIEESBEXIEHSHZAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc HJ
X ¥

2. B4 "keystore.jks" o
3. §IH B AR RINAYIE S

keytool -list -v -keystore keystore.jks
4. AIARIEH S EREF:

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks
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5.

RRIEPRHFRENEREE N B E X G EEFEEER B RS

() GESERMIE CAES, AEBRNHIE CAES.

¥ CA EREIAMEE N B EXEHEETME
ENR CA SR FANECE N BE X AHEERE.

p

1.

9.

SR eSS BEENXEGZEARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
X ¥

EIS Y keystore.jks o
S 2 AR RINAYIES:

keytool -list -v -keystore keystore.jks

- AINER EALBNAEERN CAILES.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

5 AR AN BYIE S,
keytool -list -v -keystore keystore.jks

WIEZAEES B a5 ERMNEIZREFRIF CAIEBNNAFIE.
Rh CAMEB AN IREZE BN R AEZ .

BIABEXIEHZIREZE agent.properties X{4EH 4R keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

M agent.properties X8 CA IEREER S,

IRIEZZEA SCC_certificate_alias EHTIH{E,

1 CA EREBWEE N B E XIGHEEFEEERB MRS

79 SnapCenter BE XEHECEIEBHGESIZR ( Certificate Revocation List , CRL )

KTFUIAES

B THAXCAIEBRIRMCRLYX M, ESI "W EHT SnapCenter CA IEHBHRVIERHUATIZR A"

* SnapCenter BRE XIGEHRHETME BRI E RPIEER CRL X,
* SnapCenter BEXIEHH CRL XHEIZIAB RN C: \Program Files\NetApp\SnapCenter\SnapCenter

Plug-in Creator\ etc\CRL' o

p

1.

EAI LAEA %A CRL_PATH {&EXF1EHT agent.properties X HIZKIAE Fo
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2. SRR B RPME S CRL Xfto
ARFEEIRIBEES D CRL WIEE NRIETR,

FEMGERA CAIES

&N 1E SnapCenter ARSZ 23BN IEHFENPECE CA IEBHIBE CAIEH, BN iEH
B CAIERIIUE,
FHAZ H
* B LUEF run set-SmCertificateSettings cmdlet RIS A CA IEH,
* @B LUER Get-SmCertificateSettings R RIGHFHBERIRT.
BX05 cmdlet £E5FERNSHNRERBIER, F@EIETT get-help command_name FRIKEL. THE, &t
ABSE " ( SnapCenter B4 cmdlet ZE15m) "
p
- EEMSMERS, 2E* FH S
2. EEmEF, B REEN .
3. EE—IHZMES TN
4. B FHIRM ¢,
S. 1EHFE * BRIEBRWIE * o

—_

Fehl/E
REFNETRENZERT—MEY, EBRIEIERT SnapCenter IRS5 88 51 N Z ERNERIRTS.

* L RRCAIERBRBA. ERDEAHEHFEN.
* g RIRCAIEBERINRIE,

* | RRTERIECAIE S,

* B RTETERRIIERER.

() mepsrEemse, NRTRERPREER)ER.

AR R IRIF
3EFR1% P F MySQLEISnapCenter i UATIZ S ¢

EERERFTMySQLEYSnapCenterfiifd Z Hi. SnapCenterg&IE s ML FAC
ESnapCenterfkS523. HRITHEES.

* ZIEFEAE SnapCenter RS 28,
&R %I SnapCenter fR5325.

28


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

* REA, LB RINFEERFIEEMCZEIERACE SnapCenter 1R,
* #ELinux8{WindowsE#1_E %3 Java 11,

WITE ENBIFRRIZEEPIRE Java B

 NREBHITRDES, 1EI&E SnapMirror #1 SnapVault -

NEERRIR. FRIRAFREERKIRIFMySQL

£f£A SnapCenter ZHi, THRSERITHNED, =EMARZEEXNELABRIIEES
o IAILIEARIZIENZRIE, RIFEAMEEEE HITR B,

* RREE 2IEEEASnapCenter& 98l 52 fEAIMySQLSE,
* SnapCenter HRAREN EH—AHE IR,

EXNRIFARNITIREN, SR LURIEARIFATEE R RIN R IRA P E X WRRAITIZEF
TR URFBENENRRNFRE, EXETUNENRFENRFARITIHRIBED.
© LKA TR RIERIPIRENEMDIAE, S6), WAMEMSE,
BIRFRAN, ERILUNZEAER—TREZ RS, SR LEN BN ERIRBRITEDIIERERE,

RHRANNE X BRIFBIANE AN ETE B HBFET E]_ERIFRIETEL 11%%&7];1)(%9[1171%#—‘ Eo i, xR
BEMFIEHIERE, NWAUSIB—IHFRE, EPESENFOFRERER. ARG, ERILUREMRRESHIEIE
R S HRBEAS/ YRR, EEIRFTRAHMMREE, ERILUGEIR fﬁ@ﬂ%b’é?i#tﬁ &

Z1PMySQLE R

ﬁﬁiMySQLJ\/

BEILAZR (CREE) ipatizail. M TIERaE, mEREfioiiEE
BEEMRE, SIEZRAMMMEKR, &M UNEEEF.

UTIERETR T BAHITEDIRIERIRE

29



Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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BECE TS 51E "applied Schedules" 5/,
7. TEEMTIERY * BFEMEE IR * TSR, EREREBFHENTR,

TEER IS TE & AFOU A B F Rt AR BB F R /0, tboh, ERTTE *1RE * > * 2/IkE *
hEIE SMTP,

8. BEWE, AEEE T
LB R B R 2RI DTE,

. EFILENED*S
10. FEGTES, FITUTSE:
a. IRWRFNAT SRS, BN * REIE * THITIRPERERTEHRIRE,

MRALFEERNRBSEOIRIRER, NWRFEMFREBEATVREEENRBIREHEITR
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=93]
EHo

b. E#ZE * & *
1. B I51E > * Rl * DUSISIRIEHE,
° T£ MetroCluster EEEH, SnapCenter AJRETC A TEHERZR RN EIRIFX R,

BXER. BB "MetroCluster P& T/EK N SnapMirror 3 SnapVault X&R"

° NREHFM VMDK LN AERFEIE, HEIiEAF VMware vSphere B SnapCenter {487 Java
HWARNRBR, NEHFIEESEK.

EEN Java A/, BEHBIBIASSH /opt/netapp/init_scripts/scvservice » 1EiZMIZs®, do_start

method R BN SnapCenter VMware 1&FARSS. Bz EMALUTHRL: _java -JAR
-Xmx8192M -Xms4096M

PowerShell cmdlet
FTE
1. {#F Open-SmConnection cmdlet AIEE R FB5h5 SnapCenter fRBZ 2809 EE=IE,

Open-SmConnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146\

LB B A P Z M EB IR T
2. fEFAAdd-SmResources cmdletFRINF N E o
U TFRBIERT AR MMy SQLSE A :
PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode MySQL
-ResourceType Instance -ResourceName mysqglinstl -StorageFootPrint

(@{"VolumeName"="winmysql0l data0l";"LUNName"="winmysqlO0l data0l";"S
torageSystem"="scsnfssvm"}) -MountPoints "D:\"

3. f§£/ Add-SmPolicy cmdlet BlIZ2 &5 5L,
4. {#F Add-SmResourceGroup cmdlet {RIF & RZL A SnapCenter FINFTH RE,
5. f£/A New-SmBackup cmdlet B ahFHIE DR,

ARG RS T IfEIEHFIRA

C:\PS> New-SmBackup —-Resources
@{"Host"="scs000211748.gdl.englab.netapp.com";"Uid"="mysgld 3306";"P
luginName"="MySQL"} -Policy "MySQL snapshotbased"

I REEE DR RIFBZER:


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/Unable_to_detect_SnapMirror_or_SnapVault_relationship_after_MetroCluster_failover

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="hana"}
-Policy mysqgl policy?2

6. £/ Get-smJobSummaryReport cmdlet MIZEIIRES (EETEETT, BEmIEK) -

PS C:\> Get-smJobSummaryReport -JobID 123

7. {8 Get-SmBackupReport cmdlet Wiz &M 1EIFMER, HIUI&ED ID MEHHDBFR, LUITIRRS
TEPRIR1E,

PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects {DB1}

FailedObjects {}

IsScheduled False

HasMetadata False

SmBackupId 269

SmJobId 2361

StartDateTime 10/4/2016 11:20:45 PM
EndDateTime 10/4/2016 11:21:32 PM
Duration 00:00:46.2536470
CreatedDateTime 10/4/2016 11:21:09 PM
Status Completed
ProtectionGroupName Verify ASUP Message windows
SmProtectionGroupId 211

PolicyName test?2

SmPolicyId 20

BackupName Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus NotVerified
VerificationStatuses

SmJobError

BackupType SCC_BACKUP
CatalogingStatus NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

BXA5 cmdlet FEFERANSHENRERBIES, AHEEIEIT get-help command_name R3REL. &,
& eI Ll&2E " ( SnapCenter 24 cmdlet 2&$5F) ",
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HNEIRA

HRAREN EN—ARR. RASHRRAPEX B R RAITERIRIF
Fria B

* BB IR T SRBRHY AR,

* MNREEHD S5 ZREFMERE SnapMirror XRZHEIR, WHELEMEEFE ONTAP BN EE "
snapmirror all "R, B2, MREFEAMI "vsadmin' " A, MAREE " snapmirror all "4F
™

XFIAES
ERILM " FR " TTHRFENRIRHL, WRFRAMM T REHEE TR, WRRIETBHITED.

p

1. EEMSHMEETR, %EHFE Resoles*, ABMFIRAIZIZFMERZA AL,

2. EHRROIEF, M *E * FIRFER * HIRA
ER OB ERRETRARRABMIER, RAEEFTICRERZRA vg. RE. EEILULE Iy X7
iR E Ao

S ERIFA TIEY, ERBEEMNFIRA, FAFIEEFEBack up now *

4. EEMESR, RITUTIR:
a. IRERK S I RESRIFARXER, 1BM * REE * THIFIRPERERTEMHIRE,

MR A REEMEFENRES EDITRIXEE, WIERERORBREAITEREIEENFREIREHITRE,
b. % * &~
5. @ EFE*Monitor*>*Jobs* IS MR 1EFHE,
RIEMySQLE 3 1R1E

ERILLEER SnapCenterJobs Biﬁ”"? SREEDIRENHE, EARFENEHELEE
SERBY (BB R & T IR E IR

XFIES
UTEMEEREFELE L, FiEnENRERES:

#iTh
B IN5ERK
* x KK

EMEHNES. HERTHRESMEERBE
* D BHMN
* o BEUH
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p
1. EEMSMERS, BE 8T
2. EEiEIEF, BE Rkt
3. FEfRIIEAF, FITUTHE:
a. i g LURESIR. LUBNGIH & R1F.
b. 15TEF 45 B EAFIZE R B HA.
C. M * EBL* TSR, EFE &0 o
d. MRS * FHIFIRD, ERERS.
e B * VA * LMEEEMINTTARRE.
4. wEEOEL, ARRE FAER  UBEERIFAEER.

@ REEMEIRSETR « , BHERHFRLIFAEEN, EARSEIENRIENEETFE

SHEETRIFEEESES

S. EEFEEEY, BE *EEFHE .
° 7kEE/L.\ &%ﬂ__l-J.L/—.l_L_L-EEI%ﬂEE,J'ﬁéQHEIL.\o
E"Activity" B UMy SQLIEI L SVHIBRIF (T
"SER " ERETRIERITHNEMENE LI, EHERER ERIRIEN S SHET B LA RIRERIRES.
EMERETREXED, ER, =EMNTYINE0RIENESR.

p
1. TEMSMERTR, BE TR, AEMIIRPIEFENRES

2. B BN "Active"(ER) ERUEE AN &R,
BHEER—MEER, ElFAES TIFRIIRREFAES.

BUHMySQLAYE 121
BRI LAEUH EHARI E (018 1F,

* BEENAE

© BEVHIRE, EH4FLL SnapCenter BIERTIEIFIEENSHER.

© AT LM * BEHE * TUE S * JES) ¢ BRBUE SR

* EARREBUHEEITI TR R,

* &B] LUfEF SnapCenter B2 5 E, PowerShell cmdlet 8@ <17 RE e SEUHE1D1R(E,
* MFTEBUHAVRIE, * BUBIEL * IR FREARS.

* MRACIRAGIERT * ILAGKNFIERSIIAIERR \ ANETEERTRFEMMEEANER *,

fER It A B BUHE A R BRI S DR(F.

By LATE
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ez
1 BT TR EZ—!

M ... 1B1F
LDl - EEMSMERT, B mE > Flk*
C ERRIRME, ARRT  BURRLL * o

V]

(=2

TETHE

V]

- BhEDiIgEE. BE"Active"((ERN)ER L
BN EE L RIEE,

- SRR
- ERFREERES, BE BUBIRL * .

=2

9]

IR ERARECH, HEZFRERERIBRTS.

{E£Topology Tl EIFEEMySQLEF R F T fZ

THESEMNURERRN, ErARIANUEL S AR REEFEN _REHE LBFIE&ED
MrfEIEET A,

KXFIES

TR LEERRIANESEEUTER, MREEMNREEIFEER_RFMHE (REEIAIEFRERIZ) L7
Fo

| -
— T L AR I,

R EMASnapMirrorfs R TE K17 iE L RENEH M fEHE,

ETRNENHEEM_REFERRERNEDR. Fl0, MREERRERCIET 6 M&1, R

L
u R REASnapVaultik RTE — R iFfiE L ERIFIE NN ZETRE,
@ B4 &ED, NETRHNENHN 6,

@ RGEMEEES FIRARERIRGENNRER EREHRIMIER, BRIMIESRNEGEDIT
BABERERENED.

EHRitER, ERUEIAATRE R RNARANFREENHMRE, EUUEEXEENNRENFARGER
, AREERXEE N 5 I THIERIPRIE.

p
1. TEMSMERS, BE TR, AREMIIRPEFBREES
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2. ERRTIEF, M *HE * THYIRPERR RN A RSE,
3. MEIRIFAE B MEHRRAFAE S NEFEFEE R

MRFFRZRIP, WEETEERRIVIEFNTE,.

4. EFWEFR, TEIEMEN_LEE LT ANEHNRERENHE,
WERE8 2 RETF Snapshot&| 2B & 170 7e FERY 2 2K
B BIF - B BaFEEE IR U B RERRY T

YR H1TT BT SnapLockdI& 1%, )”J%E*Refresh*j’;z%ﬂll-rﬁﬂ¥EMONTAP7@§§UE@I*U:é&SnapLockzﬁtU
HARYIEl, EAITRIESRIF MONTAPK ZEEAYFEF] — Lk SnapLockZ| #ARYE],

MRNARFERSHESNMEL. NEHHISnapLock® EAEIE 2 % TP HISnapshoti& B &
K SnapLockZE|#AATIE], MONTAPHZEEIRKAISnapLockEIERET (8],

BREEHE, BT Refresh* R RIF& K ST EMIEMIE B
5. AEEEREIANED, BEIEERTREMETE - B * X - B USESHITENIEEEE,
SRS B LR T
6. \REESY, ABBHRBEPERUATER, ZEBREE,
() erEEsasmi=REE oS,

7 NREMPFIE, BEMRPEERRE, ARRE T
8. MIRBIFNRIE, EBMRFERRIE, AEFRE W

EEMySQL

EEIER

REMME TEREENY, WITIRRIRIEM IEITRE,
R TIERERT S RRITERR I

Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,
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SR AF ok ERI A EA PowerShell cmdlet 117& 17, EIEMTPEIR{E. SnapCenter cmdlet EEHF
cmdlet 2E{Z B 8575 % PowerShell cmdlet BIiF4A(E B,

" { SnapCenter 3 {f cmdlet 2£15/) "(FX)

TR IME F AN R RE D
&R LAER SnapCenter N— 1N ELZ M & IERIR RS EiiE.

FaZ Al
* BB &N R RNATRE.,
* B BEUH B R R IR RAE S a RS TR E A& (R0
) 5.(713:1;5}??]']\ ERfE. HEHMEHGS. SREd U TRENEXEHGSESUTEE N LRI LTIRT

> WindowsEH_ERIBRIAGIE : C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed_commands.config

° LinuxEH_ERIBRIAMIE : /opt/linux/linux/SCC/letc/Allowed_commands.config_ NetApp SnapCenter
() mEeSTRAREERERS. MREREY.
XFIES

* WFEE A2 ARERIRA. 7EIREZF2H MSnapLock ONTAP 91RER B3R 72 &35 4k A SnapLock7Z & B A
Btial, 7FiEE1E RN 7ESnapLockE AR Bl fEFohE R e b,
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SnapCenter Ul

p

1. EEMSMEED, B2E*BR >, AENTIRPIEEERES,
2. EHRREF, RIEZREEM * 1B * FhFIRP LR R

AT SRARLUREE, T4, EEHZRARIERELURRES.
C) BASHTRSTENRA, BETRN, CURERETRNE AR,

MRFFRARZERP, "FTRFEP " BERERMERSTIF, XATEEKRERAFAIRRF, HEZRIRH
HittA A &1

3. ERHIR, FEE—NHRAE, AEEFZAFHN—IER.
LB R B R Z IR FH DTE,
4. TEERAMNEF, MEFEBERAH R GRESFMH) FHREASTEE - &H

EEIENER. ERENPIRNSS. AR T,

Primary Backupi(s)

¥ " H ¥
Rackup Marme I= Endd Diete
APrl T 865001 0003 201701 FR 060403 ER0T IS5 AN B

6. E“MESEE"TIH, % *Complete Resource*,
a. YNRi%EIF*Complete Resource*, NMEEEMySQLEIRERFRIE EEEEEIES.

MR FBFRE S EDqtrees. MIEALLEE T gtreesiE R EIXFRAISnapshot 2 [ 8 ERISnapshotid
Eﬁﬂﬂﬂf‘? HELEME, Ittsh, MREMEMBRIEEER—1EK qtree £, NZRFEHLSHH

EAILEES D LUN .
(D mssm-2m, W, qree 5 LUN EHFTEXHEBHITR.

7. EREAIIET, MABRTERITERELZFIEITHERFIME G,
NFEHAMPIEIR, FEEEEMA unmount 88,

8. ERMFRIIET, WMABERITERIFIFIETTHY mount # post restore 85 <,
B R M F R REEREHH L,

. TEBATIER * BFEREFEED * TFIRD, EREERXBFEGRITR.
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RIS TE R AT N BB F BRI LA FE F BB R, tbSh, BT * IRE * > £/RE *
TUE LECE SMTP,

10. EEWHE, ARRE TR o
M. BE~ miE > (Rl * DURIEIR(E#HE,

PowerShell cmdlet
PIE
1. {6/ Open-SmConnection cmdlet AEEA P B&h5 SnapCenter fRSS23HIIEIZSIE,

PS C:\> Open-Smconnection

2. {#F Get-SmBackup #1 Get-SmBackupReport cmdlet =G X EXREM— PR SN EHHIE S,

WREIETEXFENRENNER:

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

RBIERTEX2015F 1 A 29 HE 2015 F 2 B 3 HEGHIFHAER:
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



BXA5 cmdlet EEERNSHAEIRRBNESR,

Restore-SmBackup -PluginCode

'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false
output:
Name

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled

PercentageCompleted :

Description
Status
Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

Restore

2368

'DummyPlugin'

-AppObjectId
-BackupId 269

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

EIRMIE B & MR EE (D

&eUEA SnapCenter M\— 1M EZ N F DRV E 23R,

a2z Al

o IR

ANy

o IR
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UME &N FRHEIRE,

BI@3d5Z1T get-help command_name R3KEX, =&,
&t AT l&E " ( SnapCenter {4+ cmdlet ﬁ%%‘éﬁ» "o

AEBUEER R Z R R RA S el E R TRV E AR
° 5(1:.F AEEI. BRE. EHMHHGS. B

i LT ERIR S

Xies

LR UTAMFEN LY

> WindowsE# ERERIAIE: C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed _commands.config

S


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

° LinuxEH_ERIZRIAGIE : /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter
() mEeSTIERREERERS. MEEHEY.

KXFUIES
* WTFEAIMBRIR. SFSRZFFER.
* RZFEEY Al A DR B EHIRE.

* }FFONTAP 9.12.1 & EEARAS. TER T T2 M SnaplockfZ i IR IR Al 7 #Y 72 F& 45 4F i SnapLock 7 i I 2R
i8l, 7ZfEEIE G N ESnapLockEIHARY 8/ FahiB i,

p
1. EEMSMERT, BE*FBR*, AEMFIRPEZABNES.
2. ERROIEAF, RIBFFRLEM * 0E * FHFIRPHER R

lttﬁji%iﬂ'flrl«l&xi, I*ﬂ:’ *H*EIJ lréﬂ$D%B§L/{&)lklu\o
() =sznstmstuE RRE, BEIRN, CUREEETRNSE MR,

MRZFFARZRP, "ARFEF " RBERERERSYF. XAIERKRERFARRF, HERFRHAMA
F&f{n.

3. ERAIR, FER—NHRA, AEEFZAFHN—PER.
B R B R 2 IRIAFH DTE,
4. TEHREAMER, NEFHERAH R (RESFHE) FERETEE &5

EERNER. ERENPEENSS. AERE T,

Primary Backup{s)

¥ " * ¥
Backup Marns IF Enel Diste
CuprQ 191 65001, 0105 DT 701, 55.06.0403 ISR017 13537 AM B

6. EMEEETIH, 1%E#F*Complete Resource* LUTREMySQLEGEEM B i & #iES,
7. ERERIES, MABTERITERELZ g TR RN TS,

NFENAMBFER, FEEFEA unmount &5,
8. TERERTES, BWABERITERIEWEEITH mount F post restore 85<
B &I FR R REEAERGR L.
O. IEEAITIEAY * B FERFENET * FHIFIRS, ERELXEFHENTR.
WITHETE R AU N BB FER it IR BB F R -, LbSh, BT * IRE * > * 2FRE * UH
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FEIE SMTP .
10. EEWE, AREE * Tl *o
M. gas * Ia3F * > * Rl * DUSIRIR(EHE,
{#£F3 PowerShell cmdlet iXR&E R

ERFRENEIERTNS SnapCenter BRSSFRIERRTE, FIHENHMREFNHERUK
ERED

BN E EEYF PowerShell 3715 LI11T PowerShell cmdlet o

-
1. {8 Open-SmConnection cmdlet FIEEAF /ZEI5 SnapCenter fRBZ23HVIEZ=IE,

PS C:\> Open-Smconnection

2. {$f8 Get-SmBackup #1 Get-SmBackupReport cmdlet 0 EH X BXRH— PR ZNEHHIER.

R EREXFAAERRAENNESR:

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IRAIBRTHEX 2015 F 1 B 29 HE 2015 % 2 A 3 HEGHIFHARES:
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



B

Restore-SmBackup -PluginCode
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269

-Confirm:S$false
output:
Name

Restore

'DummyPlugin' -AppObjectId

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled

PercentageCompleted :

Description
Status
Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

X0 5 cmdlet EEFRANSHREHBNESR, 7]
BB ZE " ( SnapCenter 2§ cmdlet ZE355) "o

BIEMySQLIZRIZ(E

/J \
15N

KXTFULES
ERERSHATFHERIERIBEZ ERRIPRTURERT L ITR R #H—D R RIR(E

UTERR ERERLIE L, HeRRErRE:

#HITH

. BRZhTER

56

2368

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

1B3iE1T get-help command_name KIKEY, =&, &
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SRR
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

S ] UFoha TR PowerShell cmdlet 3117817, EEMTEIRIE. SnapCenter cmdlet ZENF
cmdlet BZEE B &8 % PowerShell cmdlet BJIEAE B

FafEMySQLE %
& LA SnapCenter TlE& 1D, BRI UM ERRD T _HFD T,
Fiaz gl

* BN EENRRIHERE.
* BUBFRAEENRENAUT Storage Virtual Machine (SVM) KBS ECERETIRF.
* WFREREREERS. EEIU TRELEXEnSESUT RN LRSS TIRS:

> WindowsEH_EFIZBRIAGIE : C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed_commands.config

° LinuxEH_ERIBIAMIE : /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter

@ MRBLTIRPAFEXLE RS, MWIRIEERK, *XFFMySQL 5.7k HEMySQLHIE
Eignore_ MYSQLX/port = true (EXikHfalse). BIEXX

RFUIES
* BIERIPSEFERIMYSQLSE B,
* BXRERDRERFIIES, B0 " (ONTAP 9 ZIEFIEEEIER) "

* WFFEA12AKRERMA. EERIIZH MSnapLock ONTAP 9IREZ B 2R 7e fE R 4k A SnapLock T fiE EI HA
Bfiel, FEEIE RN ESnapLockEIHARY Bl EFonEIERE,
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HEBPR B RFRIAR SRR, M, KEXBZFRAMRBEUASREFES,
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NRIEFEFRA, WRBIREE—DEIRo
B R B R FR e R IR DTE,
4. TEEREAMER, NEFHERAH L (RESFHE) FERFETEE &5

MERPEREES Y, REes W,
6. EIENET, HITUTERME:

MFUIFE ... 1R1F

SebERRSS 28 RN EHPEERENEN.

] m| RIEE B 5 [ERIMySQLEFIAYER o
NFS S IP st WMAZESHRMEEN IP s F R,

7. EHATES, FTUTSE:
() sxemmsmEEEm L

a. WA\RERI SRR FINEREIREZ AN EETHS S,
* isekgEan < MERERRIIEBUERE
* RfEEGY BIEBIEES R EIERE.

b. %N mount B8 LR X RGTHEHEI TN

Linux IT8#l EHZ gtree BY mount #p < :
NFSRfl: mount VSERVER DATA IP:$VOLUME NAME Clone /mnt
8. {EEATIEAY * B FHPEF BRI * THIYIRD, EEREBRXBFHEITR.
R IRFE RE & A AFOUR I A BB F BB (A stk LA R BE F B 4 o

0. EEWE, ARRE *TM o
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PowerShell cmdlet
S
1. f£F Open-SmConnection cmdlet AIEEAF B&h5 SnapCenter fRS23HEIZERE,

PS C:\> Open-SmConnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146/

2. {$F8 Get-SmBackup cmdlet 1 ZE&F 19 L1752 fEIR 1,
RGBSR ERNA B FRENSD:

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08...
8/4/2015 11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08...

8/4/2015 11:23:17 AM

3. MIBE &P BEERE, HIEESHRMESEERN NFS S IP it
IR 2R E = I EDRINFSExportIPiiiE/910.32.212.14
PS C:\> New-SmClone -AppPluginCode MySQL -BackupName
"scs000211748 gdl englab netapp com MySQL mysgld 3306 scs000211748 0
6-26-2024 06.08.35.4307" -Resources

@{"Host"="scs000211748.gdl.englab.netapp.com";"Uid"="mysgld 3306"}
-Port 3320 -CloneToHost shivarhel30.rtp.openenglab.netapp.com

() mmskisE NFSExportlP , MIBIAER SHBIRHEEATEN.

4. {F/ Get-SmCloneReport cmdlet EEREEIIFMES, RWIEREEMINTESD.

EeILIEERIE ID , FiaBHEAMEYE], 4Z5RBEAMEIFFAER.



PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId 186

StartDateTime 8/3/2015 2:43:02 PM

EndDateTime 8/3/2015 2:44:08 PM

Duration 00:01:06.6760000

Status Completed

ProtectionGroupName Draper

SmProtectionGroupId 4

PolicyName OnDemand Clone

SmPolicyId 4

BackupPolicyName OnDemand Full Log

SmBackupPolicyId 1

CloneHostName SCSPR0O054212005.mycompany .com

CloneHostId 4

CloneName Draper clone 08-03-2015 14.43.53

SourceResources {Don, Betty, Bobby, Sally}

ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError

HIEMySQLTTFEIRIE

TR LAER R TIE 1547 SnapCenter Fef21&(FRVHE, ERIRERBOEIRIERHE, LU
HE B e SR S F R R,

KFUIES
UTEMREERERLTE L, HErRErREs:

BT
B IN5ERK
© x KK

B EHIES. NERTHRESMIAEE
* D BHMN
* o BEE
e
1. TEMSMERSR, BE - EE,
2. 75 | Ed, BE Rl



3. 7£ * Rl * AR, HITUTHE:
a. g g MURIESIR. LUBEE T FebEReE,
b. $5TEF 45 B EAFIZE R B HA.
M * B TGRS, kR - el
MRS * THIFIRF, SRR,
B NMA - UEEEKINTTRETRF
4. EEwlEEL, AERE FAER  UBEERILFAEER.
o ARIFAEENET, B EFAE

a o

o

il
&R LAfERA SnapCenter MR FIRIF D ERFRIR. HFOBIERIRILTRER,
XFIAES

* BARBEX PR ERIT R EF DR,

BE0, MEIEERZMDEIZE clonel /5, EAILIBIEE clonel IR, AE=MEED (clone2) ., BIE
clone2 [, clonel @— "HIEI5EfE, FiEXT clonel HITFRERDIRIE. B=E, 0L clone2 Hi1T5E
biivaR: J=N

x5 clone2 f5, f&EBJLART clonel $i1TRER312(E, EA clone1 FEBEEHIE)=E,

* IR RIERY, SEFERYED RIS S RSB MIER.
* BRRERDREREINGES, BBM " (ONTAP 9 ZIEFMEEIERER) "
* BREFERS LSRR S TEIIRT.

p
1. EEMSMERS, 8E TR, ARMTIRPEZENERS
2. 75 HR * AT, MIEZYIRFEFEN9ED:

JET WA
BT HiEENBER MALEFIRAPERE * BUERE * o
XHRE MAREFIRAESE * BR1Z o

3. MFIRAIEFHRNA R,
LB R R Z IR STE,

4. NEERIZIESP, EERENRRGINBIEESILUN). AERE 1.
o. BEERINFRENGITANANES LAENRTATE, ARRE K
6. B * MiE * > Rk * DURTIEIR R E,

62


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-vsmg/home.html

gN3R SMCore BRSEH B, REFDRIEBFLLEMN, ERIETT Stop-SmJob cmdlet F1EFREHF 7712
5, ARERRERDERF

MR EFARKIVEIEN B SIRENH I EROERER T EIFS, AT SMCoreServiceHost.exe
X4 _CloneSplitStatusCheckPollTime Z¥{HI{E, LAI&E SMCore BB EIR DR FIRSHIES 8] [B]FR.
tEUZF AEA, BRIAMEHN 5 9.

fB4n:

<add key="CloneSplitStatusCheckPollTime" wvalue="300000" />

REFEHTED, RIS REHRD, WREFDEREERK. REESITHIRFRME, 4K
EEhsefEF 2R,

HXER
"SnapCenter FefEHIIERNY, HERERFE"

F 4k SnapCenter/afiiFREHF 57 MySQLEUE e fE

FH4%%| SnapCenter 4.3 f5, ERTEBEEIRIE, EAILUMEIZRENZIR " #Hih " T
T P R 5e B R 50 Te B

XFIbES
NREEHEEENEESBETE. BETUTHRY. Get-SmClone -ListStorageFootprint

g

1. {$F remove-smbackup cmdlet HilFR 52 pE & FERIE o

2. {#F remove-smresourcegroup cmdlet flBR 52 & 35X TR AR,
3. &M remove-smprotectresource cmdlet MilfR 5 b & RRIR P,
4. NZRIIEIEER ZR,

LB R R IRIAF STE,
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