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Results X5 :

my Sresult = {

exit code => 0,
stdout => "",
stderr => "",

b8

REIZERIR

return Sresult;
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TEHRITE—TrEmHAE, PTUTEREZEGREHIE (BIERIN)  XABIBHRENREN. XREHIEXNEN
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TR RAR IR EEREESIE:

my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
Sresult->{env}->{‘keyl’} = ‘valuel’;
Sresult->{env}->{‘key2’} = ‘value2’;

return S$result
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sub setENV ({
my ($self, Sconfig) = @ ;
my Sfirst value = Sconfig->{‘keyl’};
my Ssecond value = Sconfig->{‘key2’};

=== Logging error messages
SMREMAI LS ER RXE EVAE, FNMAERETHEERNS. HEE2HERERG, g
HEXE, ZFZITHES.

Load the SnapCreator::Event Class:
my $msgObj = new SnapCreator::Event () ;
my @message a = ();

£/ msgObj @I e AU T 7EHIRERo

S$msgObj->collect (\@message a, INFO, "My INFO Message");
SmsgObj->collect (\@message a, WARN, "My WARN Message");
$msgObj->collect (\@message a, ERROR, "My ERROR Message");
SmsgObj->collect (\@message a, DEBUG, "My DEBUG Message");
SmsgObj->collect (\@message a, TRACE, "My TRACE Message");

REBNATERMNR:

$result->{message} = \@message a;

fEREMHER
BHE RGN ATFHEHFR, XL 77ERZ SnapCenter AR5 23 1RIE LIER AR,

HBFER BNk | W B8y
®E Required HEFRATRERRENERENR,

IR B R AT S AN R AR I 1 Lt A 52
. SXIEREFERE, #aEZa]
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HHEAEEILINEE,
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package MOCK;

our @ISA = gw(SnapCreator::Mod);

=headl NAME

MOCK - class which represents a MOCK module.

=cut

=headl DESCRIPTION

MOCK implements methods which only log requests.

=cut

use strict;

use warnings;

use diagnostics;

use SnapCreator::Util::Generic gw ( trim isEmpty );
use SnapCreator::Util::0S gw ( isWindows isUnix getUid
createTmpFile );

use SnapCreator::Event gw ( INFO ERROR WARN DEBUG COMMENT ASUP
CMD DUMP ) ;

my SmsgObj = new SnapCreator::Event();
my %$config h = ();
121F

&0 LA B E MM TR MR B 1T4RES, 5190 setenv , Version , Quiesce #1 Unquiesce o

setenv 121F

R Perl QIZBUEFFTERNIT setenv 1##(F. ERILULKE ENV FEMIBRIEFSK

sub setENV {
my ($self, Sobj) = @ ;
sconfig h = %${Sobj};
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi

return Sresult;

RS2 1E
IRASIR(ERR BN AEF R AE R
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sub version {
my Sversion result = {
major => 1,
minor => 2,
patch => 1,
build => 0
}i
my @message a = ();
SmsgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
$version_result—>{message} = \@message_a;
return Sversion result;

HIFIRIE

HFRIERR Resources ZHHFILNFRRITNAEFEFEMF.

sub quiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
}i
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
$config h{'VOLUMES'}");
SmsgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::quiesce");
Sresult->{message} = \@message a;
return S$Sresult;

BUHEFR(F

BEUHN RREFERE, FENT "BUEERE " #8F. FRYIRT Resources S,
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sub unquiesce {
my Sresult = {
exit code => 0,
stdout => "",
stderr => "",
bi
my @message a = ();
$msgObj->collect (\@message a, INFO, "VOLUMES
Sconfig h{'VOLUMES'}");
$msgObj->collect (\@message a, INFO,
"Sconfig h{'APP NAME'}::unquiesce");
Sresult->{message} = \@message_a;

return Sresult;

R4

SnapCenter xR IF Perl mIZSHANE S K EIBIEH. XTFANEERNEE, FIUE
PN RS Ep g Lo

YRR E DI EUTREANE:

LA A AT

* T Unix &%, BITRERIRFP IR REEHRITINR

* XF Windows #&%, PowerShell fiE{4HRIEEHANA ps1 , TEM Windows BRGS0/ .cmd B¢
bat , HEXTMABHAFAIT

* RS IR LT B LN, 5390 "-quiesce" , "-unquiesce"
* WMRALHERTURIESINEE, EHFHIUREERH D 99
* HRERIE R EIE AR ER L EEI RS 28

AR E
EREIRHEE

SMREERMAI LIS HR R ZORSEE, RSF[FETHNEFERS, HEESHERS, HEBIEERXA. 5F
ZITHE.

HIlo

SC MSG#<level>#<timestamp>#<message>
SC_MESSAGE#<level>#<timestamp>#<message>
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if ($args.length -ne 1) {
write-warning "You must specify a method";
break;
}
function log (Slevel, Smessage) {
$d = get-date
echo "SC MSG#$Slevel#Sd#Smessage"
}
function quiesce {
$app name = (get-item env:APP NAME) .value
log "INFO" "Quiescing application using script Sapp name";
log "INFO" "Quiescing application finished successfully"
}
function unquiesce {

Sapp name = (get-item env:APP NAME) .value

log "INFO" "Unquiescing application using script Sapp name";

log "INFO" "Unquiescing application finished successfully"

switch ($Sargs[0]) {

"—quiesce" {
quiesce;

}

"—-unquiesce" {
unquiesce;

}

default {

write-error "Function $args[0] is not implemented";
exit 99;

exit 0;

Java &=

Java BEXIEHEESHIEE, EHFNAEFRZE,

PRI
EfERA Java RIZIES AR, BROEE—LEMRE,

HRITISE Java flff
b= MIEEIH
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HRIFIHE
RNFSAZIE

HAZERRHIX R

57

ZA2miThY

Java PREIBER

Java Jfift
5% 10-20 MB

BT NAREFBERNE

1

RE)— 1)\

SnapCenter RIZHYBTZHARRTS:, K2 ARENENNAREFEM. BIXH Java HlfF, HHFAESZSH
AFRNEMAFTENRE, XERRRERR, THEEEMSLEREEZANGBRT. MREFNER
MARKEZR, ARARAIBESLIBIROARMNRR/IVGES, Java EFHIXLET, €115 SnapCenter ft
BASER— JVM BT, HiEfHERSRERRN, e IE~E R,

XFRTTE

7%
hR s

BUHFRER

clonePre

MR

il

iy

iy

WiER
HEREIEMHHIARES,

SEMNNAERRNITE
o EARZHBERTF. X
BEREBNBERE
FSnapCenterfR5328 7] LA
SIE &7 (FIa0Snapshot)
HIRES,

BENNARFRITEEA
#B#1F. EARZHBERT,
XEMRERNBREFER
ETEREITRS.

SRR R EIRERN
(EREINENS

R TERIT e IR IEZ BT
TREERITHEF.

RIRHRIAA? RiEREA?

H SnapCenter fR53 288}
RIBIERIGE YRR S,

7 SnapCenter fR5525 6
#2 Snapshot BIZAZH T
EMEDZH,

7E£SnapCenterfRZ 2561722
}E&ﬁﬁﬁi?ﬂﬁ%"fmﬁﬁz
Ho

SnapCenter fRZ 28 LAY T
fERE (BThs IR
HrE)

LAPfl& "cloneVol" T%
"cloneLun" 2{EHERAR
BERfEmS (GUl/ICLl)
B
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FiE A 54 BA AIB4RIAA? BifkAR?
clonePost S NMERITREREERIT ZHAPf% "cloneVol" 3
FERITHVIRE "cloneLun" 2/EHFERAN
BRERAS (GUICLI)
B,
RERAE] ES MERRERREZTFHR  BFPATRZERN,
TEERITRVIZE,
TR & MERITHNREFNTE /| AP A TERIZIEN,
e,
N AR ik s S UKNRIEHEENN AR FAEHD TR mEEE
FFhRZSo DNIERAH ASUP £3REUR
EM—ER9
iz

ATNBINASFER Java HIZES BB E XM
% E Eclipse
1. £ Eclipse FREIE—MHHY Java I E "TuttorialPlug”
2. BEH TR
3. AfERE * FHWMAB * - * B * — * Java WEREE * - * FE * - * HMNIMB JAR*
4. SMEIENAEER Jib/ XK, FAGIEE JAR scAgent-5.0-core.jar 1 common-5.0.jar
5

CIEBEMBHAREE CREXHE Y - g > G , AERIE—ERN
com.netapp.snapcreator.agent.plugin. TutorialPlugin FIFrER4E

6. BRPENREBHEZFHE - Java %,
a. BNBMIER TuttorialPlugin o
b. B HBANEIRHHEER ™~ HRIEH "« RNETR—MER:

"AbstractPlugin - com.netapp.snapcreator.agent.nextgen.plugin".

.. Bl o< SR % o

. Java Z:
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package com.netapp.snapcreator.agent.plugin.TutorialPlugin;
import
com.netapp.snapcreator.agent.nextgen.common.result.Describe
Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.Result;
import
com.netapp.snapcreator.agent.nextgen.common.result.VersionR
esult;
import
com.netapp.snapcreator.agent.nextgen.context.Context;
import
com.netapp.snapcreator.agent.nextgen.plugin.AbstractPlugin;
public class TutorialPlugin extends AbstractPlugin {
@Override
public DescribeResult describe (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result quiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public Result unquiesce (Context context) {
// TODO Auto-generated method stub
return null;
}
@Override
public VersionResult version() {
// TODO Auto-generated method stub

return null;

KRR RT3 7%
1%, BUEBINREAERESNBENX Java HfF L iERI5R S 75 5%,
AR @R Bl bR A BIRR 25 75 5o
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@Override
public VersionResult version() {
VersionResult versionResult = VersionResult.builder ()
.withMajor (1)
.withMinor (0)
.withPatch (0)
.withBuild(0)
Lbuild() ;
return versionResult;

Below is the implementation of quiesce and unquiesce method. These will be
interacting with the application, which is being protected by SnapCenter
Server. As this is just a tutorial, the

application part is not explained, and the focus is more on the
functionality that SnapCenter Agent provides the following to the plug-
in developers:

@Override
public Result quiesce (Context context) {
final Logger logger = context.getLogger () ;
/*
* TODO: Add application interaction here
*/

logger.error ("Something bad happened.");
logger.info ("Successfully handled application");

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages ())
Jbuild() ;

return result;

BEELETX &P LR, HREEZNEMIER, 5190 Logger Ml L TXEME, UNRBXEFHEENERE (T
ERID, 1Bl ID) o FATTLUES A final Logger logger = context.getLogger () RFKEN BHEE

FFo logger XMRIRMH T HMHEICRIERFPERBIEMASZE, HIa0, BFREl, 7E result WERH, EETLUIEEIR
HAE, FELREIF, REE, EAZEREER, EitRHAEE LR 2 R R SFEER
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EEFERERNTR
result WREE LU TSE:

2 EININ WiER
icE =i E S HEI AT REE S HRIEER

5%, EaZREREGEEMNS
o LEE S KPR R MRTE
SnapCenter RS 2380ECEFEUR T
FEEFH

APP_CONF _persistency=Y 3 N
S

ExitCode 0 TRV, "0" RIR(FERK
hHiT. HtERTFHEIRNE S,

FrEa THIE XA FT¥ stdout SE E(EHIE
SnapCenter fRZ 28,

PR el XA AT stderr SE B[]
SnapCenter fRS5 28,

HE 2l Ity REEEHEREIEIARSS 231

FrEE 8, SnapCenter IREZBTE
TR EREFBRRAEFRER

XETHR,

SnapCenterRIZEAEFRE LR LM WEE" ("RIZFRN, XESERACNZFIEEES:

Result result = Result.builder ()
.withExitCode (0)
.withStdout (stdout)
.withStderr (stderr)
.withConfig(configqg)
.withMessages (logger.getMessages ())
Jbuild()

Hgn, FBRHMAEIREN 0, 7 stdout F stderr IREYIFR, IRERESH, HHMMNEBELELRSSENEEHE
Bo MIREBAFEMESH, BNAEMENSE. ATENSHEME—IRIME, Bk, WRMTREAH
Bf .withExitCode (0) , MERALZEIFM:

Result result = Result.builder ()
.withExitCode (0)
.withMessages (logger.getMessages())
Jbuild() ;
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hRZs£5 R

VersionResult =[A SnapCenter fRSZ 23 BRIEFIR A, HTFEXRSMNERME, FLLEESE config , exitCode
, stdout, stderr #1 messages &%,

S ERIN WieA

FE 0 BENEEREFE.

RE 0 BHRRERAEF
EHIZF 0 BT EAMZFhR AT
build 0 ItE$ 489 Build version FE&.
fBign:

VersionResult result = VersionResult.builder

()
.withMajor (1)
.withMinor (0)
.withPatch (0)
.withBuild(0)
Lbuild() ;
R ETXHR
ETFXHREBHET AT AE:
EFFXHEE BHrY
FRIEE getWorkflowld () ; 1%[a] SnapCenter ARS5 287 SR LIERMP AN ITIER
IDo
config getconfig () ; IR[EIIETEM SnapCenter fRSS 23 A X EIEMELE,

TERID
TE7 ID = SnapCenter fRZZ 288 F 5| B EIEEETRIER ID o
A&

WREE (KZH) AP AE SnapCenter BkSBHEEFIRENSH, BER, BHTRERR, HPRESY
FAIRERTEIRS SRImEITIRIE. LU T2EXMAIIE Config HHLRSERBYRA:
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final Config config = context.getConfig();
String myParameter =
config.getParameter ("PLUGIN MANDATORY PARAMETER") ;

WTE. "//myParameter"& & MSnapCenterfk 5328 LB E RS MU REEESHEHAEFE. IsRETF
("),

SHEM
E1f SnapCenter Al EREIIE, BATHIEES

£ Eclipse #1, HITUTES:

1. BB EFENEMRRGE (ERITMRMG com.netapp.snapcreator.agent.plugin. TutorialPlugin #1) o
2. HER S * > *Java* > * JAR Xf§*

S BEHT—F*,
4

CEUTEOSG, IEEBIT JAR XHERIR: tutorial_plugin.jar fEEAIERZER A TuttorialPlugin o class , @
T I IE RN R R X4,

NRIBHRIM T EME, WAL XMFR:  lib/

TR LGN SHEAEXRAY JAR XX (BIANEIREREIEENTER) o 2 SnapCenter MIEILIEMET, EXBEHFIEX
FRAPBIFAE JAR XHFSHEXER, FRERNMNEIZEEBZEF.

SnapCenter Y H E XM

SnapCenter Y E E X

A LA SnapCenter fRZ 284G Java , Perl IREAERNCIENBE GG TEEETN L, UWEANERER
BREHIBRP. BN eSHitiEYt, FeEFERABRETIRENIRESBIEHEREER SnapCenter 41 Lo

SRR R ER S

SHFERNENEY, BESAEE—NREER X 4, RSB TFRBLIEHIIFHAER. XHFRHM
79Plugin_DESCRIPer.xml,

ERiEHERTT X BN EEREM

Bt WieA
=% BHRT. ATERFERFFM. i, DB2,
MySQL , MongoDB

MFUREZENXCERE, BRERNRHXGT R
Bo 5N, WRIIEHIZIRZE MongoDB.sh , &R
Lt B FR4EE 9 MongoDB
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hR s

displayName
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OSNAME

1BMERREKE

HIRB

Rk

RequireFileSystemPlugin

ResourceRequireAuthentication

RequireFileSystemClone

WiER

RS, AILASIE EBARANURERRAS. i, 1.0
, 1.1, 20, 21

E7E SnapCenter fRSZ 25 EREVEHRFR. INRE AN
T R—EFIZ RS, BRRFTE R ERBA TR
HaE

BTFeBEHNES, SZIFNEEIEPerl. Java
#Native, FRAIEHIEEIEFE Unix/Linux Shell iz,
Windows fi7Zx, Python S{{EAIEMHIZSIES,

LEILRFRNENIRIER R R, BIEN Windows
M Linux o AJATESMIRIERFRE EHE—NMEM,
BI40 Perl ZERLAYHEM

LR T AR ENIRIER SRS

ARSI FNRIREE R, 10, BiERE,
B, &5

EXFERT, ResourceName 7ZE/RLEH _EAk#iTF
S—FEIRER, ARG Parent IE X ResourceType

o

f5la0, 7 DB2 fffFH, ResourceName " #iEE " &
BR"ELH",

RS BEMEETNFEEETRERRBDSH,

BT MECBIAINR KRB AINERRETH
BRI R MFEE I TERIERIFIR (.

BT HEGEHEEFTENRETERSE
FiFileSystemififs,

LT RBEE XS DB2 #Y Plugin_descriptor.xml X4
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<Plugin>

<SMSServer></SMSServer>

<Name>DB2</Name>

<Version>1.0</Version>

<PluginType>Perl</PluginType>

<DisplayName>Custom DB2 Plugin</DisplayName>
<SupportedOS>

<0S>

<0OSName>windows</OSName>

<0SVersion>2012</0SVersion>

</0S>

<0S>

<OSName>Linux</0OSName>

<0OSVersion>7</0SVersion>

</0S>

</Supported0OS>

<ResourceTypes>

<ResourceType>

<ResourceName>Database</ResourceName>
<Parent>Instance</Parent>

</ResourceType>

<ResourceType>

<ResourceName>Instance</ResourceName>

</ResourceType>

</ResourceTypes>
<RequireFileSystemPlugin>no</RequireFileSystemPlugin>
<ResourceRequiresAuthentication>yes</ResourceRequiresAuthentication>
<SupportsApplicationRecovery>yes</SupportsApplicationRecovery>
</Plugin>

B zIP X1
FFR{EGFH O BT XSS, HIEHEEXHER Plugin_descriptor.xml SRR X4 R HEEHESE.
EEIEE Z2IP X271, B MEELITEI:

* BlAS R MRS 1 R AR ARl

* T Perl i, ZIP XHFRBMEBE— MRS, HEERTXHBIN T GRZ
Sho XHRZMDMSIEH B FRAER

* XF Perl #&HLASMOIRM, ZIP XH4RMNINE SRR A S
* BIFRGRA B NERF

Nl

* DB2 ffiff: ¥ db2.pm # Plugin_descriptor.xml X437 10%! "db2.zip " H,



A Java FF&BUHEM: B JAR XM, HHXHI JAR XHH Plugin_descriptor.xml X FINEIX 43 FH1&
HIE48,

LR ZIP XX
AR IR ZIP X £f25 SnapCenter ARZ588, 7 RETEFREE A EEBE LG,

&R LAER Ul 8 cmdlet _E{ELIEIE S

* BFR#RmE: ¢
* 1E AN 2 EREN] * TERB S L EHEG ZIP XX
s B ERU EERE XSS

* PowerShell :

*

* upload-SmPluginPackage cmdlet

590, PS> Upload — SmPluginPackage — AbsolutePath ¢ : \DB2_1.zip

B % PowerShell cmdlet BYI¥4HE 2., 1E6EMA SnapCenter cmdlet #BIZ S5 cmdlet &5 8,

" { SnapCenter X4 cmdlet £Z$5/) "(EX)

EEBE XM

ITE, £ * A0 % A0 ECREN * TIERS, RILEFRENLHE LENEE XN, SR LGS MRA8E
 E1Z%) SnapCenter ARZ588, H B rILUARETEIFE IV LERENFRFRRAS.

BRI LA UEGRIFEEE. B2, RIIENHETE TN L= m e

L SnapCenter B E X4

SnapCenter BE XIEHHLETIER
MREFRIFEENXEHRIR, NLEMNIZE SnapCenter BHE X o
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| Log in to the SnapCenter Server using a web browser.

-

| Id@nitify storage types supportad,

+

Reviaw installation prerequisites and install plug-in
package far Linux or Windows

v

| Setup credentials.

v

| Download or create a custom plug-in.

"

Upload, install, and configure the plug-in.

v

Add resources and assign them to users

v

Cenfigure and enable CA Certificate.

"NIEHIN RREF TR — M

IINENFZE SnapCenter B E X G HHIRITRS G

EARMENHZEEHREEZHT,
IERREA, WAILTE Linux Wiﬁqﬂﬁﬁﬁo

* B et ZEE XSS, BXFAER. BEAFARALEER.

"HERRL R T A — MEE

s A BEELinuxBEWindows 41 L& Java 11,

FmEFMEER, BEXIEMFEERILIE Windows

* 7£ Windows EH EREHER, MREEENTEARRNERN, NERFRBTAMIFARR, NWAHE

ENMLEERA UAC,

* BREMEHSIIERIT AN ENIRERNZ P iR EN LA Ao

A

NREEMARIZISCSI. MiSCSIARS M ETEIETT,

SHA512M4 %

* NFBEXEH. MRERERBE & X HIISHAS12/8 75 7N E]_custom_plugin_#% 3&#0_list_ X4,

o ¥ FLinuxEA. SHA512M8FLT:

° X FWindowsEH1. SHA51205%& I F_C: \Program Files\NetApp\SnapCenter Plug-in
Creator\etc\custom_plugin_checksum_list.txt

FWFBEEXRERR. SHA51208F T <custom path>\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc\custom_plugin_checksum_list.txt

_/var/opt/snapcenter/SCC/custom_plugin_checksum_list.txt
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custom_plugin_checksum_list@SnapCenter £ £#1_EREMN B E X HHEHGH—269
* NTFANBAEFIRNBEXEN. BREFITUTIR:
a. BEMEHzipXHHBISHAS 12085,
ERILMEREXN A, 0 "SHAS12157"
b. BISERMMISHAS 1214 % N E custom_plugin_checksum_listSsX - HRHIE{To
ARLU#HTS TR, BT R EEIEMt
T BRGNS SHAS 1205 %5 5 B Rl :
#ORASCPM

03721f567aled4alcb5569066b9%9a58af619%9eel2b1£8713108f81b69%6cfbdb81c25232fa63
dee6777a2b2alec068bb0a93a59%9a8ade71587182f8bccbe8lf7e0bat

Windows F#/l

* BUTAARARMEERERNRIEAR, AETEEN LAEEAMERNR,
* YNRETE SnapCenter PEEH TR, NHAAENEHFRETREEEENRNAF

Linux 41

s BB R root FAF 8X3E root AR BAETZEH SSH %,
s B EELinuxEN EZEJava 11,

MR IEXFSnapCenterfRs3 28 EHEHAWindows Server 20198 Windows Server 2016, MM EEE Java 11,
B2EERITE (IMT) 888XEXRNERER.

"“ERTFFRERIERSAN Java TEH"
"NetApp Big{Fl4RTA"

* &AZI9E root AP BZE sudo PR, AREIRMEA Z N EREIARNPR, R visudo Linux SSEERIELULT
177002 /etc/sudoers X4,

()  wREmmRsudo 1.8.7HEBIRES,
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_5& & 8IZrY3FrootF F B R R,

BT LAM*SC_UNIX)fR RIS txt S FREN_R 3AE_, &XHAIF:

° C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins 1% 3&F0. TXT(30
FRSnapCenterfz 5528 Z&E=EWindows EH1 L),

> _Jopt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)#ff4_Checksum. txt (¥0
FRSnapCenterfRZ52Z LEELinuxEHNL L),

()  wReIRERERESRENSE,

ZiEER T Windows FY SnapCenter &5 204 G R EHER

TR EIEAT Windows BY SnapCenter fiF{FEZA1, BNABE—LEEENENRAT
B KRR EEER,

=

2K

BIERR Microsoft Windows

BRZZIFRANRMES, BSM "NetApp BiR(F
MRIA"

F AL SnapCenter $&E4EYER/)» RAM 1GB
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java_home EIIZ B HIEHRY Java HRZASFIE& 1R,

BXZXIFRANRIER. BS M0 "NetApp BR(FIERTA"

1% & SnapCenter BE XIGHERIEE

SnapCenter EHEEX SnapCenter IREHNAFP #HITE R RIE. EBNEIEATFRE
SnapCenter &4 EIR AR BT X EHIBZES Windows X4 RFEH I TEURRIFIZERE M
=R,

Feaz i
* Linux F#1

B ETE Linux N EREEAHRIER.
1B 751 root B EEA sudo AXPRAVIF root AFIRERIE, 7 ReRENBEHIE.

*ERERE: C BATEBEINMLEEERE, EEILA Linux SIREE, BREXREETHM SYM 25
, EBEENMZEAFZRIIZERE.

* Windows FEA#

EREEMFZE, ERIKE Windows FHE.

B HEREESNRIRERE, SEMTEZENNEERNR,

* BEMGEHFNAER

LA ERERNZRIDEFE N IR TR NMREMIEFRIFRERAEZFIRTERE, WALRKERERE
T

KFIES

MREASIHFHRETRE, AERFRTEER2EEANR, NXMEDAAR R DERRAMED
R,

TR
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Credential

Provide information for the Credential you want to add

Credential Mame

Lzernams

FPassword

Authentication

Use sudo privileges
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MFUIEFE ...
RERW

BR#&

AT, 18

EECERIEFRIES

1R1F
BMNEIERR .

WANERTEHEIENAR 2FMEE,

&
i

ERsERRANEMRS

,E]I]

s

SEBERESnapCentertift B RS LRI EER
REERANERMG. ARRFRINEUEI
A

o netbios\username

° 13y FQDN\username_

* AHIEIES ((EATIEA)

S(‘F_FE FIEANRS. BIEEER
#ESnapCenterfift RS LA B R MEIR R,
MRAHAF P EERANSIRH EV RS L
2T AFIRIEEIIIEE. NalLIsE R Fasith
BEGANEKMBARIKS, AP 2FERINEHSE

HA: username



MNFUFER ... 1R1F

Z BMNBTEQIIERZRE,

B{HIOURT ERBERN B HI0IEE,

/A sudo R WNRENIE root AR EIREE, 15i%EP * A sudo
R * 8%AE,

(D {SLEATF Linux AR,

o B *HE "o
eRRERER, ErFERT " BFMipE " TE AP SAFR A B EIEER.

7 Windows Server 2016 S{E ShkZ~_-E & GMSA

#@d Windows Server 2016 S(E=MRZA, ERJLUGIRBIEERSIKS (GMSA) , LUE
MZEFIKF B EERS K 2,
FeaZ Al
* &R AH Windows Server 2016 3 F Sk A AT HI2S.
* fZRZIBE— Windows Server 2016 B mARARIEMN, ZENBIHAIRL R
g
1. SIEE— KDS RZH, LUEN GMSA RS NI RE M ME—IZE,
2. JFFEMNME, M Windows IFiZHI28iEITLA T <. Add-KDSRootKey -Effectivelmmediately
3. BIZMECE GMSA :
a. RUUTRIACIZERAFAKS:

domainName\accountName$
.. EAEFPRMITBENNR.
.. EANRNIGIZERARARE cMsa o

fBgn.

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

. 18T Get-ADServiceAccount' ®<UIIEARSHKF,

4. EEM LFECE GMSA .

35



a. IFE(ER GMSA kP #IEH] £ Windows PowerShell 2 Active Directory 1&1R,

Ak, JEM PowerShell izfTA T a<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFEEIEN.

b. fTEPowerShell S SRR AABEITU TS, EEN LELZREGMSA: Install-AdServiceAccount
<gMSA>

C. BITUT®H<. WIEEHGMSAIKF . Test-AdServiceAccount <gMSA>
5. AEMN LEER GMSA HECEENIR,
6. j@id7f SnapCenter fRZ28HIEE S ELERI GMSA M RN Windows FE 4o

)SjnapCenter RSEFEEN L REEERRM, FEAERFEIEHE, fEER GMSA KBRS ERK

%4 SnapCenter B E XiEH

ANENHEZZEN EREEFREE

,(iv WIfER SnapCenterAdd Host TREUARINEMN, ARTEBHNRHE. XEEAHSBLE
HEmEEN Lo BRI RN ENNEEERINENH LB

FraZ
s BRIz A EEIEHREMNENENAEEHAF. flilSnapCenter EIER AT,
s B RRHEEYIIRS EEIET.

* NBEEANISARERSHK, (GMSA) , NINFERABIENREE GMSA

"#£ Windows Server 2016 SlE=hizds LN BEX N AEFEEAITERS K"
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EFHES
JETBE¥ SnapCenter AR5 SMENIEMFEHRMEIS—1 SnapCenter FRZ522.

SNRTESER (WSFC) LREMMG, NXEHREFRRETEFNAETR L.
p

1. EEMSMERP, EEFE* EN

2. WIETAERR B EEF * RE M * EI+o

3. MR Ao

4. EEHNER, HITUTERE:

TFFUEFES ... 121

FHAEE prict 9 o 1] Yt
* Windows
e Linux

@ B E X3EHBI1E Windows #1 Linux ¥F
1BEEE,

E ] MAENBTEMRERSZ (FQDN) =X IP ik,

SnapCenter BURF DNS BNIEHECE, Ht, mE
HoEERN FQDN o

3F Windows 15, RETEE IP lfEfrA
FQDN BY, FaISIEENAZHFILE 1P sk,

R LARINIRIZEALRY IP b33 FQDN o

WREREA SnapCenter FINEMN, FEILENETF
Fig, MATEEHE FQDN

iR RN RER R EM R,

b
XEERELINITIZENBGEENR BXIFLHE
B, BERAXIERENEE.

Y

ERILEI B E THEENERER T LAREES
KEENFAER.

@ ERES IR AR EN R
SHIEENENRERTE,

o E  MBRBERERNENS * BT, ERERENEN.
6. (D) iEEFE B SR U TR E i,
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i | FREBRINHEOSHIEEHRO S,
AR S /48145, W SnapCenter RSB 22 R ETT
BEXIKAL, MiziEASEERARKIANKO.

MBEEHRETHAIHIET BT
() o, upsEEERnED. &
T, RAEREM,

RERR SnapCenter BE X4 v LI LEEWindows R4t
FLinux&% L,
* XFIEATF Windows B SnapCenter {4

&, BIAEER C 1 \Program
Files\NetApp\SnapCenter o

TR B E X B&1Zo

* W FERAFLinux#ISnapCentersfifF 462, ER
N8R /opt/NetApp/snapcentero

Sl LB E X BR.
* 3F SnapCenter B E XidfF:
i. T£“Custom Plug-ins”(BE X&) ER45, ik
F*Browse*(R%*), REEEEF EIEENX
R R,

[E4axX 4R 8 E B E XIGHBMERET
xml X5,

WNFFiERE. S
C:\ProgramData\NetApp\SnapCenter

\Package Repository Fi#F
Storage.zip XH¥,

[ =l L

EERHEZE, SWIEESREEREEXE
XX A FRETHIRTT xml 3o

EEHIE 54 5% SnapCenter RSB 2EHIE E X
EEEj o

B LAt E MRECFoheEREMT, FETNRRIEENESHE
REMAER, BiEPIHEFEE,
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ERBIEERSIK, (GMSA) B1THEMHFRS XF Windows EA#l, MREBEAALARLERSK,
GMSA) iB1THEHARSS, BiEPILEEE,

@ UL THRIURH GMSA &75:

domainname\accountName$ o

GMSA X BE&MA T Windows HY
(i) SnapCenter iEfH RS 0% RIS

o

1R R

®t

(

NRAKEP PRI T EHE, WRWIEFHNEEHEREEENER, HWETIE. RAM. PowerShellik

A, RIEREERIIE TNETHRZA. & (R FWindowstEfF)flJavahR (3 FLinuxiE). tNRFHE R

EX, NasE R ENAERNESER.

WMRIEIRSHETEE RAM 8%, ErIUEHUTF C: \Program Files\NetApp\SnapCenter WebApp
B9 web.config X LUEERRAIAE. WNRILFIRSHMBSEMERX, MHIEES REHER,

(D) 7EHARES, MBEEH web.config X, ML FFRERFH 5 EBIXLE
8. HIREAEAHLinux, BIIFHELL, AR HAFHER,

() EnfEEAiE A —EHURNE SnapCenter HHMAT 154, HATHTIRLIIE,
0. KSR,

FIEFTREMBEXMHITF /custom location/snapcenter/ logs.

£/ cmdlet EZMNEIE TN L LEIFEAT Linux 5 Windows FY SnapCenter {3461

A LUER Install-SmHostPackage PowerShell cmdlet 724 LRI REESHTF
Linux 8§ Windows BY SnapCenter &5 {5481,
Faaz i
AINENBEF AT ZEVNEENR,
-

1. BnhPowerShell

2. 7£ SnapCenter fRZ28F 1 L, A Open-SmConnection cmdlet B =iE, ARERNEE.

3. {#H Install-SmHostPackage cmdlet FIFFESEELZ N TN L LEILIEH,

BXO5 cmdlet EE5FERANSHNRERBIESR, 7H@LIETT get-help command_name F3IREL, FHE,
& eI l&2E " ( SnapCenter 24 cmdlet 2&$5F/) ",

(/i3
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MREEFohRERMG, HEFEWIEFVES HERERMMHMENR, NeTLAER -skipprecheck £,
4. MNERERENEIE,
EATHSITREE Linux £ L% SnapCenter B E X

&R (£ SnapCenter AF SR E (Ul) X% SnapCenter B X4, SNREHIFHERR
¥FM SnapCenter Ul iIti2 R IEAEM, NATLUERm<L1THRE (CLI) 7HzH aEEE
AMRIU T R B E Xl fFo

p

1. &R TF Linux BY SnapCenter &I B REXH ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository & HIZIE %% B E XHERIENo

SR UM ZEE T SnapCenter RSS2 IEILLER R,
2. EHSRTTL, EMIIEHZEXHNE R,

3. REHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

> -dport FBF$EE SMCore HTTPS &5 o

° -dserver_ip 8% SnapCenter AR5 28 IP Hifit,

° -dserver HTTPS_port 187 SnapCenter fR5328 HTTPS i,

° -duser_install DIR {8 EB&LEIER T Linux BY SnapCenter &4 HEEE R,
° DINSTALL_LOG_name 57 B X #4894 7o

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
~-DUSER INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM
4. {#/ Add-Smhost cmdlet FFFFHESEE ENAIEI SnapCenter fRSS 28,

BXRAS5HmSERFERNESHNAIRBIEE, rli@iaiT get-help command_name KFKEL, THE, &
AILIBE " ( SnapCenter B4 cmdlet 2E8R/) "

5. & F 3 SnapCenter , FAIGM Ul A PowerShell cmdlet £ B E XiGo
ERISEET MU EEEEXES "R ENHETEEV EL2EEmEFREE"
SnapCenter cmdlet #BIF1 cmdlet £& 15 E B & B X PowerShell cmdlet BIIFHE S

" { SnapCenter 3 {f cmdlet 2£15/) "(FEX)

40


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

BEREBEMEFIRES

TR LUER R TIE m T SnapCenter AFRFENREHRE, ErRRFENERKHE
LA RE 3 SE A BY BT [B] S R B IRl A

KXFIAES
UTFEMRGERERLTTE L, HErRErREs:

HiTH
B IN5ERK
© x KK

EAELIES. NERTHRESMIEEABE
* D BHMN
p
1. EEMSMERT, BEBE*
2. 72 i Ed, BE Rl
3. 7E*Jobs* T, BTIEFIRLUENTILIEHRERIE, BHRITUTRIE:
a. B * fihifkas ¥ o
b. BTk EEF LR B,
C. MREIFHIREAR, & * HFRE
d. MRETHIRSES, ERLERS.
e BEH WA
4 EFREFEVHBET * FAEE * UBERFRLFAEE,
o £ * RFAER * ES, BE-BEFAS

BCE CAIEH

4R CAEH CSR X%

EAIUEMIEBERIBER (CSR) , HFNAERAERB CSR MIERMAAE (CA)
REXEVIES. EPRAF—TXEKNETRER,

CSR R—MEBXAR, REABGEBHUAURBERH CAIEH,
(D CAEBRSABBKENAEDHI0721L,
BXEMCSRIVES, WEI IR CAIEF CSR XA

@ WREFEE (* .domain.company.com ) FH 4 ( machine1.domain.company.com ) HJ CA
I, MaABGE 4R CAEF CSR X, ErJLUER SnapCenter ZREINH CA IEH,

41


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_generate_CA_Certificate_CSR_file

WFEEEE, CAILPHNIENRERZIR (BINEEE FQDN ) UNRBRMENR. EHREGER 28], ATLUE
TEEFERAEZEKZT (SAN) FEERFEHMIIGIER, MFBEFIER (* .domain.company.com) , IIEPE
X EEMMFE ENRZ.

S\ CAIEH

1S ATfERS Microsoft BIRITHIE (MMC) ¥ CAIEBRSANEI SnapCenter fRSS 2841
Windows FEAEEAH,

T’
1. #% %] Microsoft EIETHIE (MMC) , REET * XM * > * H0/ Mk Snapin * o

2. FEARMEMRERE R TEOP, EEIER Y, RARRE 0.

S FIFRERBTEONP, EF * HHBEVIKF * &m, ARRE * 7l *o

4. BE *1THIER * > * IER-AHITEA * > * AERIEBHURNME * > IEB

o ARBEHEMFK " AIERIEBMANE ", AEEE * FEES * > BN * UBHSAAF.

6. EMES, WTHFR:
FtRSFEOS ... HATLUTHRIE ...
SN TR Z ORI, SN, ARSE T T
SAXHET FHITEMEN; BE T %,
weft EEERTSHANERHREN, ARRE T2
EERMIERSNEF EEWE, ARBE T RSN

() SAEBHSHPREE—REBRORIN o px. o p1281% p7b)
7. 3 "Personal" X+ REESE 5.
SREY CA SE$H84L
%ﬁ?‘éﬁ(%ﬁﬁ?*ﬁiﬂiﬁ%ﬂ’\]-l-ﬁi&ﬁ%']?f%%o SR ERENEARBEBASITREFNH

B
1. 72 GUI EHATUATR(E:
a. WHIEB,
b. IEIEPIIFER, B FMAEE  ETFR,
C. REhFEFIR, AREE * HEE
d. MAERRE fil+7 s HIF R

42



e. bR+ ERI R Z BRI =K.

fFign, WSRIELI9 "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMBFR=IE/G
, EBUEA "a909502dd82ae4 1433e6f83886b00d4277a32a7b" o

2. M PowerShell AT LU IR1E:
a. BT TS UFIHERFIERBMIEN, HIEFARMMTRRIALZENIE,
Get-F I -Path Cert : \LOCALLMACHINE\My
b. SHIHELL
£ Windows FAiEHARSSECE CA IEH
&M {ER Windows FHIEHARSECE CA R, UAEERENHRFIED,
£ SnapCenter fRS3 28 UNREZE CAIEBMFABEHEN LHITUTSE,

PIE
1. BT TS, MRS SMCore BR[O 8145 BIINEIEPLIE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fB4n:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT, BHRENIERS windows FENIEHRSSE:

> Scert = Y <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

f5lan:

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

7£ Linux 417 SnapCenter BE XiEHHIRSZECE CA IEH

BN BEEBRENIEGRAEREIEPNER, BBE CAIEE, MEEXEHEEEFEIE
B HEHESR, Fi§ CAERBIRMNELE AER SnapCenter BE XIGH ARSI B E X

43



HEEEME, LUUEE LRI FIER.

BE MIEHERNXY "keystore.jks" , ZXHALTF /opt/netapp/snapcenter/scc/ etc , [EIBYR{ERSEFEFZH
1ZE,

BB E XA EARERNE AR IEEERRN CA B2 EHAWAIZZ

p
1. SR LM B E SGEHRIEBR XA PR B E X B AERIAZ .

E5%4H "keystore_pass" X HI{E,

2. EREIEE:

keytool -storepasswd -keystore keystore.jks

. BEREDLAFRBRREHRNEZEEE N A EERERZEN:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X4 keystore_pass ZEHEFHEREA,
3. BREBEEMBEIMRS.

()  BExEsmPEaEnN S REANRE 5 E HRIEE.

BRIEB e RiElE P E A B E X G EEEE
TN HRARARIE B RIEBEBECE W B E G MHEEFE.

TE

1. EMAIESBEXIGHZAENXHI: /opt/inetapp/snapcenter/SCCletc.
2. ¥ EIX14 "keystore.jks" o

3. FIHEREAERARINRIES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. BRIEBHFENEREE N BE XEHEEEEEERB RS,

() GESERMIE CAES, AEBRIHIE CAES.

44



¥ CA EZEANIE N BE XiGHHEEEFHE

TR CA E2HAMEE 7 BE MG EEEE.

p
1. SMEIEE B EXIEH AR lopt/netapp/snapcenter/scc/ SIS {43
2. $REIZMH "keystore.jks" o
3. B AR RMANES:

keytool -list -v -keystore keystore.jks
4. AMERRBMAMABFEA CAIEHR,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. FItHZEARE P IARINATIES.

keytool -list -v -keystore keystore.jks
6. BIEFAERS B a5 ERMAIBEHRERNF CAIEBREMFIE,
7. B CAIEBRMNFAAZID B N B AERRD,

BIABEXIEHZREZE agent.properties X{4FH22$A keystore_pass FI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EPFRIFIRERK, HAEHEE=RIWFHFRF (e, v,
), ERHRERNERAR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEEFIRE,

RIEZ A SCC_certificate_alias BHIt{E,
8. & CA BB EAMRENBEXIEHEEFREEERB MRS,

79 SnapCenter BE XIH B E L BHIEYIER ( Certificate Revocation List , CRL)

XFUES
* SnapCenter BE XIGHHRFEMELER EH RPER CRL X1,
* SnapCenter B MiEFRY CRL XHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

$IE
1. &R LUEA A CRL_PATH 12X #18E 3T agent.properties X4 EIZRIABE Fo



ERAILIFELLERPBESZ D CRL Xffe RGUFRIES T CRL JIEME NBTIEH,

7£ Windows F#1 7 SnapCenter BE XIGHHARSECE CA IEH

BNEEBEXBAEAEREIEBINEN, iE CAILEH, NEEXGHEEEFMEEE
RECRERES, i CA ZREIAMECE NER SnapCenter B E XHhfFARS BB E X i
HEEEME, LUUEERERIRFIER,

BE IR keystore.jks , ZXHLTF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIRYREEEREFENZRFME,

BB E XM EAERNER AR IEEERR CA B2 EHANHIH S

pr
1. SR LM BE SGEHFRIEB XA PR B E X R AERIAZ .

Z{E5 key_keystore_pass_ $EITN,
2. FEHERS:

keytool -storepasswd -keystore keystore.jks

@ WNRE Windows s LIETRATTIEIRF "keytool" S5, 1B keytool fp LR N HTTEE R

Zo
C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAEDMIAR BIPTE R NE BN E A EEANERZE:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties XY keystore pass ZEHEFERHY,
4. BREEEERBRS.

()  BExEtmPEaEnm S REANEE X5 E HRIEE.

BRIEPa RiElEBACE A B E X G EEEE
R A HREARRIE RS ERERECE 1 B E g EEFHE.

p

1. SRS BEENEGZEARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

2. ¥ EIXf% "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks

46



4.

5

%

ANARE R S AR ENES:

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

- BIRIEBERENERERE N B E XiGHEEFEEER B RS

() GESERMIE CAES, AEBRIHIE CAES.

CA R RANECE N B E X EEFE

ENR CA SR FANECEN BE XA MHEEFE.

p

1.

9.

SIEEEBENEGZEIARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

HEIS Y keystore.jks o
S A RINAYES:

keytool -list -v -keystore keystore.jks
AINER BB AEEHAN CAEH,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

5 AR AR INBYIE S,
keytool -list -v -keystore keystore.jks

W AEE R B a5 RNEIZAETRH CAIEBM IR,
R CAIERRMBIFAAERS BN E R ER .

BIABEXIEHZIAERZIGE agent.properties X{4EH 4R keystore_pass FI{E.
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

M agent.properties XHR) CA IEBERESRIE-

1RIEZ A SCC_certificate_alias EHIL{E,

1 CA BEREBWEE N B E X IGHEEFEEERB MRS

73 SnapCenter BE XIGEHECEIEHHUESIR ( Certificate Revocation List, CRL)
XFIES
* BETHAEXCAIEBHRMCRLYXH, &SI "tNAEH SnapCenter CA IEBABNIEBHIEFIZFR ",
* SnapCenter BE XIGEHISETMEEERN B RHIEE CRL X1,
* SnapCenter BEXIEHH CRL XHEMZAB RN C: \Program Files\NetApp\SnapCenter\SnapCenter

Plug-in Creator\ etc\CRL' o

47


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_update_certificate_revocation_list_file_in_SnapCenter_CA_Certificate

g
1. e LUEA %A CRL_PATH &I F1EH agent.properties X{HFHHIZRIAB Ro
2. A LITE LB RHPHE 21 CRL X,

AFBRIEE CRL BIEE NBIIEH,

FEFEA CAIES

{5RITE SnapCenter FR55 SRIERIE A THIRERE CA EBHEE CA B, GRONIEE
B CAIIEBRILE,
FHAZ HI
* &B] LUER run set-SmCertificateSettings cmdlet BREEZA CA IEH,
* I&BILUER Get-SmCertificateSettings R RIGHFHNEFRIRT

BXA5 cmdlet EEFERMNSHRERBNESR, mN@EEIETT get-help command_name RIKEL, HE, &
BB ZE " ( SnapCenter 2§ cmdlet ZE355) "o

p

- EEMSMERSR, BE - EH -
2. EENES, BE - REEN
3 EERE—INHZMEHFEN.

4. BEBEHED

O. W * BRIERIUIE * o

—_

13

SeRl/E
REFNETRENZER—MEY, HEHRIBIERT SnapCenter fR55 83 51 N Z EIRNERIRTS.

s o RRCAIEBREA. RN EATEEIN.
« & FRCAIEB B RINRIE.

- o B RRTARECAIE .

- B RRT AR RIS E,

(D) meReHEaREe, IRTKERPRECHDRER.

M EHEIRIP

f£F3 SnapCenter BE MiEHEIRITESR A

T‘@)ﬂSnapCenterEEX?H‘#FZHU\ SnapCentergIE G i LM ECE SnapCenteriRSS
BHRUITHEES

ZEFECE SnapCenter R385,

48


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

* &% 7| SnapCenter RS 28,

* NREM, FHETRMEFEARSEZEMENZZIERAEE SnapCenter M1,
* AINEN, ARREMLEEST

* NREA. BEEEGEN LR Java 11,

* NREBEZMNEERR (LIF) ¢ DNFS E2&E, NelUEHIEEEN LERA SnapCenter S5 1TREHRITU
THRE:

o BMIABRT, BIBREENBFRE P #itERS A NE] Storage Virtual Machine (SVM ) Hh5fEER
NFS ZFES LR, MREFEHREN IP it siPREI S5 1P #ilk, 5E1T Set-
PreferredHostIPsInStorageExportPolicy CLI .

° YNR SVM hEZ MBI (LIF) , NI SnapCenter £3%EHE HAIEUIRRZ (LIF) REH NFS 71
[EE, B2, NREBIETIFEHIEREZ (LIF) , MAMIETT Set-SvmPreferredDataPath CLI . B XH]
’3’:%“’?\2:531@55 HSHREIRBENER, B8dE1T get-help command_name ¥3REX, =¥, EHA
LI&ZE " ( SnapCenter 24 es <SS E8m) "

* NRBHITHRMESF, 1HIZE SnapMirror 1 SnapVault .
* HafRIKO 9090 R FH EMEREMNBIEFER.

B% 7 SnapCenterPRERVE IR 25 BRI H90901H B E XHEfHER,

MAfERARIR, RFRAMRBRERFBEXEHAR

7X{EH SnapCenter Z g, THRSEHITHISEMD, ﬁl‘zﬂl FRIRIEEINERESIEEER
o U SARIRENZR, RFEAMKIRHTIT

* BRBEBIEER SnapCenter A FefERVEIRRE, Windows XH AL VM .
* SnapCenter FHRLARF VK ERF LRI—HER

X RIRARITIRGER, R LURIEN R IRA TS E R RIMN R IRA P E X VR TIZIEF
BRI RFENRENRRNFRE, EEATUNBENRZREMZFHERITIHRIBED
© XERIEAEE RBEFRIFIZENSEMIAR, BINRE, EF), MAFEME.
BIRFIRARN, ERIUNZAREFE-IHZ IR, EHEIUENRENARIZTRITE DI SRR,

BENRRANAEX T EBEFRPHIAR, UKREHFEEBRMSEIRPIE, FEMREIAENXT BFRP
B _how _ . a0, MREEHG ENNFAEFIBESFMEXGHRS, WAILSIE— I ERA, HPEEENHH
FREHIBESFME XGRS, A, ERILUSHAREMMEIZRIRA: S HKRRME/ IR, FeIRFFAH
FEANZREREY, BRI RFRARENSRIITETXHNED, FRITE—MtR, UWESNNRIT—XETF
Snapshot FY& 14,

i BE XA RR

#Z1HSnapCenter B & XIEH X IR
EMITrERaENY, MEEEMONER, SESMER, SIEFRAMMIMER, A1
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F1D A IS ITIR(E,
UTIERERT IR TEIDIRIENIRE

Define a backup strategy.

v

Add resources,

.

Create a backup policy.

!

If you have multiple resources, create a
resource group, attach policies, and
create an optional schedule.

v

Back up the resource or resource group.

.

Meonitor the backup operation.

'

View related backups and clones in
Topology page.

SR UFoha 7ERI A PowerShell cmdlet 117817, IRIEMTEIRIE. B XPowerShell cmdletdyiF4i
58, EfEASnapCenter cmdlet&EBIZH SR " ( SnapCenter ZfF cmdlet & 15R) "

[ SnapCenter BE XiGHFRINZE IR

B TURNIESE N X ENEIR, RIBEHIME, RIFECIRERESHHEAIEIEES G
&S
FeaZ Al
* IS E e % & SnapCenter ARS528, RMNEN, CIBFHEAREENMANEREEFES
* BRE "ENENNBER IR E XIEH,
* e iaE _Ef£E SnapCenter fRS5 230

TIE

1. EEMSMERD, %EiF*Resoles*, FAFMFIRAIEIFERAIEL.
2. F&RTAUER, 1EFE*Add ResResource *,

3. FIRHFRIEMEERES, RITUTIRE:
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MNFUFER ... 1R1F

E2L i HMAZRRRRT,
E[E EEEN
A LR, type B P IRIEEMFREHIAS I E X

B9, B0, EHEREFSLH

INFHERERBIREE, BN EFAE R,
fFlen, WNREEN " BIEE ", MREKN " KF ",
BHRALSEAIBIFRER.

EIER AR 1%E$% Credential S AIEFHEE,
KRR iﬁ)\ﬁ%ﬁﬁﬁﬂ’\]ﬁﬁ%%o X{ERTF Windows £

4 TREEFFELIATEREF, EF—NMEERGSHEER—1HE1E. LUNMqtrees, AEEE Save*s

ke EFL T EARATMEMERRGRNESZE. LUNRqgtrees.

Add Storage Resource x

1 B Provide Storage Footprint Details

2 Saorage Footprint Shorage Type CINTAR T ABure NetApp Files

GiPeE St Add Storage Footprint

i Storage Systom Selert - x
Sefect one or maone volumes and I required thelr associated Girees and LiNs
Wl e LUBE oF Difeas
Salmrt » Default is None" or e to fimd
Save

o AHRRRENET, NERRHBEXEREM.

() ®REEXREEEAS.
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Resource settings &

Custom key-valie pairs for MyS0L phig-in

PORT | 32306 4

r-.lAiTER _SLAVE s} | i | o |

6. EEW/E, AREF TR

“t

LB BB RUAR KR, EVHERRBIR, RENZRAMEERUNBERESEESS.
@ WNERTE SnapCenter SMNEREM R T HIEE, NATRIFT R,

e

NREANEMAFRER Z=HIAREIIR, SnapCenter BIERMMAXLERF DECRE~. X¥, AFRRAIUR
T DB MR R A B RBVIRIE.

ANARRE, SRS RIFRER.

NBEEXEGFRREIZ RS

£/ SnapCenter &7 BEXEHRERRZA, BOMNBENHRRHERHEE
BIDRE,

FaaZ Al
* BN BEEX &R,

BXIFRGER, BEREXRNEEXENE X BIEFRIFERBIIE .
* BN BRI RIPES.
HEEHIRRIPEIERE SnapCenter , HMNEN, SIREFHERFBERM AT REFES
* 24§ Storage Virtual Machine (SVM) S ER4A SR TIRG S FEIRIE,
NRBRRIBEFIZRERFME. SnapCenterBFIE I ME R FEMN BinENSVMAO LA E,
* BN EFHARNBRIPBE IR,

KTFUAES

) gfﬁ%ﬁﬁm—ﬁﬂﬂ)ﬂﬂ BFERNAER, HMEREED. i, EETLUEEES], HAMNBERR

* ERBEPIEEED A L E R REES AT HMERARIEIE,
» SnaplLock
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© NREFR T "REDRISFREFERLED. NSnapLockiR BEAFRMIVNTFHEF T LR RE R,

° $8ESnapshotfiEEAPR AT A LEMIBRSnapshot. BEEIMRBEAFRRIEA L, XEFATRESSEIRE
BYSnapshotZi E81d REEHIEEHEE,

° 3 FONTAP 9.12.1 R EARhRA. 1EIRRiZ 2 M SnapLockZ iR R GIE Y 52 f& 1§ ¥ & SnapLock 7B 2

HARY 8], 7ZMEEIERNIESnapLockZIHARY Bl fEF B &,
@ FSnaplLockig ETESnapCenterF A REEFHITEIE. IHSnapLocki& BEHONTAPHITE R,

1

 EEMSAERTR, BF 8B,
ERBTETR, B K,

BE R,
ERMTET, WN\BEE A TR,
ERBTET, RITUTHE:

—_

a > W BN

cBEEEIRE T, B, BB, *EBE N8R REEITHIRE,

@ ERILFERIZRRAR NEMRIEIEEITR OFeBRHE, SRABPNME) . XiF, &9
S HZERRBMNEMIIRNZIRAE, BN IERBIERRNERD TR,

Select how often you want the schedules tooccur in the pol Y. The specific times are sat at IZ-E-I!-.-..Q_CC" Creathon E'.’C!'.'i-"l._'- yiokr b

(D wsmitrmsme: 00T, NEE S (OSTHIARRAE L,

c FEHEXEMRESOHR, URRERIMEHOMEEIBHNEARESEMNRE, ERIURESE

B EE RV R AE,
6. ERE TIEY, EESORMMEEHEE TEFERITRENRRIRE:
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MRE...

RE—EHRENRER

¥ Snapshotfr BB —E XKL

Snapshotgl <8 E HAFR

7 EERITH, EEEHIRE:
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EFEREBSnapshotgl & 230", AGIEEERYE
AYSnapshot#i =,

NRRBHEBIIEENE. WEMFIRE. HE%
MR ER F BRI,

MR HRIE R SnapVault &, M4
TBRZHEEEN 2 HES. R

@ BRBIHEEE N1, NRB2EATRE
2K EAAE—REZESnapVault
XANSERE,. BRERHRRE
SHIEIBR AL,

3FF ONTAP 9.4 HEF A _EHIZ IR
, BRAIREEN 1018 , ¥F ONTAP
@ 9.3 WERMEALNER, BRARE
BER 254 , MIRBFRERENSTE
};Ee ONTAP hRAZHFEVE, NEHE
8

1EFE R SnapshotBIZARIBYE]*. AIGIEE BB
RER 7 AR B X LR BB A R 2K

¥ SnapshotiE AR, FAFERR. BHF.

SnapLockfx &E /AR Fz/F 1004,



MFUFE ...
* BIiEZAM Snapshot BIZS/FE#T SnapMirror *

* BIEEZAH Snapshot BIZS/FEHT SnapVault *

* ZIRERBRATEE

1R1F

ERLFERAES— M E LAIEEHENTGEIZ (
SnapMirror £l) .

WMRONTAPHHFRIPXR R LR N RGN FHE". mE
{OEFIE. MEE RS LOIENRBRASEEE
Bin&%. MeITEERAZKPIIH. tNRMBEIRF
TEFF I Snapshot RMITIERIZIE. MEERUTE
IRHE. Secondary Location is not available for the
selected vauled/Mirrored backup.

EZREHHAIE. SnapLockZIHARSEISINEL
F SnaplLockZ|EAR 8],

" Topology" Tl E HBY*Refresh* 3% AT RllHT
MONTAPLZREIAY — 4% H 3 SnapLock EIHARTE],

B8R, "1E Topology MEPEERS BEXIEHE
BEENEHAE"

PERIGET R HITHEZIMESEHES ( SnapVault
&)

EZRKE%IEAIE. SnapLockZIHARTEI&NMNE
FSnapLockZ|HERYE], " Topology"TiE+
#9*Refresh*$& 5 vl Rl # MONTAPIC ZR EI Y — 2R F0
FSnapLockZ| AR E],

WNER{NTEONTAPHFR AISnapLock iR — R AL E
fic® 7 SnapLock, NEFHHRIMNTIEAH*Refresh*
%ﬁﬂﬂﬁU?ﬁMONTAP@?@J R ARG ERIBIEER

BXSnapLockFERIFAEE. IBSIIFIRIRIRS
B|FE B 5 _ERIWORM

ESiH, "T£ Topology NEIFEES BHE XIGEH A
FAEXNEDM T E"

%% Snapshot 5%,

IRIBEIEIERISnapshotiiE. ONTAPEI 5 I%AR
FILEZAY — K Snapshot{R BB R,

WNRIEFET * BIE A Snapshot &
X583 Snapmirror* , MBI LUK

@ IBE RIS, B2, NREL
##7sH#h Snapshot BlAs 2 [EiER T *
¥ SnapVault * , MINIEE ZHKR
BRARES
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MNFUFER ... 1R1F
* ERE T HMANRIEE LR AITFRIRAERIZIH R,

@ &R TEONTAPH A — R iF BB E SnapMirrorfR B ERE&. LUBGRIAEI — K77 L SnapshotfV ez
KBRS

8. BEWE, AREBE T~

B A RBFH N ERAR

RRAREONAEMIZEHMERIFNZRNESR. B, EAURNEhSLEN
AR REXBFIE IR, EEOTE— NS RESMMNZIZIRE, 7 REE X BERITHIER
HERIPEREL,

p

1. EEMSMERD, EF Resoles*, FAfFMFIRAIEFHERAIIEMH -
2. FRFEP. EFHERRAE,

3. FERMINEF, HITUTERME:

MFUFE ... 1R1F
BTR b N TREA R R R

AR BRABRMANET 2501 F o

Tags MA—TNHSMRE, UBHEHEEERA RS,

g0, INREFGHRIEAIRERINEI S HIRE, N
USR] AR S HRAT R X EXHYFR A ZRA.

3+ Snapshot B Z{FH B E X ZFREI0 TR EEE. ARRAEZERATSnapshotZRHE
TE X ZHER

540, customtext resource
group_policy hostname X resource
group_hostname . ERINTER . Snapshotf& =t
Uﬂ—/l\ﬂifl‘Eﬂ%io
4. mNi%k: FERBERER, M*Host  FHIFIRAIEZFEENE, HM*Resource Type* FHIFIFRHFIEIFZIRLEE,
XEPFmERE LHER.

5. NOTAZREAPIRZFRE, REEREGHELREBIEERR 5.
6. B[3%k: 7E*Application Settings* T, HITLATIRME:
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a. EREM KIS EEME(ED:
BR—EEHEENHRITUTES:

MNTFUFER ... 1R(F
BHEFR %4 Snapshot #21EFEAL ERER. PR LIEE ST SnapshotiR (RIS
GGLIEIS

%%\=5$¢\7 EP%=7$¢\: ﬁ*ﬂzzo*yo

2 WAFL A% WEFR LR T A 36 T 5 IR B WAFL —EU=,

6—© @ : : :

Mame Respurces Application Settings Poliches Notfication Summary

Backups =)

BA Enable consistency group backup

Afford tirme to wait for Conmistency Group Snapshot aperation 1o compéete
0 Urgent
Medim

(D Retaxed

[ Disable WAFL Sync

Scripts

&'e®

Custom Configurations

&

snapshot Copy Togl

a. #%E$FScripts (1ZS)&T3k. AR NB T quisee (8212). Snapshot (R )Funquisee (B EEER)IZ1EMpre
Fpostdn<, IEIh, EIERTLUIENELREMERHRE Y 2 BIEHRITH PRE ©5%,

b. 3%&$¥Custom Configurations&ik. FARHINEA I IRMITAASIRRIFREPIRN B E X REX .

S ®E WiEA

archive_log_enable (Y/N) BRI EEEE RIS E
o

archive_log_retention T FEE(R B IRS A BRI R

BN NETFHATF
NTAP_snapshot {R2&1{&,

Archive_log_DIR change_info_directory/logs IEEANBEFREEEN®RRZR.
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S ®RE WiEA
archive_log_EXT file_extension IEEANBEXET BEKE,

plan, wMRAEBESE
log_backup_0_0_0_0.16151855

19429 , MY BBENS,
NEEYT BRIEHRE 5 1k, B
16151 o

archive_log_recursive_SE arch (Y/N) AFEEFEETI) A S,
MRPASEETMAFFERT, N
R RIS,
C. ¥&#¥*Snapshotl 24 TR*Fik LUEAF A F I SnapshotlI TA:

MREHE ... AE...

SnapCenterLUEAIEA FWindowsflfF. HE &% * EAXHRFA 4R SnapCenter *
BIRRBZAIBE XU RAET SRS, T

Linux FR, LETARER, ItETAERTERETF SAP HANA #3EER
SnapCenter $&iff.
SnapCenter A 8|2 F &R 5 1RER PEE * NMEBXH RS —EER SnapCenter *

WAZEEEN ERITHEGR S LABIZESnapshot, R HM ARBRABRTEN LRITHGHR S LUE)
##Snapshot,

7. ERBOES, JITUTPER:

8.

58

a. NTFFIRFERE—THZ R,

@ TR LB R koI Y,
XLEREERTE * MIEERKECE TR * 2o H5IH,
b.
T EREBITFD, NERBHNEREE ¥
C. £ /3policy _policy name ZARANITRIFHEES. ECEITRIFIEFHE,
Hrhpolicy name@iEE RIZHIZ Ko

BEEITXIIE57E "applied Schedules" 517, WNRFE=FHEDITHIS SnapCenter &M RIEE, NARZ
XL R,

MEBRN TIE Y B FERAFE T ISR, SR EAEBFERHAITR.



RN ITIETE &4 NFIUWEF N BB FRBEE AL AN BB F IR £/, WATE ¥ IRE * > * £FIRE * PicE
SMTP RS 28,

O. BEEWE, ABEEETH

Z1HE&NSnapCenterE E MIGHE IR

ﬂD%i/\EEX?ﬂiﬁ: BB TAEMZIRA, NN F R AESENZE R ,‘.’E\EJLH&
FEMHFR, NE, NRFFEMIMRBEHEE T, )UUA$E?E1‘I'5Z'JEE7J T&h.

FaZ
* BB R B RN RS
* MREBRMNDE ZRFMHEEST SnapMirror XRRZR, NoELAFEEFH ONTAP BN EHE "

snapmirror all "R, 1BE, WMREFEAZE "vsadmin' " BE, MARFEE " snapmirror all "$F
o
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SnapCenter Ul

p

1. TEMSMERSR, BE*RBR*, AEMFIIRPEFHENES
2. EHRRIEF, RIBZREEM * NE * FRFIRFPTHEZ IR,

g, AEERENBNRRREUMER R ARG BRIl E Iy UXHTRERERS.

3. BRBEMHEIR.

4. FREER, MREFHABENXRE, 1HEFR*Use custom name format for Snapshot copy* & iEIE
» $AfEASnapshot& RGN B E X B &l

B30, customtext policy hostname 5§ resource_hostname . ZRINIE R TF. Snapshot&ZFR&Min—
NG

o ENARFIRETET, HITITEE:
a. B * &1 * fikAIREHM&EDED
RIEFESA—HIEAED, HHRITUTES:

JFFUFER ... 121
B EIZEF %L Snapshot IR1EFERR EFER. PN LIEE ST Snapshoti2 ERY
&),

ER=5%, fFE=7F, T =207%

#FH WAFL [E% TR IR AT B e em FlIR B WAFL —El=,

e—o ® ‘ : J

Namg Resources Application Setiings Poliches Noufication Summary

Backiips =

B Enable ¢ ofiskstency group backup

Afford time to wait for Consistency Group Snapshot aperation to compéete
= Lrgent
L) Medium
(2 Retaxed
[ Disable WAFL Sync

Scripts

82

Custom Configurations

Snapshot Copy Tool

&
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6.

10.

a. B Scripts* &k AIEiTH T EHME. REBMBUHEHMSIR(ERPREMPOSTH <, EWALITEREE
P1E1EZ81iE1T PRE 7%,

FRAM IR A H0 f5 A BRI ZSTE SnapCenter RS 28HIE1T,
b. B * BENERE * &k, REMNERILZRENFREELFRIENEEXER
c. E2#*Snapshot|A T A*§7k%1F A FeIESnapshotfI TA:

WMRIEHE ... RE...
SnapCentert! ZF &K 5! 1RER PEE * NMEBXH RS —EERY SnapCenter *

o

SnapCenter LUERIEA FWindowsEUEH R 58 * BEXHRA 4R SnapCenter * o
HRABT—BURE. AEBIESnapshot

LU N85 < LLBI#E Snapshot EEEA. RERANT 2L EIESnapshot,

ERBETIE S, ITUTHE:
a. MTHIFIRFEFE—PHZ R,

@ EhaLiES B EREEE

ENEERBECEITRIER DT, R HEE SRR,

b.
gF ¥ BHHRSITNRRNES T,

C. FEARINEREK policy_name B9 RIFHEES, ECEITX, ARERE * HE -
HA, policy_name Zi%ETE HREEHIZ o
EEERITRIIEFITE "applied Schedules" 5/,
TEIBAIDUERY * BB F R ERDN * THIFIRF, ERERXBFHENTS,

TEERNTIETE &1 AFIUE A BB F RSt AR BB F R /0, tb4h, ENTTE * 1RE * > * 2FIKE *
HhEIE SMTP,

EEWE, ARBE 5l o
LB B R ERI DT
B MRED <.
EEHEST, RITUTTE:
a. NREMNFRNAZ MRS, BM * KBS * THYIRPEEERTHMBIRE,

MRNEFSEFHRBSEOIRIRER, NWRFEMDHREATVREEENRBIREHITR
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=93]
EHo

b. B * &) *o
M. BE T * > (Rl * DUSIEIRE#HE,

PowerShell cmdlet
S
1. f£F Open-SmConnection cmdlet AIEEAF B&h5 SnapCenter fRS23MEIZERIE,

Open-smconnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146\

LB B A P R EE R o
2. {#M Add-SmResources cmdlet F &R,
EERBIARI T AT &R
Add-SmResource -HostName '10.232.206.248' -PluginCode 'DB2'
-ResourceName NONREC1 -ResourceType Database -StorageFootPrint ( @
{"VolumeName"="DB2 NONREC1DB";"LunName"="DB2 NONRECIDB";"Vserver"="v
server scauto secondary"}) -Instance db2instl
3. {#F3 Add-SmPolicy cmdlet BlZ2 &5 R,
IR BIRE IR — RIS 7 SREK -
Add-SMPolicy -PolicyName 'db2VolumePolicy' -PolicyType 'Backup'
-PluginPolicyType DB2 -description 'VolumePolicy'
4. {3 Add-SmResourceGroup cmdlet [a SnapCenter A INFT R R,
IR B E RS E R SRBR I ZRIRBIE — MR RIRA -
Add-SmResourceGroup —-ResourceGroupName
'Verify ManualBackup DatabaseLevel MultipleVolume unix' -Resources
@(e

{"Host"="10.232.206.248";"Uid"="db2inst2\NONREC"}, @{"Host"="10.232.2
06.248";"Uid"="db2inst1\NONREC"}) -Policies db2ManualPolicy

5. f£/A New-SmBackup cmdlet B ahETRIZ D E L,



New-SMBackup -DatasetName

Verify ManualBackup DatabaseLevel MultipleVolume unix -Policy

db2ManualPolicy

6. f£/A Get-SmBackupReport cmdlet Z& & EL AR

It

Fin BEXEH R IR R IRA
fEETLAM L’E/ HEFEENA
A=k %ﬁio

ez Al

L]
DA

THRRT EHEE BEETTRIPE (R BRI ER S

PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses

ReportDataCreatedDateTime

MERIEMIIN T SRESBIZ IR,

RIRE

{DB1}
{}
False
False
269
2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows

211
test?2
20

Verify ASUP Message windows sccb54 10-04-

NotVerified

SCC_BACKUP

NotApplicable

o WIRZFIRAMIIN T REEHECE T 114,

N =RHE
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* NREIEEEA SnapMirror X ZANRFRFHMNEIZRFMHE, WHDELEMEEFI ONTAP AN E1E "
snapmirror all "4%i¥%, BE, WREFEHZE “vsadmin' " s, WAFEE "snapmirror all " ¥
™o

p
1. EEMSMERF, BE TR, AEMTIRPEZENERS
2. EHRRDIEF, M > HE * FIRAEE ~ FHIRA *

ERT LB S RIEFRA R RAR MR EHEFMCRIERERA bd - AR, EELlgE Iy X
it as B o

3. EARFAIET, HEREEMINRRAE, ARRE * ILBED -
4. EEMTESR, RITUTIR:
a. IREKZ I REESRIFARXER, 1BM * REE * THIFIRPERERTEMHHIRE,

IRNRFBEIMERNREBESEOTRIREK, WRFEDEREDITREEENRBIREHTRE,

b. B * & *o
S. B * MEHE * > * Rk * DUSITIRIEHE,
° £ MetroCluster ig& ™, SnapCenter RIRETAEMIERER B ERRNEFRIPX R,
"MetroCluster B &2 57 £ SnapMirror 8% SnapVault X&"

° NREBEF VMDK LRI BZF#IE, FHHIiEHRTF VMware vSphere BY SnapCenter 8 Java X
INRIBR, NEHEIEERKM, EIEN Java KR/, FIHRFIHIASSCHF
lopt/netapplinit_scripts/scvservice o TELLAIZAA. do start method 8a<RE/EEISnapCenter
VMwareldiffiRS. Rz EMALU TS Java -jar -Xmx8192M -Xms4096M,

{53 PowerShell cmdlet B Z(E R FEIEM EE

7E{EF PowerShell cmdlet ITEHIERIPIZI(EZ B, EAEIE Storage Virtual Machine
(SVM ) EEFMEIE,

FrIaZ Al
* &R B EEYF PowerShell FF15% LIA1T PowerShell cmdlet o
* BN ABRIEFHEERFIENEMENEERABNIR,
* B RIEGRERTIHITH,

AINTEERGEREE, EVIEGLERREEH#HITR, BAENRFOUEAEN, HFEBIEERSTES
7 SnapCenter . R REHRETRA " A RAFEM " I " F7E NetApp =FfiE £

* FHERGR NN EME—RY.

SnapCenter FZIFEARFEE LERERBMNZNEME RS, SnapCenter ZIFNENMFERAINAT
ME—R 2 FRFANME—RIEIE LIF IP ik,

p
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1. {#H0pen-SmConnection cmdlet/EEIPowerShell CorelEESiE,

IR BIEFTFF PowerShell &i&:

PS C:\> Open-SmConnection

2. {#F Add-SmStorageConnection cmdlet S 2572 (E R FRIFTIERE,
LERGIRERIR— N TR R AT

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {8/ Add-SmCredential cmdlet SIEFTIEIRE,
R AEEER Windows E3HERIZE—1N2 7 FinanceAdmin BIFTEIE:

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

BXA5 cmdlet EEFEANSHMNEIFBIEER, v@TIETT get-help command_name RIREY, &, &t
AILIBE " ( SnapCenter B4 cmdlet 2E5R/) "

wiT B E MG R RS RE

ERILLEER SnapCenterJobs J\E”/_ EREIERENEE, Er]seFENEHE LUHAE
SERBY (BB R & T IR) iR

KFUIES
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2. FEMIETTET, B R,
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3. 7R TIEA, FITUTHE:
a. i g UUmESIR. LUBENGIH & R1F.
b. 15TEF 45 B EAFIZE R B HA.
C. M * EBL* THFIRA, EF - &
d. MRS - FHIFIRS, EREIRS.
e. B * WA * LMEREMINTTARIRE.
4. EFEOEL, ARRE FFAER * UEEFLFRES.
@ zfﬁﬁiffluku_u_n' M:,Jzé"‘\%EE{’EikﬁéE%E'\Eif, TR BN RFNREFE
NEHTHIATICEESES.
o EEIFMERINET, BE *BFAE
° BERE * B EREERIENFARS.

EXyHSnapCenter B & X iGN EDIRE
&0 LU BGHE B HEBARI 112 4E,

* BEENRE

© BEGHIRME, L SnapCenter EXE AT EWVFIEENEHES

© IEETLAM * HEHE < TUE S * JESh * BIREUEE DR

* B REBUH IEEEIBI TRV R (D181

* {&BJLUER SnapCenter B2 5E, PowerShell cmdlet @< 1TREM < ECEE1DIR1E,
* WFLEBCHRVRME, * BUBMEL * L FERRS.

* IRECIZABIRNERT * AGKNAREMNGIYAIERR \ HNEPEEMFFEMERNR *, WETE
fER It A BRBUEE R R BRI S DR,

SR
1 BT g EZ—:
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LS DAl a. EAMSMERS, BdE > miE* > Rl
b. PEFFIR(E, ARBE * BUEMFL .
TEEEN a. BapEiRFa. BT "Active"(EEh)ERE L
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ETopology NHFEE 5 R IRIEXEY B E XA &N Z

TESEEMNHRERRN, BRI ANUEL S AR REEFMEN _REHE LG &N
MzfZEEEER. ThRitNESR, EIUERIRTEERFRNZRANPFIEEMNNR
éouju*EmeﬁﬁﬁFMﬁﬁﬁé AR X RN e 2 LRI TEEIRIF 1%

KXFULES

TR EERRIANESEEUTER, MBEENNREEEIFEER _RFMHE (RERIAIEFERZ) L7
Fo

| -
— T L AR IR,

REFERES LR RENRGEENNREEERERIMIES, BHRIMIEPHRGRS
TR EERERENED.

L
. EREASnapMirrorfs ATE R ZiE LRGN E DM ESRE,
u ERERASnapVaultis R E Z k78 L EFINEH N R ERNHNE,

ETRIENHEEMN—REFEPRERNE D, Fla0, MREERREET 6 M&fn, NRE 4 M&EH, W
ETRHENHEN 6.

@ REFERES LA RENRGEDORER ERERIMIES, BRiMIBRNREGS
DT EAEERERENED.

p

1. EEMSMERT, BE*RR*, AEMFIRPEZERARES.
2. ERRTIEH, M ME * THYIRPEERREERSA,

3. NFERIFAE BN ENZ RAFAESMEPEZERR.

NRFRZRIP, W= ErEERRIHAFNAE,

4. EEWER, EEIHFEN_LEFHELLIBNEONERENHE,
REFRED BTSN EZN S,
B ERFIEH A BohEEE NS R ERR T

WRHITT BHE T SnapLockBI& {7, METH*Refresh* G RIFT MONTAPICZREIAIFEF] — K SnapLockE!
HERY ], BAITRIE2RIFT MONTAPZR R EH — 2k SnapLock ZIHARYE],

MRNBREFARDHESZNE L. NEHDAISnapLockZ AT EE R N EFHISnapshoti& B IR
< SnapLockZ|H#ABY[E], MONTAPLZREIRKAISnapLock ZIHARYE],
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rEENRE, B Refresh"ZHRIBIHE NN EIFAES

o TEERIAESR, BEFEFMEH_REFMEPHN - &P I =E  UEEENRENFAES,
BN ERFAE R URBIET.

6. NERPEEFEED, ARBEHEFRIFEMRUNITER, =&, EaaMRMREE.

()  ereEsaslmREERg LNEY,

(D) oreEssIEERaLngs,

7 MMREMFFIE. BEMRPERIERIE. ARREUNRRILERE T

EIR B E XA R

R EE X EE AR
ARAMETERQENL, RITERBIELERIE.
XTUES

UTIERERT BT TIEEIRERIRE

Define a restore strategy.

v

Restore the resource,

v

Monitor the restore operation.

AT AFsh ERI A8 PowerShell cmdlet $11T7& 17, FEMTERE, B XPowerShell cmdletfd(E &2
, 1BfEASnapCenter cmdletFBENEZ(H " ( SnapCenter #ifF cmdlet ZZ45E) "

ERF RS D
&R LAERA SnapCenter IRRZF R, EIRIEIERVINREBUR T ERREMF.
a2 Al

* BB BN R RS IRAE,

s MNRBFIREBEFHIFIHRERHIZME. NSnapCenterBIE RN E NIREF BirE DB Storage Virtual Machine
(SVM)s
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* AR RIRENERFEN R, RBEEEXEFRHNAREFEAERR(ERN, 7 8ERITIEINEE,

* XFONTAP 912 1 R ERARA. TEERIZ2 - MSnapLockZEIRER Bl 2y 5 FE R 4k A SnapLock 77 & 2 HARY
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SnapCenter Ul

p

1. EEMSMEED, B2E*BR >, AENTIRPIEEERES,
2. EHRREF, RIEZREEM * 1B * FhFIRP LR R

BT S RARLURAE, THREREH, XRRANEELI RS E L.
C) BASHTRSTENRA, BETRN, CURERETRNE AR,

MRFRARZIRIF, W not protected B BRTE * BIAIRE * FIR,

" BT * " FIFRBYIRE not protected FIRERTRIFARZRIF, HERREBEMABF &,
3. BRHRIEZE—NRFA, AEEFRZEPH—IHER,

B R BR R IRIAFH DTE,
4. 11 BERE - AP, NEFHAAN S (RETEFENE) FHARTER &9

EERNER, ERENPIRENSS, AERE T,

Primary Backup{s)

¥ " ® ¥
Hackup Marme IF Enel Ditte
CuprQ 191 65001, 0105 2T T-01.55.06.0403 IR017 13537 AM 3

6. EXRFESEETIER, FEF * SERER * 3 XHRL .
a. fll]%)iﬂx * '_HEEJ\/ )|_|J L_,_J\/}_%ﬁ}o

MRFBFEEEELgtreesEAFELATIE. NIkEEHgtrees L1 FTHISnapshotiG# ik, FHE
TEME, s, MREMEMFBEREER—1EK qtree £, NZHRBEHBSHHBIBR.

b. NREFT * XHFEF *, WETLUERE *FrE *, WalLUEEED qtree , RERANSEESED
qtree *E;éﬂ'ﬂﬁ%fé, #ﬁﬁﬁ%ﬁﬁ%o
» &0 LLEEZ N E gtree o

s NREFFRERS lun , MEEREEDN LUN . FBaJLUERZ D LUN, + 33 MRER 25+
, WM&, qgtree 5% LUN J:E’\JFE’%K#%‘B’HL}_ N

7. 7F * 1&0ER  UEF, WAZTERITEREL Z TR R E G L.
8. 71 * [FiR(F * mEY, BWABERITERIEIEIETTH mount 1 post restore f %
9. 7F * 1B * TImAY * B FERAF BRI * FHIFIRA, EREREB TGS

RIS TE R AT N B F BRI LA R F BB R, tbSh, BT * IRE * > £/RE "
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10. EEWHE, ARRE TR o
M. BE T > Rl ~ DUSIEIRE#HE,

PowerShell cmdlet

p

1. {#F Open-SmConnection cmdlet AIEE AP B5H5 SnapCenter fRBZ230EE=IE,

PS C:\> Open-Smconnection

2. {$F3 Get-SmBackup #1 Get-SmBackupReport cmdlet 0 ZEH X BXRH— PR ZNEHHIER.

R EREXFAAERRAENNER:

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08...
AM Full Backup

2 Payroll Dataset vise-f6 08...
AM

8/4/2015

8/4/2015

IRAIBRTAEX 2015 F 1 B 29 HE 2015 F 2 A 3 HERIFARES:

11:02:32

11:23:17
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey 8
ObjectId : 0
PluginCode : NONE
PluginName

BX05 cmdlet EE5FERANSHNRERBIESR, H@LIETT get-help command_name F3IREL, THE,
&t A Ll58Z " ( SnapCenter F{$ cmdlet £2Z35/) "

{£F3 PowerShell cmdlet X [F& &

ERFRENEIEBENS SnapCenter fkSS2FAVERRE, FIHENMRRFNERUK
ERED .

BN EZSF PowerShell IF1E LI {T PowerShell cmdlet o

Al
1. f5F Open-SmConnection cmdlet }#EE AP BEI5 SnapCenter ARSS 2RHVEERIE,

PS C:\> Open-Smconnection
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2.

74

&£/ Get-SmBackup #1 Get-SmBackupReport cmdlet 0 Z=H X BIRRN—PHESNEHHE R,

R EREXFBRRAENHER:

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

WRBIERTHEX2015F 1 A 29 HE 2015 F 2 B 3 HEGHIFHAER:



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



B

Restore-SmBackup -PluginCode
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269

-Confirm:S$false
output:
Name

Restore

'DummyPlugin' -AppObjectId

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled
PercentageCompleted :
Description
Status

Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

X0 5 cmdlet EEFRANSHREHBNESR, 7]
BB ZE " ( SnapCenter 2§ cmdlet ZE355) "o

w7 BRI R R(F

/J \
15N

KXTFULES
ERERSHATFHERIERIBEZ ERRIPRTURERT L ITR R #H—D R RIR(E

UTERR ERERLIE L, HeRRErRE:

#HITH

. BRZhTER
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2368

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

1B3iE1T get-help command_name KIKEY, =&, &
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Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

BRI LAFha ERI A {EA PowerShell cmdlet 1T& D, ERMFEIR{E. B XPowerShell cmdletAYIF4H
88, I8fEMSnapCenter cmdlet&EBIFHE M " ( SnapCenter ZifF cmdlet ZE35F) "

MEDTeE

&R LAGER SnapCenter 5ef2& 1. ERILIMERMH_REMN2IE, FFEZIEIERITHEE
AT IEAE R
Friazal
* BB &N R RNETRE.
* FOARERENREFEN R, RBEEEXEHRHNBREFLIREZRERN, 7 8ERITIINEE.
* ERRFEESEHNREMLT Storage Virtual Machine (SVM ) BERERERETIRF,

KXFULES

FHFONTAP 9.12. 1 R ERARZA. 7EX/RIZF2H M SnapLockiF &R EE 6132 B Ta b2 I& 4t K SnapLock 77 i 2 HARY
i8l, 7ZAEEIE G N ESnapLockEIHARY 8]/ FahiB R i,
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REER R ZERSFEER, NAFHRITIECE,

WMNEMMNEF RN R RZMIER. ERA
IR FER R IRE N L 2ME—Y,

{5140 RS1_clone » YIRBW FefERIHR RS RIAHA

R ERIE—EM, WATRHERUK D 2E

MWHERSRBFR;, BN, BIERFEK.
NRFMERRRZ LUN , HEBEM_RENORE, USFEETE. BNERAIUESZSTERE.

71 IRE C TEP, RITUTERE!

I FIULFER ... 121E
BofEFRBR WMAEHEohFAZFRAFR, BI IQDN 3 WWPN .
igroup 1Y 1%E$% igroup protocol o

() DAELHEEDN LUNKE, F2EFEERE,

8. FEMIATIEF, WAREATEENHINEREREZANZEEITHSNS. BN mount B IFX
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FRGHEHEIEN
foIan:

° Mg MERERRIELIERE
© RfEfEEY WIEBURESE SRR,

Linux I+ 8E#1_LE#&DE gtree BY mount 5<% . mount<vserver_name> . %<volume_name_Clone
/mn>

9. 7 * @A * TEAY * BFEPEFERT * THIYIRD, EEBRXEFEHGNTR.
IR THETE & 1 AFOUL A A BB F BB stk LUK BB F BB £

10. EERBHBE * TH * -
N B 1~ > (Rl - DUSIERIEHE,

PowerShell cmdlet
TE
1. f£/ Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRSZ23HIEZ=RIE,

Open-SmConnection -SMSbaseurl
https:\\snapctr.demo.netapp.com:8146/

2. BIHAIfEA Get-SmBackup B Get-SmResourceGroup cmdlet Faf£HIEF 4,

REEREXFABRRAENHNESR:

C:\PS>PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32
AM Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17
AM

RFIETAEXREERRANGES:

PS C:\> Get-SmResourceGroup

Description 3
CreationTime : 10/10/2016 4:45:53 PM



ModificationTime
EnableEmail
EmailSMTPServer
EmailFrom

EmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping

Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassCredential
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames
PolicyNames

Description

10/10/2016 4:45:53 PM
False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Completed

Never

False
False

Production
{SMSQL}

False
False
{}
NES DB
Group
2

False

SMCoreContracts.SmAuth

False
0
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CreationTime
ModificationTime
FEnableEmail
EmailSMTPServer
EmailFrom

FEmailTo
EmailSubject
EnableSysLog
ProtectionGroupType
EnableAsupOnFailure
Policies
HostResourceMaping
Configuration

LastBackupStatus
VerificationServer

EmailBody

EmailNotificationPreference

VerificationServerInfo
SchedulerSQLInstance
CustomText
CustomSnapshotFormat
SearchResources
ByPassRunAs
IsCustomSnapshot
MaintenanceStatus
PluginProtectionGroupTypes
Tag

IsInternal
EnableEmailAttachment
VerificationSettings
Name

Type

Id

Host

UserName

Passphrase

Deleted

Auth

IsClone

Clonelevel

Hosts

StorageName
ResourceGroupNames

PolicyNames

10/10/2016 4:51:36 PM
10/10/2016 5:27:57 PM

False

False
Backup
False
{}

{}

SMCoreContracts.SmCloneConfiguration

Failed

Never

False
False

Production
{SMSQL}

False
False
{}
Test
Group
3

False

SMCoreContracts.SmAuth

False
0



3. f£A New-SmClone cmdlet M &R RAHINE &1 B oI T E1R 1.

LIRS ERRE BEMEE &M EIERE:

New-SmClone -BackupName

Verify delete clone on gtree windows scc54 10-04-2016 19.05.48.0886

-Resources @{"Host"="scc54.sccore.test.com";"Uid"="QTREE1"} -
CloneToInstance sccb4.sccore.test.com -Suffix ' QtreeCloneWin9'
-AutoAssignMountPoint -AppPluginCode 'DummyPlugin' -initiatorname
'ign.1991-
05.com.microsoft:sccb4.sccore.test.com' -igroupprotocol 'mixed'
4. f£F Get-SmCloneReport cmdlet & T £ E A BIIRZS-
R BIRRIEEFLL ID BT fERE
PS C:\> Get-SmCloneReport -JobId 186
SmCloneId 1
SmJobId 186
StartDateTime 8/3/2015 2:43:02 PM
EndDateTime 8/3/2015 2:44:08 PM
Duration 00:01:06.6760000
Status Completed
ProtectionGroupName Draper
SmProtectionGroupId 4
PolicyName OnDemand Clone
SmPolicyId 4
BackupPolicyName OnDemand Full Log
SmBackupPolicyId 1
CloneHostName SCSPR0054212005.mycompany.com
CloneHostId 4
CloneName Draper clone 08-03-2015 14.43.53
SourceResources {Don, Betty, Bobby, Sally}
ClonedResources {Don DRAPER, Betty DRAPER, Bobby DRAPER,

Sally DRAPER}

SmJobError
T BE MR R R R IR
@ﬂu@%ﬁﬂﬁEW“Smmkmﬂ%Fﬁﬁm #E, EIRFEENTIRIENHE,

MR STREE

EJZ?T_1ﬂE£$E
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