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Set-SmMultiFactorAuthentication -Path <location of ADFS MFA metadata xml file>

4. XHAFRE NS SIET R H EHT AN S LUBRII A AN R1ECookie. AREMER.

E#SnapCenter MFATTEIE

DOBHEADFSARS B2 TERMER. HIEEE. CAIFHLEIT. DRE. ERNEFHAD FSHAISnapCenter
MFATTEIE,

p
1. f£AD FSEMNH. FTHAD FSEERSHHMITUTIE:
a. BlEMREGIEE
b. H#2E L ASnapCenter BIEMKH A EE. AEREI MR

B R B KR 77 (S ERIA P E X &R
¢ BRZEREMIIIE(MFA).
BB, "BRZERSMHEIE
2. RAPRE N BT RH BT AR S 2R LUB IR B SETI=1ECookie. AEEMER

2 HZEERBHINIE(MFA)
il

1. EHcmdletZAMFAH S IETE B BMFARY QI BAYERE X4 Set-SmMultiFactorAuthentication o
2. XFAPRE N R EHEM - EHEFMITAN SRS LUEMRIE S Esh=1ECookie. AGEMEFo

fEFAREST APIl. PowerShellflsccliZE %A E &5 50IE(MFA)

FEMNES. RESTAPI. PowerShellflsccliZxEMFA, MFARIEEAD FSE ) EIR2EFK
B, EobL@EidGUl. REST APIL. PowerShellflsccliE BMFA. ZHEMFALIKED
EMFA,

$5AD FSI& & JOAuth/OIDC

f£AWindows GUIRISECEAD FS

1. BMnE*Server Manager Dashboard (ARZ5 28 & IE23 (YRR )>*Tools(T & )>*ADFS Management*(ADFSEIE

2. SfREI*ADFS*>*Application Groups*s
a. RPNV AERA
b. FEAE RN AR HBN N ARFET
C. EEF ARG/ AERE
d BFH*T—FH*,
3. BRI EPIRRRT

~
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10.

1.

12.

13.
14.

15.

16.

17.

18.

ERE L, BHT—F%

a. TE*SeR i E, B RE"
ERBEMAMIF L AEFEH, AREE RIS
N BREF BT EE RN ARER

BE R AER"

7 EWeb APIF B *Next*,

EECEWeb APITIE E. EIRIERFEED FHEIN _E—F 2172 SnapCenterfR 53 288URLFN Z P imARIR [T o
a. B AHme,
b. $$ * —F_ﬁ * o

ENEFPERIREE T L, RIBEHEREFEFIRER (B, RIFFAEAMERMFA),

T ERENARERFNRTIE, BIAMBER TREREOpenIDIFASERE, BT Next
ERE L, 8HTFT—F%

L, BEREA

TERBINBREFEM T L, BiHE*0KY

HIEINARSS 23 (AD FS) A HITE R ZFRERMIIWT S,

It hE8Y " aud" 315 ) BHA R BN S 2R e Web APIFYARIRRTILAD

fRIEIETE R WebAPIF I E RS B EHAIMEIEURL (SnapCenterfR 5528 URL)HI & F iR iR RFo

B2 & OpenlID Connect R ZENERR,

I T ARSE 25512284 LAY Tools* S E THY*AD FS Management* TE,
a. MAMIAA= AR FAfE R 42 S 3R
b. 3%&#EWeb APIFH £ F*edit®,
C. B E"IA AN &+
BE AR * .
a. 7R FEIAMNER" TR RPEZERLDAPE M ENBERRLIEY,
b. & * F—F *,
N ERIERLI* & R,
a. EBHF#E ThIYIZRPIEEFEActive Directory*,

REBEET—F
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b. 7E*LDAP Attribute* TR %R “User-Principal-Name*, 7EO*utgoingsrIi ERiE IR T hIFI R A%
F*UPN*,

C. B 5t
fEFAPowerShellds <> 8l FHIZF A

&R LUEFPowerShellds < 812 M 2R 2AMWeb API. HRIISERFAR, XLa< LB ERREMY]. B
KIFAEE. EZN<link to KB article>,

1. AT SIEAD FSHAIEIFRMN AIEFAH,

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleIdentifier WAIZFHAMBFR
redirectURL ENGEEERMBEHMURL
2. BIEAD FSERSS BN AREFHEMZE P IREHR.
Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri SredirectURL
-Identifier S$identifier -GenerateClientSecret

3. BIEZADFS Web APIN A2 HECE E N AR SRER 2 7R,
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupldentifier $ClientRoleldentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
4. MU T ar<pia P REE A IRIDMEFIBZH. BAENXET—R.

"client id = $Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)
5. JAD FSK FR1EFE FallatlaimsF1OpenI DX R

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"
c: [Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
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Issuer ==
"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
6. BHEHRAMNI o

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii SrelativePath = Get-Item .\issueancetransformrules.tmp

7. 8% Web APIRZ FTZFFHE A SMB S RE X AR A4 AN o

Set-AdfsWebApiApplication -Name "$ClientRoleldentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

SR < R HARY 8]
&R LAfEFAPowerShellan < ST/ 18] < b I 2ARY (8lo

* KTFUES *
* RS ERERTAP. ERHNEARNSEAS. HR<SETERHE. EEIRZAIBEN.

* BUABR T RS EBEIERRT B N603 7. XitEAEEIHAR B B LUBR Z R, B IuRHtEBrImnE. L

EEERITEAIRERA L S5 KRB A FLL,
TR

EEHN ATEFAWebApidYif S HEEIRERTE]. 157EAD FSIRS 2R EARA LI TH <,

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

MAD FSIREUEE < h&

ENEERIRESTE P iR (41Postman) IR LI T &8, HRTEIESHAFRRE. N BENBAE_ERS

I (EHRAE A PR AR RY) LUREUAH < h,
+B]MAD FSERSS B NE NN AREFEEARENANE. FINERUHRN607 .

FE fifE
RTRE AR
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[EIEURL NRLBEFEURL, BERANAREFIEZARURL

H{HIRIEURL [adfs-domain-name]/adfs/oauth2/authorize

RS hEURL [adfs-domain-name]/adfs/oauth2/< h&

EFif 1D HINAD FSEFIHID

EFiREA HINAD FSEFimZ A

S OpenlD

P im S0 EABRARAUTHARRLR 1%

A 7£*Advance Options *IEI-£A, FI1SEAURLEE

BN HIRFE, ZETIWTLEFEZ RN aud(E,.

fEFAPowerShell. scclifIREST API7ESnapCenterfRZ2:HEEMFA
1&a] LUE A PowerShell. scclifIREST API7ESnapCenterfRs3 28 P EZEMFA,

SnapCenter MFAR <17 R E & 19 303IE

7£PowerShellflscclift. FAcmdlet (Open-SmConnection)i BB I —"18 J"AccessToken "BIFER. LUEH
AR AP #ITEMRIE,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

17 Ekemdletfa. FAMENAFIE—I2IE. UMITHEMSnapCenter cmdlet,

SnapCenter MFA REST APIS{4I831F

7EREST <access token>% F I (¥1PostmanZswagger)HEE &I 8_Authorization=Bearer AP|_FJ7& S HE.
HEFEHIZE AP RoleName. LAMSnapCenterikE B INMEN o

MFA REST APIZ{E%R

MR AMFAEZE TAD FS. NIRZ{EE AR (AE)SEHITEMHIOUE. LUEEIEMREST APIifiRISnapCenteriz
R,

* XFIES *

s O UERERRESTE P ik, fflg0Postman. Swagger UIZ{FireCamp,

* IRENA ) ShEHER T X E4EK (SnapCenter REST AP #ITE M IGIE. LUIITEMIRIE,
BB
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*EIZAD FS MFA#1T B IGIE

1.

RRESTE FinAcE 7IAMAAD FSimm LIRENIA R < h&o

BEHRMIFHARNNBEFIIERCEE. BEEEMEIAD FS SSOTHE. ZUHIER. EHIURHEADEE
FHIBEBIMFARITEHISIE, 1.7EAD FS SSOMEMAR AXAMEF. FEANERIAEF BB FER

+A P Z R NHB T N user@domaingidomain\user,

EZIEAER. BANEHERD,

BEHEERS

MWEFRET IR, EF—NBRRIDERFHTENRIEEVATENREE).
° MEIX: HUERIXRFIERYERIERHIX @A,
° QRES: fEFAUTH Pointf3ah A2 31BQRI. SAREANNARERFH 2RI
o —RMEN: BATHEN—REER,

BMBIERINE. BITA—MREE0. HPE&iAR. IDFRBIFHSHE,

SHiAa 2 hEHESnapCenter REST APIF{ER T R TILIR(E.

EREST APIF, R TEAREE 5 PR EIA R SHEMNAERET.
SnapCenteri$ MAD FSIGIE Lt ih18]1 S R,

NRLLHEEM. NSnapCentera 3 HFITIMZFHIRENEF Zo

. SnapCenterff i B R A B R MR HITAPIB A F#1T7 B98I,

NRBHILIEATN. SnapCenteri§REILER. BNEEBREIRER.

NREST APl. Si<{TREMNEFAF REREHZHASnapCenter MFALHEE
EfRFRm

g

1. LASnapCenter&IE 5 & 11E R F|SnapCenterfz 5525,

2. BE#*Settings*>*Global Settings*>*MultiFacorAuthentication (MFA) Settings*
3. FEFRIEO(GUI/RST API/CLY U B B 2 AMFAR R,

PowerShelliZ[

g
1. i=z{TPowerShellE{CLIZF < IGUI. RESTAPI. PowerShellflscclifE AMFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

pathZEATIEEAD FS MFATTEIEXmISX NI E,
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NECEEIEEAD FSTTHUIEXHEZAISnapCenterE A RE. RESTAPI. PowerShellfscclifZ F
MFA.

1. FAcMdIetieBEMFARR B IRSHIIEE Get-SmMultiFactorAuthentication o
sccli Interface

TR

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadata\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
REST API

1. IBITLLFPOST API. LUEAGUI. RESTAPI. PowerShellflscclii2 EBMFA,

S IRED

1ERAJURL /API/4 9/SETTINGS/multifactorauthentication
HTTP &% izl

JERIEX {"IsGUIMFAEnabled": false

< "IsRestApiMFAEnabled": true
. "IsCliMFAEnabled": false

. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml"}

Mie) &7 1E X {"MFAConfiguration": {"IsuiMFAEnabled":
false. "ADFSConfigFilePath": "c
- WADFS_metadata\\abc.xml". "SCConfigFilePath"
> null. "IsRestApiMFAEnabled": true
. "IsCliMFAEnabled": false. "ADFSHostName"
: “win-adfs-sc49.winscedom2.com”}

2. FEALITAPIKEMFARRE RSTIEE,

S VIRED
1ERAJURL /API/4 9/SETTINGS/multifactorauthentication
HTTP &% JREN
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Ml IE3C

{"MFAConfiguration":  {"IsuiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml". "SCConfigFilePath"
> null. "IsRestApiMFAEnabled": true

. "IsCliMFAEnabled": false. "ADFSHostName"

: “win-adfs-sc49.winscedom2.com”}
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