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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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* 4R4E /etc/ssh/sshd_config XHUEREHE BHIIERIBE L. macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512 ,
FHERE XM EEHBE) sshd IRS.

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&N 793 root AP ECE sudo AR, LAURMHRS LUFERIZEYIIE):

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl
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2. {#H visudo Linux LA LUTITRME] /etc/sudoers SXHH,



Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D NREEEIRERACUNREM AT WROR AT <202 /etc/sudoers X+

. "Irc/bin/olsnodes'<crs_home>

& 1] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BI{ES
_linux_user_2 &A1/ IEroot A F BIRA R,
1SR LAM*SC_UNIX)FREARILAN Xt IREY % IOFE , XX AT:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins ¥ 3&F0. TXT (30
FRSnapCenterfz 5528 LREEWindowsEHL L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)}&Ef Checksum. txt (0
ERSnapCenterfRFE 23 REELinuxEHLL)o
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* Y48 /etc/ssh/sshd_config_ X LECEE E BRI EE: macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512

B EX M EEMEBEH sshd RS,

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&Rz /93E root AP ECE sudo AR, LURMNS LU ERZRYIAGIE]):

» /home/aix_user//.SC_NetApp/snapcenter_aix_host_plugin.bsx
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl

TR
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Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty

(D NREEEIRERACUNREMAIFRIEG L. WROR AT a2 02l /etc/sudoers X+

: "Irc/bin/olsnodes'<crs_home>

& a] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BI{ES
_aix_user_r& &6I32893E root AP BIR TR,
IEA LAM*SC_UNIX)FREARILAN XS IREY % IOFE , XX T:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins 1% 3&F0. TXT(30
FRSnapCenterfz 5528 LREEWindowsEHL L),

* _Jopt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)iffF Checksum. txt (&0
ERSnapCenterfRFE 23 REELinuxEHNL L ).
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FIEPERRTEOR, &EF * HENKS * &0, ARSE 5T "o

B ISR * > * IEP-AHH R ¢ > * AERIEBMANE * > *EH o
ARBEXMAE " FIERIEBWMANE ", ARERE - FEES > | LWERHIFARES.
FTEMMAS, MTFAR:

o o &~ W

FLtRFEOF ... HITLATRME ...

SN R Z ORI, |SAR, ARRE T
SAXHET FHITEMEN; BEHE*T—F %,

zeft EEERTSHANERMER, ARRE %
EERRIERSNEF EEWE, ARSE T RSN

() SAEBESHPEME—EEHOERNA o pix. o p1281% p7b)
7. 3f "Personal"' X4 KEESE 5,

FREY CA iE P54
%%#Eéix%ﬁﬁHﬁiﬂiﬁ%ﬂ’ﬁ-/‘—\i&ﬂ?%’%% BN R ERENEERIBIE PR ITRESH
P$IE
1. 7 GUI ERATLUTRE:
a. WEHIEH.
b. FFIERINEFER, B * FMAEERE * EMF,
C. RENIFERFIR, AEERT * 45I8E *,
d. MEFEHI+7#HHIFR/,
e. MpR+7EHIER 2z BRI =,

fBlan, aNSRIES "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MI7EMIETIRG
, FEBUE N "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell $117 LU Fi21E:
a. BITUTHS UG HEELREIERAIES, HiREFALTTIRRELRAIER,
Get-F Il -Path Cert : \LOCALLMACHINE\My

b. EHIFELL
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{5 Windows EHIGEHIRSECE CA IEH
&N A Windows ENIEMHIRSECE CAIEH, LUSEE RN FIER,
1E SnapCenter fRS R LR D EFE CASEBHFEREIN FHITU TS E,

p
1. BITUTa<, MRS SMCore BN 8145 NI BIEPLIE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

f5an:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT, BMTEMNIERS windows ENIRHRSYIE:

> Scert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

f54n:

> Scert = “a909502ddB82ae41433e6f838860b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7ZLinuxZEA1 L 1SnapCenter IBM DB2iE 4R S AL E CAIED

BNEEBEXBAEAEREIEBINERN, K& CAILEH, NEEXGHEEEFMEEE
REFIENES, FHiF CA ZRZEANECE AR SnapCenter B E XiE{HARSSBY B E X i
HEEEME, LUUEERRAVIRFIER,

BE MGG EHAXM "keystore.jks" , ZXHAITF /opt/netapp/snapcenter/scc/ etc , [EIRYB{EE(SEIZEF A
=fiE,

EEBEX AT ERENER UKREEERN CA ERE AN S

ps
1. SR LM B SGR R ER XA PR B E XiE B AERIAEL,

E25%4A "keystore_pass" X HI{E,
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2. BEIAET:

keytool -storepasswd -keystore keystore.jks

. FEAEPIAR ENFERRNERE N R A EERRERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X7 HY keystore_pass ZZEHEFEREH,
3. BENEBBEENBIIRS.

()  BExEtmPEoEnm s REANFRE 5 E BRI,

RRIEPRRENEREE N B SGaHEEFE
TR AHEFABRRIE B PIENEBECE N B E aHEEFiE.

TE

1. SMEIEEBEXIEHERERNSR: /opt/netapp/snapcenter/SCCletc.
2. ¥ EIX 1% "keystore.jks" o

3. FHEARERARMESER:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBHFEIEBEE N BE X EHEEEEEERB RS,

() GESERMIE CAES, AEBRNHIE CAIES.

¥ CA EREANECE N BEEHEEEFME
TR CA ER2TAXNEE N BE XEHEEEE.

S
1. SAEEE B8 E XIEGZAE /opt/netapp/snapcenter/sce/ FRIX 43
2. R EIZMH "keystore.jks" o
3. HIHERAESRINAYIES:

keytool -list -v -keystore keystore.jks
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4. AMENEBMBNAEEAN CAIES.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. HIHEREARERMAVIES,
keytool -list -v -keystore keystore.jks

6. WIEFAERSDEE 5 ERNNEIZAZEFRRVE CA BN ENGIE.
7. %79 CAIEBRIMFATAZE Y E LN AT,

BRIABE X IEHZAEDZIYZE agent.properties XFHE2$A keystore_pass BI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore

keystore.jks
. IR ca EBHFRRIBRK, HEEETSHEIAIHRFR ((mxr , v, 0
) > ERRIBER R R R

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EPEEFIZ.
R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREAMBENBEX GG EEEEEENBIRS

79 SnapCenter BE MIEHHECEIEPHECESYIZR ( Certificate Revocation List , CRL )

KXTFULES
* SnapCenter BE MG IFEECER B RPIEER CRL X1t

* SnapCenter B Xi@ffHY CRL XHRIFRIAB R " opt/netapp/snapcenter/SCCletc/CRL" o

T
1. e LUEA %A CRL_PATH &I #1EHT agent.properties XHFHHIZRIAE Ro

TR UELERPHES D CRL X, REGRIRIES T CRL IIEFNRIEF,.

7ZWindows £ #_t }3SnapCenter IBM DB2iEH {4 RS EZE CAIEP

BNEEBEXBAEAERRIEBIER, K& CAILEH, NEEXGHEEEFMEECE
REFRERES, i CA ZREIAMECE NIER SnapCenter B E XHhfFARSSHI B E X i
HEERME, LUBVEERENHFIER.

BEXIEER XY keystore.jks , ZXHENITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
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Creator\etc , [FEIRREESEFMENZEHFME,

BEEEEHERENZEUKREEFERRN CA ERBHANFZ

p
1. SR LM B SGR AR ER XA PR B E XE B RAERI R,

Z{E5 key_keystore_pass_ $EXTN,
2. ENEIAERD:

keytool -storepasswd -keystore keystore.jks

@ WNRTE Windows B3 SRR FFATIEIRF "keytool" 88, 7ERF keytool fp B AN H TR

o
C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETIIAR BNPTERE BB N E A EFERNERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore_pass ZEHEFHEREH,

4. EEEEERBMRS.

()  BExEEmPEEnm S REANRE XS HR .

RRIEPHREREREE N B E G EEFE
BN HRARRIEBEFRIENEBEE N B E XA HEEF .

TR

1. SIS EENXEGZARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

2. B "keystore.jks" o
3. HIlH B AR R INAYIE S

keytool -list -v -keystore keystore.jks
4. AIARIER S EREF:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

O FRIEBHPELEREE N BE X G EEFEEENBRS,

() GESERMIE CAES, AEBRNHIE CAES.
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ESt

CA EREAMEE N BEXEHEEEFME

TR CA ERBIAXNECE N BE XA EEFE.

1

1.

¥

Z3

SMBEE B ENXEGZIAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
X

RIS keystore.jks o
S 2 AR INAYIES:

keytool -list -v -keystore keystore.jks

- AINER AR A AEEAN CAIEH,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

5 A E R AR INBYIE o
keytool -list -v -keystore keystore.jks

PIFZRERSS e85 ERMNEIZAZEFRF CAIERMNAIF]Z.
R CAIEFHRMBIFAAERD BN ERER .

BIABEXIEEZAERSE agent.properties X{EH%2$A keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

M agent.properties X CA IEFREERBo

R#EZ4A SCC_certificate_alias Bl {E,

1 CA ER BN ENBE XIGMHEEFEEENB RS,

SnapCenter BE X HEHECEIEHBHEIEYIZR ( Certificate Revocation List , CRL)

XFUtES
* BETHMEXCAIEPWRMCRLYX M, 15N "t &EH SnapCenter CA IEBHEVIERBRUETIZRMH",
* SnapCenter BE MIEHREFIECEN B RHHEE CRL X1
* SnapCenter BE XA CRL XHRIEZABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter

Plug-in Creator\ etc\CRL' ,

p

1.
2.
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Eo] LUE A% A CRL_PATH {EERFNE#T agent.properties X HIZRIAB o
BB RPHREZ 1 CRL X,

R IRIBEES D CRL WIEE NRIETR,
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RiEHFER CAEH

1&RZ7E SnapCenter RSS2 FBNIRHA EAFECE CA IEFHERE CAIET. BN IHEHF
B CAIERIIUE,
FHIaZ H
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* @B LUER Get-SmCertificateSettings B RIGHFHBERIRT.
BXA5 cmdlet EEFEHANSHAEIFBIEER, v@iTIETT get-help command_name RIREY, =&, &t
ASE "  SnapCenter B4 cmdlet ZE15m) "
p
- BEMSMERS, 2E* EH
2. EENEF, B ZEEN .
3. EE—IHZMEH TN
4. B FHIRM ¢,
S. 1EHFE * BRIEBWIE *

—_

e
REFNETRENSERT—NEY, EBRIEIERT SnapCenter IR5588 5 M Z ERNERIRTS.

* L RRCAIEBRBA. ERDECAHENFEN.
* g RRCAIEBERINIRIE,

* | RRTEIIECAIE S,

* | RTTERRIIEEER.

() mEpsrBemse, NRTRERPRESR)ER.
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