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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.

AINENMZEIER FMySQLAYSnapCenterifi{d- FIFTIR 54

ERMENHLEGGEREEZE], BIUHEEFMBER, EHFMySQLEISnapCenter
AR EWindowsFLinuxIF IR R ER,

* BB EEN LR Java 11,
@ RZH#FIBM Javao
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* EWindowsEH ELEEEA TMySQLIVEAEY. A= B rhZ&iE T Microsoft WindowsHISnapCenterif
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* &N *bash* F{EHRHF R 2ERIERIAshell
WhIeme
E3HERFMySQLEYSnapCenterflifFiz T 7t <. HIEE B E7E_ALLOED_commands.config_ X {#H,

* WindowsE#H1 ERERAIE: C: \Program NetApp SnapCenter SnapCenter Plug-in
Creper\ETC\Allowed_commands.config

* LinuxEHN_ERIZRIANMIE : /opt/linux/linux/SCC//etc/Allowed_commands.config_ NetApp SnapCenter

BEFBGEN LERN TGS, 1BERIELSTITH_ALLOED_commands.config_X . ERMAITHRBMANED
Y. XEGLAXDKRNE, FHREETERERRZER. IRREZRESTR. BRERSIS()EEX.

f5an:

3% mountfi¥: umountdi<: "c: \Program Files\SnapCread\SnapCread"commands\sdcli.exe" NetAppap

% myscript.bat

YR _ALLOED_commands.config XHAEE. WL eIAHmTiEMAEL. FETERBERKHAZRTUTE

=
"[/mnt/mount -a] R R FIT. BT TEGEHF EN LB H Yos AR ER SHITIRN "

R _ALLOED_commands.config_ R ARFER LMD, NanSHMARITIGRAEL. FETERERKHE
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1#d SnapCenter 2.0 EShRAs, IF root AP RIAREIERATF Linux BY SnapCenter &4 S 3 B ohidhid
2. MG HHER B MBYIEroot AP B191E1T. &R 3E root FBFECZE sudo PR, LURMER ZERFERIIIR
PR
* BEEHRA
* sudo 1.8. 7 EZhrZ,
* YNRumask90027. ElffRJavaXHFRIMEFIFRE X HEBEBE555M R, TN, iEHRETRESEM,
* 3t F3ErootA . iEH{RIErootF F YR #RA0 A P AR R MR AE R
* Y48 /etc/ssh/sshd_config_ XHLUECEE E SR IIEIEEE: macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512 ,
BB XA EEH B sshd iRS.

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&Rz /93E root AP ECE sudo AR, LURMNS LAFERZRYIAGIE):

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl

TR
1. ZRENEBLEFAT Linux B SnapCenter A EEM Linux EA4o
2. {3 visudo Linux SEREFIFLLTITARMNE /etc/sudoers XHH,



Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D NREEEIRERACUNREM AT WROR AT <202 /etc/sudoers X+

. "Irc/bin/olsnodes'<crs_home>

& 1] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BI{ES
_linux_user_5& &8I /3Eroot A P IR K.
IEATLAM*SC_UNIX G ILFN txt ST IREY_KX IFNE_, ZXHAT:

* _C: \ProgramData\NetApp\SnapCenter\Package Repository sc_unix_plugins_checksum.txt (40
FRSnapCenterfR 5528 LREEWindowsEHL L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository sc_unix_plugins_checksum.txt _(815RSnapCenter
RSS2 L LinuxEM L),

()  wrBIRERERESRENSE,

ZEEE AT Windows BY SnapCenter &S E G 9 MK

TR EIEAT Windows B SnapCenter iR FE1Z2 A1, ENAB—LEERHNENRS
Bl ZRAMAREFENR,
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* PowerShell#Zi(»7.4.2
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BlinternetEZMRE R4, SnapCenter AR R
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ZEIE AT Linux B9 SnapCenter 3EE & 1A EHER
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IR *%{E%EZ‘?O

e
BRIERR
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* Red Hat Enterprise Linux
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@ WMREEEE (* .domain.company.com ) %% ( machine1.domain.company.com ) HJ CA
WP, WATBKI AR CAEH CSR X1, ErRILUER SnapCenter Z3EIAE CA iEH,

WFERAE, CAIEPHRIRNERRIR (FRINER FQDN) UKRENMENRZ. EFREGEBZH, BLUE
WESFERESABF (SAN) FESREMILER, MFBEFHES (* .domain.company.com) , ILIEHR
peX B EIHRIEE MR

SN CAEH

& E B Microsoft BEIRITHIE (MMC ) ¥ CAIEBZEANEI SnapCenter RS 2840
Windows FENUEHFH.

p
1. %% Microsoft BEIRfTHI& (MMC) , AFRE * XM * > * R/ BBR Snapin * o

2. EAMEMRER R TEOR, EFER -, ARBEE R

3 FEIEREERTEON, EHF * HHENKS * &5, ARRE* Tl o

4. BE 1EHIER * > IER-AITEA * > * AERIEBIHUANME * > IR

o ARBEHME " AIERIEBMANE ", AEEE * FIEES * > BN UBHSARZ.

6. TS, WAL
FtRFEOF ... HITLAUTRME ...
SR R 2 R, SN, ARBEET—F
SAXFEI FHTEMAER; BEH*T—F %,
Zelt EEEZRTSHANEBIHEN, AREL T2
EERRIERSANES EEWRE, ARBE 5T " FFIRS N

() SAEBESHPRSE—EEHROERN o pix. o p1281% p7b)
7. 3t "Personal" X4 REESE S5,
FREX CA JEPHa4

E%:B‘?E‘ZI%H%?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?f\‘}%o RN EERENEERBIL AR ITRER/YE

PIE
1. 7 GUI ERATLUTRE:
a. WHIEP,
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b. FIEBINEEF, BE * IFAER * ET+o
C. REIFETIR, ARBE * FEEE .

d. MHERRE K47 B F 5o

e. MER-+7HERIE Z BR .

fan, NSRS "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMIBF=M/E
, S I "a909502dd82ae41433e6f83886b00d4277a32a7b" .

2. M PowerShell H11T LU F2E:
a. BITUTHSUTIEBELEIFPIIES, HIETIZMFNRIALEMNIER,
Get-+ In -Path Cert : \LOCALLMACHINE\My

b. EHIFELL

f#H Windows GRS ECE CA IEH
1@ RZ{EF Windows EHIHEMHRSZECE CAIEH, LUBIEELENKRTIEE,
1 SnapCenter JRER LUK EDE CAIBMFIEIELEIN EHTUTSE,

HIE
1. 17U TS, MRS SMCore Bk 8145 WINEIEBYFE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

a0

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUURESR S, BHLEMNIERS windows FAHEHEARSHEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

fign:
> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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#ELinuxEA#1_LtAISnapCenter MySQLIE RS ECE CAIEP

BRIz EREHZIAEREIEBNED, EBEE CAIES, KRFENEPEEREMHEE
e, F{EF SnapCenter RS 1 CA EREIAMNECE FHEHEEFE IR E RERE
FIEF

R ERNLT /opt/NetApp/snapcenter/scc/etc BIX {4 “keystore. jks”{E R E S EEFZHE,

BB ERAERNEE UNIEEERARN CA EREAXNAIZZ

p
1. SR UM A RIEB X P R AR AR .

T 5% A "keystore_pass" X MAIE,
2. ENEIAERD:

keytool -storepasswd -keystore keystore.jks

. FEAEPIAR BIFE R RNER BN Z A EERRERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X4 keystore_pass ZEHEFHEREIH,
3. BEREBEEMBEIMRS.

()  EemPEEmARTa RS S N %R,

e ERIEFHE R ENER LUENEERE
BN IZECE A TARRVRIE R e P ENE B HRIENEEE,

T
1. SMAESIEEZHEENEI: lopt/NetApp/snapcenter/scc/etc,
2. $EIXf% "keystore.jks" o
3. FHEAERRMEGER:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEBHPERER BN EEEREMBARSS.
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() EEsERIR CASES, AEBRNGRIE CAEH,

FcE CA SR EHMLUBNEERE
BN CA B2 EANEEINEHEEET.

1. SinEIE 2154 225A% lopt/NetApp/snapcenter/sccl/etc B,
2. FEISXH "keystore.jks" o
3. FHEARERARMEGER:

keytool -list -v -keystore keystore.jks
4. FMEREBMAMABEZEAN CAIEP.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

3. FIHEREARE R A INRYIE .

keytool -list -v -keystore keystore.jks
6. WIFRAERSES 58 RNEIZEHESNIF CAIEBXMAIFIRE,.
7. ¥R CAIERFIMNFAAZBE RN ZRHAERS,

AN FAEZRS R agent.properties X% $H KEYSTORE_PASS (&,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WIR ca EPRFRFIBREK, ARESEREWEHRFS (e, v,
), ERRRERANERETR.

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEFIZ.

R#EZ4A SCC_certificate_alias Bt {E,
8. fitE CA EREHAM UGN EEERENBIARS.

79 SnapCenter R4 ECEIEP B35 (CRL)

XFIAES
* SnapCenter & IFEECERIE RPIEE CRL XXfF

* SnapCenter 4B CRL XHRIELIAE R 2 “opt/NetApp/snapcenter/scc/etc/crl’s
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Uz
1. EA] LUEA %A CRL_PATH &2 F1E 3 agent.properties X4 EIZRIABE Fo

TR UELERPHES D CRL X, REGRRIES T CRL IIEFNBIEH,

7ZWindows I #1_t f3SnapCenter MySQLIE RS ECE CAIE

BRIZEEGEHZRENMEIEBNEDR, & CAIES, FRIEPFEHNEREE A
T:EEFE, FHEREBARSE CARRNBIAMNEEEGHEREE, MAEE LRI FIIE

HRIEERNX Y keystore.jks (fiiF C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc) {EJ}3
HISEEMNZARE,

EERGMFRAENZIEURIERERN CA S8 EAMNHIR

ps
1. SR LA RIEB X P R E SRR A E .

Z{E5 key_keystore_pass_ $EXTN,
2. FEHERS:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows 5 SRR TSEIRT! "keytool" 855, 1E¥F keytool siS BN H TR

Zo
C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETIAZ BNPERE B BN ZAEFERNERZER:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X4+ #J keystore pass ZEHEFHEREH,

4. EEEEERBMARS.

() EemEmE AT aiR% ARSI S MR,

FeERIER e ENER LUENEERE
BN ZECE 2B ARANRIEBE R ERERRIEN G EE,

p
1. SMEIESIEEZAENXEF C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. $REIZMH "keystore.jks" o
3. BIHERAERRINAYIES:
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keytool -list -v -keystore keystore.jks
4. ARIMARIEBHE A ERES:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

o ERERIEBHFEEBLENEEEFERERBIIRS.

() EEsERIR CASES, ABERNGRIE CA TS,

FcE CA SR EBMLUBNEEE
TN % CA ERNEANEE NG EEETR.

P
1. S SIEHZBEENXHEE C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. 33X keystore.jks o
3. BB AEFRRIAER:

keytool -list -v -keystore keystore.jks
4. FMERABMAMAEEEAN CAIEH.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FItHZEARE PR INATIES.
keytool -list -v -keystore keystore.jks

6. WIIRAERSE S5 ERNEZAEPIFH CAIEBHMAZIE.
7. % CAIERARIMAFAIAZE RS E N TAERRT .

INEHZREAEZRISE agent.properties X% EE KEYSTORE_PASS BY{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

8. M agent.properties X CAIEBEERZo
R#EZ4A SCC_certificate_alias Bt {E,

9. BLE CA EREIAN BN EEERENBIRS.

79 SnapCenter R4 ECEIEP 7R (CRL)

XFES
* ETHMEXCAIEBMRIMCRLYX M, 1B5 M "t &EH SnapCenter CA IEBHRVIEBREUETIZRMAH",
* SnapCenter {HHRFEFEENE RPIEER CRL XHF.
* SnapCenter f4+H CRL XHBIERIAE R2 'C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
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Creator\etc\crl' o

TR

1. EAI LUEA %A CRL_PATH &A1 # agent.properties X HIZRIAE Fo

2. A IEBERPHRESZ N CRL X1,

AFRIRIBS D CRL IIEENANIEF,

NiEHFER CAEH

1R

JA%N

[Z7E SnapCenter BRSS 23 FMENIEH ENAPECE CA IEPBHZE CA IR, B tEM

B CAIEBIIE,

ez Al

* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,

* IEB]LUEF Get-SmCertificateSettings T RHHEFAIIEHIRTS,

BXA5 cmdlet EEERANSHENRERBIEER, AH@ETIETT get-help command_name F3REY, &, &t
AILIBE " ( SnapCenter B4 cmdlet BE5R/) "

ps
- EEMSMERT, BE*EH
- EENTEF, BHCREEN S
CEFE-TES MR EN

- Bl EEEB

R BRIEBEIE o

—_

2
3
4
5

K di

A=
EENETRENSET—NMER, EBREIERT SnapCenter ARSS 28 51E M N Z BIFIERRT.

* L RRCAIEBAREA. RDECLEHMTEN.
* ¥ g RINCAIEBERINEIE,

* | RATERIECAIE S,

* @ RTATERRIIERER.

®

MRRSHREREE, WRTRBIRRIPIEEENINTTR.
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