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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&Rz /93E root AP ECE sudo AR, LURMNS LAFERZRYIAGIE):

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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W IUKETE Linux EA ELEEHHIERE.
79 root AP EESE sudo tXPRAYIE root AFIRERE, A ReREMBoEHIEIE,

*ERERE: * BAENEINMLEEEE, BRI Linux SIRFEE, BREREEEHRM SYM 25
, EBMEENMREEGZAIIEERE.
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 AHEESR ((REAFIEAR)

HFBFILIEAMNARS. BEEER
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fiEF sudo YR YNREJE root AFRIEREHE, EEF * £/ sudo
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* & BH Windows Server 2016 30 E ShiR AT HI2s.
* &N ZIBE— Windows Server 2016 S ESARAHIEN, ZEN SRR Fo
B
1. BIB— KDS 1RZ$A, LUEHRN GMSA SN ITRERM—BIZ,
2. JWFEFME, M Windows HIEHIZHEITIUTEH<: Add-KDSRootKey -Effectivelmmediately
3. BIZFACE GMSA :
a. U THEEER P AN

domainName\accountName$
.. AAFRTMITENR.
.. ERANRNISIERNARALE cMsa o

g0,

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1l,SPNZ2,..>

. 18T “Get-ADServiceAccount' ®<LUIIEARSSMHK,,

4. XM LECE GMSA ¢
a. EEfEH GMSA P BIEH L F Windows PowerShell /& Active Directory #&1R,

Ak, iEM PowerShell iZ{TLL Fap<:

<fgdn>



PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. EPowerShellfi SR RFFMEITU TS, EENLLZEGMSA: Install-AdServiceAccount
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C. BITUTa<. WIEEMGMSAIKF . Test-AdServiceAccount <gMSA>
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1. EEMSMERF, BE*FN
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3. BE M,
4. EEHEDR, HITUTERE:
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* Windows
e Linux

& FPostgreSQLAYEHE L

@ {EPostgreSQLEFimEMN L. It
FM AT LI FWindows R4t
FLinux&R% L,

FHE BNBEENZ. AEVNTLRERSZ (FQDN
) B IP #ilit, SnapCenter BURTF DNS BIIEHEED
B, Altt, REMERIN FQDN,

iR ERECIRREIER M CEN TR RRLAMIT
EENAEEENR. BXFAEE, FERAEXE
BEENES.

TR LB E T RENERER T LA REERS
KEERIFAER,

@ FEESMIIER B SR EN R
SHEENENLERTE,

o FEEERERENEFIOH, EEERREEMT.

fEAAREST APIRE1E A FPostgreSQLAVRHFEY. MIURERRA{E1%E793.00 B30, PostgreSQL: 3.0
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1R1F
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MBEFHRETHEIHEETBE
() o, urmsEERRE0. &
T, AP,

1& A FPostgre SQLAVIEF L 2E7EPostgre SQLE F i
FAE. EEENBTLIFWindows RFE T Linux R 5E
to

* 3 FERF Windows BY SnapCenter fEf43R {4

&, BIAEEHN C . \Program
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12

'ro

* WFIEATF Linux B9 SnapCenter f&{ER14+E,
ZRIANERR A lopt/netapp/snapcenter , &AL
BE X,

MREEFHREMMT, AFETRRIIENZEERE
REBENER, HEFUIEEE,

PPt S A LURINFR B SR 1T <o

3FF Windows E#1, WMREFERAFIEERSK, (
GMSA) BITEHIRS, BiEPILEIRE,

@ RUUTHE VRt GMSA &R

domainname\accountName$ o

GMSA X BE&MA T Windows By
(D snapCenter it mRSHE RIS K

o

MRFEPPOI TR ERE. WENENHITIVE. ULV RS HEREBENER, WMET
8. RAM. PowerShellhftZs, RIFRREKRIGUET NEThRRAS, E (X FWindowstEH)FlJavahRzs (X
FLinuxdEft). MRFHEREER, WZETHENAERHESHS.
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8. MNREMKEN Linux , BWIEEN, ARRE * WIAHRZ
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() EMEssiSEE— ARSI SnapCenter FIIA TR, tOATHITIEAMIT,

9. BIREREHE,
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FIaZ Al
B MBEEREIE R EET TN L UAEERMEESRIRIEAF 278 RE SnapCenter .
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1. BEhPowerShell,

2. £ SnapCenter fR5385F#1.LE, fEMA Open-SmConnection cmdlet BIIRiE, ARBNEE,
3. f#£A Install-SmHostPackage cmdlet FIFAES TSN EH L LIS

BXA5 cmdlet FEFERANSHENERBIES, AHEIIEIT get-help command_name RI3REY. &,
&t Ll& 2 " ( SnapCenter X {F cmdlet 2&35/) "o

MREEFREEN, HEATERIEENESRELEEMHRIER, NATLEER -skipprecheck 1%EH,

4. INERELRENER,
FERAG<SITREZLinuxEN L ZEIEH FPostgreSQLAYSnapCenteridifd

&R fEEFSnapCenter B P R (Ul & 4E1& B FPostgreSQLEEEAYSnapCenteri@iff. R
EHIRIE R 2 1F MSnapCenter UBZFE LGS MR AR R<SITRE(CL)ERSIS
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FFa 2z Bl
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"NetApp BigfFiERTA"

* EH FPostgreSQLEEEHISnapCenterif@ift 2i& BB F LinuxBYSnapCentert& i B —E8 5. ELREEH
F Linux B9 SnapCenter iR EE2ZHI, ENETE Windows EH1 %% SnapCenter

p

1. ¥E B FLinuxBYSnapCenterififF B4 B R E 4 (snapcCenter_linux_host_plugin.bin)MC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE | Z| B &% 1E A FPostgre SQLAYEME B E o

TR LAMZRET SnapCenter AR5 23R AN A RILLER 12,
2. o RRERTAAL, SMEIEFIREXHIER.

3. REHHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

> -dport FHF#5E SMCore HTTPS &{zig .

° -dserver_ip 8% SnapCenter iR5328 IP #ulit,

° -dserver HTTPS_port &% SnapCenter k5528 HTTPS i,

° -duser_install_DIR $§EELZIEATF Linux BY SnapCenter {EHHRGENE R,
> DINSTALL_LOG_name $5%& B&EXHHIZ R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
~-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. BiB/PostgreSQL /NetApp/ssnapcentre/SCC//etc/SC_SMS_Services.propertiesX 4. ARG
fNplugins_enabled =<installation directory>: 3.05%%,

. £/ Add-Smhost cmdlet FIFFESEIE EHAMEI SnapCenter AR5 23,

BXUERSESFERANSHNERBIESR, T&IE1T get-help command_name ¥3REL. FE, &
AJLIBE " ( SnapCenter 4 cmdlet 2E38R/) "

Y 1FiE T PostgreSQLAYIG AR ZEE RS

EA LMER{F L TIE T SnapCenter P EINRERE, ERAIEFENERRHE
LA RE &3 ST BB B S B B 7 1L IR U R

KFItES
FEWR R 2 REFLRE L, HERRIFIRES:
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4. BE IHISR * > * IEB-AHIT R * > * AERIEBMANME * > *EH

o ARBEHME " AIERIEBMANE ", AEEFE * FIEES * > BN UBHTARZ.

6. EMMES, WTFFR:
FLtRFEOF ... HITLAUTRME ...
SAHLEA R 2 R, SN, ARBELTF
SAXHER RHETEMER; Bl T—F %,
Zelt EEZATRURIERRMEN, ARREE T2
EERRIERSNES EEWE, ARBE T RSN

() SAEBESRPESE—EEHROERNA o pix. o p1281% pTb)

7. 3% "Personal" XHEEESE 5,
SREX CA IEPIELX
E%E:B‘?E‘ZSZ%}EH?*ﬁ?iﬂiﬂizﬁﬂ’9+/_\i&%U$f€$o B R ERENE EZRBIERARITESL
T
1. 72 GUI EBITIATR4E:
a. WHIEP.
b. FEIEHINEEH, B * FMER * EW R,
C. RohFEYIR, AGEEE * 4IRE .
d. MEAREFI+7EBIF R,
e. MR+ E B Z B =E,

a0, WNERIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MEMIPRTIEIE
, FELUIE "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell $11T7LL T121E:
a. BITUTHSUIHEREIEBMIEN, HIEFHAMTRRIARENIER,

Get-F I -Path Cert : \LOCALLMACHINE\My

15



b. EHIFELL

£ Windows EAfEHFARSZECE CA IES
R EA Windows EHIEHARSECE CA LT, LUAVEERENEFIUET,

£ SnapCenter fS528 AR EERE CA IEBRIFABE RS EN LHITUT TR,

PIE
1. BT TS, MRS SMCore BR[O 8145 BIINEIEPLIE :

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fBgn:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT, BHRENIERS windows FENIEHRSSE:

> Scert “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

a0

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

#ZLinuxEA#1 Lt #1SnapCenter PostgreSQLIEHARSZECE CAIEH

BRI BRI E R EIEBRER, EEE CAIEH, RiIRHFENEPEEE |J$E’ﬁ1¢1”'EE
e, F{EF SnapCenter fifHARSS 1 CA ERE AN ECE FHEMHEEE LUAUEE REREL
FIEF,

HEEERNLT /opt/NetApp/snapcenter/scc/etc BIS 14 “keystore.jks 1E A HSEEFZE A E.

ERAMHEAERNEE UNIEEERRN CA TR EAXNAIFZ

p
1. SR MR RIEBE XX P RIE B AERIAZ I,

= 5%4A "keystore_pass" XMW HI{E,
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2. BEIAET:

keytool -storepasswd -keystore keystore.jks

. FEAEPIAR ENFERRNERE N R A EERRERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X7 HY keystore_pass ZZEHEFEREH,
3. BENEBBEENBIIRS.

()  EemPEEmARTaiRX ARSI S N %R,

e ERIEB e ENER LUENEERE
TN IZECE %A TARRVRIEF e P ENE R IENEEE,

TE
1. SMAIESEEZHEENXEIE: lopt/NetApp/snapcenter/scc/etc,
2. ¥ EIX% "keystore.jks" o
3. FHEARERARMEBER:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEBHPERER BN EEEREMBIARS.

() GESERMIE CAES, AEBRNHIE CAIES.

fcE CA SR EBMLUBNEEE
TN CA ERNEANEEINEHEEETR.

S
1. S3 8164 Z$ARE lopt/NetApp/snapcenter/sccletc RIS,
2. B "keystore.jks" o
3. F B AERRIMBES:

keytool -list -v -keystore keystore.jks
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4. AMENEBMBNAEEAN CAIES.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. HIHEREARERMAVIES,
keytool -list -v -keystore keystore.jks

6. WIEFAERSDEE 5 ERNNEIZAZEFRRVE CA BN ENGIE.
7. %79 CAIEBRIMFATAZE Y E LN AT,

FIANZEAEZERSE agent.properties X% KEYSTORE_PASS HI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore

keystore.jks
. IR ca EBHFRRIBRK, HEEETSHEIAIHRFR ((mxr , v, 0
) > ERRIBER R R R

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EPEEFIZ.

R#EZ4A SCC_certificate_alias Bl {E,
8. A& CA ERZHEM UGN ETEREFHBIRS.

73 SnapCenter {GEHECEIE BRI (CRL)

KFULES
* SnapCenter & IFETNECERIB RPIEE CRL XfF,

* SnapCenter {4 CRL X4RIZERIA B R Z“opt/NetApp/snapcenter/scc/etc/crl’s

T
1. e LUEA %A CRL_PATH {&ER#1EHT agent.properties XHFFHHIZRIAB Ro

TR LUTELERPHES D CRL X, REGRIRIES T CRL IIEFNRIEF,.

7ZWindows E#1_E9SnapCenter PostgreSQLiF RS ECE CAIE+H

BRIZEEGEHZIAELEIEBNED, BEE CAIES, FBRIEBFENERE & EIHE A
EEFE, HERIBHRS T CAZRNERMNEEIHEMHEEE, UBUEERERNHFIE

R ERX Y keystore.jks (iIF C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc) 1E/
HEEEMERE,
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EEREMFRAENZIEURIEZERN CA E2EAMNHIR

p
1. SR LA IR X P RIG 2 RERA R .

Z{E5 key_keystore_pass_ $EXTN,
2. EHERAER:

keytool -storepasswd -keystore keystore.jks

@ YR 7E Windows s IRRATUTIEIRT! "keytool" 5%, B35 keytool s BN H R

Zo
C . \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEIBERIAZ B RERRNEE BN R AEEANERZE:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties XY keystore_pass ZAEFERAY,
4. BEREBEEHNBRS.

()  EemEmE AR EiR% ARSI S N BRI,

ECERIEPBE R ENER BN GEERE
ENIZECE A TARRVRIE R E R ENE B HRIENEE .

S
1. S3 8 SIEHRAER S C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. HEISH "keystore.jks" o
3. P Z AR RMAES:

keytool -list -v -keystore keystore.jks
4. FIARIMEREE A ERES:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

o EEBERIEPHPIENER LUIENEEEREMBRIRS.

() EESRIE CAIES, AEBRMIE CAES.

& CA B2 BB LUBNEEE
BN %G CA R EANECE NG EEET.
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p
1. SMEIESIEEZAERNXEFE C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. $REISXH keystore.jks o
3. FIHZ AR ARMAIES:

keytool -list -v -keystore keystore.jks
4. HIRER EEMAF LA EEAN CAER,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FIHE AR FIARMATIES.
keytool -list -v -keystore keystore.jks

6. WIIFAERSEE 5 ERNEIEAZEFRAV CA LB REGIE.
7. %79 CAIEBARIMFATAZE S E LN E AR,

PRINHE AR agent.properties XfFHE A KEYSTORE_PASS HI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

8. M agent.properties X1 CAIEPEER IR
RIEZ A SCC_certificate_alias BHIt{E,

9. IcE CA R TIAM BN EEERENBRS,

79 SnapCenter &4 ECE IE P RHIHYI& (CRL)

KTFUAES
* ETHAXCAIEBHNEMCRLXH, ES N "tNEEH SnapCenter CA IERBFANEBHUETIZRSH",
* SnapCenter & IFEECERIE RPIEE CRL XftF

* SnapCenter i CRL X{HBIERIAE R 'C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\crl' o

Pz
1. e LUEA %A CRL_PATH {&ERF1EHT agent.properties XHFHHIZRIAB Ro
2. A LITE LB RHPHE 21 CRL X1,

AFBRIEE CRL BIEE NBIIEH,

ANiEHEA CAIEH

{ERI1E SnapCenter BRESSAERIGH THEE CA IEBHEBE CAIER. ERIEH
2P CA JEBHIE,
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PAR =P
* {&ATLUERE run set-SmCertificateSettings cmdlet EFIEREZA CA IEH,
* IEB] LU Get-SmCertificateSettings R RiHEHFAIIEHIRZS,

BX05 cmdlet EEFERANSHNRERBIER, vBEIET get-help command_name X3IREL. TE, &

AILLBE " ( SnapCenter {4 cmdlet Z&35/) "
g

- EEMSMERTR, 25> EN .

2. TENEF, BE*ZTEEIN .

3. EFE—HZMEHEN.

4. BEHE*EZRM Y,

5. %&#F * BRIEBRIE * .

—_

DA
EENETRENSET—NED, EBREIBRT SnapCenter ARSZ 28 5HE M TN Z BINEERT.

K di

* L RRCAIEBREA. ERDELHRAFEN.
* g RIRCAIERE R IHIIIE,

* B RRTERIECAIES,

* @ RTATERRIERER.

(D) neReHE6IEE, NRTEERPRESHNRER.
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