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Review installation prerequisites and
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Set up credentials.
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Install and configure the plug-ins
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Add databases and assign them to users.
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Ceonfigure and enable CA Certificate.
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SHA2-512 ,
B EXHEENBD sshd RS,

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&Rz /99E root AP ECE sudo AR, LURMNS LATFERZAYIAGIE):

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
 /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/netapp/snapcenter/spl/bin/spl
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D NREEFIRERACUMEMA TGS, MRSE L TR INE/etc/sudoers X4

. "Irc/bin/olsnodes'<crs_home>

&= LU M/etcloracle/ocl.loc_X4HFREX_crs_home_ HI{ES
_linux_user_i& & IE893ErootFl P BIE o
&R LAM*SC_UNIX G IR IQFN txtSCHFIREX_IR J0FE_, ZXHATF:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins 1% 3aF1. TXT(30
FRSnapCenterfR S 28 REEWindows EHL L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)&Ef Checksum. txt (%0
ESnapCenterfRE 2/ L EELINUXxEN L))o o

()  wrReIRERrRESRENSE,

Z3EE T Windows FY SnapCenter (a8 FENER

L EIEATF Windows #Y SnapCenter A2 A1, BNAB-—LEEANENRRT
B RMREFEER,

/.

SN



=
BRIFRY

F#1_E SnapCenter fhEfFHIER/)» RAM

F AL SnapCenter &4 E/NLRE B E=TIE]

PREBERVERFE

3Kk
Microsoft Windows

BXEXFFRANRMESR, BSM "NetApp EIE(F
MRITA"

1GB

5GB

SN B BRI R =8 @ logs X
{4:5’6””?1?_1% HiE, FAEMAE=EE
@ BRIPH TR E IR R IPIRERIT
KMB. MNRLEEBHEEDTE, N
ReRRIOETHIZECIERE,

* L18.0.57F3KBY.NETH#Z\ EIEFTEEEHI.NET 8
(2N EIE

* PowerShell#%i(,\7.4.2
* Java 11 Oracle Java#lOpenJDK

BXZXFFRANRMER, BSN "NetApp i
MRITA"

F. NETHSEMEHBRER, BER "WT&
BinternetEZMEH R4, SnapCenter AR L
KK, "

ZEEEATF Linux B9 SnapCenter 4SS0 FENER
ELLEIEAT Linux BY SnapCenter I E 28], ENPE—LEERXNFENRSTIE

MAREFEK,

=
BRIERR

F AL SnapCenter &4 EYER/)» RAM

3K
* Red Hat Enterprise Linux

* SUSE Linux Enterprise Server ( SLES)

BXEXFRANRIER, BSM "NetApp EIZ(F
MRITA"

1GB


https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121074;&solution=1257&isHWU&src=IMT
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_upgrade_or_install_fails_with_This_KB_is_not_related_to_the_OS
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT
https://imt.netapp.com/matrix/imt.jsp?components=121073;&solution=1257&isHWU&src=IMT

mA EK
FH_E SnapCenter fhEFHER/NLEMBET(E 2GB
&1 53 B B B L R =S [8) @i logs XX
HEEIEFEER. TRNEETEE
(D) ERPOSSEMSRRP R
EMF. WREERBHHE=E, T
N2 NEILIETTHIRECIZBE.
R Mta Java 11 Oracle Java#]OpenJDK
WMRER Java AREIGRIARA, MATEHHE
Ivar/opt/snapcenter/spl/etc/spl.properties /Y
java_home JETIR B HIEHRY Java hRZASFNE& 1R,

BXRZZFRENRHES, BSMR "NetApp EIR(F
MRTA"

K EIEHT SAP HANA #3EZERY SnapCenter fG4HIERE

SnapCenter £ EEXT SnapCenter IERVB P #1TE S0, ENAIERATRE
SnapCenter {HHBIER U AT X EIEES Windows X R ITEIBRIPI2ER E 1t

o

XFUIES
* Linux 41

WAL ETE Linux EH ELEEHHIERE.
79 root AP AR sudo tXPRAYIE root AFIRERNE, A ReREMBoEHIIE,

*ERERE: * BAENEINMLEEEE, BRI Linux IRFE, BREREEEHRN SYM 25
, EBEENMREEZ AR ERE.

* Windows F#1
ELREGEEZE], BHIUEE Windows EHE,

T EREEANRIKERE, SENTZREENNEREGRNR,

MRENBNARARET RE, AERFRTEET2EERIR, WyAEDNILAF & DERFANED
R,

p
1. ZEEMSMERF, BE*RE "
2. TIRENET, BEHFE.
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3. BE R,

Credential

Provide information for the Credential you want to add

Credential Mame Mame
Username Username
Password Paszsword
Authentication Linux

Use sudo privileges €

Cancel

4. ERENED, EEREREMRNER:

HFULFER ...
iR i

1R(F
BMANREBRT,




MNFUFER ... 1R1F
BR& WMANERTEMEIERNAR 2MEE,.

c IEERNEERANTEARR

IEEERESnapCenterififr R ZL LR EIR R
HEBRANEAMRRE. AR RZFERINEMIER
7.

o netbios\username

° 13y FQDN\username_
* AMEIER ((NERTIEH)

HWFBFIEANRSG. BEEER

#ESnapCenterffiff IR A LN EXMEIER,
MRAMAF K, EBRANKERENRSE L
BRTRPIpIEEGIThEE. WelLIEERE T4t
BERANEMARKS. AR &FENERE

N username

RDEEBRERNGIS(HRAS(). FRfE
FR/NF(<)MRBINS(! ) BEFNFS, i, ),
F<! 10, /hF10<!  ERE 12,

= BWNBTBQIIEAYZRE,

B{HIOIRT ERBEFERN B HI0IEE.

&£ sudo R WRERIE root BFEIEEE, 18iEP * 6 sudo
R * 8%AE,

@ {GERTF Linux BF,

S BEH*HE "
TRERIRER, EREFET " BRMiAR " TER AR A ADE TR,

7£ Windows Server 2016 X E S hk4~_ilE GMSA
1@iT Windows Server 2016 S EShk2s, ErILIGIRAILERSHKF, (GMSA) , LUE
MNZEFKF B EIERS K 28,

Feazai
* BN BB Windows Server 2016 5 E S hRAsHIs 541 28,
* &N iZIABE — Windows Server 2016 SiESRASAIEN, ZENEIHAIK Fo



TE
1. BI—> KDS 1RZ5H, LUEN GMSA RS NI RERM—HIZEE,

2. JFEME, M Windows iFiFHI2iEITLAT A< Add-KDSRootKey -Effectivelmmediately
3. BUERFIACE GMSA :
a. U THEEER P AN

domainName\accountName$
.. AARTMITENIR.
.. ERNINIEIEIBEFALIE cMsa o

f5gn.

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

15T “Get-ADServiceAccount’ B LUIIEARSSHK,

4. EFHN LEE GMSA :

a. 7FE(ER GMSA kP #IEH] £ Windows PowerShell B Active Directory 1&1R,

Hitt, iEM PowerShell iz{T L T#<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. ERIEMN.
b. fTEPowerShell i $IRRAABEITU TS, EEN LELZEGMSA: Install-AdServiceAccount



<gMSA>

C. BITUT&H<. WIEEAMGMSAMKF . Test-AdServiceAccount <gMSA>
5. AEHNLERER GMSA HEREENIER,
6. iBZ7E SnapCenter R 25HIEE EEER GMSA 1P 350 Windows E Ao

SnapCenter fRS3 2B RKEEN L REFEEEN, HEELEIEAHAE, F8ER GMSA KRIEIRSERIK

o

TG T SAP HANA #EZER SnapCenter &4

AMNENHETIZEN L LREHRAF IR E

B BER SnapCenter ARMNENTIEAMEN, ARTERBRIRGEE. XEHBAEZBE
RETERZEN Lo ERILUIN BN ENEE NI ENH ZEHR IR E.
ez Al

* {1 SnapCenterfRSZ 22 EHAVIRIER ST AWindows 2019, THEHE ENAVIRIER S IWindows 2022, NI
PATLAT 124k

> AR EIWindows Server 2019 (IRERFAEPAR4<17763.5936) K F =k 2ds
° AR EIWindows Server 2022 (I#ERFAEPAR4<20348.2402) 5 F = hrds
* BTN A BB LREMEFNENABRER, FI90 SnapCenter EIER A,

* 1£ Windows N EREHER, MREEENZEARZRNERN, HERFABTAMIFARR, NWAHE
ENMLEER UAC,

* R HRE B ATIBRSS IETEIETT.
* EEXHEESAXEEINNES,
* MREFEANZAERERSK, (GMSA) , NINFREENRERE GMSA,

"T£ Windows Server 2016 T E=hRk4s_E/9 SAP HANA BCEHIEE RS HKA"

XFIES
* [EAREeR SnapCenter ARZ231EEH ENARINE S —1 SnapCenter lREZ 23,

* E1f SAP HANA RAEFIFEIRN A MERRMN _RALK LWHRIR, ZIERA root B¢ sudo AR EITRMER
G R ARG

I

1. EEMSHEES, BT,

2. WIFTRERE B O T * BB * BTE.
3. EBE M.

4 FEEMTETR, HITUTERE:

10



NFUEFE ...
E]Esid

ENH

iR

O EEBRBRRENMMGE I, EEERENEMT.
6. (FNk) B|E* BHEM

MNTFUFER ...

i

* Windows

* Linux

BT SAP HANA BUiE L3t 7E

@ HDBSQL EFiHFEN L, ItbFEW]
B LU F Windows Z& 458X Linux
R L,

BANBEENR. WMATVNHNTLREHZ (FQDN
) B IP #ilit, SnapCenter BURTF DNS BIIEHEED
B, Altt, REBCERHEN FQDN .

BATEIL N EECE HDBSQL & F imAl
HDBUserStore o

ERECIRMEER M CZN TR REOANIT
BRENAEEENR. BXEAEE, FELEXE
BEENES.

TR LB E T RHNERER I LA REERS
KEERFAE R,

@ FERESMIIERBEERNENR
SHEERNENNEERE,

1R(F

FREBRINFOSHIEEHOS. BRIANKOSH
8145, 312 SnapCenter RSB BLZEEHENX KA L
, MhizmOS¥ERABRIANKO,

MREFhLETHRAHIEE T BE

() wsn, MpmEEERNED. &
0, $RAEEEN,

11
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MNFUFER ... 1R1F

TEEEF BT SAP HANA BYifEF %2 1E HDBSQL B in
FHE, tFENBTLUIF Windows R4S Linux &
Zt,

* 3 FERETF Windows BY SnapCenter fhf3R 14

B, BRIAEKEN C : \Program
Files\NetApp\SnapCenter » S8 a] LB E X
1z

110

* }FIEATF Linux B SnapCenter {14,
ZRIAERR A lopt/netapp/snapcenter , &AL
BE X,

B RERIICE MRECFoheERMT, HENRRIEENESHE
REBAEFNER, HEFUIEIEE,

ERAILERSIK, (GMSA) BITHRMRS XF Windows 41, SIREEAAILERSK, (
GMSA) EITHHRSS, FiEIbERE,

@ RUUTHEIURH GMSA &7R:

domainname\accountName$ o

GMSA X R{E&HF Windows Y
©) SrnapCenter IG5 098 R I

e}

- BEHRER Y,

MRRIEDHIFTUCEEE. MESXENHITIIE. UHIATHNEEHELEGEHNER, BMET
i8l. RAM. PowerShellhftds, 1RIEREKERIIUETNETHRZA. (L& (X FWindowstd4)FJavahkas (3
FLinuxi@Eth). MRFTHERMBER, WEERENNEIRRESES.

MR FHIRSHETEIZ RAM 8%, ErILIEHH{ITF C : \Program Files\NetApp\SnapCenter WebApp
B9 web.config X4 LUMEERERIAE, WRIEFIRSHihSEHAERX, MHIEERIER,

() fEHARES, MEBEH web.config X, MAARETEHRFN A LM,

SNREMEED Linux , BIIEELN, ARSEE * WIAFHRER "
AEEBLER, BNEIESEEFESITRIES.

() EvEssiSEE— ARSI SnapCenter FIIA TS, tOATHITIEAMIT,
IR,

1FE T LREMBEXHEIT /custom_location/snapcenter/logs o



gﬁﬁ cmdlet £ Z MR EN L IEEATF Linux 5 Windows HJ SnapCenter ffi{54{4

BT LUEA Install-SmHostPackage PowerShell cmdlet £ Z M EX LRI ZEEA T
Linux 8¢ Windows Y SnapCenter &4 €1,

FRZ Al
BRHNEEBELEIEFREENES DN EURERMERRIRNEAF 5%ERE SnapCenter .

3

1. BEhPowerShell,

2. 1 SnapCenter fR532: 41 L, f#F Open-SmConnection cmdlet B &%, ARBNER,
3. f£A Install-SmHostPackage cmdlet HIFAESIHIEZ N FH LR IIEH

BXA5 ecmdlet S FERANSHENRERBIER, HEIIETT get-help command_name R3REL. &,
BT IEE " ( SnapCenter {4 cmdlet 2&15/) "

MREEFHLERNG, FETERETTESHELEBAER, NETLIER -skipprecheck £,

4. MNERERENER,
EAFLITAREE Linux FH_ELEEHT SAP HANA #3EZER SnapCenter i@

&N fER SnapCenter AR FRE (Ul) RIFZEHATF SAP HANA #3EER SnapCenter
., MREHIFEFRRIFM SnapCenter Ul iZfe e tbifiE, MR LMERAGSITHRE (
CLl) FiITHI BN EIMER TREIERH T SAP HANA $UEZERE S
a2z Hi

* &7 HDBSQL B FIHFAERSE A Linux M EZEERT SAP HANA #UEZERIEH.

* BELEIERT SAP HANA #3EZER SnapCenter 1i{4FHY Linux ENAIUHEEXAVEIG, BUREMIZER
FER,

ERMFMERTIA (IMT) E88FXZXHFRENENER.
https://imt.netapp.com/matrix/imt.jsp?components=121029;&solution=1259&isHWU&src=IMT

* I&ATF SAP HANA #3EEZER SnapCenter 4 Z1&FF Linux BY SnapCenter i@ EHN—37. EREIEH
F Linux B9 SnapCenter i&HFRHE 25, N EE Windows 41 %% SnapCenter o

pZ
1. ¥ZFF Linux B9 SnapCenter B ZEX MY ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository EHIE|BLEEH T SAP HANA H3EEEHAY
Flo
BRI UM ZE T SnapCenter RSS2 IEILER R,

2. ERTRTMAL, SMAIERIREXHNER,

3. REHEM: path to installation bin file/snapcenter linux host plugin.bin -i

13
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silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -dport FHF$EE SMCore HTTPS &{5ixm M,

° -dserver_ip 8% SnapCenter ARS528 IP ik,

° -dserver_HTTPS_port 157 SnapCenter fR5528 HTTPS i,

° -duser_install_DIR {8 ER G T Linux B SnapCenter {&HHF G EHNE R,
° DINSTALL_LOG_name 157 BHEXHEIB TR,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. miE /< TEEF >/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties X4, SAERIN
plugins_enabled = HANA : 3.0 &%},

5. /A Add-Smhost cmdlet FIFFES G ENLARIMEI SnapCenter AR 25

BXU5HPESFERANSHNERBIER, & HIE1T get-help command _name X3REL, TE, &t
ALIBE " ( SnapCenter B4 cmdlet 2E5R/) "

USIEIERTF SAP HANA BRI RERTS

TR LAER R TIE 5547 SnapCenter M ENLZEHRE, EAREENEREHE
LA RE 2 3= ST BT 8] S R B 7 1E IR iR

XFIAES
UTFEMRGERERLTTE L, HEmgEriRs:

T O e
BRI
* x KK

ERMELINES. NERTHRESMIEABE
* D BH
p
1. EEMSMERT, BEBE*
2. 7 i uES, BE Rl
3. 7E*Jobs* T, BTIEFIRLUENTILIEMHRERIE, BHRITUTRIE:
a. Bl * fmikas ¥ o
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b. &Jik: fEEFIEFLERBAH.

C. MEEERITHIRER, HiF * iR

d. MRS THIERSES, ERRERT.

e Bf*NMA*
4. EERLEFIHREE - FAER * UEEFLIFAEE.
o E * RIFAER * iEP, BEHEBEEHE

ACE CA LD

& pY CA IE+H CSR X1

EAIUERIEBERIBER (CSR) , HERNAERAERB CSR MIERMAAE (CA)
FRENAVIEH. MIEFRAEE - XENEREH.

CSR B—MRMXAR, RHEARIGEBHRIEURBEEL CAIEH,
(D CAEBRSAZSAKEBAELHI0T2AL,
BREMCSRIGIER, HBM "MFLER CAIES CSR X#

@ WMREIA (* .domain.company.com ) AL ( machine1.domain.company.com ) HJ CA
U, WelABGE 4R CAIEF CSR X, ErILUER SnapCenter ZFEINE CA IEH.

ITFEEACE, CAIEPHNIRNRERZN (BINEEE FQDN) MUNMENMENZ. ERBUERZA], BILUE
WEEFERESARF (SAN) FESREMILER, MFBEFHER (* .domain.company.com) , ILIEHR
P B EEIFE ENZ.

S\ CAEH

B ER Microsoft EIRIEHIE (MMC) 3§ CAIEBEAE SnapCenter fRS52841
Windows FENUEHFH
B

1. %l Microsoft EIEfzHI& (MMC) , AFEREDE * XM * > * M/ BBk Snapin * .
EARMEMPrEERTTEOR, EFE*IER*, AFRE RN,
FIEREERERTTEOR, BT HHEVIKS * &, ARERE TR .
B 1=HI8R * > * IEB-AMITEN, < > * sERIEBMANIA * > *JEB *,
ARPEXMER " AMERIEBMANN ", AREE* IERES *>* SN LUBsHFARS.
FTRMAS, WTFFIR:

o o & W Db
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FLtRFEOF ... HITLATRME ...

SR PR 2 RW, SAR, ARBEET—F
SAXHER RHETEME; BE* T2 %,

Zeft EEZATRURIERMEN, ARREE T2
EERRIERSNES BERE, ARBE 5T " FFIRS N

() SAEBESHPRSE—EEHROERNA o pix. o p1281% p7b)

7. 3F "Personal" X KEELTE 5,
FREY CA JEBIE4

%%?Eéﬁl%}ﬂ?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]??ﬁ%o B ERENEARIBILPATIHES

ps
1. 12 GUI EHATIAUTE(E:
a. IHIEHo
b. FEIEBINEEF, B * IFAER * ET+o
C. REpFERTIFR, AP * FEEE .
d. MHEHRE 47 H F 45
e. MER+7HERIE Z BRY =,

a0, wNERIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MTEMIPRTIEIE
, B80S "a909502dd82ae41433e6f83886b00d4277a32a7b" »

2. M PowerShell $117LL Fi21/E:
a. BITUTHSUSIEBEREIEPIIES, HiIZTIIMIFNRILZEMER,
Get-+ In -Path Cert : \LOCALLMACHINE\My

b. SHIHELL
£ Windows FHHHARSZECE CA IEH
&R {EF Windows EHIEHIRSECE CAIEH, LUBIEELENEFIER,

£ SnapCenter BRS5 28 LUK EZE CA IEBRIFABE RS EN LHITUTE R,
p
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1.

7Z Linux 415 SnapCenter SAP HANA &4 IRSEZEIE CA iEP

NEEBEXEHFRBEREIEFNEN, BB CAIUEP, NEENXGEHEEEFMREEE
ZEAXMELE NER SnapCenter BE XGRS B E X

1R

18N

REFPENES, FH CAZ

BT TS, MIFRS SMCore ERiAiRO 8145 RIIAIERLITE :
> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fBgn:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT, BHRENIERS windows FENIEHRSSE:

> Scert “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert

appid="S$guid"

f5lan:

> Scert = “a%909502dd82aed41433e6£83886b00d4277a32a7’b”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert

appid="$guid"

HEEEME, LUBUEERERIHFIER,

BE MIGEHERNXY "keystore.jks" , ZXHAITF /opt/netapp/snapcenter/scc/ etc , [EIBYR{ER(SEFEFZEH
=fi#o

BB E AT BEIRENEL UKREEERN CA ER AN R

p
1.

B
7K.

TR UM B E SHEHRIEB M R R B E X G 2 AFERIAZE,

E25%4A "keystore_pass" XMW HIE,

keytool -storepasswd -keystore keystore.jks

. BEAEDAR BFA IR NES BN R R EERRERE
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keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X4 keystore_pass ZEHEFHEREIH,
3. BEREBEEMBEIMRS.

()  BExEsmPEaEnmN S REANFE X5 E HREIEE.

RRIERFENEREE N B E GRS EFE
TR AEFABRRIER S PIENEBECE N B E UEHEEFiE.

TE
1. EfMEEEBEEXIEGEHAENXXHEFE: /optnetapp/snapcenter/SCCletc.
2. ¥ EIX1% "keystore.jks" o
3. FHEARERARMESER:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBHFENEREEN BE XEHEEEEEERB RS,

() EEsERIR CASES, ABERNGRIE CA TS,

¥ CA EREAMNECE N BEMEHEEEFME
TR CA ER2BAXNEE N BE X EHEEEFE.

p
1. SMMBEE B E XEHZAE /opt/netapp/snapcenter/scc/ SR {43
2. B "keystore.jks" o
3. FHEAERARIMBIES:

keytool -list -v -keystore keystore.jks
4. AMNERBBMPAMABFEH CAIEHR,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype

o. FIHEAEFRIMBIER.

18
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keytool -list -v -keystore keystore.jks
6. WIFZAERSBEE5ERMAZEAEFIF CAIERHENGIE,.
7. 37 CAERRNMMFAIAZ IS BN B A ERR,

BRIABE X IEHZAEDZIYZE agent.properties XFHZZ$A keystore_pass BI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EBFRIFIRRK, HEEESKIWFHFRF (", 0,
), ERARERNERETR.

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EPEEFIZ.

R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREANEENBENEHEEEMEENBIRS.

73 SnapCenter BE MIHHECEIEPHECEYIZR ( Certificate Revocation List , CRL )

KXTFULES
* SnapCenter BE XIHHIFEECER B RPIEER CRL XftF,

* SnapCenter BE Xi@fFHY CRL XHRIERIAB R " opt/netapp/snapcenter/SCCletc/CRL" .

T
1. e LUEA %A CRL_PATH &I #1EH agent.properties XFHHIZRIAB Ro

TR UELERPHES D CRL XHF. RGRIRIES T CRL IIEFNRIEF,.

7 Windows F4l_E}7 SnapCenter SAP HANA 54 ARSECE CA IEH

BNEEBEXBAEAEREIEBIERN, K& CAILEH, NEEXGHEEEFMEECE
RELRENES, i CA ZREIAMECE NIER SnapCenter B E XHhfFARSS BB E X i
HEEEME, LUBUEEREIRFIER.

BEXIEER XY keystore.jks , ZXHENITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFE.

BEEEGEHERENZEUKREEFERRN CA EREHENFZ

p
1. SR LM B SGR AR EB XA PR B E X B AR ARG,
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Z{E5 key_keystore_pass_ $EXTN,
2. ENEIAERD:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows B8 SRR TTEIRT! "keytool" 855, 154 keytool FiS B N H T E K

Zo
C . \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAETIIARK BMPTE R E B BN Z A EEAERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
73 agent.properties X7 #Y keystore pass ZZEHEFEREH,
4. BB EERRIRS.

()  BEUsHEEENEENE RRPENATE X5 E BRI,

RRIERRENEREE N B E RS EFE
BN AHETARRRIEB S PENEREE N B E SUEHEEFiE.

p

1. SMMBEEBEENXHEGZAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
X3k

2. $EIX1% "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks
4. AIARIER S EHEF
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

O FIRIEBHPELEREE N BE X G EEFEEENBRS,

()  EEsERIR CASES, AEBRNGRIE CA TS,

¥ CA EREAMECE N BEEHEEEFE
TR CA ERFBAXNECE N BE XA EEEE.

p

1. MBS EENEGZEARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

2. RIS keystore.jks o
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3. FIHESREE R ARINAYIE S :
keytool -list -v -keystore keystore.jks
4. HIER EEMAT QA EEAN CAIEHR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FIHEFAEFRMBES,
keytool -list -v -keystore keystore.jks
6. WIEFAERSEE 5 ERNNEEAZEFRRVH CA LB EFIE.
7. %79 CAIERARIAFATAZE RS E LN AR,
BIABEXIEHZREZE agent.properties X{4EH 4R keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
8. M agent.properties X CAIEBEESFo
IRIEZZEA SCC_certificate_alias EHrIH{E,
9. ¥ CA BREANEENBE G EEFEEERRB MRS

79 SnapCenter B E MIHHECE I PHECEYIZR ( Certificate Revocation List , CRL )

EXFUES
* BETRHMEXCAIEPWERICRLYX M, 1HE W "W EHT SnapCenter CA IEBHAIEBREUESFRSTHF"S
* SnapCenter BE XHEHIGEFREN B RHIEE CRL X5,

* SnapCenter BEXIGEHHY CRL XHHHIZIABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

Pz
1. e LUER %A CRL_PATH &I F1EHT agent.properties XHFHHIZRIAE Ro
2. A LITE LB RHHE 21 CRL X1,

AGRIMES N CRL IRIEENANEH,

RNiEHEA CAIEH

&R TE SnapCenter ARSSSFAMERNIEH ENFECE CA IEFHERE CAIMET. BN ¥EM
B CAEBIILE,

FriaZ di
* {&AILUERE run set-SmCertificateSettings cmdlet RIS A CA IEH,
* IEB]LUEF Get-SmCertificateSettings B RiHHFAIIEHIRTS.
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BXA5 cmdlet EEEAMNSHREGANESR, RIBIRIETT get-help command_name X3REL. &, &t
AILUE%E " ( SnapCenter #fF cmdlet 2Z+155 @) "

B

- EEMSMERR, 25 EH

2. TENDIEF, BEREEN .

3. EE—NHZMEHEN.

4. BEH*EZEm

5. %&#E * BRIERIE * .

—_

DA
EENETRENSET—MER, ESEIBRT SnapCenter ARSS 28 5 1AM N Z BIFIERRT.

K di

* L RRCAIEBRER. RDELHRFEN.
* g RIRCAIERE R IHIIIE,

* | RATERIECAIE S,

* @ RTATERRIERER.

() nEREHEEIEE, NRTRERPRFESRDRER.
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