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a. A LI TFPowerShelldn 2 HiIF#INE SnapCenter B &2 IEPix A48 E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fBlan.
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. JGEFRENRICAIET 5SnapCenterfR 5% 28F1SMCorelii I487E

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fBan.

> Scert = “abcl23abcl23abcl23abcl23”
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> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. ESchchannelF AR E IR T )2 FHAIDWORDEMEIF Ho

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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a. {EF L TFPowerShellds < lBFI1E SnapCenter B &2 IEHim A48 %E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

fBgn.

> netsh http delete sslcert ipport=0.0.0.0:8145

b. JEFHFRERICAIEP S5 SMCorelim A48 E,

> Scert “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fBgn.
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost



> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. AR THLMITIS SnapCenteriz AT EIUWRIE{E, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowsiEtE. TITLL FPowerShellfi S E#H B 5ISMCore RS

> Restart-Service -Name SnapManagerCoreService

RN ASSL&EE

& B] LUfEFRPowerShellfs S 2 W ASSLE

* XFUES *

* XA HISMCore IR 1T Q. AREXMRSBMITH .

* BENAESSLBEN. FEBBRCAIEBRERSE.

* EmSnapCenterfRSZ28AMFAEN.. M FAEIESFFENNZEBNESSL,
* RZFFNLBHIF5,

* R

1. BREEWMESSLIES. iETESnapCenterfiks528 E X FrE 4 EHFSnapCenterENIBTTUA TS,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}

-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}

-HostName localhost
> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1. AU TEmLMITIS SnapCenteriZ BT EIUIE{E, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowstifF. EITLL TFPowerShellss S E#FH B EISMCoreRSS :

> Restart-Service -Name SnapManagerCoreService
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