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* YNER umask /3 0027, 1BHATR java XHFRERIBHIFRE XHHINPR A 555, BNEHRER sk M.
* 3 F3ErootAF, 1BHRIErootFl P BY& R B P ERTEHB B FFHEE.
* YmiE_/etc/ssh/sshd_config X, ECEEEIAMEEEE:. MACs hmac-sha2-256. MACs hmac-sha2-512,

BB X HaEM B isshdikSS.

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

XFIAES

1&N1Z799E root FAFECE sudo AXPRUASRMHRS LA ERZ YT R :

» /home/LINUX_USERI/.sc_netapp/snapcenter_linux_host_plugin.bin

* /custom_location/ NetApp/snapcenter/spl/Z 2t /{4 /EN &

 /custom_location/ NetApp/snapcenter/spl/bin/spl

p

1, &

FRANEBLEEHT Linux BSnapCentertf&-&A9 Linux £ 4o

2. {§H visudo Linux SEEERFE L TITHRNIE /etc/sudoers XX {4,
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc netapp/Linux_ Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

LINUX_USER ZZ8I#RYE root AFEIR R,

&R LAM sc_unix_plugins_checksum.txt X {4FH3REX checksum value, ZXHAIF:

* _C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.txt _ %[l
ESnapCenter Server £%£7E Windows F#/l o

* _/opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt _ %15 SnapCenter
Server Z#7E Linux £ ko

() iR EE DR S E,

LIEERTF Windows HISnapCenterffifE &I EHER

ELEIERA T Windows BJSnapCenterffift B2 8l, ENZAE—LEANFENRA=T(E

ERMAKNEK,

s R

1BRERS Microsoft Windows
BXZLFHIRENRMES, E5H "NetApp EIR(F
MRIA"

F#1ESnapCenteriffiV&/)\ RAM 1GB
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Y5 £
FH ESnapCenterfliff iV &x/NLEF B ETIE] 5GB

RIS TR B R B i It B
TSR RE B, PR E S EiaE
(D)  ATFERPOSEREME RS
{ERYSTE, WISRH R BHRATIE,
lJ;r ﬁﬂﬁLﬂﬁE’]B’éﬂE@ULE o

FRER AR+ & * ASP.NET Core Runtime 8.0.12 (IARFIEEL
8.0x #T) HER

* PowerShell ¥y 7.4.2

BXRRFMANRNES, BSH "NetApp Bi(F
MRTA"

BX NET JHENMEHFES, BSR WTFEEE

BXPIEZRIE R RS, SnapCenterAH R L ERT K
Mo "

ZIEEATF Linux B9SnapCenterffifF B EHER

& EIEAT Linux BISnapCenterflift 8281, BNIZAEZ—LEETHNENREZEBNK
INEEK

7/

¥ &K
BRIERSR + Red Hat Enterprise Linux

* SUSE Linux 1 AR553¢8 (SLES)

BXRZZFIRENRNES, 15SH "NetApp EIR(F

MRITA"
F A1 ESnapCenterf&ff8I5/)y RAM 1GB
FH ESnapCenterfliff iV gx/NLEF B ETIE] 2GB

BNz EBHEETEH SEEAE
X RETFEHEE. FIRENBEE=EA

C) FRARE, BURTERIFBISHIARIIEMN
BHRRIFIRIEBIIAR, WRZH BB
M=, WARRARIEIEITRRIEE!
2HS.
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¥)am 2K

FRE V€ Java 11 Oracle Java #1 OpenJDK
MREER JAVA ARBISHARA, MADRERAT
Ivar/opt/snapcenter/spl/etc/spl.properties BY
JAVA_HOME &I& & A IEFARY JAVA i ZsF E Ry
i EE

BXRZZFIRENRHES, 155 "NetApp EIR(F
MRTA"

77 PostgreSQL AYSnapCenterififi& & EiE

SnapCenterfE B EHEXTSnapCenteri@ERIB P #1TE 0, BiZEIBZBF %
& SnapCentertfifF B ER UK A TFEEE K Windows XHE RS EHITEIERIFIZIERE
iR,

XFUES
* Linux E#41

WIS ETE Linux A LR EEHRIERE.

1B h root AP EEA sudo fXPRAVIF root A IR ERIEA SEREM B ahthHEE.

*ERERE: *BAGALUESZEINMLEEBHEER Linux SIEZERE, BRESKRIEHNMNSVM ZE. 3

EFVNLERHEZAICIBER.
* Windows FE#1
EREMHGEZR], EHUIEE Windows EiE,

B sisERAEEGNRINERE, SETEENEBEEGENR,

MRERENTRAREREIE, HEAFRZLEET2EENER, WKAZELRZAF &S ERRAMEHIIR,

p

1. EEMSMERT, REIRE

2. FRETEYP, BEEE.

3. BEFR.

4. EEETIEYT, EELEERERENESR:

X F XU . 1R1F
ANEL WMNFIERI R T,
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X F XA . 1R1F
BR& WNRATH MR AF RMED.

c IEERNEERANTEARR

IEEERESnapCenterififr R ZL LR EIR R
HEBRANTARR. BRRFENEMER
7.

> NetBIOS\FAF %

° 1% FQDN\AAF &
c KMEER ((VERTIIEAH)

MNTBETITIRARNARS, 1BEERESnapCenter
EHFNARS LIEENENAERESR, RAF
kA BERANNRIENRE LRRT AP
[3EHIThEE, MRILUEER TAMEERANZ
WRFKF. AFRRFRIERRBIN

. UserName

[e]
N

BNEZEBEHRFERANGIS () k515 ()
) &F

BHHAARNENERNFS (<) FIRNS (!
2, 540, lessthan<!10. lessthan10<!
. backtick™ 12,

=i WART S HEIERNETE,

NIRRT RIS EE RN S IR,

fiEF sudo R INRIEENIE root AP EIERIE, 151k A sudo
R & AR,

(D) ®EAF Linux B

S. BEHME
FTREINRER, EREFERE APMER MEPREIE4R S A PR,

7£ Windows Server 2016 I E S hrA&_EAZE gMSA

Windows Server 2016 (B EhRZA A IFEEZHAFLERSIK, (QMSA), ZiIKF MFTE
Mk IR B ThARS K P 2 EIE,

Feaz i
* 1ZRNi%Z3BE Windows Server 2016 3 = kR AsAYIE 1541 28,
* IBNZIAE — Windows Server 2016 S{ESRAN TN, E2EKR.
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TR

1. Bl KDS IRZ AR gMSA BSR4 B E—RVE D,
2. JFFEME, M Windows IHiFHI28E1TIA T ar<: Add-KDSRootKey -Effectivelmmediately
3. BIEHECE gMSA:

a. QIEZAFAKS, BT

domainName\accountName$
. BB RAMEIAR,
. ERENINICIEEINAFAREEZE gMsa.

fB4n,

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>

-ServicePrincipalNames <SPN1,SPN2,..>
B "Get-ADServiceAccount TS RIGIEARSIK, .

4. FEEEN LALE gMSA:
a. 7FEfFH gMSA P EIEN_EZ A Windows PowerShell B Active Directory 1838,

Ak, iBEM PowerShell iz{TUA T&H<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EWREshEN.
b. i&id M PowerShell Sn LR RFIHEITUL T LSEEN ELEE gMSA: Install-AdServiceAccount
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<gMSA>

C. BHEITIU T LWIERAY gMSA MK . Test-AdServiceAccount <gMSA>
S. REENRD AL N LECER gMSA,
6. i@ ESnapCenterfRZ 28I EECERY gMSA 1 P 350 Windows E 4o

SnapCenter Server FEEWN L LRFEERNEM, HEIEERN gMSA BT REHEBIERSERIK o

LG T PostgreSQL HYSnapCenterfdifF
AMENHEZRZEEN L LEEHGE

B fEASnapCenter N ENTERANMEN, ARREHEFE. HESEHIREEER
BEN L, ERILURMENHANBENENLERBF o
Faz Al

* fNERSnapCenter Server EHAIRIERSEE Windows 2019, THEHENMISERSEE Windows 2022, NI
RZHAT LA TR E:

° F£&%E| Windows Server 2019 (IR{ERLRERhRZS 17763.5936) T E Shds
° F£Rk%E| Windows Server 2022 (&{EFRFLNBLMRZS 20348.2402) ZHEShRZ
s BATME DA R REMNENENAEENERF, fliiSnapCenterEERAAE,

* 1£ Windows FH ELEHHEFE, MNRIETIFERNENETIE, HERFRBTAMITEARR, WSREEN L
A UAC,

* BROZBARE S ATIIRSS EEETT
* EEMHEEEAXEETNNGEER.
* NREERATERS K, (GMSA), MR EREENREE gMSA.

" Windows Server 2016 I E s hiads_E /9 PostgreSQL EiE AL ERRSZ A"

XFUES
* B ARgERESnapCenterfR S 2B ENEH ENAIME] S — 1 SnapCenterfR 5523,
g
1. EEMSMEED, 2HEN
2. IFTRERRYHEE EN IET R R EHIEF,
3. BEHEARN",
4. ENTIEF, HITUATRE:
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O IEEFEBRRENMGE I, EEERENEMT.

6.

X F XA .
E]Esid

ENH

iR

1R1F
PR ENER:

* Windows

* Linux

PostgreSQL &2 7E
@ PostgreSQL EFimEMN L, %E
AT LAZ Windows 248, AL

£ Linux &%,

BNBEENR. WMATVHTLREHEZ (FQDN)
g% IP #hlik, SnapCenterfk#iF DNS FYIEHECE
Fitt, REMBCERHEN FQDN,

PR E IR TIER M QZ AR, R R
BEZEINNEENR. BXFAER, FEHE
KEIBFIENE R,

BRI AR S RHNTIER M EREFEXR
IERIFAIE R

@ FRESMHIIER R SRR
SHEENENLERTE,

£/ REST API %4 PostgreSQL 4B, #AfEiEhaA7 3.0, 140, PostgreSQL:3.0

(FIE) BEHBHIEI,

T F XA TH..
7

1R(F

FRERINHEOSHIEEHRAS. BIAKOSZE 8145
WRSnapCenterfRBZ BB LETEBENIHA L, MiZ
mOSEERARIANR L.

MREFhRETHRAAIEETBE

() xO, mamsEERn®n, &
0, AR,
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XTI . 1R1F

RERR PostgreSQL 1 Z2E1E PostgreSQL B imEH] £
, ZENATLLE Windows 245, tBEILLZ Linux &
o

* 3 FERAF Windows BSnapCenterffifdtl, Zk
JAE&1RA C:\Program Files\ NetApp\
SnapCenter, BB LUERE HE X,

* XFIEAT Linux BISnapCenterififE €L, ZAIARR
27 lopt/ NetApp/snapcenter, EHa]LUEEE

TEX B8 1Eo
7 SUR eI ik} MREBEFHRE T HAH BRI ENEEH
RRERAHER, BERIEEE,
ANINEEBFHEIFRE 4 PPt S EAE PR INFR B =B T R
EAAFERSIKR, (QMSA) BITHEFIRSS T Windows EA#l, MRBEAAFRLERSIK,

(gMSA) iz THEHARSS , 1Bk EEE,

@ AR TR gMSA R7R

. domainName\accountName$,

@ gMSA X B{E Windows RS
BISnapCenterififFHI S RARS M

BERR

MRERETBOEFTHNE E1%E, WRWIEEVEEHELERBENER, RABIEREEREIHEE
=al. RAM. PowerShell ligZs. .NET higds. & (3FF Windows ) 1 Java higds (3FF Linux $&EH
) o MRFHERMEER, NsBERHENNBEIRHESHE,

MREIRSHETE)E RAM B%, ErJLUEHNITF C:\Program Files\ NetApp\ SnapCenter WebApp Y
web.config XHLUEHEINE. WMRBIRSHMBSHEX, NHAEEZRI,

(D) #EHARES, MBEEEH web.config X, MATIER NS EBIE L,

- IR ENEE ALinux, BIIEREN, AREIHRIAFHRER

AEBIRER, CNIZEIEEEPES T RBES.

() EMEZAIEEE—EHRNEISnapCenterHt EEMINEL, HMTHETELE0IE,

- BEREHRE,

° 3+F Windows i, REMARBENMT: C:\Windows\ SnapCenter plugin\Iinstall<JOBID>\
o XF Linux &, LREBENT: Narlopt/snapcenter/logs/SnapCenter_Linux_Host_Plug-



in_Install<JOBID>.log_, F4kBENLTF: Nvar/opt/snapcenter/logs/SnapCenter_Linux_Host_Plug-
in_Upgrade<JOBID>.log_

fEF cmdlet TEZ MR TN EREIZFATF Linux I Windows BYSnapCenterifft &

EA] LUfEA Install-SmHostPackage PowerShell cmdlet FBSE 2 EH LR EFR T
Linux 3§ Windows AYSnapCenteriff &,

FIaZ Al
BRI A R B ERE|SnapCenter , HEERERERBTENENEN LIBEAMEESNIR,

T

1. BEh PowerShell,

2. 7£SnapCenter Server £#_L, fFH Open-SmConnection cmdlet RII =%, RERNEHEE,
3. f£A Install-SmHostPackage cmdlet FIFAESIHIE SN EH L REH S,

AT LUEIIETT _Get-Help command_name RIREXE XA 5 cmdlet —i2EAMNS MR EHIERANEE, &,
&t AT LIBZE "SnapCenterfi {4 Cmdlet B&$5/"

HEFHLETHRHENRIIEENE DR EREEHHVEREY, AJLUER -skipprecheck &I,

4. NERIRERE TR,

FEAFSITAREE Linux N EREEEAT PostgreSQL FySnapCenterifift

&M 1ZfEFSnapCenter B | (Ul) KEIiEFF PostgreSQL £E&£HISnapCenterif@
NREHNFIEAR R IFMSnapCenter Ul IizLEiE M, BRI LUMERG<SITHRE (CLI) LUE
Hl SR FRME N R EIE T PostgreSQL S 858914

FHaZ
* &V iZ7E PostgreSQL B FIHFATERIE Linux M EZR%E PostgreSQL SE&H
* & SnapCenter Plug-in for PostgreSQL £&£HY Linux EAAIUH BRI, EETIRERAEK,

BREMERETAR (IMT) 88FXSXIFRENRNER.
"NetApp Big{EMERITA"

* J&HTF PostgreSQL & HISnapCenterififhEi& T Linux BISnapCenterififF BRI —& 5. ELREEHTF
Linux B9SnapCenterffifF B2 Fii, ENIZELLTE Windows E41_ER%E T SnapCenter

p

1. ¥ Linux RESX5F (snapcenter_linux_host_plugin.bin) B9SnapCenterifff &M C:\ProgramData\ NetApp\
SnapCenter\Package Repository E#|E|E %% PostgreSQL &I E,

Bl LM RS T SnapCenterfRZ5 88 EAIA R LS 2o
2. NapRIRTRATR, SMEIERIREXHIBER.

3. REEEM: path to installation bin file/snapcenter linux host plugin.bin -i
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silent -DPORT=port number for host -DSERVER IP=server name or ip address
-DSERVER HTTPS PORT=port number for server

° -DPORT 15%E SMCore HTTPS i@{5i% M.

° -DSERVER_IP 8% SnapCenterfR5328 IP ik,

° -DSERVER_HTTPS_PORT #&%&ESnapCenterfz5528 HTTPS i,

° -DUSER_INSTALL_DIR 1§ EE %% Linux hkSnapCentertEF EHIE Ko
° DINSTALL_LOG_NAME #5%& BEX AR,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. BB I<TEBF> NetAppX 1, RGN PLUGINS ENABLED = PostgreSQL:3.0 £#%,
. {#F3 Add-Smhost cmdlet FIFFFESEIE ENARNINEISnapCenterfR$S 23

] LUBIEIETT_Get-Help command_name_RIRENE XAl S5 < —EFEANSHAEBRNER. HE, &
WARI L BE "SnapCenteriifF Cmdlet BE5R",

Y545 PostgreSQL iHHLZERTS

Ee] LMER R TIE T SnapCenterfi BN R EHE, ErRIGEFENELEHE LA
ERE M TTAEE S TR,

KTFUAES

N EARHIE Rl TUE L H S TR (ERRTS

HITH
* v BI5ERL
* x KK

ERERES, ARTESMEZARH
D HHEA

p

1. EEMSMERS, BE8EE

2. FETiES, BEEL

3. 7 Jobs TUET, EFIEFIRIUBTIHIEHLERME, FHITUATEE:
a. BEH IR
b. BT EEF A HEAFILER A,
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C. MREIFHIRER, SEFHRMRE"

d. MRETHIRSES, ERLERS.

e BHWA
4. ERREFIHBEHFAEES UBEFLIFHES.
o FEYRIFE TIESF, RHEERT

BCE CAIEH

E R CAIEFHCSRX %

ERILLERGERZZ1EK (CSR) AR ANRIEREMAY CSR MIEHMAMM (CA) FREXRJIE
B FIEPRE -1 S5ZXREXBIFAH,

CSR R—BURIISUA, HRAMABIGEBIHT RS SURBE ) CAES
(D CAIEH RSABAKELAELR 3072 fiL
BRER CSR WS8R, THSH "MIfAEMCAEBCSRIA '

NREME LRI (*.domain.company.com) TERIZRES (machine1.domain.company.com)
©) £ CAIES, SRR CAIES CSR Xfr. ERILERSnapCenterdl VA CA L

ITFEEACE, CAILPBHRNVIENERRZIT (FRINEEE FQDN) MHBENMENZ. EREBUEPZE], rILUETE
ETHE BB (SAN) FEREFIEH, T BEFHESR (*.domain.company.com) , ZIEPERASSIHM
FrE EMNEo

S\ CAIiEH

& {E B Microsoft EIRTHIA (MMC) ¥ CA IEH S A\SnapCenterfk%%28F1 Windows
FHIEMH

p
1. #3 Microsoft BIRIZHI& (MMC), AFRE X > HIMIFREEE T,

2. EANNSMRERRTTEOF, EFER, ARRET R
S FMIEREEBTENR, EEUENKFAER, AERE TR
4. BE ITHIAIR > IEB - AT EA > RIEERRIEBMLHAE > IEH.
o ARBHXMHFZEEMRIERMENE", AREFFREES>"FNUBHEABER.
6. STRMES, S0TFFR:
FLtRFEOR... HITLATIRE...
SALA TR E, SR, ARRET—F%
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FLtRFEOR... HITLAUTRE. ..

SAXFET MIERES; BHT—F%
Z2lt EESHIEREFERIMEG, ARRET—5%
TRIERSANES EEWE, ARBEH TR FIRSN.

() SAESHBRHAG GEEXN: pix. p12. “p7b) .
7 AN EREESE 5,
FRER CA SEBIES

%ﬁ?‘éﬁ%ﬁﬂzﬁiﬂiﬁﬁﬂ’ﬁ-/‘—\i&ﬁ%']??%%o B ERENEARIBIIPATITELXR

B
1. 72 GUI EHATUUTR(E:
a. WWHZIEHo
b. FEIERIHEEHR, LHIFMEEETR,
C. REhN B FEFIRHBHIRL,
d. MAERRE fil+7E HIF R
e. fiR+7ABIEZ RS,

40, NRIELS: “a9 09 50 2d d8 2a e4 14 33 €6 f8 38 86 b0 0d 42 77 a3 2a 7b”, WIE=I&GE, &
9: “a909502dd82ae41433e6f83886b00d4277a32a7b”,

2. M PowerShell 1T A T 21E:
a. BT T LTI EREIEBIESHBE FRE FMRGISL RERIES.
Get-Childltem -Path 3E:\LocalMachine\My
b. SHIFELL
{55/ Windows AUEHARSEIE CA JES
ERTZAER Windows EHWEMIRSEE CAIEBLUREERENEFIES.
ESnapCenterfR 53 BFFIEELE CA IERBAHEHEN LRITUTEE,

p
1. BEETU TSRS SMCore EXIAIHO 8145 WILEIERLIE:

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>
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f5an:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BEEBEITUTHTRALRENIERS windows FENIEHARSLE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="$guid"

'B")
0: <SMCore Port> certhash=Scert

f54n:

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7 Linux 41 E#ISnapCenter PostgreSQL 4IRS ACE CA iEH

BROZEIRRH R IAEREIEBNEL, BE CAIES, KRB ENEBEE R
52, H{EMASnapCentertfitAkS5 1 CA TR BIAMEE NG EEE LB EE L =R
HFIE,

HEHEERALT /opt/ NetApp/snapcenter/scc/etc BIX {4 keystore.jks"{E A EISEEMZEAE

EIRHR R ARER RS AR EE £/ CA ERE RN R

*/FB¥
TR LUMEAREB XA P R RE M R AREROAER.

e 5 %A KEYSTORE_PASS I N A&,

keytool -storepasswd -keystore keystore.jks

. BEREFRENLAFERBIEREN S ZAEERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

3t agent.properties X{FHHIE A KEYSTORE_PASS #1THERINE#.

25



3. (TR EERRS
()  EemREnmm AR A8 5 R AR AR

BB RIE B RERES LUEN S EE
TN IZECE A TARRVRIE R E P ENE B HRIENE .

il

1. SMEIESIEEZHAERNSEF: /opt/ NetApp/snapcenter/scc/etco
2. HEISH keystore.jks”s

3. FHEAERRIMEES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEPHPERER BN EEEREMBARSS.

() EEZRIR CASES, AERINRIE CASES,

FCE CA EREMMLUENGEEE
TN CA BRI BANEE G EERE.

e

1. S3 82154 Z$AE lopt/ NetApp/snapcenter/scc/etc B R,
2. B4 keystore.jks’o

3. BB ESRRIAESR:

keytool -list -v -keystore keystore.jks
4. AMEBFLAN QAR CAIEH,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype

S. FIHE AR FIARMATIES.
keytool -list -v -keystore keystore.jks

6. WIFFPERTES5FMEIZHEN CAIEPHEMRIIFE.
7. BARMMCAIEBFATAZE IS E Lk fokeystore 3,
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BN EAESRYE agent.properties X{FHE$H KEYSTORE_PASS BB,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

NRCAEBHRIFRIK, BEEZRIFHFT (7, v,
”) , BB ENERZ:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. £ agent.properties XHHEERE ca iEBHFIE,

18324 SCC_CERTIFICATE_ALIAS B#fiit{E,
8. BitE CA TR ZHM UGN EEEEEFBoIRS

NEHEREIESMIFETIE (CRL)

KFIES
* SnapCenterf&{HIGETMECE R B RPIEZE CRL X,
* SnapCenterf@ffHY CRL X{4RIERIA B RE “opt/ NetApp/snapcenter/sccletc/crl’s

pZ
1. EA] UIRIEHE CRL_PATH {EZF0E# agent.properties XFFHIZAB R,

TR UELERPRES T CRL X, KiRiEST CRL IWIEZ ABIIEH,.

77 Windows E#_E#SnapCenter PostgreSQL iEHFARSZECE CA IEH

BRIz EREHZIAEREIEBNEN, EBEE CAIES, KRB FEIEPEE R A
512, FH{EMASnapCenterfifHARSS K CA EREIANEEINEHEEEUBEEREN
HFIEHo

HEEERNLT C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc B9 {4 keystore.jks 1ER
HISEEMZERE,

EIRHR BRI RS AR EE AR CA ERE AN Z

S
1. AR IR S i R A BT,

ER5E$H_KEYSTORE_PASS_XRHI{E,
2. ENEAEE:

keytool -storepasswd -keystore Z5AE jks
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@ IR Windows i 1R/ AIRS ) ‘keytool"dn <, 154 keytool tp BN HTEEKZ,

C:\Program Files\Java\<jdk_version>\bin\keytool.exe”-storepasswd -keystore keystore.jks
3. BEPETREMAR B BNEEER NS EAERRER:

keytool -keypasswd -alias‘?!| & TEIEFH -keystore keystore.jks

3t agent.properties XA KEYSTORE_PASS #1THEREINE#.

4. EEBEERRS

()  EemREnmm AL AR A8 5 RO AR .

EEERIERHFERER LN EERE
BRZEE R B TAANRIE B PEREBRENEEE.

S
1. SM3 8 SIEHRAENX S C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc

2. R EIX 4 keystore.jks”s
3. B HZ AR R INAYIES:

keytool -list -v -keystore keystore.jks
4. FIMARIEREE A ERES:
keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

o EEBERIEPRHFIENER LUENEEEREMBRARS.

() GEOZRAE CAIES, AETRMIE CAES.

LB CA TR EBMLUBENGERE
BN ZE CA BRI BANEERGHEERE.

TE
1. SMEIESIEHZRAENGF C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc

2. #3I¢t%_keystore.jks o
3. FIHZ AR RMAES:

keytool -list -v -keystore keystore.jks

4. //J\\HDEE$L\%H*D/A%HE,J CA IIE:BO

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS
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S. FIHE AR FARMATIER.
keytool -list -v -keystore keystore.jks
6. WIIRAERSEE 5SMINEIZAERTT CA IEREX AR E.
7. FARIMAICAIEBFARZE Y E X HkeystoreZhT,
RRINHE AR E agent.properties XFHE A KEYSTORE_PASS HY{E,
keytool -keypasswd -alias*%!| % TE CAME BRI R R -keystore keystore.jks
8. £_agent.properties_ X EZE KRB CAIEBHIFIRE,
iR#E$# SCC_CERTIFICATE_ALIAS E#lth{E,

9. IcE CA R ZIAXM LUIENEEERENBIRS,

JiSnapCenterfftFECEIEH A EH%ZR (CRL)

XFIES
* ETEHMEX CAIEPWERH CRL X4, 1ESR "t EF#SnapCenter CA IEHHEVIEH R IHTIZFRSMH",
* SnapCenterff S EFRECERN B RPHEE CRL XK

* SnapCenterifEfH#y CRL X{HBIERIAB R 'C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\ etc\crl's

T
1. EET LARHESE CRL_PATH 18EXFNEH agent.properties X HFHHIERIAE Ro
2. EAIUFELLLERPHREZ D CRL X,

RRIES CRL BIEE NBVIEF,

FEMEA CAIES

B IZECE CA IEPBFHTESnapCenterfRSZ 28 HMN BV EE ENHEE CAEH, EMIZAH
B A CAIEPIIE,
FreaZEl

* B LUEETT_Set-SmCertificateSettings  cmdlet kB A A CA IEH,

* 0] LUfEF_Get-SmCertificateSettings_ R R iR AVIEFHIRES,
B LU IETT_Get-Help command_name_RIREVE XA 5 cmdlet —REANSHLERRANERS. &, &
WEI L BE "SnapCenterfifF Cmdlet BE5R",
TE

1. EEMSMESR, BEEV,

2. FENTIEF, BHEREEN.

3. EEBEANHZMES TN
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.
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RIRE, UEXERITHISRIERIPIEILBIEE,

KXTULES

* XTFONTAP 9.12.1 RUUTFhRAS. fERTRERI—EB453 MSnapLock Vault 1R 613 #Y 5 f& & 4% A SnapLock
Vault ZIHRETE], FEEIE G NTESnapLockZIBAEFohiEE =&,

p
1. EEMSMERF, BEREF, ABEMTIRPEZRELENT
2. TRFNET, RHMBERERA"
3. FERMINEAF, HUTUUTIRIE:
X F XA . 1R(F
E22 i WNFRARI R R,

()  #mRALHREEY 250 MFHE

RS WMAN— MRS MRE, URBBEHEEEREIRE,

a0, FNRER HR (EARZERMEIZNRIREA, W
HEEALIE S HR IR XEXRVFRE HIRA.

fERBENXZBINHITIRIRE H R EEE, ARRMAZRTRIBZMEIBENZ
Mgl

540, customtext resource
group_policy _hostname ¥ resource

group_hostname. FRINERT, BHEIBMIIOEIR
BEZ#F.
4. EXRBERER, M ENTRFIRPERENG, WEREETHYIRPIEFZRRI,
XEBF S ERELNER.

o NAITRRFEDFIEERERIR, ARRLEFKFEBIHE EERRE 7.
6. EAEFEEREF, HITUTRE:

a. BEEHEk IS EEME T
BR—EMEAEENHRITUTES:

X F XA . 1R1F
B ESF BT ARR IR TR B RIS E F R RIRIRFSTREY
B8l

g%\=5$¢‘: I:FI%:?*’J‘, E$ﬂ=20 a@\o
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B HWAFLED ERR I T L 8 S SR fE R WAFL—BUR,

—o ® ‘ : s

Name Resources Application Settings Poliches Nonfication Summary

Backips =

BA Enable consistency group backup

Afferd timee 1o wiait for Consistency Group Snapshol aperstion 1o compiets
® Urgent
b Medipm
) Retaxed
[ Disable WAFL Sync

SCripts

8le

Custom Configurations

&

snapshot Copy Tool

a. BEMAFISLHEMANGRL. REMBUHER LN BENEES S, TR URANTEREHREINREZ
RIEHITHIFER <o

b. B FHE XEE § KN ER I F RIS SRIERIPIREFREN B ESGREX.

28 ®E D%
VBl E1= R =) 2 (B/R) F‘ BEEEEEEURRRFSE
IR BEERE R HEEFEAERENR.

LIS ERREFTRAT
NTAP_SNAPSHOT_RETENTIO

NS,

JIEBER ERERER/BE IEE B aFHA T B RIS
(=

ARCHIVE_LOG_EXT XA R HEEFEASXHT BKE,

fFlan, WRFEAE
JHlog_backup 0 0 0 0.161518
551942 9, } Hfile_extension{&
%5, WUEME’J#}E%%T% 5ﬁL
#=, BM6151,
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28 RE D%
ARCHIVE_LOG_RECURSIVE_  (Z/%) ERFERRNEHESTEE,
SEARCH

MREFEESUTFERT, N
IVAESZE] g%

@ BE X #{EXZHF PostgreSQL Linux ¥EH RS, FZEFFMAEPT Windows HEHFEY
PostgreSQL 2%,

C. Ea*Snapshot Copy Tool*&i kiR QIR IREBR T A:

SNSRIRAR... 121F

SnapCenterffAiEAT Windows BEHHELIE i BEEXH ALK —EIERISnapCenter *,
REBZ X HRAE T —BURS. T Linux &
B, RN AEA,

SnapCenterf| Z1F &K 7! RER EE REA XGRS —HIERSnapCenter *7

MABREEN ERITRIS SR EZIRIRRI 4, SR EM, ARMAREEN LRITHEIRRE
BIE <,
7 ERBETUES, RITUTHER:
a. NMIFIRFERE—IHZ PR,

@ EREILLEE B - Kol Yo
XL RBRTTE ik E R SRBS AC & 11X 8B 73 o
T EREUSIS, BE - COERENREL.
C. TENZREE policy name ARINITRIFHEEAH, EEEITX, ARREHE
Hrh, policy name BEiERHRIRHZ TR,
FRERITLFITE ENARITR S H,
HE=HENIXSSnapCenter& Mt XIEEN, FXFE=HEMHITI.
8. HBMTIEN, M BFHMEFEERI ThFIRF, SFERELXBFHEHNTR.

IR THETE R AT A BY BB FER stk AR BB F BRI £, T IRE" > *2 BB FEE
SMTP ARZ528.

0. BEWE, ARRETH .
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TEASA r2 24 FRIiERIFELHEFH T PostgreSQL FEE A KR

B Z BB R IRAFRARIMASA r2 R4 ENRIR, EIEA] R IR R IRAR B & B RIF.

ez Al
* BMNIZHBRLBERFONTAP 9.x HIFFASA r2 HIFRRMNEIE— N HRH,
* B izAREZ A EIR ABONTAP 9.x HIRFIASA r2 ZHIRRVEIERE.

KTFUIAES
* REERAPKPECEIBAT SecondaryProtection THEERIAGES, A RILUERZRFRF.

* IRBATHEFRP, NWESIZE—EITAMMEI—BIEAR, RIFRAFENEIPIRI X —EUEAM
WE—HtHE, RFEARFRE4EPET,

* SnapCenter 3z FF S AT R
pAL
. EAEMSMERS, SRR, AEMTIRRERE Y.

2 HAFRESR, LEFEERA

3. FERIAES, HITOLTHAE:
a. FERMRFERIHNFIRAN BN,

() #RASIRmBT 250 MFF,
b. FARSFRAEMA— RS MAE, LIEEREEEARA,
BIN, IR HR ENARERMEIS M RRE, MRHEETMREIS HR 8 XBNATE 2R,

o SERILEIE, ABHANBATRBEEEN SR,

540, customtext resource group_policy hostname I resource group_hostname., ERIAERT, B8]

SEIE PN EE
d. FEEEAEEHNFEBA TR BT,

MRFE, BNZERASNAEFPIRENTEERNBRM, SENE,
4. EHRFTETR, M ENTHFIRPEFEIEEENS.

@ RGN R MATREY, ZFRASFIEARRR DR MREREFNTRR, WIEE
RIFTFRIRY KRG, ENASHIERRARRTIERF.

5. MATAZIRERIEIRASA r2 ZRHIGEHB TR E ZHIRER ST o
6. ENAREFRENET, EEREHIED,
7 FERBETUES, RITUTHER:

a. MTHhIFIRFEFE—TREZ R,
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EFAILIET RO .

AT EISRE R E S, T TR,

mE * EEREHIOESNRE TR,
C. TERERE& policy name MMt RIEOS, BEEiIHL, ARRITHE

HHR, policy_name RAEHEHHBIIAT,

BB BRI B,
8= H &S SnapCenter& N HIBER, REHE=HEMHIH,

8 MREEENEBEAT AR, VRRT_RARPRE, CRENTUATSE:
a. MR HIERRRILEL,
Ot

b. EEEEAN—HMEHER.
c. MBEIREEMBIR SVM TR EFEEBEERIIXNEFREFN SVM.

@ SnapCenter Rz FEEH SVM & EZ, ERIZER System Manager 3iONTAP CLI
SRMITEEEN SVM MEIEE,

(D)  mEEESESnapCenterZ SMBEIRIN, MRLATRE BRI BENSRIPFR 25,

1. ERETE L, ITUTERE:
a. BEMEEMI2E” LANE SnapMirrorg{SnapVault®, ¥ —REFEHITIRIE,

b.
A Y EREBIYIPREERAE T RIS R
C. EANNBEIEITR) policy_name FHEMER, HITIUTIRIE:

B8y 1B1F

B EEITRIE PR B EIETTINIE

L HEGIUE PR BITITRIBIE, AR M TPz APER TR
KE,

d. R TEHBN (I B UTERBNFHE RS LI ERED,
e BEHE"

FeERVIIETT R FITE B R ARV R TR,
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2. {EEMIEF, M EBEFEAEEI TR, EREREREBFHANTR

BRI TE & A AT A BY R F R R sth it A BB FER AR E R, WNREBMNIN RIREBHRITRRIENIRS
B = prirs =l ) [T T ==

@ X FEFEREIER, EMNEER GUI 3 PowerShell #5% Set-SmSmtpServer 1§E SMTP AR
SRFMER.

3 BEWE, ARRETH .

&£F3 PowerShell cmdlet 7 PostgreSQL Bl 7Z & RFEZEIE

7E£1E A PowerShell cmdlet &1, ER/RE5E[E PostgreSQL 857 B, AAEIETEEREIN
M (SVM) E#ZF &R,

FaZ Al
* ENIZBLHERTF PowerShell F1E3##1T PowerShell cmdlets,
* B ZAE RIS E IR 5 A e R IR R IR F R,
© BRI RESE EEHTTH.

MIFERAERN, REHITENRGRE, RAFVNEREFUEAIEN, HEEHKSIES
7ESnapCenter GUI FER AN B FHD"HFTENetAppEfi&E L,

* FERRRMN ZEMHE—,

SnapCenterfi X AR EE L EBHERRBMNZ NMEER S, SnapCentertHHNENFREAKEH N EGMH
—HI B FRFNME—BYEE LIF IP ik,

gl
1. {#F Open-SmConnection cmdlet 25 PowerShell Core EZSIE,

PS C:\> Open-SmConnection

2. {#F Add-SmStorageConnection cmdlet 8| E 51 E RS RIFTIERE.

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. {§A Add-SmCredential cmdlet BlIEFHIEIE,

IR 2R a{alEE A Windows EHESIE R 9 FinanceAdmin BYHTER:

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator
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4. ¥ PostgreSQL @(E AN EISnapCenter Servers

PS C:> Add-SmHost -HostName 10.232.204.61 -0OSType Windows -RunAsName
FinanceAdmin -PluginCode PostgreSQL

S. EEN EREHEEFIERT PostgreSQL BISnapCenterififso

F Linux:

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL

¥FF Windows:

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL -FilesystemCode scw —-RunAsName FinanceAdmin

6. 1% & SQLLIB BIE&E,
3FF Windows, PostgreSQL #EHRER SQLLIB X HFAIFKIABER: “C:\Program Files\IBM\SQLLIB\BIN”

NRBEEMIARE, BEAUTHL.

PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode
PostgreSQL -configSettings @{“PostgreSQL SQLLIB CMD” =
“<custom path>\IBM\SQLLIB\BIN”}

A LUBIEIETT_Get-Help command_name_RIREXE XA 5 cmdlet —E2FERAMNSHNEERNEE. HE, &
A LIBE "SnapCenteriif4 Cmdlet &35/ ",

%15 PostgreSQL

MNRFFHKREFEARRFL ﬂTMM\ﬁ\EéﬁuA/
FFeG 2 /i
* BB AR T 10 HRE,

* WMREFENS ZRFHEAEBSnapMirrorkx RNZIR, NS ECAEERFPRONTAPA BN B1F ‘snapmirror
all"t R, 1BR, WMREER vsadmin”Ft, MAREE“snapmirror all’iR,

* XFETF Snapshot BIZRBIEDIRIE, IFHRRFIBEF EEIBRELFENRE,.

* TR, IREBMEUHRINRER T MG <, BNZNEXEnLERFET RGN LAIRANG<S
FIRA, BZWT:
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> Windows 41 EMIBRIAIE . C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config

° Linux =X ERERIAGIE . /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config

() mReSTIENTEELHS, MREEEK,

45



46

SnapCenter Ul

p

1. EEMSMEETD, EBF TR, AREMFIRAPIERESAEHS.
2. gRFEF, RIEXFRRENMNEE THYIRPIIEER,

R g T, REERENBMBRXRESERR. ARER] LUEEFL X ATHERERE.

3. EEBREMNHEIR,

4. ERRIER, EFEFERABEEXEMERIERN Snapshot El4s*, AFMAERT Snapshot ZFHIE
TEX BRI

%0, customtext_policy hostname &, resource_hostname, ERINERT, EEBSMINEIREBR
#Fo

o ENARFIRETET, HITUTEE:
R B AR EH &k
MRFE, BA—BMEAESHHIITUTES:

X F XA . 1R(F

B e S —BUE A IRIR 1R e EEER R RIS E SRR IR
gﬁﬂ’JETIEﬂo E2 =5, RFE=7, BM=20

B HAWAFLED PERR I T L et S 3R FRWAFL— 30

PR HASSSRIE TR, RN SRR BAEES 2.

IR
Ay

AILTERHEMREZANEI T <. BISM/EIEESnapCenterfiR 5525 HiE1To

R
ERBEXAER kK, ARRNERILZRIFRE (EFrERBEXEX,
1#E$F*Snapshot Copy Tool*&ikRiEF QR KRBT A

WRIRAE... 1R1E
SnapCenterl| 2 ZELR 5! IRIR HEEFE REB XGRS —HIERISnapCenter

o

SnapCenterfE &R F Windows BUIRHR X EF BB XHRFA—HIERISnapCenter *,
RHEBET—BRES, AECIERIRE

AR RS S S EA, ARMAIEIRRAIEG S,



—© @ : : s

Mame Resources Applcation Settings Poliches Motfication Summary

Backips =

BA Enable consistency group backup

Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
0 Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

&

Snapshot Copy Tool

6. FE R TIE S, RITUTIE:
a. NTHIFIRFEE—DEHZ R,

@ EEREILLEE B - kol Y-

T NEERBECE T B2 H, FIH T IEERIREE,

b.
#EE Y EERBERE RN SRR EE T RITIF,

C. FENERRE_policy_name ANt XIXIEESR, EREITY, AREEFEHE"
policy_name &R REEHIZ TR,
BRI RIZITE B AR T H,
7. EEHES, M EBFEMEFEED THFIRF, ERERELXBFHENTR.

IR THETE & (4 AFOUL A A BY BB F BB stk AR BB F B R E R, ERAERE" > *2FIRE P
& SMTP,

8. BEWE, AEEER T
FENR RN AE,
. EFIENE DS
10. FEGTES, FITUTSE:
a. REXNFRNA T ZMHRE, BN ERE THYIRPERERTEHRIRE,

MRAFEFEIMEFRHRBSEOITREXREK, WRFSOBRENTREEENREIREHRTT
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1R,
b. AR,
1. ST M > (R L RSB
° #EMetroClusterBit B, SnapCentera]fETT = TEMIE L EHNENRIA X R,

BXER, BB "MetroClustertfE%#% fa Tt M SnapMirrorg SnapVaultx R&"

° YNREEERD VMDK LRI BIZF#3E, H HBSnapCenter Plug-in for VMware vSpherefJava
WANRBR, NEHRIEESEK,

EEN Java A/, BHBIBIZASSIH /opt/netapp/init_scripts/scvservice, TEZZAH, do_start
method i< f@aISnapCenter VMware 1FARS . HFiZxm<LSEMALULTREA: Java -jar
-Xmx8192M -Xms4096M

PowerShell cmdlet
gl
1. f5F Open-SmConnection cmdlet J9#&E F P IR &5 SnapCenterfR 55 28U = IE,

PS C:\> Open-SmConnection

ErBRBMEBEET.
2. /A Add-SmResources cmdlet FRINFENE B,

It~ 5 B a0{a]7R 00 PostgreSQL SE431

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode PostgreSQL
-ResourceType Instance -ResourceName postgresglinstl
-StorageFootPrint

(@{"VolumeName"="winpostgresql0l data0l";"LUNName"="winpostgresqlO0l
data0l";"StorageSystem"="scsnfssvm"}) -MountPoints "D:\"

3. M Add-SmPolicy cmdlet Bl & ERE&,
4. f§5F Add-SmResourceGroup cmdlet fRIFZRZE M SnapCenter R INFTZ R,
5. f§F New-SmBackup cmdlet BEhEFTHIZ M 1EL .

R B RN S 0 FR IR -

C:\PS> New-SMBackup -ResourceGroupName 'ResourceGroup wback-up-
clusters-using-powershell-cmdlets-postgresqgl.adocith Resources'
-Policy postgresgl policyl

HEREIE D RIRIPEIRIR:
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C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="postgresqgl"}
-Policy postgresgl policy2

6. A Get-smJobSummaryReport cmdlet SFEIIRES (EEETT. BERIEK)

PS C:\> Get-smJobSummaryReport -JobID 123

7. {£/A Get-SmBackupReport cmdlet I E R EIIFMEE (W&MD ID. FPRIR) URITMERTIE
1215,

PS C:\> Get-SmBackupReport -JobId 351

Output:

BackedUpObjects : {DB1}

FailedObjects : {1

IsScheduled : False

HasMetadata : False

SmBackupId : 269

SmJobId : 2361

StartDateTime : 10/4/2016 11:20:45 PM
EndDateTime : 10/4/2016 11:21:32 PM
Duration : 00:00:46.2536470
CreatedDateTime : 10/4/2016 11:21:09 PM
Status : Completed
ProtectionGroupName : Verify ASUP Message windows
SmProtectionGroupId : 211

PolicyName : test2

SmPolicyId : 20

BackupName : Verify ASUP Message windows scc54 10-04-
2016 23.20.46.2758

VerificationStatus : NotVerified

VerificationStatuses

SmJobError

BackupType : SCC_BACKUP
CatalogingStatus : NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

A LB IETT _Get-Help command_name RIREXE XA 5 cmdlet —i2fERAMNSHNEERNER, ;E
, A LIB#E "SnapCenterfif4 Cmdlet SE$5/"
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Define a restore strategy.
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v v

Monitor the restore operation,
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1. f£f Open-SmConnection cmdlet AIEE A F B &5 SnapCenterfR 3 28V ER1E,

PS C:\> Open-Smconnection

2. {#F Get-SmBackup #1 Get-SmBackupReport cmdlet iR E X BIXRM— MRS N EHHIER.

R EREXFBERRAENNER:

PS C:\> Get-SmBackup

BackupId BackupName
BackupTime BackupType

1 Payroll Dataset vise-f6 08...
AM Full Backup

2 Payroll Dataset vise-f6 08...
AM

8/4/2015

8/4/2015

IERBIETRAEX 2015 F 1 A 29 HE 2015 £ 2 A 3 HEMWHIFARES:

11:02:32

11:23:17



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



Restore-SmBackup -Plug

inCode

'DummyPlugin'

'sccb54.sccore.test.com\DummyPlugin\NTP\DB1'

-Confirm:S$false
output:
Name

Restore

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled
PercentageCompleted :
Description
Status

Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

A LUEIEIETT_Get-Help command_name 3RIREXE XA 5 cmdlet —iE2FEHNS R EHiER
, BBHEILIS#E "SnapCenterfiff Cmdlet &Z1ER/",

EIRMIME B & MRS 1D

/J \
15N

Ze] LIfEASnapCenter A\— PN Z N0 HRIE

Feaz Al
* BB BN R R IRA,

S TBGE SR EE# TR R A

58

=0

° Windows EA_ERERIAIE: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
.config

Creator\etc\allowed commands

2368

-AppObjectId
-BackupId 269

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

RIREN

/]\

7’ II_,\

RIRBRVERE DRI
WV IZI0EXER S BE AT T EN LT AR

RS Ex Ao

REER. HE

LHIERP, B
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° Linux =X ERERAGIE . /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config
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Bl GMT-07:00, Hi&BHAFBYEIEE M=
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FEmE PR ARIME*S

()  &ErmEFHRmG PosigreSaL %R

SnapCenter Plug-in for PostgreSQL 7£
@ /<0S_temp_folder>/postgresql_sc_recovery<Restore_Jobld>/ {3613 backup_label 1
tablespace_map UUEEBNF B S,

1. £°Pre ops’TUEA, HWARITME R Z I EIETHFIMEMEN B L.
H#H L TERTBMAINZE R,

2. 7E Post ops TNEH, WABITIRR(EIFEIZTTAI mount # post restore 83 <%,
BE R M FRTEEREHH L.

3. IEEMITIEF, M*BEFEEET MUFIRT, EEEBELEEFHEFHNTR.

IR THETE & AFOUL A AR EE F BB AN BB FER R E R, BB AEIRE > *2RIRE TNHE L
& SMTP,

4. EEWRE, RAERETTH
S. @i RIS > VB RIS TR EIRE,
{£H PowerShell cmdlet A [RER &R

8 R BEFDEIERBoNSSnapCenterfRZ2BHVEZSIE. FHBHOHERFZMDEE UK
5&M%,

1RATUER YT PowerShell 3R1E A 8EH11T PowerShell cmdlet,
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1. {6/ Open-SmConnection cmdlet A1EE P B&5SnapCenterRS3 28 HIEZESIE,
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PS C:\> Open-Smconnection

2. {#F Get-SmBackup #1 Get-SmBackupReport cmdlet iR E X BIXRM— PR Z N EHHIER.

R EREXFAERRAENHNER:

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IR FIETRBEX 2015 F 1 B 29 HE 2015 £ 2 A 3 HEHHWIFARER:
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SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime
"2/3/2015"

113

2032

2/2/2015 6:57:03 AM
2/2/2015 6:57:11 AM
00:00:07.3060000
2/2/2015 6:57:23 AM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0O019366001 02-02-2015 13.02.45

NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,
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Restore-SmBackup -PluginCode 'DummyPlugin' -AppObjectId
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269
-Confirm:S$false

output:

Name : Restore
'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id : 2368
StartTime : 10/4/2016 11:22:02 PM
EndTime

IsCancellable : False
IsRestartable : False
IsCompleted : False
IsVisible : True
IsScheduled : False
PercentageCompleted : 0
Description

Status : Queued
Owner

Error

Priority : None
Tasks : {1
ParentJobID : 0
EventId : 0
JobTypeId

ApisJobKey

ObjectId : 0
PluginCode : NONE
PluginName

A LUBIEIETT_Get-Help command_name_RIREXE XA 5 cmdlet —EFERAMNSHNEFERNES. HE, &
WA LIBE "SnapCenteriif4 Cmdlet &35/ ",

Y515 PostgreSQL i E1R1E

f&u] LMERE TiE M iE AR ESnapCenterif IR ERNH E, ErlpE BB TIRIERIHE
ARARE 1R E{RIBY ST Rk B @ B 1R TE 18

KFILAES
ERERSHR T ERIRIEZ G RAVIRR LU &R LR B Rl — P R R o

UTEMREIAE R TE L, ErRERRES:

HITH
* v BRINTERX
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C. NEEPTHIFIRAF, EFME"
d. MRS TFHITIRA, EFEMERTS.
e. BHNA"EEEMRINTERATIZE,
4. EFEMEEL, AREEHFAGEE UEEFELEMAEE,
5 mEEliFE TIES, RHEERSE,
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SRETIERIE
SR TERIEEIERITR IR EN B IRE,

XFIES
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T IERIZRER T RIT e RIS TERIIRF :
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Define a clone strategy. ﬂj

Clone the backup.

|

Monitor the clone operation.

:

If required, split the clone.

f&E ] LA Fsha e AR fEA PowerShell cmdlet RHITED . EEREM5EEIE{E, SnapCenter cmdlet Z3EBHF
cmdlet 2E{EE 855 % PowerShell cmdlet Bi4HE R,

72f% PostgreSQL &%
B LIEASnapCenterm [E& 1. ERILUMERD S IHBIE D =,
Fiaz a7l

BN ZELENRRNARE.
* BNHBEREEHNRSUTEEEM (SVM) EDEREYIRF,
* WFRERRREESS, BNZMATRELEXEHSESFETRAENLIANGLIIRF:

> Windows EA1ERIEIAIE: C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\etc\allowed_commands.config

° Linux ENEMERIANUE . /opt/ NetApp/snapcenter/scc/etc/allowed _commands.config
() mReSTERGTEELHS, MREEEK,

XFIAES

* HXFlexClone&BIFRDIEENER, 1BS Iﬂhttps //docs.netapp.com/us-en/ontap/volumes/split-flexclone-
from-parent-task.html["¥§FlexCloneE ME R & F 0 HE" .

* JFFONTAP 9.12.1 R LA ThRA. {EARERI—ER53 MSnapLock Vault HRERBZE 87 &35 4k E SnapLock
Vault E|EABTIE], FEEIERANESnapLockE iR FahiEE R,
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1. TEMSMERTR, BERE, ARMKTIRPERESSES,
2. gRFEEF, RIEZFRRENMNEE THYIRPIIERR,

RFRSEE, . BXBZFRHANRBURRSFEE—EET.
3. EEH IR HIRE,
NRIEFZRRA, MWHBIEFEZIR.
AR R A IRE RN AE,
4. MNEERIAUES, NEFHEAATEIFHEES (RERE) PEEED

5.
MERPEREESY, AEas @,
6. EIENET, HITUTERE:

I F XTI 1R(E

TR 28 EREQ BTN EN.

BirimO BMANBEMNE DT EA BT PostgreSQL BFF
iw o

NFS S IP sk MANESHTRMEERN P s ENR.

XAERTF NFS FERE TR,

AEBRAETLE (MiB/s) MABEMHNRATLE,

XAUERTF ANF FERE R,

7. ERATES, RITUTSE:
()  waEEeETn b,

a. MADRINERBREZAIRZEETNMREREREDR S,
* efERier e RIBRIIBNRER SR
* mfRE®S: WIS EMER,
b. %8I\ mount SF X4 RFIEREIENo
Linux i+ EH L&D gtree BHEHHS:

NFS 7~ffl: mount VSERVER DATA IP:%VOLUME NAME Clone /mnt



8. IEEMITIEA, M*EBFERMEET TIFIRT, EREBELEEFHEHNTR.
IR IFE RE & A AT A\ BY BB F BB R stk LA Kz B8 F BB B9 £,

0. BEME, AEEETR
10. BT M > (AL SR AR AL,

PowerShell cmdlet
S
1. f£/ Open-SmConnection cmdlet AIEE A F B&h5 SnapCenterfR S35 28 ER1E,

PS C:\> Open-SmConnection

2. {3 Get-SmBackup cmdlet 0 ZEREZ R U ITrapEI21E,
R BI B RERN DRI TR

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08...
8/4/2015 11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08...

8/4/2015 11:23:17 AM

3. NIIBE &R BT EIRE, FHIEEREESHIIN NFS SH IP ik,
R B RE NS EA NFSExportlPs itk 10.32.212.14:

T PostgreSQL £E8%:

PS C:\> New-SmClone -AppPluginCode PostgreSQL -BackupName "

scpostgresql0l openenglab netapp com PostgreSQL postgres 5432 06-

26-2024 00 33 41 1570" -Resources @{"Host"="
10.32.212.13";"Uid"="postgres 5432"} -port 2345 -CloneToHost
10.32.212.14

(D)  nReEIEENFSExportiPs, MEBASHEIZIREEAREM,

4. {F/ Get-SmCloneReport cmdlet EEREEIIFMES, RIFFDETEMINTRRE,
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TR EE R ID. FIaREAMETE). 53R HEAFIEY EIFIFAE R

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId 1

SmJobId : 186

StartDateTime : 8/3/2015 2:43:02 PM
EndDateTime : 8/3/2015 2:44:08 PM
Duration : 00:01:06.6760000
Status : Completed
ProtectionGroupName : Draper

SmProtectionGroupId : 4

PolicyName : OnDemand Clone

SmPolicyId : 4

BackupPolicyName : OnDemand Full Log

SmBackupPolicyId 1

CloneHostName : SCSPR0O054212005.mycompany.com

CloneHostId H

CloneName : Draper clone 08-03-2015 14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don DRAPER, Betty DRAPER, Bobby DRAPER,
Sally DRAPER}

SmJobError

1547 PostgreSQL 52 [&12E

e LUE ARl Tl MiESnapCenter e fEIRERHE, ] g8 B TIR(ERYH E LT
IR EMIN RS B EEIR—,.

XFIAES
UTEMREIRAE R TE L, ERRERRES:

HITH
PRIhTERL
* x KM

EREEES, XRTESMEEBE
* D HA
* o BUH

TR
1. EEMSMERF, BEBEE
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2. s T ES, BEvEl,
3. 7£ Jobs TUEA, MITUTHE:
a. miy S IEFIR BT H FE IR,
b. $8EFFIAFILER H iR,
C. MHEEPTHIFIRA, EF TR
d. MRS TFHITIRA, EFFRERS,
e. BN A B EE EMINTEAAIEIE,
4. EFmEEL, AREEHFAGEER UEEFELFEAEGEE,
5 mERliFAER IEH, 2EEEEE

DH7E
,@TLJ\T%%SnapCenterll—:ﬁEB% RBEMKRZRPHFD HFR HOBIRREEFIRILTRE
XFUIES

* BIE R RN TR R D RIR(E

a0, MEGEEZHEIZ clonel [5, ERILIBIE clone1 M1, RAERMELEM (clone2) . BlEclone2
&, clone1AREIZEE, TiEX clone1#H1TRIEDHIE(E, BRI UM clone2i# 1T &7 HIR(E,

£t clone2 #ITHHRZIG, FAIURT clonel #HITREDRIERET , B clone1 EEFHBEPEI=ET .

© LR D RIER, RRENEMDBIAFEEEL SRR
* BXFlexCloneBiF DRIENVER, 1S "GFlexCloneE MEREHIF HHE",
* BREERALNERR SV TEZKS.

B

1. TEMSMERD, RPEHERR, ABEMFIRPERE LA,

2. EHRTIEY, NEEFIRAPIERERSLAYED:

&I R
3 FHURER TR MAREG 2R AR 5B
WFXH RS MARE SR ik B 12,

3. MFIRAEFE HHIE R
FHNF RN A,

4. WEERIAMED, SERERENRR (1, BEESLUN) , AERRE .1 "
o BRBIFRDNRENGEITANANRE LAIBNFAETE, ARRE R
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6. B L8 US> R SRR

YN2R SMCore BRSZSEMEE), FFEFRMEEFFELLIN, ENIZET1T Stop-SmJob cmdlet KIF1ETEEF T
118, AREERERDEE

MRS EE KA IET ) BT M B RICE R EREIFD, ErIUE
2%_SMCoreServiceHost.exe.config X471 _CloneSplitStatusCheckPollTime S#{#I{EXi%& & SMCoreit
W PRI R EIRSHIBYE)IEFR. ZENRMAREN, FINMEAST B,

fB4n:

<add key="CloneSplitStatusCheckPollTime" value="300000" />

REFEHTED. MEHS I REHRD, WREFDBHREERK. NYIEEETIRETRE, 7
N EH R Te PE R 73182 1Fo

HXES
"SnapCenterseFESIVIERY, BERFET"

F 4k SnapCenter/5ifiifRk15 5> PostgreSQL K& fE

FKEISnapCenter 4.3 |5, SR ABEIIRIE, Er]LIMEIERENZ RGN m i
BRI IR D e fE,

XFIES
WMREHEIFEE R ENTEMETE, BIETILTFHMS: Get-SmClone -ListStorageFootprint

B

1. £ remove-smbackup cmdlet P& 7epE & RIE 1o

2. {#F remove-smresourcegroup cmdlet flfR 52 & 5K TR AR,
3. {#F3 remove-smprotectresource cmdlet IR 52 F& & R HIIR I,
4. NZRIIEIEE R ZRo

FENF RN E,

o NEERIAMMER, EERETEHE (RENER) FHAANTE.
6. WeiFeig, ARRE T RN RAT | PRERE,
7. BEHHE
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