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SnapCenter *Set-SmMultiFactorAuthentication 85 <
(AIi%) FERAUTARICE MFA BBENRSHIZE "Get-SmMultiFactorAuthentication 85
12| Microsoft EIRIZHIE (MMC) HHITIUTHE:
a. BEH XM > RINMPREEET,
b. ERMEMPREIRR T EOS, SRR, ARREHRIM
C. FIEPEERTEAOR, EHEUENKFED, AERETTH
d. B8F ITHER > IEH - AT EN > DA > IEH,
e. AP HRYETISnapCenter BICA IEF, RFIERF FAEES > EEMLE,
f. ERRAES ERITUTSE:
L BBEAIN,
i. PEHIEFEFBAXEN (BREMTAE) o
iil. FEIEREBORREHE
V. EXRRBIFERD, BAIS_IUSRS”, AERERERIF, REREHE
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R EMT, BRI HE

10. £ AD FS X419, $TFF AD FS BEEERASHRITUTLE:
a. ARBFRBAEE>RINKB S EE> FE
b. AR E —METH N S SnapCenter MFA TR, ARBRET—5"
C EEEBTEMHBET—F
d. RIBFERZFIFANTHIR, AFRET—F%
e. £ F— A RHIEFERINGE,
f BHETER

SnapCenterfl 7T & B A B P 2R B FRRIKE 5 o

M. EEREMHARITUTEE:
a. PRRERBERBER
b. BFHRMMU", AERET—F"
c. {8 ABBMMB BT,
d. 3%E#*Active Directory*{EN B MTEE,
e. %R E M N User-Principal-Name, £ HEBEZEE ) Name-ID,
f BHETR
12. 72 ADFS fR%588 LiE1TLAT PowerShell 8%,

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None

13, FITU TS B UBIATEIEE RIS N

a. ARBEHEMHEEHEEFERES

b. HRIFSA. IMRRERFEREIER,
14. XEFAPRE N WA R H BTN K LUB BRI B ZEN=IE cookie, REHBRE R,
SnapCenter MFA THEEtB AT LAfEF REST APl /E .

BXHEERIRER, B2 T2 AU FREN S EHE R R MFA #Hiz"

E#7 AD FS MFA TTiKiE

54 AD FS RSB REEMEER (BIa0FALK. CAIEFRLIT. DRZFH) BY, EELIZEHSnapCenterdhEy AD
FS MFA Tt#iE.
T

1. MELFAIE T & AD FS BX & o R 4 "hitps://<hostFQDN>/FederationMetadata/2007-
06/FederationMetadata.xml”


https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://kb.netapp.com/mgmt/SnapCenter/SnapCenter_MFA_login_error_The_SAML_message_response_1_doesnt_match_the_expected_response_2
https://<host

2. BTHMX G EFIZISnapCenter Server LIE#H MFA BR &,
3. @EIIEITLLT ecmdlet E#rSnapCenterHy AD FS TTkiE:

Set-SmMultiFactorAuthentication -Path <location of ADFS MFA metadata xml file>
4. XFAPRE N R EIET R HERITAN B LUBRINE FEIMSIE cookie, AEHRER.

EHrSnapCenter MFA TR

= ADFS [REBAEFEMAENR (FIUIEE. CAIEPRLIT. DRF) BY, EHBNIZEH# AD FS H
AySnapCenter MFA JTE3E,

P$IE
1. £ AD FS E#1H, T AD FS EIBEESHHMTUTSE:
a. EFRH A EES
b. A& T ISnapCenterf| RIS 5 S EFIEFRBIBR

B SRS EERNARE XA,
c. BRZESMHIIE (MFA).
B BRZEFMNRIE
2. XHAIFAE R EHET-RH BTN R 2R LUBRRI B SUERIMIRIE cookie, ARBARE R,

EHZESHRHWIE (MFA)
iz

1. 28 MFA FHBIEEH MFA BRI EXH, HERER Set-SmMultiFactorAuthentication 85
2. XFAFRE N R EHEMEHEFITAN S S LUBRIM B R EENIIRIE cookie, AFBRES

£/ Rest APl. PowerShell 1 SCCLI EEZE 5 )I81F (MFA)

S2E=SChuR RN RESTAPI\ PowerShell 1 SCCLI i#{T MFA &%, MFA & AD FS
BHEEETE, EOTLUM GUI. RESTAPIL. PowerShell 1 SCCLI EFA MFA. 2F
MFA FEZE MFA.

¥ AD FS i &7y OAuth/OIDC

{#F8 Windows GUI A SE2E AD FS

1. B3l RSB/ EEERIR > TH > ADFS B,
2. EfnZl ADFS > N AREF4A.
a. HEREHNAREFA
b. AR AR A H BN N BEF
C. IR ARES BN AR,
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10.

1.

12.

13.
14.

15.

16.

17.
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d 8FHFF—5"%

SHE P IRITIRR

XEFFig D, . EEEM URL F7MNEIE URL (SnapCenterfR5388 URL) o .BHT—%7
TR EREZERH

EFMEE, XEFFOME, BHT—F%

- ERE AL, BET—F%

a. TE*SeR TiE L, BE KA
ARBHIAN N AREFAFHER B
MM B2 B REE RN BIEF
BENINARER .

W Web API HEEHT—%"

ECE Web API TUHE L, 1§ E—H P EIEEMSnapCenterfR5528 URL A& P SRR RN EIARIR T 283
a. BEH A"
b. $EE“—F_$”0

R ERIRR TTE L, RIBENEREREFIRR (G5, RATFFREAFHER MFA) , ARRE*
—F_i*o

T ERENAREFNR TIE, AiAEFopenidfE/UEE, RE*F—5F%
FRETEL, 25T

TrSER TUE £, BEHE KA

ERfINAEFEIE TTE L, BEHRE.

JWT ShEHIRINARS 28 (ADFS) Mk, HZERER,

It R aud B2 AR AEBA LS ZREL Web AP RIARIRRFILAC,

YRIEIETERY WebAPI H10EEIE URL (SnapCenterfRZ5288 URL) & FIRITIART R B EMAFM.
fidE OpenlD Connect LIRHEF Z1ENERR,

A TRSSEERA LA TR FETHAD FS B T A,
a. MAEMhAE= s N RER A X4,
b. 3%&4E Web API &3 EDIT,
C. R RITHRIRMNET&

BB ARINFL
a. TEARBAMINIEIR THiSz g HikiE S LDAP B 1EARIAIES
b. BHT—F"



18. BN E AR B R,
a. FEMEME TR EHEFE Active Directory*,

b. 7£ LDAP Attribute THIZE 1% User-Principal-Name, 7 O*utgoing Claim Type* TS8R
UPN,

o. BHSTA,

f£F8 PowerShell 88 < 832N FTZF4H

1B LUERE PowerShell s $8I2NETEFH. Web APl FHRIEEFERR, Xiean S LI BoIRIAR IR H, 8
THREZER, 153R<EEEMRENE>,

1. AU TESE AD FS HEI 2N 2R A,

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

*ClientRoleldentifier & 89N T2 7 4HRY 2 FR
‘redirectURL NG EERHE X URL
2. 83 AD FS fRE BN ARERFHERE P IRNE

Add-AdfsServerApplication -Name "$ClientRoleldentifier - Server app"
-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri SredirectURL
-Identifier S$identifier -GenerateClientSecret

3. Bl ADFS Web API [ BT HECE H W BRI Z R,
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRolelIdentifier
-Name "App Web API"

-Identifier $identifier -AccessControlPolicyName "Permit everyone"
4. MU T a<riatFRENE % ID IEFIREH, AAERETR—R.

"client id = $Sidentifier"

"client secret: "$(SADFSApp.ClientSecret)
5. #F AD FS N ATER allatclaims #1 openid 1XpR.

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"
@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

11



c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==
"AD AUTHORITY"]
= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);
"@

6. B RN,

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 838 Web API N A2 HE M SMNER S E X ELATR B A o

Set-AdfsWebApilApplication -Name "S$ClientRoleldentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

E#iAn) < AT E]
E&AT LAEA PowerShell a3 % E#TiA10) < k&89 B HABY 8],
XFIES

* pRLERERATAR. ERHNARNSEAS. HRLETERKEE, FEEIHIER.

. EJUAIE/R'F, ML RERERUAN 60 Dt REEIHAREEB AR R, SR EBRINELIE S
EREEHEITHXRBI S TIE,

Z
BEEHN AR WebApi 89518 hEZIHARYE], J57E AD FS BRSBHERU TR,

+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

M AD FS SREIFEESHE

ENIZTEE] REST &k (40 Postman) HIEE FEIRZINESY, ESRTEETAFRRE, I, Bz
MABE_RARSHIIE (CHENRANEZMRA) %zxﬁﬂﬁ@kvﬁﬁ?-o

+ FEESHIERE I RIEN AIZFM AD FS IRSZ2H1TACE, FAIABXERN 60 2.

FE (=]

12



e Y

[ElAURL NREZABEIE URL, BMANARREFIEZR URL,
AL [adfs 13 & ]/adfs/oauth2/#21R

TR hE URL [adfs 13 ]/adfs/oauth2/token

F P ID N AD FS EF i ID

B P2 5N AD FS &P imtl 2

SEE OpenID

PGS 3IE EREZA AUTH 1Rk &%

RIR T BRETIEBRH, HIN5EE URL EFHERE

NZRFEL, ZFERIEN JWT SHEF ‘aud EH I,

£F3 PowerShell. SCCLI 1 REST API 7£SnapCenter Server FEE MFA
& 0] LAfEEFE PowerShell. SCCLI #1 REST API 7£SnapCenter Server FEZE MFA,

SnapCenter MFA CLI 5{/353F

7 PowerShell #1 SCCLI &1, & cmdlet (Open-SmConnection) BT —1%& 9 AccessToken”HIFEE,
LAfsE AR A < Rt FE P 3T B3 33IE,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ —-AccessToken <string>]

P17 ER ecmdlet i, BAMENEBRFIE—NIEURITH—FHISnapCenter cmdlet,

SnapCenter MFA Rest APl 51{4343iF

£ RESTAPI &P i (%0 Postman 3§ swagger) F{ERI&INA Authorization=Bearer <access token> B
B, HEMFREDR&XAF RoleName LUMSnapCenterfR 18R IhMRRL

MFA Rest APl T{ERT2

LR AD FS E2E MFA BY, BROZEAIRR (FEH) SEHITHSHIIIE, LUBEER Rest APl A
[B]SnapCenteri FIi2 %o

XFUIAES

* eI LUE AR REST &%, W Postman. Swagger Ul 3 FireCampo
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* JREVGAFRIShEHERATRIIEG4EXK (SnapCenter Rest API) LU ITEI21E,

TR

1@1d AD FS MFA #1753 {0581F

1.

FCE REST &P im LA AD FS i = RIRENH 18] < o

HE R EIRHRIN AREFIARSEE, ERRETERE|AD FS SSO TIHE, EHHTEixiiEiRHER
AD FHEHER MFA #1783 30IE, 1.7£ AD FS SSO TNEA, ERAFRXAEFMANEHHEF R TFHE

o

+ AP ZMIE LA user@domain 5% domain\user,

EEBXAER, HMNERER.
BEHEER
MEBFETES, EFE—NBHRIEBETHHAITEMIEIE EURTENEE) -
° XD HUERIXEIEFHRHEEER
° Z4ERS: R AUTH Point FAN ARRFRE 4T, ARMANBRERFERINIEE
—RMEEE: WMANERLEN—RIEE,.
SHMEIERE, BITA—1#EED, HPEE7E. 1D MEHFH<ShHE.,

S 8358 S EFHESnapCenter Rest AP FI{EFE K712,

£ Rest APl H, fERIZTEARRRER 2 £1E1A R < B A B BT,
SnapCenterM AD FS I3 ithi5ia) < k&,

MNREZBBEMTH, SnapCenteraxt H#{THEIEHIRINAF B

8. SnapCenterfE AP 2 A BRI AP HITE MR IIELIAIT AP,
MR BEHIIERTN, SnapCenterifiREILER, BNEERBIZHE,
77 Rest APl. CLI #1 GUI ;Z k2 ASnapCenter MFA Ih&E
BfBFARm|
T

1.

2.
3.

BASnapCenter&IE 5 175 R SnapCenterfz5528.
BHEIGE>SHEE>SESMRIE (MFA) RE”
EERE (GUI/RSTAPI/CLI) LUERSZA MFA TR,

PowerShell £ &

TR
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1. 3=1T PowerShell 8§ CLI e85 LUE A GUI. Rest APl. PowerShell 1 SCCLI B9 MFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

ERIZBEIETE AD FS MFA TTEGE xml SXHFRINIE,
fEFAIEER AD FS TTEIEN 4R REZEAISnapCenter GUI. Rest APl. PowerShell 1 SCCLI 2 MFA,
2. £/ "Get-SmMultiFactorAuthentication' &<,
SCCLI 1
g
1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true

-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatal\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

REST API

1. BITLLTFIEF API LAUB A GUI. Rest APIl. PowerShell #1 SCCLI B9 MFA.

B8 &

JEKEY URL /api/4.9/settings/multifactorauthentication
HTTP &% Ll

JERIEX { “IsGUIMFAEnabled”: false

» “IsRestApiMFAEnabled”: true
» “IsCliMFAEnabled”: false

» “ADFSConfigFilePath”

: “C:\\ADFS_metadata\\abc.xml"}

U )AS =47 { “MFAConfiguration”: {“IsGuiMFAEnabled”: false
» “ADFSConfigFilePath”: “C: \ADFS_metadata
\\abc.xml”, “SCConfigFilePath”: null
» “IsRestApiMFAEnabled”: true
» “IsCliMFAEnabled”: false, “ADFSHostName”
: “win-adfs-sc49.winscedom2.com” } }

2. EALLT APl 16E MFA BB IRSTIRE.

5 8
JEREY URL lapi/4.9/settings/multifactorauthentication

15
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HTTP 757%

LGV S

FREX

{ “MFAConfiguration”: { “IsGuiMFAEnabled”: false
» “ADFSConfigFilePath”: “C: \\ADFS_metadata
\\abc.xml”, “SCConfigFilePath”: null

» “IsRestApiMFAEnabled”: true

» “IsCliMFAEnabled”: false, “ADFSHostName”

: “win-adfs-sc49.winscedom2.com” } }
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