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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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* X FIErootAF, iEH{RIFrootFl RIS FRAN A P FREE R & #RAEE

* Yg4E_/etc/ssh/sshd_config_ M, BLEERBIAMEBEE: MACs hmac-sha2-256. MACs hmac-sha2-512,

EMicE X EEMBNsshdAiRSS.

w5

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

KFUAES
BN %793 root AP ECE sudo A RLURMRS LR ERIZRIIARIANR :

» /home/LINUX_USER/.sc_netapp/snapcenter_linux_host_plugin.bin
* Jcustom_location/ NetApp/snapcenter/spl/Ze2E 4G {4/1E &

* /custom_location/ NetApp/snapcenter/spl/bin/spl
-

1. BRI EBLEFERT Linux B9SnapCenterfi4- & 1Y Linux £#o
2. A visudo Linux SEBERE LU TITHRMNE] /etc/sudoers X5,



Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = shaZ24:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D MREHF RACIKRE, UNEMAFNGS, BRIZEUTRBERINE /etc/sudoers X4

. “/I<crs_home>/bin/olsnodes”

&/ UM _/etcloracle/olr.loc_X{EHFKEX _crs_home RY{E.
LINUX_USER Z1&822RY3F root FAFBIEFF,
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* _C:\ProgramData\ NetApp\ SnapCenter\Package Repository\sc_unix_plugins_checksum.txt _ 4l
ESnapCenter Server £%£7E Windows F#l o

* _/opt/ NetApp/snapcenter/SnapManagerWeb/Repository/sc_unix_plugins_checksum.txt _ %15 SnapCenter
Server ZZ7E Linux £ Lo
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2. f£SnapCenter Server E#1L, /A Open-SmConnection cmdlet EIIR1E, AERANEHNEE,
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AT LUEIIETT Get-Help command_name RE3REXE XF] 5 cmdlet —f2EAMNSH R EERANEE, &,
&R LLB2E "SnapCenterfif Cmdlet BE15/",
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fFign, WSRIELII: “a9 09 50 2d d8 2a e4 14 33 e6 f8 38 86 b0 0d 42 77 a3 2a 7b”, MIFFR=I&/E,
9. “a909502dd82ae41433e6f83886b00d4277a32a7b’,

2. M PowerShell $117LL T 121E:
a. BT oL H BRI BIIESFHET FHARRARIF R EIER,

Get-Childltem -Path IiE$5:\LocalMachine\My

b. EHIHELL

£ Windows FH{G4IRSZECE CA IEH
& NZER Windows EHGEHIRSECE CA IEBLUBIEE LEMEFIEH,
7E£SnapCenterfRZ3 25 1P E2BE CA IEBAVEEH TN EHITUT T E,

p
1. BEEITUTa<HERS SMCore #AIAIHO 8145 NI EIERHE:

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fBgn:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BEETUTHSEMEEMNIERS windows FHUEHARSHIE

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="s$guid"

'B")
0: <SMCore Port> certhash=$Scert

a0

> Scert = “a%909502ddB82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

79 Linux £#1_EASnapCenter MySQL fHFARSACE CA IEH

BZ BB EZIAENREIT B, BEEE CAIEP, BRIEP P aEBEE FIiGH
E1ERE, HFEASnapCentertfiftRSZ G CA B Z BAMNAE MG HEEELSEE LR/
*&%u—.E:Bo
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HEEERNLT /opt/ NetApp/snapcenter/scc/etc BIX {5 keystore.jks {E N EASEEMZEAE,

EEERAENZIEUNRIERERN CA SR EHMNFIR

S
1. RSB IR M R BRI ¢ B A BRI TR,

ER 5" KEYSTORE_PASS M R ffE.
2. BOEAREE:

keytool -storepasswd -keystore keystore.jks

. FEAEPARENLIAZ B BNEEER NS RAERRRER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

3t agent.properties X KA KEYSTORE_PASS #{THHEIME .

3. BB EERRS,

() sEemPmEmm AL AR R3S MR AR,

e ERIEB e ENER LUENEERE
TN IZECE B TARRVRIE R e ENE B HRIENEEE,

TE

1. SMAIESEGZHENXXEE: lopt/ NetApp/snapcenter/scc/etco
2. ¥R EIXH keystore.jks”s

3. SR EAERARINRIES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEBHPERER BN EEEREMBARS.

() ‘EmEeRmR CASES, AERHIE CASEH,
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FCE CA SR BB LUBNEERE
BN CA BRI BANEE G EERE.

P

1. SM3 8 S1E4Z$AE lopt/ NetApp/snapcenter/scc/etc BISI K,
2. 3  keystore.jks”s

3. B ZAESRRIAESD:

keytool -list -v -keystore keystore.jks
4. FINEBFAAFAAN CAIEF,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

S. HI| SRR R ARINAYIE o
keytool -list -v -keystore keystore.jks

6. WIrFHEETESSHAMEIZHENH CAIEBEMNAIFE,.
7. AR IMBCAIEBFAAZR IS FE L keystore 2L,

INEHZREAEZRISE agent.properties X% EE KEYSTORE_PASS V(&S

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. MRCAIEBHFHFIBRK, BEETRITHFRF (v, v,
7)), IERRIRERNEER:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. 7 agent.properties XHHEEREB ca IEBIFIZE,
IRIE# SCC_CERTIFICATE_ALIAS Elth{E,
8. itE CA EREAMLIENEEERENBIRS.

FNIEHECEIER R IETIR (CRL)

KFIES
* SnapCenterf&{HIGETMECE R B RPIEE CRL X1,
* SnapCenterf@ffHY CRL X{4RIERIA B RE “opt/ NetApp/snapcenter/sccletc/crl’s

p
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1. &R LIRIEHE CRL_PATH {EEX#1E # agent.properties XIEHRIZIABE Ro
TSR LB RPHEZ D CRL X, BiRIEE CRL WIEE NBIEP,

73 Windows T #1_tAISnapCenter MySQL {E{FIRSZEIE CA iEH

B ZE IR EZIAENREIE B, BEE CAIEP, BRIEP P et BEE FIiGH
EFEZE, HEMBSnapCentertfiftiRs34E CA &2 ZIAN AL E FIFE G EEELUBEEREN
95(%1IE:F.‘!0

R ERNMLT C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc BIX {4 keystore jks £
HEEEMERE,

EIGHRAENZIEURIEEERN CA E2EANNGIR

p
1. ERI UMEGRIEBMEXXP RIE G B AR AR,

5%

Ek}

*$A_ KEYSTORE_PASS ¥t HI{E,

EII]]

E

keytool -storepasswd -keystore B3R jks
@ R Windows SRR 5105 keytool’ 8%, 1545 keytool FR S N H TR ERR,
C:\Program Files\Java\<jdk_version>\bin\keytool.exe”-storepasswd -keystore keystore.jks
3. REAEFFREFIAZBENBNEEEN NS ZAEMEBNER:
keytool -keypasswd -alias ‘A& EIEF A "-keystore keystore.jks
3} agent.properties XFHHIZEEH KEYSTORE_PASS #{THHEIRE o

4. B EBEERRS.

() im0 m AR A8 5 R YRR AR

ECERIEPBE P ENER BN GEERE
ENIZECE A TARRVRIE R E R ENE KB NG E .

p
1. SMEIESIEEZAERNXHEFE C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc

2. R EIX 4 keystore.jks”s
3. B HZEARE R INAYIES:

keytool -list -v -keystore keystore.jks
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4. AIARIER S EREF:
keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

o EEBERIEPRHPIENER LUHENEEEREMBRARS.

() GROZRAIE CAIES, AETRMIE CAES.

& CA ER BB LUBNEEE
BNIZR CA ER2NE AN ECE INEMHEEE.

p
1. SMEIESIEEZAERNXHEFE C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in Creator\etc
2. HEIXXH_keystore.jks_o
3. B ERAERRINAYIES:

keytool -list -v -keystore keystore.jks
4. HINEBFLAMAIEN CAIES,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype pkcs12
-destkeystore keystore.jks -deststoretype JKS

S. FIHE AR FIARMATIER.
keytool -list -v -keystore keystore.jks

6. WIEFAERS B 5RNEIZRENH CAIEBHENNAZIE.
7. BRI CAIE R IAE D B JokeystoreZE b,

BOAEHZIAERRIRZ agent.properties X{FHE A KEYSTORE_PASS HY{E,
keytool -keypasswd -alias‘%!| % 1E CAME B AR R -keystore keystore.jks

8. 7£_agent.properties_ X+ EZE R HCAIERHIFIE.
iR#E$# SCC_CERTIFICATE_ALIAS E#lth{E,

9. i2E CA EEZAM UGN EEERERRIRS.

7ISnapCenteriffHEc B IE P R H5% (CRL)

XFUIES
* ETHMEX CAIEPHRH CRL X, BESIR "tl{A&EHSnapCenter CA IEBHENIEH R EYIFRSTH",
* SnapCenterffifF B EFIECER B FHIEER CRL X&.

* SnapCenterfiff#9 CRL XHHIZIAB R 2 'C:\Program Files\ NetApp\ SnapCenter\Snapcenter Plug-in
Creator\ etc\crl’s
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1. e LURIESE CRL_PATH 122X # agent.properties X EIZHAE o
2. ol E L E R BE S CRL X4,

RRIES D CRL IIEENRIIEF,

NiEHERA CAIEH

EMIZECE CA IEFRHESnapCenterfRSasMMEMN VIES NP ERE CAIER. ELiZA
B A CAIEPRRIL.
FriaZ Al

* EB] LUEETT_Set-SmCertificateSettings cmdlet RERSEZA CA IEH,

* #EB] LUE_Get-SmCertificateSettings_ R RiHEHAVIIEFHIRS,
B LU IETT_Get-Help command_name_RIREXE XA 5 cmdlet —REANSHLREBANER. &E, &
W o] L BE "SnapCenterfiff Cmdlet SE15R"
p
- EEMSMEER, B EN,
2. T ENTIEF, RHEHEEEN
3. EEBEANHSMEHEN.
4
5

—_

- BEREZRIT,
- R B AIEPRIIE
SeRl/E
HEFNETRENET—NED, EBNEBRTSnapCenterfiRSZ2MEM TN Z BINEERT.

** 0 P RR CAIEBRB AR ELTE T EN.
* % g * TR CAIEBWIER.
C B RRTERIE CAIES,
‘B RTIEERRERER.

(D) snshBeRpes, RRRERPRERINTE
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