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1. 3% certificate.pem %! /etc/pki/ca-trust/source/anchors/s
2. ¥ERARME Linux ENBIESEFIRS.
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. WINFPREERNENSETIR, trust list | grep "<CN of your certificate>"
4. E#HSnapCenter nginx X&HH ssl_certificate 1 ssl_certificate_key HE#HB5.
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. RI¥rSnapCenterfR5528 GUI §EE,

6. EHFAIT /<LEERR>/ NetApp /snapcenter/SnapManagerWeb_ #J * SnapManager .Web.UI.dIl.config* #
I F /<LEEERIZ >/ NetApp/snapcenter/SMCore B SMCoreServiceHost.dll.config F A LI R EMRINAY
=

° <add key="SERVICE_CERTIFICATE_PATH" value="<iF pfx BIB&{Z>" />
<7 IN#E="SERVICE_CERTIFICATE_PASSWORD {E=“<Z3>"/>
7. EFBEHATARS
° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. WIEEPBREEMNNEISnapManager Web #i[d. openssl s _client -connect localhost:8146
-brief

9. IIBEPREEMME smcore i, openssl s client -connect localhost:8145 -brief
10. 12 SPL ZHHEMFEHZEE,

a. IR ERLA SPL B8 SPL_KEYSTORE_PASS $289 SPL ZAREZRAZD,

b. EEABEAERE, keytool -storepasswd -keystore keystore.jks

C. FFRETATAF B RIRBIE, keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks



d. 79 spl.properties FHIZ55H SPL_KEYSTORE_PASS E#HFEIRIZT,
e. EBIRS.
1. 724 Linux E4LE, 7E SPL &4 ES RINRIERFFIEHER,

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. 07 keystore.jks FYZ B, keytool -list -v -keystore <path to keystore.jks>

i INREFE, EFZEMFIZ. keytool -changealias -alias "old-alias"™ -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. {EATEHETE keystore. jks FRRY certificate.pfx BY3I EHT spl.properties X1+EHHY
SPL_CERTIFICATE_ALIAS H{&, AIGE#H B SPLARSS: systemctl restart spl

13. BIBEBEEEMINZE smcore %0, openssl s client -connect localhost:8145 -brief
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ERILUE AR SSL 1_1.=., LAfEF PowerShell 85 <R3 Linux EA41_EAISnapCenterfRs5
BE5iRGZEINMEEE
gl
1. AT T IRELUS %A SSL &S
a. ZxSnapCenter GUI,
b. BHIGE>LHIEE", AREFR TSnapCenterfiS2: LB AIEPRIE.
C. BEEN>HREEN, REEREEHERA SSL BEHEN.

d.
,ﬁ“nﬁﬁﬁ, AR T BRAIERIEIE

2. MSnapCenter Server Linux 412X [E SSL &5
° Open-SmConnection

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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