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1. BHERO, 15ER PowerShell 54 7ESnapCenter Server 4/]_EXtSnapCenter IIS Web AR 2811 8146
(ZN) PITUTHE, HBXRIT SMCore IwH 8145 (BRIN) HITUTHE,

a. fEALLT PowerShell d5 < IB&IL B BYSnapCenterB & & IE Pk 48 E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
f5lan,
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. IR MAY CA IEH5SnapCenterfR5328F1 SMCore A4 E,

> Scert = “<CA certificate thumbprint>”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

f54n,

> Scert = “abcl23abcl23abcl23abcl23”
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> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145
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HKey_Local_Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL
4. 7 SCHANNEL FRECE £ FXXHEIZEHA DWORD FMRINEZE.

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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a. {EALLT PowerShell a5 2 HilpRILE BISnapCenterB & A UEPixmOA40E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

fB4n,

> netsh http delete sslcert ipport=0.0.0.0:8145

b. JEFHRMAICAUEPF S5 SMCorelim 148 E

> Scert “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fian,
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145
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> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost



> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. FHUTHSLHIT IS SnapCenterf FHFZF AEIKIRIE, > Restart-WebAppPool -Name

"SnapCenter"

3. 3+F Windows &k, @TEITLLT PowerShell s $E#H /25N SMCore RS :

> Restart-Service -Name SnapManagerCoreService
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T
1. BREWE SSL &S, iE7ESnapCenter Server EXFrE TN M SnapCenterENIZTTUL TR,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. FHUTHSHIT IS SnapCenterN FFZF AEIIRIE, > Restart-WebAppPool -Name

"SnapCenter"

3. 3F Windows 4, @iTizfTLL T PowerShell ss < EH/EE) SMCore ARSS :

> Restart-Service -Name SnapManagerCoreService
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