LM EIE SnapCenterfR S 28

SnapCenter software

NetApp
November 06, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/snapcenter-61/install/requirements-to-
install-snapcenter-server.html on November 06, 2025. Always check docs.netapp.com for the latest.



H=x

LHEMABLE SnapCenterfRSS 25
LI SnapCenterAiRSS 28
LESnapCenterfR S 2HIEXR
SEAR LA IE]SnapCenter software
ZEENIIE (MFA)
L4 SnapCenterfR 5528
7£ Windows F#1_E&&SnapCenterfR55 28
7£ Linux EH_ER%ESnapCenterfR 5528
A SnapCenter
£ RBAC =& RSnapCenter
Bo&ESnapCenterfRS 28
RINHEEFERS
FINETFSnapCenter Standard #5281 BT IE
fcESA A%
FEEETAEMNIAIEES (RBAC)
feEHEZAEIRE
fEASnapCenter Server EEEZ2H MySQL &%
FeEETFIE RIS IIIE
BEREEFEBNEHDIIIE
MSnapCenterfR$ 28 S HIEBMANH (CA) IEP
¥ CAEBE N Windows G EM
B CAIEBSEN UNIX $EH M
S SnapCenteriE$
73 Windows EWECE CA IE$H
SR CAIEBCSRX 4
SN CAIEP
FREY CA P
£ Windows EAEHARSECE CAIEH
fEFSnapCenteriti mAZE CAIEH
J9SnapCenter/2FH CAIEH
ALinux EVECE CAIEH
BoEnginxiEH
e EHEZBA SIS
Bd & SnapCenterfRSZIEPH
£ Windows A4 LECEH B A SSL &5
7£ Windows F 4 LEEXN A SSL &5
7£ Windows F 41 LEANME SSL &5
£ Linux A EECEHBRAWA SSL&EE
7£ Linux EA _EACEN [ SSL&EE

0O O = A

16
16
20
24
24
27
27
47
51
55
83
84
89
89
90
90
91
92
93
93
93
94
94
95
96
96
96
97
97
98
98
100
101
101



7£ Linux EA_EBF SSL&(E

BidE Active Directory. LDAP #1 LDAPS
EMAZEERY Active Directory 13
BoE 1S R/ 2Rt LAE A Active Directory 132EXAN R
77 LDAPS ECE CA EFIRIEH

103
103
103
105
105



L EENEE SnapCenterik 5528

HEE LI SnapCenterfk55 28

Z#ESnapCenterfRZ M ER

7 Windows 5§ Linux 41 _EZ%ESnapCenter Server Z i, EMNiZICEHHEHELERIF
IRHFIEE XK,

Windows BV TELAER
SnapCenterfR5528 Al A T2, T LA+ AY Windows FE#1 L.
BEEEERNENEF B LZESnapCenterfR 5585,

* Active Directory 15: & EAEAAMEZSNRIEAF . BAFKBIE Windows Al EA#EIES
HRIRL 510

* IR BERARAERRINRAZAMIKS
BASFFEGEE. ZEMMBEIEE, BARZFEME, B X Active Directory IHAS1ER) Microsoft XA EE

EEZER.

L#SnapCenterfk B 88fa, EARNELLSnapCenterE=NFAERNITH, MR ML ESnapCenter
@ Server BYFR7ERYIE A MIBRSnapCenter Server 41, RE=IRXEZ SnapCenter Server, NIENEZ
TERF R ML

FEMRTERX
BN ZAETEMRTER,

Y& Windows F#1EK Linux EHEX

1BR1ERR Microsoft Windows + Red Hat Enterprise Linux
(RHEL)8 #1 9

HENE EENE SEEMNES
g%i;gﬁg—% RiEME &+ * SUSE Linux IV ARSS 32

(SLES) 15
BEXZLZRMENGEHES, S

i#https://imt.netapp.com/matrix/imt. . o o
jsp?components=121033;&solution % https://imt.netapp.com/matrix/imt.

isp? = . i
=1258&isHWUasre=IMT["NetApp 5P SomPonenis= 12" ,?A?’Tziﬁse?k ton
HiRfEE R TR, PP

B2EMRI A",

BREZFMANSHMES, 55

&/)\ CPU #& 4 1% 4 1%



Y15 Windows F#H1ZER

&IRAE 8 GB

®

SnapCenterfR S4B ENR 7 GB
INERRES ]

SnapCenterfZf&E R/ \NER = 8 GB

®

MySQL B35 284+
MERT S RAM B
20%.

1R SnapCenterfz
BESR
HSnapCenter
Server FYIREHES (T
E—IkEhash, MR
WAER 15 GBo

FE: W

& SnapCenterfks3
(/5L
#ESnapCenterfzfi§
FERYIREhasAER], M
#INfER 15 GB,

FrEsHE& « ASP.NET Core Runtime 8.0.12
(UMFrERE: 8.0.x %8 T) £

52

* PowerShell 7.4.2 S ES ks

BX NET HENKIEHIRER

B2 "WTFEE Internet IEEME
KRS, SnapCenterFHRal Ltk

"o

Linux EHEX
8 GB

15 GB

* NET Framework 8.0.12 (I}
FrEfE4:HY 8.0.x % T)

* PowerShell 7.4.2 S E S kR4

* Nginx @— el LRER @R
8 Web fRS52%

* Pam-devel

PAM (FIEAR S HILIEIEIR

) B—MEREGRETR, EAW
EZAEERIRE S M IIERE,

MARENRIFRITRHIIERN
o

@ ASP.NET #%0O3EZE 1IS_IUSRS 3Fifia] Windows _ESnapCenter Server GRS XH R4

SAN FHIEK

SnapCenter R E3E L AR DSM. SN5RSnapCenterEA12E SAN (FC/iSCSI) B —EF9y, MIATRESR
E7ESnapCenter Server T #/]_E =ML B EH i,

* ENKAER. ENEARREFSF FC MiSCSI, EfElpeis7E Windows k5588 LA MPIO, "T#EZ"


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/SnapCenter_upgrade_or_install_fails_with_%22This_KB_is_not_related_to_the_OS%22
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html
https://docs.netapp.com/us-en/ontap-sanhost/hu_sanhost_index.html

o

* Microsoft DSM for Windows MPIO: %% {45 Windows MPIO IRGHFEFFERSER, LUEIENetAppHl
Windows E*[LZ[E—.IE"J %110 I_.I—_I-ﬁﬁ HEEE% g DSM,

@ MNREFEHANIEONTAP DSM, M iZiFF#% %I Microsoft DSM, BXEZEE., 15EHE "2
MONTAP DSM iE# %! Microsoft DSM"

M B2 ER

SnapCenter software3z#F Chrome 125 &E = hi4s A& Microsoft Edge 110.0.1587.17 R E SR

&R
SnapCenter softwarets Z R EHimH R SEI A RILAH 2 BRIIEE.

* NAREFRARERERO.
* WFEIBEXH®O, NRERBERERINGD, ESIUTEREREEFEBE XK,
* WFEERD, EBRZESRINROS,
]
o BpkiE. IBSE MWL E RN FIERE,
° YNRERESnapCenterBHEE B E XiF O, MRZEHREM EHN L FISnapCentertfifLoaderfiZis 070
B A SERR I,

TR T RERYIE AR EEFRINME.

i MR wOS 71308 F1E iR
SnapCenter Web i 8146 HTTPS W iy m):z
H FSnapCenter&F

i% ( SnapCenterF
F) 5SnapCenter
ARSS 28 Z [BIRVIBIE,
WA T MIEHEEN
Z|SnapCenterfRsS
IHVIBE,

ERILL B E X iR O

Do

SnapCenter 8145 HTTPS WA i1z

SMCore E{5ix0 FSnapCenterfRs
BERE
T SnapCenterififf
HENZ BI8EE,

TR B EX RO

=
Do


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Data_ONTAP_DSM_for_Windows_MPIO/How_to_migrate_from_Data_ONTAP_DSM_4.1p1_to_Microsoft_native_DSM

o mEEE
REREF RS RO

RabbitMQ [

MySQL 0

Windows #&f4 41

Linux 2§ AIX $E &£
!

1&FF Windows

. Linux 3¢ AIX
ASnapCenterifst
a8

w5
8154

5672

3306

135, 445

8145

X F31A
HTTPS

TCP

HTTPS

TCP

SSH i

HTTPS W

iR
tmORFUEFS
D #iASnapCenter
RSB ENINFAIETE
B
#SnapCenterifilE
BRI

TR B EX RO

Do

XZ RabbitMQ ¥&0ifr
KIS E, AT
Scheduler RS
#0SnapCenterz [g]
NAEHBE-TTIRERE
&S,

ZimORF
5SnapCenterfzfi#
FEHIRE®EE, &)
IQelpE:
MSnapCenterfRs3
283 MySQL fRs328
N&e&EE, "TH
BE%"

[ligi 2]
FSnapCenterfRs%
RS LRRHHEEN
2889815,
Microsoft 8 EHIE
fah S im HSEE
FE&O

Lt O A
FSnapCenterfRs3
B ENZIERBEE
» MIRSBERIERIE
FimEM

%m0 B FSMCore
S5LEHmGEENEN
HITEE. TEH,

TR B EX RO
So


../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
../install/concept_configure_secured_mysql_connections_with_snapcenter_server.html

i WEEY HmAS

BT Oracle #{iF 27216
%R SnapCenter #f
%

iEFF Exchange #t 909
{EEERISnapCenter
HE

NetAppz ¥ 9090
AISnapCenterifift

ONTAPEE#5 SVM  * 443 (HTTPS)

\% AE—.\.IJ.I

BiSH * 80 (HTTP)
1&FF SAP HANA

BUEE 3instance_numb
AYSnapCenterififst er13

3instance_numb
er15

iEAT PostgreSQL 5432
BYSnapCenteriEf4:

i

HTTPS

- HTTPS
- HTTP

- HTTPS
- HTTP

F31A

XX [a)

R[]

iR

Oracle & ERAZRIA
JDBC imAR&EE
Oracle #3E %,

Windows f&{4-fER
ZRIARY NET.TCP if
FI3R3%E#% Exchange
VSS [E]i,

XA EN L
ERNNZRO; =
B2 AIEHITM

SnapCenterfiz53 238
MGz iEpEEE
Ii%E 8145 #1T.

ZimO M SAL (T2
WRE) BFiE
fTSnapCenter
Server B9EHF
SVM Z 889815,
SnapCenter for
Windows &4 FEH
Y SAL HFithfE
FiZ i 3R SE

M SnapCenterif4
FHF SVM Zjalfy

BiE.

WFZHEPIEES
28 (MDC) EFHP

, WOSLU13%E;
StFIEMDC, IO

S L1545 R,

ERILL B E X iR O

Do

[l WP
PostgreSQL @45
PostgreSQL &858
(EZiREIZENENIN
PostgreSQL %Mo

ERILAE E X iR E

Do



JEM LA BISnapCenter software

IR IEEAmazon FSx for NetApp ONTAPZ{Azure NetApp Files AP HESEME
HINetApptKkF, NIRZiZFEMLAIAEISnapCenter software.

FraZ Al
* BRIZ A LUR R A B BB FHBfF 1Do
* WNRE{EHEAzure NetApp Files, NI iZIAAE Azure 115 Do
* INREFERBIZAmMazon FSx for NetApp ONTAP, NI iZIHHE FSx for ONTAPXHRAMIN RS ID,

KFIAES
TR EMBELIEERWIE, PIReRE R EIA REMIAFRFTAINetApp L2 (NSS) tKkF M 5% TH1RIAR
FRFAEN 522 HIRER,

Bt
1. f&iF https://mysupport.netapp.com/site/user/registrationi#1T3:
2. MNEHATIRTHMY ID, STRIOIEND, 15 NetApp RURRFABUR, SAFRTIRER
3. B NZIXE GV F R ID B9 OTP RIGIEER, SAEHRE UL
4. 1EFMSERDIE, BN TIFEE S SER M.
a. JEF* NetApp B F/IRZRF*
b. ZFFISFEEH, WNREFEABZEAzure NetApp Files , &N Azure 1115 ID; WMREFEAHN
£Amazon FSx for NetApp ONTAP, iBEMIAXL4ZRSE IDo

@ SR LR LTI EIE:  hitps:/mysupport.netapp.com/site/help SN RIE1E AT 12 0058 ZI{E{a] 8] &R
AT RS,

ZEHHIIIE (MFA)

EEZEHHINIE (MFA)

&0l LU IR Active Directory BX & B 50IEARSS (AD FS) ARS528MSnapCenterfRS5 28 Y
ZESMIIE (MFA) ThEE.

BRZESHIIE (MFA)

& BT LUfEEA PowerShell #5< 77SnapCenter Server B MFA IhgE,

XFUES
* H7ER— AD FS HECE HMtN FATERFEY, SnapCentersziFE T SSO ME R, TR AD FS EEH,
SnapCenterf]gEH F L2 RERERBA P #HITEHREIE, BEAEEURTF AD FS RiEFAM.

* AILUBE BT T es IRENVE XI5 cmdlet —EEEARNSHREBEAN(ER Get-Help command nameo
®E, EBWEILEE "SnapCenterfif Cmdlet 2E 157",

FHaZ Bl
* Windows Active Directory BX & S I8IEARSS (AD FS) RIZTEMEMN BN R B EhHIETT.


https://mysupport.netapp.com/site/user/registration
https://mysupport.netapp.com/site/help
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

* BRiZIHE AD FS 25 ZRARBHIIEARSS, 90 Azure MFA. Cisco Duo %,
* B Xa0{al, SnapCenterfll AD FS RS 2808124 ER N 1% 4B R
* J9SnapCenter Server EWH AL BN CA IEH,

BTFUTRRA, CAIEBERHER:

° #fR ADFS-F5 BIERSHET, EHNBEEZIERET RRHIZHE—.

© MRERI NS AMRETHAR. BEHREWRE DR) #E, FIEMZBERIES, MMER
EHECE MFA.

° Ha1R IP-FQDN fZ4f,
BX CAIEBMEER, BEA"EMCAIERCSR A",

p

© © N ©

. E#%% Active Directory BX & P I8IERARSS (AD FS) EA4.
- MELFOLE T AD FS BX & TTE3ES 4 "https://<hostFQDN>/FederationMetadata/2007-

06/FederationMetadata.xml”s

B THHIXHEHIEISnapCenter Server LUE A MFA IhaE,

183 PowerShell L SnapCenterEIE 5 i F & 17& R SnapCenterfR 5528,

fEF8 PowerShell 21&, 1B New-SmMultifactorAuthenticationMetadata -path cmdlet & 5 SnapCenter
MFA TTEHES o

path BEIEEESnapCenter Server EHHRTE MFA TTEIE XX 4RV’ R,

RERMRIXHEHIE AD FS AL SnapCenterBc & A% F im SR A,
SnapCenter "Set-SmMultiFactorAuthentication’ 85 <,
(Ali%) AU TARRE MFA BBERSHIZE "Get-SmMultiFactorAuthentication &5
3% Microsoft EIFfEH| & (MMC) HHITUTHEE:
a. BEH XM > RINMPREEE T,
RIS ER R T EOF, EEIER, ARBRERI.
- BIEREEREEOR, EETTEVIKPEDR, ARRE TR
d. B ITHIGIR > IEH - AMITEN > DA > IEB.
- BRPEHEESISnapCenter ICA IER, AEEE FRERES > BIEFAH.
f ERRES EHITU TSR
I BEAIN,
ii. BEMIEFEFEXEIN (BREDHITNE) o
iil. B FHHEOPREHE
V. ERHRBIFETR, HANUS_IUSRS”, RAEREHRERIF, RERHHRE

o

(9]

0]

NFRIOERL), BEREHAE
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10. £ AD FS E#19, $TFF AD FS BEBASHINITUTHE:
a. HEBH RS EE> RIS EE>FFE*
b. AR E —METH N S SnapCenter MFA ToiiEXX, AEBRET—5"
C. BEETRBMHBET—H
d. {RIBFEEEFIHINEHIRES, REREF TP
e. fF F—MEMRFIERRINEE.
f. BH TR

SnapCenterIi{E [ B BB FriR it BB MRBVKRHL S o

M. EFREMHARITUTLE:
a. PHERFERBELRBE,
b. BFHRMMA", AEREHFT—F"
C. FEEFBAFMIAYE FRo
d. 3%&#F*Active Directory*{E B I4E1F (.
e. &R E4 7 User-Principal-Name, £ EBAZEA ) Name-ID,
f BEHETER
12. 7£ ADFS fR3588 LiE1TLLT PowerShell 85%,

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None

13. ITUTHBUBRIATHEE RIS N
a. ARBLEMAEEHEERE B .
b. HRimm. MMRFFHERFREER.
14. XAFRE A S eI~ H BTN 5 88 LUBPRILB SUETIRISIE cookie, SARERER.

SnapCenter MFA ThgEtB AT LAE S REST API B,
BEXBEHRER, BESR "EE NN RPRNEHERN 2R MFA $5iR"

37 AD FS MFA TTiUR

B34 AD FS lRSBF&EREMEMAER (FIAFALEK. CAIEFLIT. DR F) B, EERNIZEHSnapCenterd iy AD
FS MFA 7t##8,.
p

1. MILUTIE T3 AD FS BX & TTE3BS 4 https://<hostFQDN>/FederationMetadata/2007-
06/FederationMetadata.xml”

2. BTEMSEEHIZISnapCenter Server LT MFA BR &,
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3. WEILIEITLLTF cmdlet E#rSnapCenterd#g AD FS JTKIE:

Set-SmMultiFactorAuthentication -Path <location of ADFS MFA metadata xml file>
4. XA N R EHE-RHERMT NSNS LUB MR B S EIIRIE cookie, REBERER.

FE#SnapCenter MFA JTiIE

Y ADFS [RBHBAEFMAENR (flIEE. CAIEPLEIT. DR F) B, EERNIZEH AD FS &
BISnapCenter MFA TR

PTIE

1. Z£AD FS E#1H, $ITFF AD FS EIBASHMTUTSE:
a. WK EES
b. A% T ISnapCenterf| BRIE 5 S EFIEFRBIBR

B BRRE S S ERI AP E X E .
c. BRZESMHWIE (MFA).
B BRZESHRIE .
2. XA IR BHAT R H BTN W SR LUBMRI A SUETNIRITE cookie, AEBRER.

DRZESHRIE (MFA)
HIE

1. 28 MFA #7512 B B MFA BYQIBMECE X, &2 FER "Set-SmMultiFactorAuthentication 5%
2. XFAFRE N R EHEINEH BTN S S LUBRI A R EEINRIE cookie, AFBRAER,

£/ Rest APl. PowerShell #1 SCCLI EEZE 55101 (MFA)

SHEREE N ES. REST API. PowerShell #1 SCCLI i#{T MFA &%, MFA &g AD FS
BnEIERYIE, oM GUI. RESTAPI. PowerShell #1 SCCLI 28 MFA. %
MFA F1B2E MFA.

3% AD FS i &7 OAuth/OIDC
{#FH Windows GUI m1SEZ& AD FS

1. SfnEl RS REERNENR > TH > ADFS B,

=
2. 2fnz| ADFS > W AEF4AH.

a. FRpL NARFA,

b. EF RN ARRFA HEN N AEF R,
C. EIF RS BN AER
d. BHTF—H"%
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10.

1.

12.

13.
14.

15.

16.

17.

18.

10

EHIE P ImIRIRR .
XREFIE D, JEEEM[ URL B5RI0EIEA URL (SnapCenterfR$32% URL) o ..B&HT—%"
SHEE, XBREFPHHE. B2EHT—%%

EWME TIELE, BET—D%

a. fESeR iE L, BEHE KA

AR BTN N AR A H I B
MM R B IEPEE RN BIZF

BE NN BRER

% Web APl HEFHTFT—57,

7TEZE Web API T1E L, 5 E—5F6IZAISnapCenterfk$S3 28 URL MIE A imtTiR T N BIARIR T899
a. BEHRI.
b. BHFTFT—%",

e kR IEERIRE TIE L, RIBEMNEREFERIRE (F10, RAFFREAHER MFA) , ARRE*
-F_ﬂf*o

T EENAREFNRTIE, FiAEFopenidfFASEE, RE*T—F%
ERE NELE, BET—F%

£ 5eRC TUE L, B KE"
T rfNAEFEIE TTE L, BEHRE.
JWT CRERIEINARSS 28 (AD FS) Mk, HERIRFER.

b2 hEfY “aud" 3 AR BBIAIN 5 2R Web API BYARIR AT ILAD,
YREBIETE M WebAPI FH10Z[E]5F URL (SnapCenterfRs528 URL) FIE P IRITIRAT S IEHR,
B2 E OpenlD Connect LUR AR ZENERR,

TG TFARSHREESA LA TR FEHTHWAD FS EI8*TH,
a. MZEMIOA=FRiksZ [ AT 4 XX 32,

b. 3%#¥ Web API 2 EDIT,

C. FEE|RITHAAMNETT&

BB ARNFL

a. TEAEBAMNIARIR TR 2 AIEEFEE LDAP B ERBRRIZES
b. #HT—F"

i8N\ BARR > & Ao



a. EEMEFE T RIS R iEEFE Active Directory*s

b. 7£ LDAP Attribute THISE H%$E User-Principal-Name, £ O*utgoing Claim Type* THISE AERF
UPN,

c. BH"STAL,
£ PowerShell &< 82N A2

&R LAERE PowerShell sn S 8IENFATERFLH. Web APl FHAISEEMERE, Xtda< IBIARNIRH, 8t
Tﬁggy'fnn_.\’ 1ﬁ |%'TI<%;;§I§D1/\EKE>

1. EAUT <1 AD FS FREIEHRIN A2 4.

New-AdfsApplicationGroup -Name S$ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRolelIdentifier

“ClientRoleldentifier &Y 5z FB 2 40 B9 R
‘redirectURL #EZINEEE HHIBE R URL
2. 832 AD FS IR 2N AR HERE P iHiE,
Add-AdfsServerApplication -Name "$ClientRoleIdentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri $redirectURL
-Identifier $identifier -GenerateClientSecret

3. gl ADFS Web API N BfZFHECE B F BRI EREE R,
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRoleldentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"
4. MUATFHLpmEIREE G ID MEFREH, BAERET—R,

"client id = $Sidentifier"

"client secret: "$S (SADFSApp.ClientSecret)
5. #% AD FS W F#2R allatclaims #1 openid 2[R,

Grant-AdfsApplicationPermission -ClientRoleldentifier S$identifier
-ServerRoleIdentifier $identifier -ScopeNames @ ('openid')

$Stransformrule = @"
@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

11



c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==
"AD AUTHORITY"]
= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);
"@

6. B BN H,

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 838 Web API N B2 HERIMER S TE X E AT F AR o

Set-AdfsWebApiApplication -Name "S$ClientRolelIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier, $redirectURL -IssuanceTransformRulesFile

SrelativePath

BB IR
{ERTE R PowerShell #3< B3] < hE A ZURARY 8],
KFIES

C FRSERRERTAF. BERHNZRNSEAS. HIRSETEREE, HEEIHTIER.

* BUABRT, nR<SENEREN 60 2. LLREZIMNEEBERYT B, BURHEBHNMELESR
EAEEHITRRBI S TIE,

7
EEHNAERFH WebApi B91/518) S hEZIHARYIE], JH7E AD FS BRSBHERUTHR L,
+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

M AD FS REUFHEESH

ENIZTEE] REST ZFis (40 Postman) HIEE FEHIRZINESY, EQRTEETAFRE, I, B
WMANFE_ERSHWIE (ERENARBENEERA) EszHRE@JZAH?iO

+ FEESHIENE I RIEN AIZFM AD FS IRSZ2H1TACE, FAIABXERN 60 2.

T (=]
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EAURL

AL

a1 hE URL

RAGS
NREZAEEIE URL, IBRANAZEFIEZLR URL.
[adfs 132 ]/adfs/oauth2/#1

[adfs 1E:&]/adfs/oauth2/token

ZFI%ID ¥ ADFS EFI% ID

B ImHE 5 AD FS B IR

SEE OpenID

BRI AL EREZ AUTH 1Rk K%

#HIR FEBRETET-RF, AN5SEE URL EEHERE

NZRFEL, ZFERIEN JWT SHEF ‘aud EH I,

f£F8 PowerShell. SCCLI #1 REST API 7£SnapCenter Server Fft & MFA

&/ LUEF PowerShell. SCCLI #1 REST API 7£SnapCenter Server FREZE MFA,

SnapCenter MFA CLI 5{/3%3F

7£ PowerShell #1 SCCLI #, IHH cmdlet (Open-SmConnection) ¥ BT —1% ~“AccessToken"fIFE%,
PUER AN AP #1TR 3,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

WITLER emdlet f5, EAMENAFRIE—IEURITH —FBISnapCenter cmdlet,

SnapCenter MFA Rest APl S48

£ RESTAPI &P (%0 Postman X swagger) A{ER&IN/9 Authorization=Bearer <access token> B E <%
FR, FHEARSKPIRK&AF RoleName LAMSnapCenterfk 18I

MFA Rest APl T{E#72

LR AD FS E2E MFA BY, BROZEAIRR (FE) <REHITHHIIIE, LUBEER Rest APl A
iB]SnapCenter B 2o

KTFULES

* e LU REST &%, % Postman. Swagger Ul 3§ FireCampo
* FREUA RIS HEHERERKIEESEK (SnapCenter Rest API)  LIHAITIEEE,
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p
@12 AD FS MFA #1753 1030
1. BCE REST ZF i LAEA AD FS iif mRIRENIA IR S héo
HE S EIARIN BREFILR) S EE, ERREFEMRE]AD FS SSO T1HE, EpMTTixilERHER
%IZ EIRHFER MFA #1TE 3 3IE. 1.7£ AD FS SSO T1EM, ERF&XAEFMNENIHEF 25 B 7
+ AP BRI IL N user@domain 8 domain\usero,

2. EEXAER, BWAERERD,

3. BEHBER

4. NERATUERS, EE—NSHIBETHHITEHRIE EURTENEE) .
° HEIX: HUERIXEIEFAHRHEEER,
° ZHEFD: M AUTH Point FHN AR 4T, ARMANARERSEREIES
° —RMEW: WMANERSHEN—RIEEL,

S BHMWIERE, BITA—IEEEN, EhEaikE. ID MBS,

EHI5R<ShEHESnapCenter Rest API RERERMITIRIE,

6. £ Rest API 1, EROZTEMFAS D EEIFRSHEMNAERET.
7. SnapCenterM AD FS Z8iF Lt iR $hE,

MREESEMSH, SnapCentera&xt ELF#{THRIGHIKEYAF &,
8. SnapCenterfE AP Z A ERANX AP #HITEMIRIELIAIT AP,

NRFHIIEMTN, SnapCenterfREILZR, SURKFEREIRES.

79 Rest APl CLI 1 GUI EFZHSnapCenter MFA Ih&E
ERBFRRm|
T

1. LISnapCenter&1E 5 &1 & R SnapCenterfz 5525,
2. BEHEIGE>ERIEE > ZESMRIE (MFA) 1RE”
3. ¥R ®E (GUIRSTAPI/CLI) LIBASER MFA &R,

PowerShell M|
HIE
1. 31517 PowerShell 8¢ CLI A5< LUE A GUI. Rest APIl. PowerShell #1 SCCLI #J MFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
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-IsCliMFAEnabled -Path

ERIZSHIETE AD FS MFA JTEUE xml XHHIE,

fEFAIETER AD FS TTHIEX 4R REZEAISnapCenter GUI. Rest APl. PowerShell 1 SCCLI 2 MFA,

2. {8 "Get-SmMultiFactorAuthentication' 855

SCCLI 0O

TR

1. 4 sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path

"C:\ADFS metadata\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

REST API

1. BITLLTFIEF API LUB A GUI. Rest APl. PowerShell #1 SCCLI B9 MFA.

o

15KAY URL

HTTP 757%

BERIEX

UGS S

2. LT APl 162 MFA BCBRSHIISE .

2

15KAY URL

HTTP 757%

(=]

/api/4.9/settings/multifactorauthentication

b Li3

{ “IsGuiMFAEnabled”: false

» “IsRestApiMFAEnabled”: true
» “IsCliMFAEnabled”: false

, “ADFSConfigFilePath”

. “C:\\ADFS_metadata\\abc.xml"}

{ “MFAConfiguration”: { “IsGuiMFAEnabled”: false
» “ADFSConfigFilePath”: “C: \ADFS_metadata
\\abc.xml”, “SCConfigFilePath”: null

» “IsRestApiMFAEnabled”: true

» “IsCliMFAEnabled”: false, “ADFSHostName”

: “win-adfs-sc49.winscedom2.com” } }

(=|

[/api/4.9/settings/multifactorauthentication

FREX
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U GAS =47 { “MFAConfiguration”: {“IsGuiMFAEnabled”: false
» “ADFSConfigFilePath”: “C: \ADFS_metadata
\\abc.xml”, “SCConfigFilePath”: null
> “IsRestApiMFAEnabled”: true
» “IsCliMFAEnabled”: false, “ADFSHostName”
: “win-adfs-sc49.winscedom2.com” } }

Z#ESnapCenterfRs3 28

7£ Windows F#l - Z&SnapCenterfks52s
&0 LB TSnapCenter Server REEFZ2F Al 1T X 4R Z & SnapCenter Server,

&R LAOEEE PowerShell cmdlet UIITZ MR EMECETTZ, BN IZfEM PowerShell 7.4.2 S E SRS,
()  FEHEMHTEBRESnapCenterRE

FaZ i
* SnapCenterfR$3 28 EHATRIFRFE Windows B, HETESHMBERS
* EROZIBRIT R RESnapCenterfR S 23RV A _ER R MySQL AR5 28,
* & iZ/B B Windows ZEZF AR

BXEH "Windows ZEREFAEIZR"

@ EARNTEEA Microsoft Exchange Server. Active Directory SIS Z RS2/ EHN LR

#SnapCenter Server,

B
1. MELTFLE F#SnapCenter Server RE A "NetApp Z#Fi55"

2. WEHTHH .exe Xr/E5hSnapCenter Server 4%,
BHRER, BRITAAETNE, IRTHEREER, NETHENAERRESHER.
TR BRES HEHASRE; BE, HRVZR[EIES,
3. EESnapCenterfRS B LR EFMHNTUATEHRETEHITEN.
EAIETE MySQL ARSS B3 7B EURERERVERS, 7ESnapCenter Server R HAE], ZE=BRIEM.

@ BHP%RFR“s " is not supported in the custom path for the repository
database. If you include " %", MZEZEEXK,

4. BERAIRE
NREHEENEFAELTY, WSETENNERES. SNZENRRAXLEE, ARBHREE.
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@ MRF/EBUHH, ERRITHIERESTMN, ARFIBELIRIEF. SnapCenterfR55234F
MENFTTE2MER.

B2, WMREHITSnapCenter Server Ih i EFHBoh 2 “FFSnapCenter Server Bl @ EI B HZBUH",
M LI FITMASEUHIRE,

BEXHIaLIEEERAFE %temp% XfFRF (RFHER) . MREEEAESME, HELIET
LU TS Men SRR AT /B 5hSnapCenter Server &3t
. C:\installer location\installer name.exe /log"C:\"

LEEHAEITE Windows EA /S AIINEE

SnapCenter Server 2P 1E L2 HAE]1E Windows FA1_E/Z Windows THEEM A, XL A REXTEEHEBRAN
HIFENRERAE R,
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el

Web k%328

Ihee
* EEMERRS
* FEMARS
© I HTTP IhaE
° BRIASCHY
° BRI
° HTTP $8i%
° HTTP EEH
© BESARE
° WebDAV %7
* BRSO
- BEXHE
° HTTP BEIER
c MHATHR
° ERIETE
° BER
MRS
© HESANBESE
c etk
° IPReH
° BARZMHIIE
o SR SSL P
° B URIEPBIRETIAE
° IS & IR PBIRET & 15 383E
° IP FIE & PR
° JERIIE
° URL &1
° Windows & {73%3iE
* N RREFFAINEE
° NETH R4 45
° N FRREFIEL

> ASP.NET Core Runtime 8.0.12 (LUNFFER
£:8.0x47) HHER

° RSB[/HER
° WebSocket Y
EHETH
IS BIEEH G
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el TIRE

IS BEMAFTHE * IS BIERS
s WebEBEIETEH
NET Framework 8.0.12 IhgE * ASP.NET Core Runtime 8.0.12 (UUMFrEG4:

8.0x#7) HEE

» Windows Communication Foundation (WCF)
HTTP #7&45

° TCP #U&
° HTTP #U&

BxX NET HENSEHRER, BE2R "WTF%E
Internet FEZNERZRLS, SnapCenterFHRaLiEL

",
Windows #iZHEIRSS TR
BoE API 28

7E Linux E4]_ %% SnapCenterR3 238
f&a] LB TSnapCenter Server R3EFZ2F Al 1T X 4R L & SnapCenter Server,

FFoaz Bl
s NREAEER LT BBEINRLEESnapCenterfY3E root FAF Z2ESnapCenterfR5528, 15 MNetApp3ziFih ik
BY sudoers WIOFIXHo ERIZRYE Linux k2S5 RIS AL FN ST 15

* Y18 SUSE Linux #5& A sudo &, 5% % sudo & LU B I0IERK,
¢ XFFSUSEIJHUX,1ﬁEEEEE$WgLLﬁJ%$K ékmﬁo

 BEIETUTHESKE Linux UL EIRT sestatus, 1R SELinux RE_ANBRA’E LAk R~
B, IERITLATRE:

° BT a2 sudo semanage port -a -t http port t -p tcp
<WEBAPP EXTERNAL PORT >

WEBAPP_EXTERNAL_PORT HIBAIA{E S 8146

° YNRFHAIEELIE T IRE, 181517 sudo firewall-cmd --add-port
<WEBAPP_EXTERNAL_PORT_>/th

WEBAPP_EXTERNAL_PORT BIZRIAE ) 8146

° MEEBIRENIRIBREBITUU T

" sudo ausearch -c 'nginx' --raw | auditZallow -M my-nginx

MNRGBLIRE“TERM, BELRESnapCenter Server FEEITIZM S,
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* NRELEIET _my-nginx.pp_, NMEITaRSEREEATFENIRS: sudo semodule -i my-
nginx.pp

° MySQL PID B R{ERMEREFE /var/opt/mysqld, BT T L1&EMySQLEZ IR,
" mkdir /var/opt/mysgld
" sudo semanage fcontext -a -t mysqgld var run t "/var/opt/mysgld(/.*)?"
* sudo restorecon -Rv /var/opt/mysgld

° MySQL #iEE RERAKREZERE INSTALL_DIR/

NetApp/snapcenter/SnapManagerWeb/Repository/MySQL/, iZ{TUA < IEE MySQL £iEE AN
Ro

" mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL (/.*) 2"

sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

KXFULES

* ESnapCenter Server &%1F Linux ENL EE, &% MySQL. RabbitMq. Errlang FE=FRS. BN
ZEEEN,

* Linux ¥ EZERSnapCenterfRs5 28 A2 45!
° =Rl A
° Windows ¥
° Active Directory ((NZ#FAtifF, S1EEEEEN root R FI3E root FBF)
o BRFZHMBPIRIELLE R SnapCenter

s %% NET iIZ1TRHEE], tNRLETLTERE libicu ERKTIXR, NMEESETUTHSRE libicu: yum
install -y libicu

* WREBT_Perl_Fu]AMSESnapCenter Server &KW, MBEIIEITUTHELEE _Perl_: yum
install -y perl
B
1. MUATHIE T & "NetApp 2553 /home B Ro
° SnapCenterfR$S528% L E - snapcenter-linux-server-(el8/el9/sles15).bin
° NEANMH - snapcenter_public_key.pub
° N HIEZ X1 - snapcenter-linux-server-(el8/el9/sles15).bin.sig

2. TR Sopenssl dgst -sha256 -verify snapcenter public key.pub -signature
<path to signature file> <path to bin file>

3. XFIE root HFRE, EHM bin ZEIEFHITH snapcenter_server_checksum_(el8/el9/sles15).txt
FFEERY visudo AR

4. A binZEREFDEEHITNE, chmod +x snapcenter-linux-server- (el8/el9/slesl5) .bin
S. MITHA—TE{ER L SnapCenter Server,
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INRITERE...
REARE

1R1F

./snapcenter-linux-server-—
(el8/el9/sleslb) .bin

AR RTERANATFAER:

* FBFi518) Linux EHSMEBAYISnapCenterfiRZ528HY
webapp 7M. FAIAES 8146,

* ¥ =% SnapCenter Server fJSnapCenter Server



SNRIRIBRE. ..
FRERARE

1R1F

sudo ./snapcenter-linux-server-
(e1l8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE _PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

n~f5: sudo ./snapcenter_linux_server.bin -i silent
-DWEBAPP_EXTERNAL_PORT=8146
-DSNAPCENTER_SERVER _USER=root
-DUSER_INSTALL_DIR=/opt
-DINSTALL_LOG_NAME-=InstallerLog.log

B EIS1Z147E /var/opt/snapcenter/logs.
Z#SnapCenter Server BT E{Z 2RI S 3K

- DWEBAPP_EXTERNAL_PORT: FFijid]
Linux EAIMEBEYSnapCenteriR 532889 Webapp
HhERIRO. ERIAES 8146,

* DWEBAPP_INTERNAL_PORT: FEJFiaial
Linux =4 AAISnapCenterfks3 2819 Webapp K
Eim. BRIAEH 8147,

* DSMCORE_PORT: smcore RS IEEIEITHY
SMCore i, PAIAEN 8145,

* DSCHEDULER_PORT: ZiTAERRFIRSHIE
EEFmO. BRIAMER 8154,

* DSNAPCENTER_SERVER_USER: %
& SnapCenter Server BYSnapCenter Server
P, 3tF DSNAPCENTER _SERVER_USER,
ARINEREBITREREFIARF.

* DUSER_INSTALL DIR: ¥ZEENZEEHR.
¥FF DUSER_INSTALL DIR , BMNZEBHF
=_lopt_o

* DINSTALL_LOG_NAME: ZfREREMNEE
XHR, Xe— " rEs8, WREE, WiEH)
BLEF2EREMBE. NRAFIEELSE, N
HEREREEHE L, #HEEERIAREXH

o

* DSELINUX: $05R_SELinux R&_HN“BR", _3H
AR aas”, HEEERIT FeZa ks
hiREIRE S, NNIEERSHHABEEREN
1o BAIAER 0o

* DUPGRADE: BIAERN 0, IEEIBHNREE
g; 0 LUIMYE I EE# kAR SnapCenterfR S
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T—FRHA?
* 908 _SELinux RE_ABA"E _HaitEx_Asg&sl’, W nginx RSTERTN. ERIZETUATHL:
a. ®BIFBER.
b. iZ1T LU TE<: journalctl -x|grep nginxo
C. WIRF51FWebappRIERiH A (8147) &P, MIBITIATEHRL:
* ausearch -c 'nginx' --raw | audit2allow -M my-nginx
* semodule -i my-nginx.pp

d. M setsebool -P httpd can network connect on

LEEHAEIE Linux 4B AKTHAE
SnapCenterfRSZ BB LE U TGS, AIEBHIBRRIEMEIF TN RS

* RabbitMQ
 Erlang

7EffSnapCenter

WNRIEENetApp= mEVFT R HEEBIMEBINetApptKk~ , TINZZFASnapCenterAik
EEESH

o

. B SnapCenterfg, SMZE #HBh > xTF.

7£“%F SnapCenter’¥HiEHES, 12 FSnapCenterSZffl, X2—1EL 971 FFkHY 20 k=,
mif https://register.netapp.como

BEHBAEIMHINetAppE 7,

EE EAVEM(E B LU 1T M

RiNetAppBE SN FERE =T,

M= ERLk T RIS B HIERE* SnapCenter*,

PRI ER IR M,

i 20 fiISnapCenterS=fjl 1D,

BEHR

—_

© © N o g k~ w D

-
©

£ RBAC =& R SnapCenter

SnapCentersz 3 EF A EMIHEIITE] (RBAC), SnapCenter&IE 51i&id SnapCenter
RBAC ¥ ABMAFRDICL TIEASEBERPIAR, EEWBERPA, RBAC A
FPIERLUER 2B A EERSnapCenter o
Faazmi

* ERZ7E Windows ARSS 23 EIE2Z /B A Windows HIZEUEARSS (WAS),
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* PNREAEMERA Internet Explorer {EA3N 528 & FSnapCenterfRs528, NI AR Internet Explorer FRY{RIPIE
XEZA.

* WRSnapCenter Server REE1E Linux EH1LE, MLZEERRBTF%ESnapCenter Server WA KF &R,
XFIES

ERFELIER, SnapCenterfRSESBLEERFREIB—MREAXNHRBEBRERE LM LESnapCenterfI LA
BUFra KR, ItIh, ERELRE, RERASIRELERERERMHERNE S ETSnapCenter URL, IR
ERMNIRERAER, FJUEHZ URL.

MBLEE Web FEEPITIT S MATE, MREASnapCenter I IATEHFLIGEHE
()  tiSnapCenter. BERS5SnapCenterfiiEi, TATET S E B BARXTE Web 7%
253iBH SnapCenter

*RIEXK: *HTFELER, BNERERBNRESREREZEERSnapCenterZ g,

#RIA GUI URL @5 &% SnapCenter Server BARSS28 ERIRRIAIRE 8146 VL 2EE (https://server:8146) .
WNRIETESnapCentere & fiEliRE T FARIVARS (1K O, NRFFERIZIED,

TSR (HA) 208, SN EREINERE P https://Virtual_Cluster _IP_or_FQDN:8146 5ia)SnapCenter

o SNERTE Internet Explorer (IE) R EfnZ https://Virtual_Cluster IP_or FQDN:8146 BY%%E & Z|SnapCenter Ul
, MAAESMEGEN LB IE PIGEINERT IP ks FODN RMAZEENL R, HELES MEHE
M EZR EigRTeM, BXEZER, BESH "TAMNIMIMLEHRIEES P #ii"

F& T fEASnapCenter GUI Z b, EiRAILAER PowerShell cmdlet IZHIARHITRE. SHMRERE, &
REFSnapCenterBy, FLE cmdlet ATRER ALK, X "SnapCenterZifF Cmdlet ZZ 15" GiIFHAER,

() nREEE—RESSnapCenter , MAREABETRPRENEBES,

SR
1. MZStENSEEm EAIRES . RELRITIRMHAY URL X SnapCenterEE R HAY URL B&ISnapCenter

o

2. WANBF R,

EIEEUTHEA... FERUTELZ—...
HEIER * NetBIOS\FHF &

* BF2@UPNE4
%0, username@netapp.com

* 15 FRDN\ABF &

I EE S BFR#&

S MREWMNET LT AE, BMABEFTERERTHERSENAE,
ERRE, BB FNEXA®FETRESnapCenterfa LM,
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Package Type Description Expiration

Serial Number: 1-81-000000000000000000000000xx
Owner: clusterl-01

Package Type Description Expiration
NF'S license NFS License =
CIFS license CIFS License =
iSCSI license 1SCSI License =
FCP license FCP License =
SnapRestore license SnapRestore License -
SnapMirror license SnapMirror License =
FlexClone license FlexClone License =
SnapVault license SnapVault License =

SnapManagerSuite license SnapManagerSuite License -

£ Rffls, B%% SnapManagerSuite #FRIIE, FEIEAREEEIMISnapCenteriFrligfE,
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TR 3. nERIEHRFTIS

fEFONTAPE S1TIREUTHISRF IS, MHIZEFAS. AFFEIASARYS: ERVEREFEIE G 7 seRENE T 1= HI280Y

WRHEFS S,

HIE
1. {EFAONTAPES $ITE R ITHI2S,
2. &g\ system show -instance 5%, AREEHHLUILEITHIZESFETIS,

Tl

clusterl::> system show -instance

Node: fasxxXxX—XX—-XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true
Differentiated Services: false
All-Flash Optimized: false
2 entries were displayed.

3. iBRF5S.
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SR 4. RRETERISENITEIENFEYS

WMREEANZFAS. ASASKAFFTESE, NIAT LAY MNetAppsziFit S0 ZERE FSnapCentertZ I 2e M RIIE, A
EEEHAONTAPS SITIHITRE,

a2z Al
* BROZIABE B MAINetApp 2 iFih R & R ERE.

MRELRERMABRNEIE, 2RABARREEAEXEEENEE,
* BRZEEHIZRFYS
Uz
1. & F "NetApp ZHiba"
SMERS > REFRITE.
- EEBOEXE, MRERTEYIS (UFSEEE) , BAEHSEFRTIS, REIEE G

Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '_.Go!'.:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses +|For Company: |:| i__G_p!_:

BREEEHIZRAT RIIE IR,

4. $#F|Hi2FSnapCenter Standard 5§ SnapManagerSuite A3,

TR 5. ANNETIEHISZRFANE

UITEAFAS. AFFERASAZR i HifE SnapCenter Standard 5§ SnapManagerSuite ¥FE]IERY, f&A]LAfE
FAONTAPE L 1T INE F SnapCenteri=Hl 23891 AT i

FreaZ Al
* BRIZEFAS. AFFTRASAZRS FIVSEEFBIR R,
* {&~71iZ387E SnapCenter Standard 3¢ SnapManagerSuite ¥FA]3iE,

KXFUAES
WREAEERFAS. AFFE{ASAFEIR AL SnapCenter , B LAFKEX Premium Bundle iE{EiF Rl I AR 3 1E
=Has o

NRERIAFELESnapCenter , EWVIZEXRAERHE TR LIREY Premium Bundle & iF R IE AR EEEBE
Hlgs Lo

TR
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1. EFAONTAPE S1TE R EINetAppEEEf,
2. 77N SnapManagerSuite ¥ EIFZ$R

system license add -license-code license key
Itban S EEIE RANRKA AT A,
3. WIFRE B %% SnapManagerSuite ¥FAJIIE:

license show

TR 6: MFRXAEIFAINE

NREEEERAETIEH2EMISnapCentertT AT AIIE, HEREMRFETEEMRBIFAILE (F5IS L5074
E) , WREER MySQL < FaFRiXAIFelE. TiEEASnapCenter A~ FEMIER A FATIE,

(D)  RUEEAETFSnapCenter Standard 151580 ATIER A BEF ADBIFKIAFE AL,

P
1. #£SnapCenterfR5328 £, T PowerShell EOUEE MySQL &,
a. =17 Open-SmConnection cmdlet }J SnapCenterAdmin K 5SnapCenterfRS3 2872 17 iEHE,
b. 51T Set-SmRepositoryPassword E& MySQL 3,

BX* cmdlet W58, 1E2% "SnapCenterfiff Cmdlet ZZ 155"
2. ST SRR HIZITMysql -u root -pERMySQL,
MySQL R ERANEL, WAGEEERERHENERE,
3. MEHREE PRI AT RIE

use nsm;DELETE FROM nsm License WHERE nsm License Serial Number='510000050";

fcESr A
fic&ESnapCenterfRS5 23 AL S AT A%

7T ZHF7E Windows Z{ Linux Eiz{TRISnapCenter IS AT (HA), ERILIZRE F5
B F#28, F5 {£SnapCenterfkFZ238EW 2 HH i FRI—MIENRZ M A EVBESH-#EEh
AicE. EfESnapCenterd{EA F5 faE39%E2s, BN IZACESnapCenterfRFZ23HECE F5
TEII%ES,

&R AT AR B L8 1 7 (NLB) SRi&E SnapCenterm el i, &R Z7ESnapCentereit 7 S F it & NLB
USSIE AT A,

FHF=IFE, Ee]LUER Amazon Web Services (AWS) 3814 fa £ 7 (ELB) #1 Azure faF9 s icES AT A
%
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FEHR F5 BLESr Ak
BXEA F5 AT E At & SnapCenterfR S 2 UL IS BT FAMERIIRBE, 1585 "WE{fEA F5 Ay
At & SnapCenterfR$S 28 ASCE S o A"

& ESnapCenterfR 328 EAMERRAMM ST (BRT HEE SnapCenterAdmin 229N , 7 &E
FBLLF cmdlet AANFNMBR F5 Bf5:

* 7 hnSmServerCluster

* s hnSmServer

* MIF&-SmServerCluster

BXELER, 1585 "SnapCenteriff Cmdlet ZE$5r" o

* REHECESnapCenterALIE T BME, HiESnapCenterREREES X LUIEM F5 8 IP,

* dNERSnapCenterfRFZ 28 2 Bl R E &4, HERFEIMERSnapCenter=if, MATIK AN 28FH
BREFSnapCenter

* EHHFEEIRE (NLBE(F5) 1, sNRAINEA NLB 8¢ F5 EANE DT EN, FHEW
FRSnapCenterENTEEZEZEMN, NSnapCenterENNERTEENKAMIZITIRE ZBISAEL]
., BRI, ERIZHRIETSnapCenter EAEEEB M NLB 3% F5 EHLAHIEWN,

* NTEFRE TN _ERIT MFA IR ERISnapCenterin <, KA ECENER F5 BEEIEAM(S B7E Active
Directory BX & B{HIRIEARSS (AD FS) BREZ 285 B MFA S, EA1ZkSnapCenter Ul i5in) & 4%FE

o

* EHPEFEZERE], HITESIREFRSRMEFEZaEN L. Fitt, H F5 WohENTAEDENL, &
NiZFohEEFEIZEEIRE,
fEFIMLE 1 2% (NLB) EcES T
1EA] LB B 4R fh 2787 (NLB) 3Ki& & SnapCenters a] Atf. &N iZ#ESnapCenterk i > SN FrhEcE
NLB AL = A] A%,
BXUNEfEASnapCenterEd B ML 1 5 T4 (NLB) U5 8., 1BBR "2{a{EHESnapCenterfit & NLB",

£F AWS Elastic Load Balancing (ELB) B E=a] B4

& B LATE Amazon Web Services (AWS) HRECE S T4 SnapCenterifik, HEZRERRNEIAXIE (AZ)
& E RN SnapCenterfR S5 28 H 3 i TECE LASL I Boh S5, ZZREIEEINE APt BRE%
MR EEMySQLEIEE Z [BIMES

B
1. L AWS HEEEERNERES IP, BXER, BEH 'IEERNERAES P
2. ##& Windows E4
a. 52l IPv4 {L5ERET IPv6:
* iIE: HKLM\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters
* $2: DisabledComponents
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* A REG_DWORD

" {&: 0x20
b. MR LIREIHE A LUEE DNS At ENE B /R IPv4 b,
C. MRESBRERANE,

d. HfEAEE Active Directory FYI& B H BIRSZS 2RI ARE—MIFES, EHARI Windows Server ERY
ERERZEEE,

e. £ Windows ARS328 LARINEE 1P,
3. glESnapCenter&kE,
a. 35 Powershell #%1#%%|SnapCenter, Open-SmConnection

b. BIIEERE, Add-SmServerCluster -ClusterName <cluster name> -ClusterIP
<cluster ip> -PrimarySCServerIP <primary ip> -Verbose -Credential
administrator

C. AMN3EBIARS 88 Add-SmServer -ServerName <server name> -ServerIP
<server ip> -CleanUpSecondaryServer -Verbose -Credential administrator

d. KEETHEMIFHMAES, Get-SmServerConfig
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2. EBEINGE, BER VM EFRBNENEMVIFHERNT = &L SnapCenter Server,

3. EEHN 1 PEIEESEE, Add-SmServerCluster -ClusterName <cluster name>
-ClusterIP <specify the load balancer front end virtual ip>
-PrimarySCServerIP <ip address> -Verbose -Credential <credentials>

4. ANIN4EBNARSS28. Add-SmServer -ServerName <name of node2> -ServerIP <ip
address of node2> -Verbose -Credential <credentials>

S FRENE T FHMIFME S, Get-SmServerConfig
6. INRFEE, FEHBIFEN. Set-SmRepositoryConfig -RebuildSlave -Verbose

7. BERBIE_aFN. Set-SmRepositoryConfig ActiveMaster <name of node2>
-Verbose

== M NLB #J#2%| F5 ASLIE AT 4
f&BI LU SnapCenter HA B2 & MWLE T2 £ - %1 (NLB) B2 A F5 A FEi23.
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1. £/ F5 B &SnapCenterfRS 2R UL MBI A, "THEEZ",

2. #£SnapCenterfg5328 41 L, B PowerShell,

3. {#F3 Open-SmConnection cmdlet BEI&iE, AEEMNEREIE,

4. {#F Update-SmServerCluster cmdlet B#rSnapCenterfR53 28 LA5E F5 SEF IP ik,

BILUEEIEIT _Get-Help command_name 3EFKENVE XA 5 cmdlet —fEfERANS R EBRE R,
}E, EWEILIE#E "SnapCenterfif Cmdlet 2£35/E",
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MySQL Z#I2 MySQL fR5352sRI—INIhEE, BEEEEIIEEHIEM— MySQL HiEERSS
25 (FIR%=23) EFIEIS— MySQL #uEEIRS2s (MBRZ28) o SnapCenter{IEFH
BRMZ N EHFE (NLB) T a X35 MySQL EFILISEM S TR,

SnapCenterfE T 77 fEE_EHITIRENEE N1&(F, HEFFHEDINSKEMEEIEZERIIMBETERE. ABREM
BEEEERANEFMEE. SnapCenteri®< ik MEH], ZINRERERERZHAEEA,

NREFER MySQL SR (HA) ThaE, MBAES— T = LEREME A HIYESE (NLB), MySQL 7FiEE
FRREN—SRLEELT R L. RN R ERESnapCenterly, LHTMMAE—NTRHY F5 HEEZ
MR LRI MySQL FiEEREIZS,

SnapCenterigfit Get-SmRepositoryConfig 1 Set-SmRepositoryConfig PowerShell cmdlet REIE MySQL &
o

A LB IETT Get-Help command_name RIREXE XAI5 cmdlet —iEERAMNSHNEERNER, &, &
A LB ZE "SnapCenterfXf Cmdlet £E357"
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* NRRSDEAE,
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AT ENEERSEEXEAENESE, o LUEHANetApp ONTAPTERM RBAC B AIEE, ZTEAXST
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BXIZEONTAP RBAC EHNEZEE, 1550# "ONTAP 9 B2 R 59 I0iEF RBAC BIEERE",

p
1. TEFERFEL, AAUTHTRENAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

° svm_name & SVM B&#F, MNRBEE=T, MEANEHEER,
° role_name @& HABIEENRZIR,
o ip S EONTAPIHEE,

() EoAHSMBRESLSHS, B, SHAHRSURIIERERS 2,
BABIRYIRNER, REA"BTEIEAGMDENRIIONTAP CLI 8%

2. BIRWAUTHRLTEZARE:

security login create -username <user name\> -application ontapi -authmethod
<password\> -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

° user_name X IEECIENBFP R,
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° <password> BEMEIE, MNREKRIEERE, RARRTERNAEL,
° svm_name & SVM B9& %,
3. BERAUTHSEARBOELEF:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod <password\>

° <user_name> BEELE 2 FEEMNAFNEM, SR ITFEEAFRURESAEXE,
° <svm_name> & SVM K&,

° <role_name> @EELRE 1 FEIEZRABRIBFR,

° <password> BEHNEG, WRERIEEETE, RAABRTERAEL,

4 BITRAUTHLTRIEAF SR EERAIZE:
security login show -vserver <svm_name\> —user—-or—-group—-name <user_name\>

user_name EEELE 3 FEIENA PR,

IZABRRNRN SVM A&

TEONTAPH U SVM AR GIZ AR, #Us1T/LNONTAP CLI 65, WRE
7EONTAPHEZE SVM L5 SnapCenter—itfE B H B AR vsadmin A, WEEL
At

TR
1. EFHERELSR—AE, HAZABRTHRAENR.

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() cEzdsMRRESLSS.

2. gIE— M RAPHRBAEDRSZAF,

security login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <SVM Role Name\>

3. FRFRA P B,

security login unlock -user <user name\> -vserver <svm name\>

AFEIE SVM BB S A ERIONTAP CLI /%

&N 1ZiE1TJL N ONTAP CLI #5832 SVM A& H 9 E R,

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all
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security login role create -vserver SVM Name
"event generate-autosupport-log"

security login role create -vserver SVM Name

"job history show" -access

security login role create
"job show" -access all

security login role create
"job stop" -access all

security login role create

"lun" -access all

security login role create

"lun create" -access all

security login role create
"lun delete" -access all

security login role create

all

—vserver

—-vserver

—vserver

—vserver

—vserver

—vserver

"lun igroup add" -access all

security login role create

"lun igroup create”

security login role create

"lun igroup delete”

security login role create

"lun igroup rename"

security login role create

—vserver

—-access all

—vserver

—-access all

—vVsServer

—-access all

—vVsServer

"lun igroup show" -access all

security login role create

—-vsServer

-role

—-access all

-role

SVM name -role
SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role

"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

security login role create
"lun modify" -access all

security login role create
"lun move-in-volume"

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

—-access all

-role
-role
all
-vserver SVM name -role
all
-vserver SVM name -role
-vserver SVM name -role
-role
-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name
"lun serial"™ -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM_name
-access all

security login role
"volume clone split

create -vserver SVM name
start" -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name

"volume create" -access all

security login role create -vserver SVM name

"volume destroy" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

security login role create -vserver SVM name
"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

SVM name

security login role create -vserver
"volume gtree modify" -access all

SVM name

security login role create -vserver

"volume gtree show"

SVM name
—-access all

security login role create

"volume restrict" -access all

-vserver SVM name

security login role create -vserver
"volume show" -access all

SVM_ name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name

"volume snapshot show" -access all

security login role create -vserver SVM name

"volume snapshot show-delta" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

—-access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume unmount" -access all

security login role create -vserver SVM name
"vserver cifs share create" -access all
security login role create -vserver SVM name
"vserver cifs share delete" -access all
security login role create -vserver SVM name
"vserver cifs share show" -access all
security login role create -vserver SVM name
"vserver cifs show" -access all

security login role create -vserver SVM name
"vserver export-policy create" -access all
security login role create -vserver SVM name
"vserver export-policy delete" -access all

-role

-role

-role

-role

-role

-role

security login role create -vserver SVM name -role

"vserver export-policy rule create" -access all

security login role create -vserver SVM name -role

"vserver export-policy rule show" -access all

security login role create -vserver SVM name -role

"vserver export-policy show" -access all

security login role create -vserver

"vserver iscsi connection show"

security login role create -vserver

"vserver" -access readonly

security login role create -vserver
"vserver export-policy" -access all

security login role create -vserver

"vserver iscsi" -access all

security login role create -vserver
"volume clone split status" -access

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

—-access all

SVM_Name

—-access all

SVM name

SVM name

SVM name

SVM Name

all

SVM name

SVM_ Name

SVM Name

SVM Name

SVM Name

SVM Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem controller" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme subsystem show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

HASA r2 R4 6/ SVM A Ed

BAIETTL NONTAP CLI 853 A BETEASA 12 R AEHH SVM AP RIEAE, TRE
7IASA 2 RHECE SVM LL5SnapCenter—iE2fEAFH BH A48 4ER vsadmin A, ME
Etme,

TR
1. EEHAZ LR AT, HAZABEFRBENER,

security login role create -vserver <svm name\>- role <SVM Role Name\>
-cmddirname <permission\>

() cEzIsMRRESLSS.

2. QIE— R HRBRENELZAF,

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

3. FERRAF BiE,

security login unlock -user <user name\> -vserver <svm name\>

BATFEIE SVM e S A ERIONTAP CLI /%

& RN1ZIE1TJL 1N ONTAP CLI #5832 SVM A& H 9 E R,

® security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"job history show" -access all
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security login role create

"job show" -access all

security login role create

"job stop" -access all

security login role create

"lun" -access all

security login role create

"lun create" -access all

security login role create

"lun delete" -access all

security login role create

—-vserver

—-vserver

—vserver

—-vserver

—vserver

—vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup rename"

security login role create

—vserver

—-access all

—vserver

—-access all

—vserver

—-access all

—vserver

"lun igroup show" -access all

security login role create

—vVsServer

SVM name -role
SVM Name -role
SVM Name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role
SVM name -role

SVM name -role

"lun mapping add-reporting-nodes" -access all

security login role create -vserver SVM Name -role
"lun mapping create" -access all

security login role create -vserver SVM name

"lun mapping delete" -access all

security login role create -vserver SVM name
"lun mapping remove-reporting-nodes" -access

security login role create
"lun mapping show" -access

security login role create
"lun modify" -access all

security login role create
"lun move-in-volume"

security login role create -vserver SVM name

"lun offline" -access all

security login role create -vserver SVM name

"lun online" -access all

security login role create -vserver SVM name

"lun resize" -access all

security login role create -vserver SVM name

-vserver
all

—-vserver

—vserver

—-access all

-role
-role

all

SVM name -role

SVM name -role
SVM name -role
-role
-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun serial" -access all

security login role create -vserver SVM name
"lun show" -access all

security login role create -vserver SVM Name
"network interface" -access readonly

security login role create -vserver SVM name
"snapmirror policy add-rule" -access all

security login role create -vserver SVM name
"snapmirror policy modify-rule" -access all

security login role create -vserver SVM name
"snapmirror policy remove-rule" -access all

security login role create -vserver SVM name
"snapmirror policy show" -access all

security login role create -vserver SVM name
"snapmirror restore" -access all

security login role create -vserver SVM name
"snapmirror show" -access all

security login role create -vserver SVM Name
"snapmirror show-history" -access all

security login role create -vserver SVM name
"snapmirror update" -access all

security login role create -vserver SVM name
"snapmirror update-ls-set" -access all

security login role create -vserver SVM name

"version" -access all

security login role create -vserver SVM name
"volume clone create" -access all

security login role
"volume clone show"

create -vserver SVM name
—access all

security login role
"volume clone split

create -vserver SVM name
start"™ -access all

security login role
"volume clone split

create -vserver SVM name
stop" -access all

security login role create -vserver SVM name
"volume create" -access all

security login role create -vserver SVM name
"volume destroy" -access all

security login role create -vserver SVM name

"volume file clone create" -access all

security login role create -vserver SVM name
"volume file show-disk-usage" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver SVM name

"volume modify" -access all

security login role create -vserver SVM name

"volume offline" -access all

security login role create -vserver SVM name

"volume online" -access all

security login role create -vserver SVM name

"volume gtree create" -access all

security login role create -vserver SVM name

"volume gtree delete" -access all

security login role create -vserver SVM name

"volume gtree modify" -access all

security login role create -vserver
"volume gtree show" -access all

SVM name

security login role create -vserver
"volume restrict" -access all

SVM name

security login role create -vserver
"volume show" -access all

SVM name

security login role create -vserver SVM name
"volume snapshot create" -access all

security login role create -vserver SVM name
"volume snapshot delete" -access all

security login role create -vserver SVM name
"volume snapshot modify" -access all

security login role create -vserver SVM Name
"volume snapshot modify-snaplock-expiry-time

security login role create -vserver SVM name

"volume snapshot rename" -access all

security login role create -vserver SVM name

"volume snapshot restore" -access all

security login role create -vserver SVM name
"volume snapshot restore-file" -access all

security login role create -vserver SVM name

"volume snapshot show" -access all

security login role create -vserver SVM name

"volume snapshot show-delta" -access all

security login role create -vserver SVM name

"volume unmount" -access all

security login role create -vserver SVM name

"vserver cifs share create" -access all

security login role create -vserver SVM name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

" —access all

-role

-role

-role

-role

-role

-role

-role

-role

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver cifs share delete" -access all

security login role create -vserver SVM name -role
"vserver cifs share show" -access all

security login role create -vserver SVM name -role
"vserver cifs show" -access all

security login role create -vserver SVM name -role
"vserver export-policy create" -access all
security login role create -vserver SVM name -role
"vserver export-policy delete" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule create" -access all
security login role create -vserver SVM name -role
"vserver export-policy rule show" -access all
security login role create -vserver SVM name -role
"vserver export-policy show" -access all

security login role create -vserver SVM Name -role
"vserver iscsi connection show" -access all
security login role create -vserver SVM name -role
"vserver" -access readonly

security login role create -vserver SVM name -role
"vserver export-policy" -access all

security login role create -vserver SVM name -role
"vserver iscsi" -access all

security login role create -vserver SVM Name -role
"volume clone split status" -access all

security login role create -vserver SVM name -role
"volume managed-feature" -access all

security login role create -vserver SVM Name -role
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role

"nvme subsystem show" -access all

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace create" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"storage-unit show" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"consistency-group" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror protect" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume delete" -access all

* security login create -user-or-group-name user name -application http
—authentication-method password -role SVM Role Name -vserver SVM Name

® security login create -user-or-group-name user name -application ssh
—authentication-method password -role SVM Role Name -vserver SVM Name
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cuzdsMRREESLSS.

2. gI— AR HRBAENRAZAF,

security login create -user <user name\> -vserver <cluster name\> -application
ontapi http -authmethod password -role <role name\>

3. FRIRA PR,

security login unlock -user <user name\> -vserver <cluster name\>
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver
"cluster identity show" -access all
security login role create -vserver
"cluster modify" -access all
security login role create -vserver
"cluster peer show" -access all
security login role create -vserver
"cluster show" -access all

security login role create -vserver

"event generate-autosupport-log"

Cluster name -role Role Name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

security login role create -vserver Cluster name
"job history show" -access all

security login role create -vserver
"job show" -access all

security login role create -vserver
"job stop" -access all

security login role create -vserver
"lun" -access all

security login role create -vserver
"lun create" -access all

security login role create -vserver
"lun delete" -access all

security login role create -vserver

"lun igroup add" -access all

security login role create

"lun igroup create"

security login role create

"lun igroup delete"

security login role create

"lun igroup modify"

security login role create

"lun igroup rename"

security login role create

—vsServer

—-access all

—-vsServer

—-access all

—-vserver

—-access all

—vserver

—-access all

—-vserver

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name
"lun offline"™ -access all

security login role create -vserver Cluster name
"lun online"™ -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name
"lun serial" -access all

security login role create -vserver Cluster name

"lun show" -access all

security login role create -vserver Cluster name
"network interface create" -access readonly
security login role create -vserver Cluster name
"network interface delete" -access readonly
security login role create -vserver Cluster name
"network interface modify" -access readonly
security login role create -vserver Cluster name
"network interface show" -access readonly
security login role create -vserver Cluster name

"nvme subsystem map" -access all

security login role create -vserver Cluster name

"nvme subsystem create" -access all

security login role create -vserver Cluster name

"nvme subsystem delete" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"nvme subsystem modify" -access all

security login role create -vserver
"nvme subsystem host" -access all

Cluster name

security login role create -vserver
"nvme subsystem controller"

Cluster name

—-access all

security login role create -vserver
"nvme subsystem show" -access all

Cluster name

security login role create -vserver
-—access all

Cluster name
"nvme namespace create"

security login role create -vserver Cluster name

"nvme namespace delete" -access all

security login role create -vserver Cluster name

"nvme namespace modify" -access all

security login role create -vserver Cluster name

"nvme namespace show" -access all

security login role create -vserver Cluster name

"security login" -access readonly

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name
"snapmirror policy add-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy create" -access all

security login role create -vserver Cluster name
"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver
"system node show" -access all

Cluster name

security login role create -vserver
"system status show" -access all

Cluster name

security login role create -vserver
—access all

Cluster name
"version"

security login role create -vserver
"volume clone create" -access all

Cluster name

create
—-access all

security login role
"volume clone show"

-vserver Cluster name

security login role create -vserver Cluster name

"volume clone split start" -access all

security login role create -vserver Cluster name

"volume clone split stop" -access all

security login role create -vserver Cluster name

"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name
"volume file show-disk-usage" -access all

security login role create -vserver Cluster name
"volume modify" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver
"volume online" -access all

Cluster name

security login role create -vserver
"volume gtree create" -access all

Cluster name

security login role create -vserver
"volume gtree delete" -access all

Cluster name

security login role create -vserver Cluster name

"volume gtree modify" -access all

security login role create -vserver Cluster name

"volume gtree show" -access all

security login role create -vserver Cluster name

"volume restrict" -access all

security login role create -vserver Cluster name

"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name
"volume snapshot modify" -access all

security login role create -vserver Cluster name
"volume snapshot promote" -access all

security login role create -vserver Cluster name
"volume snapshot rename" -access all

security login role create -vserver Cluster name
"volume snapshot restore" -access all

security login role create -vserver Cluster name
"volume snapshot restore-file" -access all

security login role create -vserver Cluster name
"volume snapshot show" -access all

security login role create -vserver Cluster name
"volume snapshot show-delta" -access all

security login role create -vserver Cluster name

"volume unmount" -access all

security login role create -vserver Cluster name

"vserver" -access all

security login role create -vserver Cluster name

"vserver cifs create" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share create" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share delete" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share modify" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs share show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver cifs show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver create" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy create" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy delete" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule create" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all
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security login role create -vserver <cluster name\>- role <role name\>
-cmddirname <permission\>
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security login create -user <user name\> -vserver <cluster name\> -application
http -authmethod password -role <role name\>
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security login unlock -user <user name\> -vserver <cluster name\>
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security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"event generate-autosupport-log" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job history show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job stop" -access all



security login role create -vserver Cluster name

"lun" -access all

security login role create -vserver Cluster name

"lun create" -access all

security login role create -vserver
"lun delete"

Cluster name
—access all

security login role create -vserver Cluster name

"lun igroup add" -access all

security login role create -vserver Cluster name

"lun igroup create" -access all

security login role create -vserver Cluster name

"lun igroup delete" -access all

security login role create -vserver Cluster name

"lun igroup modify" -access all

security login role create -vserver Cluster name

"lun igroup rename" -access all

security login role create -vserver
"lun igroup show" -access all

Cluster name

security login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

security login role create -vserver Cluster name
"lun mapping create" -access all

security login role create -vserver Cluster name
"lun mapping delete" -access all

security login role create -vserver Cluster name
"lun mapping remove-reporting-nodes" -access all

security login role create -vserver Cluster name

"lun mapping show" -access all

security login role create -vserver Cluster name

"lun modify" -access all

security login role create -vserver Cluster name

"lun move-in-volume" -access all

security login role create -vserver Cluster name

"lun offline" -access all

security login role create -vserver Cluster name

"lun online" -access all

security login role create -vserver Cluster name
"lun persistent-reservation clear" -access all

security login role create -vserver Cluster name

"lun resize" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"lun serial" -access all

security login role create -vserver

Cluster name

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

—access readonly

Cluster name

"lun show" -access all

security login role create -vserver
"network interface create"

security login role create -vserver
"network interface delete"

security login role create -vserver
"network interface modify"

security login role create -vserver
"network interface show" -access readonly
security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver

"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver
"nvme subsystem show" -access all

security login role create -vserver
"nvme namespace create" -access all

security login role create -vserver
"nvme namespace delete" -access all

security login role create -vserver
"nvme namespace modify" -access all

security login role create -vserver

"nvme namespace show" -—-access all

security login role create -vserver
"security login" -access readonly

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

security login role create -role Role Name -cmddirname

-vserver Cluster name -access all

security login role create -role Role Name -cmddirname

destinations" -vserver Cluster name

—-access all

security login role create -vserver Cluster name -role

"snapmirror policy add-rule" -access all

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

"snapmirror create"

"snapmirror list-

Role Name

-cmddirname



security login role create -vserver Cluster name

"snapmirror policy create" -access all

security login role create -vserver Cluster name

"snapmirror policy delete" -access all

security login role create -vserver Cluster name

"snapmirror policy modify" -access all

security login role create -vserver Cluster name
"snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy remove-rule" -access all

security login role create -vserver Cluster name
"snapmirror policy show" -access all

security login role create -vserver Cluster name
"snapmirror restore" -access all

security login role create -vserver Cluster name
"snapmirror show" -access all

security login role create -vserver Cluster name
"snapmirror show-history" -access all

security login role create -vserver Cluster name
"snapmirror update" -access all

security login role create -vserver Cluster name
"snapmirror update-ls-set" -access all

security login role create -vserver Cluster name
"system license add" -access all

security login role create -vserver Cluster name
"system license clean-up" -access all

security login role create -vserver Cluster name
"system license delete" -access all

security login role create -vserver Cluster name
"system license show" -access all

security login role create -vserver Cluster name
"system license status show" -access all

security login role create -vserver Cluster name
"system node modify" -access all

security login role create -vserver Cluster name

"system node show" -access all

security login role create -vserver Cluster name

"system status show" -access all

security login role create -vserver Cluster name

"version" -access all

security login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone create" -access all

security login role

"volume clone show" -access all

security login role

"volume clone split start" -access all

security login role

"volume clone split stop" -access all

security login role
"volume create" -access all

security login role create -vserver Cluster name

"volume destroy" -access all

security login role create -vserver Cluster name

"volume file clone create" -access all

security login role create -vserver Cluster name

"volume file show-disk-usage" -access all

security login role create -vserver Cluster name

"volume modify" -access all

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

security login role create -vserver Cluster name -role Role Name

"volume snapshot modify-snaplock-expiry-time" -access all

security login role create -vserver Cluster name -role Role Name

"volume offline" -access all

security login role create -vserver

"volume online" -access all

security login role create -vserver
"volume gtree create" -access all

security login role create -vserver
"volume gtree delete" -access all

security login role create -vserver
"volume gtree modify" -access all

security login role create

"volume gtree show"

-vserver
—-access all

security login role create

—-access all

-vserver
"volume restrict"

security login role create -vserver
"volume show" -access all

security login role create -vserver Cluster name

"volume snapshot create" -access all

security login role create -vserver Cluster name

"volume snapshot delete" -access all

security login role create -vserver Cluster name

"volume snapshot modify" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name

"volume snapshot promote”

—-access all

security login role create -vserver Cluster name

"volume snapshot rename"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore"

—-access all

security login role create -vserver Cluster name

"volume snapshot restore-file" -access all

security login role create -vserver Cluster name

"volume snapshot show"

—access all

security login role create -vserver Cluster name

"volume snapshot show-delta"

—-access all

security login role create -vserver Cluster name

"volume unmount"

—ac

cess all

security login role create -vserver

"vserver"

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security
"vserver

security

—-access al

login role
cifs create

login role
cifs delete

login role
cifs modify

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs share

login role
cifs show"

login role

create" -ac

1

create -vserver
" -—-access all

create -vserver
" —access all

create -vserver
" —access all

Ccreate
modify" -access

—vVsServer

create -vserver
create" -access
create -vserver
delete" -access
create -vserver

modify" -access

create -vserver

show"

create -vserver
—-access all

create -vserver
cess all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name
all

Cluster name

—-access all

Cluster name

Cluster name

login role create -vserver Cluster name

export-policy create" -access all

login role create -vserver Cluster name

export-policy delete" -access all

login role create -vserver Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"vserver export-policy rule create" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule delete" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule modify" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy rule show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver export-policy show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver iscsi connection show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver modify" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"vserver show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

® security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

®* security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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1. {8 openssl a5% /9 Windows _EAY MySQL IRSZ 2B FZFIHIEE SSL IFPMZFAXM

BXER, 2% "MySQL ks 5.7: £/ openss| BllZ SSL iFHFZZA"
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B WMFBEAZEER, NWEEA OpenSSL 4wiFHIARSS 28 HIE B A RFLK,

*BRIELHE: “ENZERRSHRTLETEESZ (FQDN) fENIRS SIEBHER R,
2. 3% SSLIEBMEAXHEHIF MySQL B4,
ZHABY MySQL BB ERIEZE C: \ProgramData\NetApp\SnapCenter\MySQL Data\Data\o

3. %%ﬁMySQLEE%%%EE%Y# (my.ini) FRRICAIER. RSZJ[/AA. BFIHATA. RS[AA. TP IHMIAR

1Io

ZRIAR9 MySQL ARSZEBECEXH (my.ini) BR1RRE C:\ProgramData\NetApp\SnapCenter\MySQL
Data\my.inio
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(D B MySQL BRSS2RECE X (my.ini) BY [mysqld] EBH4EE CAIEH. ARSI AHIE
PHARSS BB EARRIZ,

B MySQL AR5 2RECE XX (my.ini) BY [client] #B53F4EE CAIEH. B IHRAHIERNEF inTATH

BiZo

UG ZRESIZIZASHEIZE my.ini SXHEBY [mysqld] ZB53BHEPFZHE
C:/ProgramData/NetApp/SnapCenter/MySQL Data/Datao

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRAIZRT my.ini XHRY [client] BB REFHBIERZ,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1E Internet 5 2RSS 28 (11S) HAYSnapCenter Server Web [ FHTEF.
5. EHET MySQL ARS.
6. E#SnapManagerX s MySQLProtocol $#H{E,

TR E2RT SnapManagerX 4 E#THY MySQLProtocol $#HIE.

<add key="MySQLProtocol" value="SSL" />

7. £ my.ini XY [client] EB5 PR AIERE EHSnapManager.Web.Ul.dll.config 34
UTFRFIETRT my.ini XHERY [client] Bf 0 R EHRIEEZ.
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<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

8. 1% IIS H/EEhSnapCenter Server Web W BT
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2. & SSLIIEBMZANHEFIZ MySQL B 43K,
ZRiA MySQL #4327 C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\Data\o

3. %%ﬁMySQLHE%E‘EEEEYﬁZ (my.ini) FRICAIER. RSZF[|AA. BFIHAA. RS[AA. TP IHMIAR

1Io

I MySQL BRSZ2RECE X E (my.ini) B8R C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\my.ini
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(D EATE MySQL ARSEZ2RECEXMHF (my.ini) BY [mysqld] B85 H3EE CAER. ARSZI[/AIIIE
PRSI FAEARRR,

B MySQL AR5 2RECE XX (my.ini) BY [client] #B53F4EE CAIEH. B IHRAHIERNEF inTATH
BiZo

LT RAIETRERRIBIAEF C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data § my.ini X489
[mysqld] #8453 BUIEBFZE A 1o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTRHIZRT my.ini XHRY [client] B REFHBVERZ,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-—
key.pem"

4 WFEZNHATR, EF CAIEBHERRSBARER. RSBMIAXHE. FRIHAFIEBNEZFIHHL
WX, HITUTTRE:
a. FE—" HA TR EAERRY CAIEBERIFIE D NLB T3 289 MySQL Data X4k,

ZRiA MySQL $iE 4327 C:\ProgramData\ NetApp\ SnapCenter\MySQL Data\Data\o

(D EARERREIZ CAIEF. BNZREIBIRSB[BALIER. FRHAHIES. RSHETA
XHNE R IR A o

b. 3FE— HA T8, A openssl <7 Windows _£AJ MySQL IRSZ BB A iIEE SSL IFBME
A

"MySQL hR7s 5.7: {#F openss| & SSL IEHFZEA"
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(D ATFRSF[MER. FARKIEBMEZRAXAIERRELAS AT CAIEBRERARTE
FE. tNRBEABFHMENER, NWEMA OpenSSL 4wiFAIARSS 2ZAVIE P Z A IG KK,

BN fERARSS 28 FQDN EARRSS 2RIEBBVEA R Mo

C. ¥ SSLIEFMEANXEHE MySQL HHEX 3,

d. EFMySQLRSSBEEXH (my.ini) RHCAIER. RSB[BAHA. FRHAHA. IRSBMHA. FAIHA
AR

@ TERATE MySQL RS 2RECEX M (my.ini) B9 [mysqld] 285 HEE CAIEB. ARSHR[A
HIF PR SE 23 FAERER R0

ETE MySQL ARSS2RECE X (my.ini) BY [client] Bf73FRIEE CAIER. BFIHAIIERBNE F i
FAIRERIZo

LT EREFRIZIZAXEFE C:/ProgramData/ NetApp/ SnapCenter/MySQL Data/Data ' my.ini X
489 [mysqld] F 53 BYIEBZE A4

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTFRAIERT my.ini XHHY [client] BB REFHBIERZ,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"



S. {ZIEFE HA T2 LAY Internet 15 2 AR5 28 (11S) HBYSnapCenter Server Web N AT
6. EFM ™ HA T X EEHE5h MySQL ARSS.
7. EHHED HA T 52B9SnapManager.Web.Ul.dIl.config X4 MySQLProtocol #HI{E.

LUFRBIERT SnapManager X4 E#THY MySQLProtocol $#2HI1E,

<add key="MySQLProtocol" value="SSL" />

8. ERETE my.ini XXHHY [client] 3D AT HA T3 R18E VB E E #SnapManager.Web.Ul.dll.config XX

o

UTRBIESRT my.ini XHERY [client] 853 R EMAIERZ.

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

9. M HA T2 £ 1S F/EESnapCenter Server Web W EF.

10. fFEAF— HA T EER®HH -Force A Set-SmRepositoryConfig -RebuildSlave -Force PowerShell
cmdlet TERN HA T3 51 BB L 2H MySQL Sl

BMEEHIRERYF, -Force EBH AT EERMBEFMEE,

EEEETIEPBE ML

BETIERM S HIEBIRIESnapCenter RS BAEHE ENMS HREBLR LM, BER
SAEHEE.

RERTIIRNSHIIE

E}9SnapCenter Server #1 Windows &4 FHEEETFIEBRISHIRIE, FETTLLT PowerShell cmdlet, X3F
Linux 3@ EN, BENE SSL i BAEFIEBHNEHIIE,

* ERAETEFHIEBNSHIIE:

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName[hostname]
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 BEAETEFHIEPNSHIINE:

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName [hostname] "

MSnapCenterf5528 S HIEBMANL (CA) IEH
& NZfEA Microsoft EIRITHIE (MMC) ¥& CA IEFH MSnapCenterfRs328 S H EIHEA E Mo

Faz Al
BNZBELEE T WA SSLo

TR

1. #3 Microsoft BIEIEH| & (MMC), AEET X& > FMBREERE T,

2. EARMBMPREE R EOF, SRR, RERFFIM.

3. MIEREBEEPEOR, EFUENKFIER, AERETTH

4. B FHIAIR > EP - AT EN > DA > EB.

S. FfEE T T SnapCenter Server UK CAIEH, RARIERE FAIEES > 8 UEHSHBES.
6. EASHHRITIU TR,

X F T .. RITULT21E. .

SR EER, FSHMR, AREET—F%

SHXHRI BEHET—H%

XH4# RENEHEERFPIEPHIXHEREZ, ARRET
_ﬁ*o

TERIERSHAES EERE, ARRE T RS H.

@ SnapCenter HA EZ&#1SnapCenter Plug-in for VMware vSphere A% 5 & T IF BHI S 19183,

¥ CA IFFS N\ Windows 1f{EEH

ZE{EA S HAYSnapCenter Server CAIEF, BN Z{EMA Microsoft EIRIZHIS (MMC) BHEXIEBIAN
ZISnapCenter Windows & E#o

TR

1. %% Microsoft BIR#=HI& (MMC), RAERE XU > FINMIFREEREER T,
2. EAINEMRERES T EOP, SRR, ARRERI.
8. M REERTENOR, EEUENKFAED, ARERE TR
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4. B TRIAR > I - Bt EN > DA > IEB.
o ARBEXMHFI NN, AREFFIERES > SN UBHEAES.
6. EESHHITIUATIEE,

XFUAT... BT HRAE...
B BT

S ABIXHF DL cer i R 4 RMISnapCenterfi S SET
7 BT,

ERERSHRS BEHE, AELERATHHESA.

¥ CAIEHF N UNIX HhfFEH

BN ZHF CAIERFINE] UNIX $EF EHo

XFIAES

TR AR SPL ZAERIERS, LUIKRIETEfERRY CA B2 ZIAXNAIAR.
SPL Z AR IEMTATARI PRI A X5 IR BN 28R

TR

1.
2.
3.

A LAM SPL BMEX 4 HZR SPL ZiAERIARE. EEBXMNNA(E SPL_KEYSTORE PASS.
FHEHEZE: $ keytool -storepasswd -keystore keystore.jks
BEPAEPFAELAAZEBNEBERXNSZHEMERNZEIS. $ keytool -keypasswd -alias

"<alias name>" -keystore keystore.jks
%50 SPL_KEYSTORE_PASS #{THHRIBYEHT “spl.properties X1,
BEEBEERRS.

RARIER S FIENEPECEE SPL (51ERE
BN ZARIE PP ENEBECEER SPL 5ERE, ERNIZAMIR CAIES, ARARINFIE CAIER.

TR

1.

Sinz8 s SPL ZBAEMX S /var/opt/snapcenter/spl/etco

- FEIXH keystore. jkso

2
3.
4

FIHZEAEFRRNINANIER: $ keytool -list -v -keystore keystore.jks

- ANIARIERAENES: $ keytool -import -trustcacerts -alias

<AliasNameForCerticateToBeImported> -file /<CertificatePath> -keystore
keystore.jks
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5.

%

RARIEBHFENEBEEER SPL EEEREMB RS,

CA ZRZIAMAECEER SPL E1EE

BN IZR CA ERZNERAMNEEE SPL 51ERE,

TR

1.

9.
10.

SinEIEE SPL ZHEMNNXMHFE /var/opt/snapcenter/spl/etco

2. }EFISXH keystore.jks o
3.
4

FIHEZAERRINAGER: $ keytool -list -v -keystore keystore.jks

ARINEBFAEMATER CAIEP, $ keytool -importkeystore -srckeystore

<CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore keystore.jks
—-deststoretype JKS

FIHZEAEFRNINAYIER, $ keytool -list -v -keystore keystore.jks
IR AERT O E SRMNEIZEAENFT CAMEPHEIIAYFIZ,
B AN CAIE BRI IZE L Ikeystore R,

XA SPL ZAEZISE255A SPL_KEYSTORE_PASS K& “spl.properties X 15

S keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks"

NRCAIEBHRFIBRK, BEETHRIHFRF (v, 5 ") , ERIIBEBENERRI:. $ keytool
-changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>" -keystore
keystore.jks"

MAIFBZRAEFEECES!I® “spl.properties S fF, R#EHE SPL_CERTIFICATE_ALIAS E#flt{E.
¥ CA B EZAMEES SPL EEEREHRHIRS.

S 4 SnapCenterif

&Nz LA pfx B F H SnapCenteriiE .

TR

o o & W BN
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- %23 Microsoft BIREHI& (MMC), ARSEE XM > FINMIFREE R T,

EARINEMEREERRTTEOR, EEIER, ARBEE R

FIERERERTEOR, EEHAFKAED, ARRE TR

B EHAR > P - 3RtAR > RIEERRIEBIANE > iEH.
HRBETERBSnapCenterRIFRMBIES, AREE FAEES > S UBmHRHEHAS.
RS, SATFFR:



FLtRFEOR... HITLAUTRE. ..

SR R E, SUMA, ARRE T

SHXHRI MBIEIERL; BETF—F

Zet EESHIEREFRNHEN, ARRET—F%

B FHAIX EESHIEPHXGE (WM .pfx) , AFRE"
—F_i”o

FTAIERSFHMAS EERE, ARRE TN FIESH.

7 Windows FH1ECE CA IEPH

H R CAIEBCSRX

BRI AERIEBERIER (CSR) HFNAIERERMRY CSR MIEHM AN (CA) FREXBIIE
Bo ZIEPRKE TS5 ZXREXBIFAH,

CSR R—EUEINA, REABIGEBHUAENKIER ) CA I,
(D CAIE® RSABBREMREDH 3072 i,
BXER CSR M58, WA "MIFEMCAIEHCSRIYA '

WMREFRE TR (*.domain.company.com) ZEHFELE (machine1.domain.company.com)
(D BCAIES, EAIMBGIAERR CAE CSR Xf, MBI LUEMSnapCentersBEIAER) CASE

o

WFEHEE, CAIIPHIAZRERZ (FBINESR FQDN) MMENMENE. EFBGERB 2], oILUBISIE
EXHEBZR (SAN) FEERFFIEH, W F@BEFHESR (*.domain.company.com) , ZIEPERA B S
FrEENRo

S CAIEH

B 2(E A Microsoft BIRIEHIA (MMC) & CA IEF S A\ SnapCenterfiz5328F0 Windows
FHEMN
-

1. #3 Microsoft BIRIEHI& (MMC), ARG8T X > HRIMEREERS T,

2. IE RN MBRERER T EOR, EFGUR, RRRIZ R

3. FIEREERELEOR, EEFHENIKF M, AERETH

4. BEH FHISIR > IEP - &M EN] > SEENRIEBIANE > IER,
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o ARBHXMHFZEEMRIEBMENE", AREFFHREES>"FNUBHEARER.
6. EMMES, WTFFR:

FtRFEOR... HITLATRE. ..

SAHLEA TR R, SR, ARBRHTF—F%
SAXHER AMIEAER; BH T

Zeft EESHIEPEFERIHEN, ARRET—F7%
TRIERSANEF BEERE, ARBE TR RSN

() SATBRBSEIA GSERA pk pl2. p7b)

7 W PINXGEREEDSRE 5.
SREX CA EPFELX

%ﬁ%ﬁ%ﬁ?ﬁﬁﬁ%%+ﬁﬁ%$ﬁ$oEﬁ%ﬁ%ﬁﬁ%ﬁmﬁﬂﬁmﬁﬁ%m%
SR

1. £ GUI LTI TI24E:

- MAZIEHo

b. {EIEHIHENER, BEHHMER LT+,

REDH M FERTIRFA BE IS

- MERE IR HBIFH.

I il A i

]

o o

®

40, NRIELS: “a9 09 50 2d d8 2a e4 14 33 €6 f8 38 86 b0 0d 42 77 a3 2a 7b”, MIE=H&GE, &
79 “a909502dd82ae41433e6f83886b00d4277a32a7b”,

2. M PowerShell #1717 LA Fi21E:
a. BITUTam<YIHBEREIEPIIESFHETD MR RIE L EAIEF,
Get-Childltem -Path IiE$5:\LocalMachine\My

b. EHIHEL

£ Windows FHliHEHFARSZECE CA IEH
&Mz (E A Windows ENEHARSZECE CA IEBLUEUEE REEFIE,
7E£SnapCenterfRS528FFFE 2 EFE CA IERAVEEEN EHITUTTE,

94



p
1. BT T <iiRS SMCore BXIAIHO 8145 NI BIERLE:

> netsh http delete sslcert ipport=0.0.0.0: <SMCore Port>

fB4n:

> netsh http delete sslcert ipport=0.0.0.0:8145
SHBEITU TSR LRENIERS windows FENIEHRSLE:

> Scert = “ <certificate thumbprint> ”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

f5an:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

fEFSnapCenterii Rt E CA iE+H
&% TE Windows EA41_EfFEASnapCenterih = A& CA IEPH,
-

—_

. TERE T SnapCenterfy Windows Server E3TF IS BI235,
TEEMSMERTR, BEE

RFARS SN B IRA uE =%,

WEEERE SSL IEBRISnapCenterfig,

SMEMEIE > fpiEihm, BEHGIE

EHPETIES, EFE https GE

BEHYRIE"

M SSLIEB THIFIRS, @EEHIAFAR SSLIEH.
BEHEHRTE

© © N o g k~ W D



SnapCenter Scheduler it (EBAAIEO: 8154, HTTPS) BB T BERIEF, LhigO
() #SnapCenter Server THPUTIER, HEFBEMEM CAIEBHTRE, B2, NREH
IEEREER CAIEP, iEfEASnapCenter Scheduler IhRESE S 5 5 9,

() R THRERRFISRTHEN CAED, BHER CATBEESHMRLE,
()  HERERAUTHRERDED: RHAER > S - S EY > SEENREBMEH > 5,

JJSnapCenter/ZH CA it
ENIZECE CA IEHFH HSnapCenterfkRSE 882 CA IEBIIL,

FHAZ HI
* #EB] LUfEF Set-SmCertificateSettings cmdlet B A CA IEF.
* B LUfEF Get-SmCertificateSettings cmdlet ZRSnapCenterfRS3 22 HIRES,

A LUBIEIETT Get-Help command_name RIREXE XPI5 cmdlet —iEERAMNSHNEERNER, &, &
A LIBE "SnapCenterfiff Cmdlet EE 155",

TE

I FERETETR, SAERE>2BEE>CAEHEE",
2. R BN RRIE

3. BE WA

SRS

FEEHET-EENETR—NED, HEHNBBETSnapCenterfRES BAEH TN 2 EMEBRE,

* o P RSB RBREN ISR ENRY CAIER.
* * i * R CAIEBIIER.
‘@ RRTIERIE CAEH.
* @ RATERRERER.

(D) uheEH=EaREN, RRERPRIERNER

HLinuxENECECAUEH

7E Linux £E&%&ESnapCenterfRS528fE, TREFCIZEBERIET. WIREFER CAIEH
, MINECE nginx kA, &itHEHMSnapCenterfiSZEYIEF,

AL & nginxiE$H
T

96


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

1. fnF Jetc/nginx/conf.d_: cd /etc/nginx/conf.d

R vi R A iE25FTH snapcenter.conf,
SMEECE XM PARS B E .
1BEX_ssl_certificate_#1_ssl_certificate_key BIERZRLAEMECAIES,
RIEFFR AL

EFINE nginx: $nginx -s reload

o o A W N

=LA NS e

S
1. A vi EAIXAEEESSTH _INSTALL_DIR/ NetApp/snapcenter/SnapManagerWeb/ SnapManager.

INSTALL_DIR FIZRIAEE /opts

2. 47%E AUDILOG_CERTIFICATE_PATH #1 AUDILOG_CERTIFICATE_PASSWORD #5538 & CAIE+S
ERIZFIZED,

I BTIERGZH pfx 3o
3. RIEFFRAEX Mo

4. EFE5h snapmanagerweb RSS: $ systemctl restart snapmanagerweb

Ao & SnapCenteriRS3IEH

P
1. £/ vi R A miE2RT U T ELE X M4
o INSTALL_DIR/ NetApp/snapcenter/SnapManagerWeb/ SnapManager.Web. UI.dll.config

o ZTEEHFENetApp
° ZEEHRNetApp

INSTALL_DIR BIZRAMER /opt.

2. 4748 SERVICE_CERTIFICATE_PATH #1 SERVICE_CERTIFICATE_PASSWORD #9388 CAEP
ERIZFZD,

SnapCenterfRZIEHBNZHF .pfx o

3. RIFH KX o

4. EMESFIERS.
°$ systemctl restart snapmanagerweb
°$ systemctl restart smcore

°$ systemctl restart scheduler
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£ Windows F#l EEEEHB AN E SSL &S
7 Windows F 4/l LEZE ¥ [@ SSL &5

1] \
JIANN

412@3%5%"] SSL i&@{s LURIP Windows A1 _EMISnapCenterfR S 28 51 2 BINEE

FFoaZ Al
* BYIZELER T AER/)\TIFERKE 3072 B9 CAEP CSR X4,
* CAIE BN ZHFIRSE 2NIEFMZE P iHIAE,
s BNIZRE— 1 E SR BEMBSOEAE B CAIEPR,

. R

° (/57 N,
&,

p

WIZBELBEASM SSLEE.
BXFMER, BESH "TRECAIEBED, "

\EFR TR EN A SnapCenterfR55 28 LR A A SSL #&1=.

AR EENHARS FARBANE SSLBERIIFIR,

1. BYERO, 15ER PowerShell #5<7ESnapCenter Server 4/]_EXtSnapCenter IS Web fRS525i%[1 8146
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(BRIN) BUITUUTS R, HERX SMCore 50 8145 (ERIN) HITUTHE,

a. FHLLT PowerShell &5 BRI A BISnapCenter B & ZiE Pk 45 E,

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>

f54n,

> netsh http delete sslcert ipport=0.0.0.0:8145

> netsh http delete sslcert ipport=0.0.0.0:8146

. B#FHEMEK CAIEH 5 SnapCenterfk5528F0 SMCore U455,

> Scert = “<CA certificate thumbprint>”"

> $Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=Scert appid="S$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

f5lan,

> Scert = “abcl23abcl23abcl23abcl23”
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> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> S$guid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146
> netsh http show sslcert ipport=0.0.0.0:8145

2. Bifln) CAIEBIRIR, EBEEHITUTEBEIEBARSIZRAZRI SnapCenter BIZRIA 1S Web ARS523
F“NS AppPool\ SnapCenter i 1a)# LR CA IEH.

a. 3| Microsoft BEIR#EHI& (MMC), RAREE X4 > FINMGREEE T,
b. T RMEMFREIRR T EON, EEFEIUR", ARREHRIM
C. EIEPEERETEADR, EEUENMKFEDR, AGERE TR
d. BFE FHIER > iEH - AT EN > A > IEB.
e. 3%#FSnapCenterif+,
f EEshAMAFRWIRAS, BEERESE CAIEPRHIZRE FIEES > EELH,
g BERM, EEFERAPNE BmSTEUEELARMITENET (BREWPHRINE)
h. 0 IS AppPool\ SnapCenterfF?, EF5EeEHINE,
3. XF CAIEH IS IXE, MULTIRIZ7ESnapCenter Server FRNNETRY DWORD EMRINEZH
7 Windows At RmIESRF, EH TEREINREZ,

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL

4. 7£ SCHANNEL ;Ft#RECE £ T XX H6I3EHHY DWORD JFMRINEZE.
SendTrustedIssuerList = 0

ClientAuthTrustMode = 2

At ESnapCenter Windows 4 LU 1T E SSL @15
&% (EF PowerShell 5< Bt & SnapCenter Windows {4 LAH1TIX @ SSL &S,

FaaZ Al
R CAIERHELEI A,

PTIE
1. BHERO, IETE Windows i EH Xt SMCore i 8145 (BRIA) BITLATIR1E,
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a. {EALLT PowerShell a5 2 HilpRILE BISnapCenterB & A UEPixmOA40E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

fB4n,

> netsh http delete sslcert ipport=0.0.0.0:8145

b. JEFHRMAICAUEPF S5 SMCorelim 148 E

> Scert “<CA certificate thumbprint>”"

> Sguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable

verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fian,
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

7£ Windows T4l EEFEXX @ SSL &(S

EEI LS AN @ SSL @S, LUER PowerShell 855 1R# Windows 4l _HISnapCenter
RSBS54 2 BB RS,

ez Al
BSRITRIERRMHR SMCore RIEERES, AREHITIRS MRS,
TB

1. ESAMNE SSLi&(E, iETESnapCenterfRs588 BT Tan<, BTN, RS[BUKRFENE SSLIBEE
BB MUE,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost
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> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. FHUTHSLHIT IS SnapCenterf FHFZF AEIKIRIE, > Restart-WebAppPool -Name

"SnapCenter"

3. 3F Windows e, @ FizfTLLT PowerShell S5 $E#HEEN SMCore RS :

> Restart-Service -Name SnapManagerCoreService

A E SSL &S
& B LAfEERE PowerShell 5822 AN A SSL &S,
X FUES

* BARMITERIERRMAF SMCore KEEM M, AEHITIRSSRMNH S,

© YIZEANE SSL @S, CAIEBNMEAERSWMIER.

* E\SnapCenter Server RINFTEN, HNZRHFEREEFENBIXNE SSL,
* R%Z#F NLB 0 F5,

L
1. BERINE SSL &S, i57ESnapCenter Server X FrE G TN SnapCenterEHITITLTE<,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. ERLLTFESHIT IS SnapCenterf/ T2 EIUIR{Es > Restart-WebAppPool -Name

"SnapCenter"

3. 3tF Windows &, @1Ziz1TUL T PowerShell 55 < E#/25N SMCore RS :

> Restart-Service -Name SnapManagerCoreService

£ Linux E4 LEEFHEANFE SSL &5

7E Linux EA1 EACE N A SSL &S
B RZECE W\ SSL GBS LARIP Linux EH1_EBISnapCenterfRSEZ 28 S5t 2 iB)fVEHE 1@

So
2 PA

s BNIZBEA N Linux EXNECE T CA IEFH,
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s BATTEFRAIEE N A SnapCenterfR 5 28 L B AN A SSL &=,
SIE

1. ¥ certificate.pem E%Z! /etc/pki/ca-trust/source/anchors/s
2. ERARME Linux ENBIEEFIRS.
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. WIREPEREERMNENSESIR, trust list | grep "<CN of your certificate>"
4. E#SnapCenter nginx X4H187 ssl_certificate 7 ssl_certificate_key HE# /S5,
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
5. RI¥rSnapCenterfR5528 GUI §5E,

6. BHIT _/<REEKTE>/ NetApp /snapcenter/SnapManagerWeb_ Y * SnapManager .Web.Ul.dll.config* &l
I F /<LEEERIZ >/ NetApp/snapcenter/SMCore B SMCoreServiceHost.dll.config FAY LI T EMRINAY
=

° <add key="SERVICE_CERTIFICATE_PATH" value="<iF pfx BIE&{Z>" />
<7 N$E="SERVICE_CERTIFICATE_PASSWORD{E="<Z}g>"/>
7. EFBEUTIRS.
° systemctl restart smcore.service

° systemctl restart snapmanagerweb.service

8. WIEIEPEEEMINNEISnapManager Web i, openssl s_client -connect localhost:8146
-brief

9. BWIBIEBREEMNNE smcore i, openssl s client -connect localhost:8145 -brief
10. 12 SPL ZHEMZZHEE,

a. R ECL SPL BB SPL_KEYSTORE_PASS #28Y SPL ZHEIAZE L,

b. ENZEAEZE, keytool -storepasswd -keystore keystore.jks

C. EFRETATAF B RIRBIE, keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks

d. 9 spl.properties FHIZ5H SPL_KEYSTORE_PASS E AR,
e. EMBMRS.
1. 724 Linux EME, 7E SPL &4 ERRINRIEBFAFERES.

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS
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i. 107 keystore.jks FHIZEZ B, keytool -list -v -keystore <path to keystore.jks>

i INREFE, EMZEMFIIZ. keytool -changealias -alias "old-alias"™ -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. {EATEHETE keystore. jks FRRY certificate.pfx BYFI EET spl.properties X1+EHHY
SPL_CERTIFICATE_ALIAS H{&, AIGE#HE5) SPLARS: systemctl restart spl

13. BIBEPREEMMNE] smcore i, openssl s _client -connect localhost:8145 -brief

7 Linux =41 LB SSL &1

EEI L B AWM SSLIEE, LUEA PowerShell 8 $1R3F Linux 41 EAISnapCenterfRs3
S5t ZENMEEREE.
p
1. AT TRELUS 2 M SSL &=,
a. & SnapCenter GUI,
b. BaFGE>SEIEE", AEEE TSnapCenterfRs52s B FHIEHINIE,
C. BHFN>HEEN, AEEEEZAER SSL &M EN.

d.
,.E“ﬁﬁﬁﬁ, AR T BRIERIIE
2. MSnapCenter Server Linux EH1ERANA SSL &=
° Open-SmConnection

° Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

A& Active Directory. LDAP #1 LDAPS

S AZ{EER Active Directory 13

& NiZ B SnapCenter Server jEfift Active Directory, UEBIEFRBZ M AZE1ER Active
Directory HEVEN.. BFFIH,

FFeaz Bl

LDAP #1 LDAPS ¥
* {&ELUER LDAP T LDAPS thilCEMAZEEHERIE Fid,
* IBRZ BB ARG T SnapCenterARSS 28 2 BRI A& S,
* NI E MSnapCenterfRSZ 232G EHIAY DNS fi#tr, RZIRA.
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LDAP 1Y
* T2PREHE (FQDN) %A LM SnapCenter Server fi#f,

1EA] LUfEEA FQDN SEMASEERE, MR TEMSnapCenterfRS2:f%4T FQDN, NIE]LUEREIEFIZS IP
HUEH TR, FHHiZMUENZ A LA M SnapCenterfR 33 287 4T.

LDAPS 1Y
* LDAPS FFZ CAEHRTER B RIBEHIEREREI RN,
"7J LDAPS F2& CA ZEFIRIEHR"
* FiTHIZEENER (DCHostName) [Zi% ] LAMSnapCenterfRZ5281410)0
XFUES
* B LUfEASnapCenter A 2. PowerShell cmdlet 8% REST API SEEMAZEERIE,

TE

—_

- EEMSMEER, BERE

2. TR E TIEY, BHeREE"...
3. EEFGENEY, BHEHIGE
4

CamE Y Em—EEE.
MRS TTES, %E4F LDAP 5 LDAPS,
a. JNR%EE LDAP, FIEE N LDAP IMAS E(EEHFAEMEE

($)]

XX A . 1R1F

15 FETEIHH NetBIOS BT,

15 FQDN 5 FQDN FH & f#tfro

1T Hl2S 1P st YNSRFEEMSnapCenterfik 35 23 #HTiE FQDN, 15

HEE— NS MIEEHIZE 1P ik,

BXEZER, BEE "M GUI AFZEERIER
INEEEHES IP" o

b. #NER%EHE LDAPS, BEIEE N LDAPS EMASEEEAENER:

I F XA, ... 121
I EEIHAY NetBIOS & FFo.
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XTI . 1R1F

i3, FQDN 57 FQDN,
IR HIZZ 2R BE— I HZMITHIZBZBIR, AFRE B
EiEHI2S 1P stk N SR 1GIT 528 2 ¥R TS 7E M SnapCenter Server fi##f

,» MIRZZYIE DNS fZ4fT,

6. BEHEMHE

BCE IS N FATEF LIS A Active Directory iEEXAY R

HIGFEE ISnapCenter/3 A Active Directory iREXIXPREY, f&B]LATE Windows Server k&
ARE Internet (528833 (1IS) KeIEBEXNBREF MK,

TR

1. £ %% T SnapCenterfy Windows Server E3TF IS &35S,

FEAEMSMERTR, BENAREFD,

TN BRERF Y RFEESnapCenter , AEBEHIREERPH BRILZE.

R BH”, ARBE ... LUYRESnapCenter BiEF S 1o

EBEXKAFEES, HWNEH Active Directory BN IRAVIE A F Sl i &1 Bk 2 B #Fo
B 0K,

o o A W N

BEXMHFE T SnapCenteriz BIZRE MBI E ApplicationPoolldentity o

79 LDAPS E2E CA B il

2 Windows Active Directory LDAPS ECE& 7 CA IEFEY, &R ZESnapCenterfik$52s £
79 LDAPS F2& CA B IHIE+.

B

1. 3| Microsoft BIRZH G (MMC), RAEHRE X4 > RNMIREES T,
AR EERR TEOR, EEIER, ARBRERIT.

FIERERRITEOR, EEITENIKFER, ARSEE TN

B FRISIR > IEB - AT BN > REEFRIEBMANE > IEB.

ARBEXAR ZEERIEBMANNE, AREFHREES>" SN UBHSAESR.
FTEMAS, SRR

o o A W N
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EESFHIE =TT BENE, EFWIER, ARREE T
TRIERSANES BEERE, ARBE TR RSN

7. JHRENEREES R 5 H 6,
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