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fid & OpenlD Connect U B {ERER,

16. ITHIFARS S EIRSA AR Tools* 528 THY*AD FS Management* T &,
a. NZEMIAAEFRIEE N RZRF A XK,
b. 3E&#EWeb APIFH & T *edit*,
C. B E"IAR AN T+
17. g * A * o
a. 7T FEEAMNIERIR TR RPEFERLDAPE M ENEARIEY
b. gFH*T—F*,
18. FN*ERIERIN* B o
a. 1 EBHFE ThIYIZFRPIEE Active Directory*,

b. 7E*LDAP Attribute* FHiI%|ZR %% *User-Principal-Name*, #EO*utgoingsrIi ERiE A T hIFI R A%
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fEFPowerShellas < 82N AZF4H

el LIEBPowerShelldp < S 2N FATZF A IWeb API. FHHRNSEEMAER, XS U AR IZ M, B
XIFME R, iBEZED<link to KB article>,

1. GEFALL T ar < TEAD FSHEIE AN 2R 4H,

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRolelIdentifier WIZFHAMBZFR
redirectURL RINGEE AMBERURL
2. BIEEAD FSERSS BN AREFHEMZE P IRER.
Add-AdfsServerApplication -Name "S$ClientRolelIdentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri S$redirectURL
-Identifier $identifier -GenerateClientSecret

3. BIEADFS Web APIN AiEFHEC & HENE AR ERIRZ R,
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier $ClientRoleIdentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"
4. MA TSR PRIREFIRIDINEFBZA. BNENETR—K.

"client id = Sidentifier"
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"client secret: "$ (SADFSApp.ClientSecret)

5. AAD FSK FEF 1% FallatlaimsF1OpenI DAY PR,

Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

QRuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
6. B AN o

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 85 Web APIR T2 H LA SMBX fHF E X AR A4 AN o

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier,$redirectURL -IssuanceTransformRulesFile

SrelativePath

FEHTIAI0) L R EIHRRY 5]
f&A] LAfEFPowerShelldn £ B #7114 10) < FE R HARY 8],
* XFIES
RS ERERTAHAP. BERPIHMEARNNEAES, HRSHERERCE. ERIHZaIEN.

* BUABER T nR<SHEBEIHRR B N607 . XMEREEHEELIREENR, EUIRHEBZHNNE.
PUBE e AT IEfRIFr 49k SR B R L

SR
B ENN AEFLEAWebApidYisip) < EIHARYIE. J5TEAD FSERSSBHREMAU TR,

12



+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"
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i i R

[ElEURL NREBENAURL, HEWANNARERHNERURL
B{HI8IEURL [adfs-domain-name]/adfs/oauth2/authorize
HIE<LHEURL [adfs-domain-name]/adfs/oauth2/< k&

% 1D HNAD FSEFIHID

B iREA HINAD FSE FimZ A

SCE OpenlD

B iR S 5IE ERBARAUTHIRELR 1%

AN 7£*Advance Options *IEI-£H, ZHN15EIAURL{EE

BN ERFE, ZETIWTLEREZ RN aud B,

fEFIPowerShell. sccliflIREST API7£SnapCenterfRs3 28 A EMFA

Ea] LUEAPowerShell. sccliflREST API7ESnapCenterfRs3 28 HEZEMFA,

SnapCenter MFAS < 1T R E B 5 183IE

7£PowerShellfiscclift. FAcmdlet (Open-SmConnection)¥ B AN —"1& 7 "AccessToken "BIFER. LUER
EETEX AP H#ITRNRIE,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

MIT ERemdlet/la. BAMBNAFEIE—TZIE. LUBITEMSnapCenter cmdlet,

SnapCenter MFA REST APIZ {5 183F

7EREST <access token>%& P iif(40Postmanz¥swagger)H £ 1% /9_Authorization=Bearer API_FJ7& < h&.
HEFBFIR AP RoleName. LUMSnapCenterik13pINMmAL
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SNRAMFAECE TAD FS. MINERHRI(AR) TR MINIE. UEEIEFIREST APIiiRISnapCenteriy
2.

* XFUES *

s BRI U RERIRESTE Fif. ffli0Postman. Swagger UIg{FireCamp,
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1.
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BHIIEHRN BIEFRILRSHEE. EREEMEIAD FS SSOMHE. EUIER. EXIURHEADEEE
FHEIMFAHRITE M. 1.72AD FS SSOMERAF BXAER. BNERIFEF BB FHk .

+ [P MR U A N user@domaingidomain\user,

- EEBXAER. BAEHER,
- BEER
- MEBFRIETE SR, EFE—NBPRIEENFHH#HITE R RIEEURTFENEE).

o HEIX: HUERIXFNEH EBIEAHEIXE,
° QREG: fEAAUTH Pointt$ch FATZF13EQRIB. ARRANNAZR ERAIIGIEN
—RMERD: BASEN—RMEE,
SHWIERINE. BITA—MRETO. EFEEAE. IDFRIFHSE,

S %S H7ESnapCenter REST APIFRER & R 1T LR 1E,

EREST APIFR. fENTEARRLER ) L 2R < M A B R Mo
SnapCenteri§ MAD FSIEIE Lt iAIE) S
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PowerShelliZ[
c HIE*
1. i5{TPowerShells{CLI&FE < IGUIl. REST API. PowerShellFlscclifZ FAMFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

pathS¥ A FIEEAD FS MFATTEIRXmIX I E,

NECEEIEEAD FSTTHUIEXHERZAISnapCenterE A RE. RESTAPI. PowerShellfscclifZ
MFA,

1. ERKEMFARREIRESHIEZE Get-SmMultiFactorAuthentication cmdlet,
sccli Interface

TR

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatal\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication
REST API

1. IBITLLFPOST API. LUEAGUI. REST API. PowerShellflsccli2 EBMFA,

S &

1ERAJURL /API/4 9/SETTINGS/multifactorauthentication
HTTP A& Lzl

JERIEX { "isiMFAEnabled": false.

"IsRestApiMFAEnabled": true. "IsCliMFAEnabled"
. false. "ADFSConfigFilePath": "c
: WADFS_METADA\\abc.xml" }

M R 1F 3 { "MFAConfiguration": { "isiMFAEnabled":
false. "ADFSConfigFilePath": "c
: WADFS_metadata\\abc.xml"
"SCConfigFilePath": =, "IsRestApiMFAEnabled"
. true. "IsCliIMFAEnabled": false.
"ADFSHostName": win-adfs-
sc49.winscedom2.com } '}

2. AL TAPIKEMFARRE RSTIEE,
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2 &

15RAIURL /AP1/4.9/SETTINGS/multifactorauthentication
HTTP 753% FREY
e 57 1E S { "MFAConfiguration": { "isiMFAEnabled":

false. "ADFSConfigFilePath": "c

: \\ADFS_metadata\\abc xml"\
"SCConfigFilePath": =, "IsRestApiMFAEnabled"
. true. "IsCliIMFAEnabled": false.
"ADFSHostName": win-adfs-
sc49.winscedom2.com} }

Z % SnapCenter 5328

EWindows 4] k&% SnapCenterfiR$ 28
EELUETT SnapCenter ARSS 83 R A2 FIITX 3R E%E SnapCenter ARSS 85,
A LUESEER PowerShell cmdlet HiiTZ PN REMNEERTE, BN FER7.4. 28 EShRZS,

() FosEmaTHERRE SnapCenter B5H.

Sa ! = ATl
* SnapCenter fRS 28 THMNTERFH Windows B3, HEFRSRERFERAEFH B,
* ENHBRITRIZRE SnapCenter fRZ 23V EN_EAXR L ZE MySQL ARSE 23

» N BB A Windows £EZF AR,

BEXEHAMEE, 132 Microsoft Mg "Windows ZER2FHEIDFE

@ &R SnapCenter fRS528 %L1 A A Microsoft Exchange Server , Active Directory 3%
HE RSB EN L,

$IE
1. MF#; SnapCenter fR53288LEEE "NetApp SZHFuh ="
2. WETHM .exe XH/B5H SnapCenter fRSZ 2R E,

BHMRERE, REGFRITHRETIR, MRTHERRRER, WRERENMERNESHE
TR UBRES HEHSRRE; BE, HRNTUEE.
3. BE R SnapCenter FRSZBFAIFEMNTUATE, HiREFTEHITEN.
EARIIETE MySQL Server TFEEEUERERES, 7E SnapCenter fRS5 83L& B, RASBEIERME.
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@ ﬁiﬁ%l’ﬁ%ﬂ%ﬁﬁ’ﬂEE)‘(E%&XSE#%#%%?—?& "% "o MREBEREES " %", WRERKK
Mo

4. BE*UMRE",
MREENELY, WERENNEIRER. ENERRAXLEE, ARRHRE.

@ NREBT - BUH * &1, NIERRITHZ RN, ARBaERE(F. SnapCenter fik3523
B MENFRTEMIBRS

B2, NREHIT SnapCenter fr5527uE R EFMSEHIEFRF SnapCenter RSZ522B MR ERTRT * BUH *,
M Z2FRFAERFHTT, TASEUH LRFo

AEXHHRATEEESZ AR %temp% XHFEXH (REHKTIL) . MIRBEE@MATME, BEMGHL

BRI ITU TSR EE) SnapCenter IRSZ28%%E: ¢ ¢

\installer location\installer name.exe /log"C" I \"
FLinuxEH]_EZESnapCenterf 5528
&0 LUETT SnapCenter ARSBZ 28 L EIEF AT 1T AR L L SnapCenter AR5 28,

a2z Al

s NREEFHLE BBINEZREESnapCenterfY3Eroot A P 24 SnapCenterfR5528. 15 MNetAppZiFih ik

EXsudoerstREEFNX o ERARIELinuxhiR S E FIE 2 BIRRIRFN S o
* YNRsudofHFEIESUSE LinuxHAREJ A, i8R & sudoiR B LU S S I IER K.
* XFSUSE Linux, BECEEN S LUBRREKX K,

* BITHPUKRER2LINUXIRT sestatus, #0R_SELinux statu_J9"enenabled ". 1_current mode_
A"enforcing". BHITLATIRIE:

S

_webapp_External port_ F9ZRIA{E /18146

o YNRFHAIEREIEZIFO. JBIE1T sudo firewall-cmd --add-port
<WEBAPP_EXTERNAL_PORT_>/th

_webapp_External port_ FIZRIA{E 18146

° MEBZREFE RN E RBITU TSRS

" sudo ausearch -c 'nginx' --raw | audit2allow -M my-nginx

MR I ESIRE"TTIRIE". IBEZREESnapCenteriRSZ28EEEF TGRS,

° JB{TAF¥ . sudo semanage port -a -t http port t -p tcp <WEBAPP EXTERNAL PORT >

* INRILELRIE_my-nginx.pp_. BEEITHLERLLUELLRE LT EIAS. sudo semodule -i

my-nginx.pp
> FAFMySQL PIDE ZMERZZE /var/opt/ myqld_o BT TS LUIEEMYySQLE AR,
" mkdir /var/opt/mysgld
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" sudo semanage fcontext -a -t mysqgld var run t "/var/opt/mysgld(/.*)?"
* sudo restorecon -Rv /var/opt/mysgld

° AFMySQLEIER FRIERIZ N /linstall_DIR/NetApp/snapcCenter/SnapManagerWeb/Repository
IMySQL/_, BITEA T LUIZEMySQLEE B RAAR,

" mkdir -p /INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

" sudo semanage fcontext -a -t mysqgld db t
"/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL(/.*) 2"

" sudo restorecon -Rv
/INSTALL DIR/NetApp/snapcenter/SnapManagerWeb/Repository/MySQL

KXFUIES

* YNRSnapCenterfRFZ a3 LLEELinuxEN L. MELEE=FARS. FIEAMySQL. RabbitMq. Errlang, &
ARG EHEH,

* ZELELinuxEH_EAISnapCenterAR S 8 A% 45
© BRIk
° Windows ¥
° Active Directory ({RZ3FAtAE . BFEE B creddfrootFl F #13ErootA )
> AT &R ZF|SnapCenterfE T M F 1030 IE
* ELREHE. NETIETH, MRRERFITIEAMT_libicu_ERMREIXR, MIETUTHSREE libicu_:

yum install -y libicu
* WREBT_PERL_AFHAMSEHSnapCenterfRZ[BLERM. BIEITUTHSRLE_PERL_: yum
install -y perl
gl
1. BULTRBMTE "NetApp 2504 5" E|_/home directory_,
° SnapCenterfR$5 28 Z2 B1-snapcentr-linux-server-(el8/el9/sles15).bin
° NHZR$AH-snapcentre_public_key.pub
° HEMNAYE & X fF-snapcentre-linux-server-(el8/el9/sles15).bin.sig

2. EE A Sopenssl dgst -sha256 -verify snapcenter public key.pub -signature
<path to signature file> <path to bin file>

3. Rj?ﬂFrootFHF'?i”é% iﬁ?ﬁbﬂ?"*snapcentr_serverjﬁ? IOF0_(el8/el9/sles15).txt *FIEERIVISUDORR. %

4. A binZEBEFEDEEHITMNE, chmod +x snapcenter-linux-server- (el8/el9/slesl5) .bin
S. PUITHP—ITURIELIRE SnapCenterfiR 528,
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BERITHIIR(E HITUCIRIE ...

RERTE ./snapcenter-linux-server-—
(el8/el9/sleslb) .bin

RARFRETERMAUTIEHEER:
* FAFELinuxENIMEBIBIRISnapCenterfiR 55 28
BIWeb B IMEREH . BAIAE 8146,

* B SnapCenterfk5528A9SnapCenterfiz 5523
FF.

* BERENHENLRERR.
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BERITHIIR(E
FRERARE

HATIEIRIE ...

sudo ./snapcenter-linux-server-
(e1l8/el9/sleslb) .bin -i silent
-DWEBAPP EXTERNAL PORT=<port>
-DWEBAPP INTERNAL PORT=<port>
-DSMCORE _PORT=<port>
-DSCHEDULER PORT=<port>
-DSNAPCENTER SERVER USER=<user>
—DUSER_INSTALL_DIR=<dir>
-DINSTALL LOG NAME=<filename>

n~f5: sudo ./DSUAN snapcenter_linux_server.bin -i

SILET -DWEBAPP_External. port=8146
-DSNAPCENter SERVER_USER-=root
-DUSER_INSTALL_DIR=/opt
-DINSLL_LOG_NAME-=InstallerLog.log

B EI§7FHE7E_/var/opt/snapcentre/logs o

EHZEESnapCenteriR B 25 RS

* DWEBAPP_Externaliz[d: FAF7ELinuxEAS0

ZBifinlSnapCenterfiR 35 28H9Web R B2 R ISR im
M. ZERIAEF8146,

DWEBAPP_INTERNAL_PORT: FFELinuxE
MR SnapCenterfiR 55 28 Y Web i FA T2 A EB
ma. BRINESN8147,

DSMCORE_PORT: i&@fTsmcorefR55#ISMCore
0. BAIAENB145,

DSCHEDULER_PORT: i&zfTitXIEFRS AT
YRR, EAENS154,

DSNAPCENer SERVER_USER: E%
#SnapCenterfR5328RYSnapCenterfRs5 28
P, 31F DSNAPCENER _SERVER USER ,
RINNEBTRERERFAF.

duser_install_DIR: BERENHEHNLEER.
FtF_ duser_install DIR_. BRINZEBF
5 _lopt_ o

DINSTORL_LOG_NAME: AF#&EiELZEHEN
BEXFR. XR— 1 rAESH. WREE. U
ZHle EASEREMES. MRRNEELS
#. NESHEREERE L. HEEERAR
T,

DSELINUX: %1% SELinux STATUS _
A"enenabled ". _current mode_ /7
"enforcing". FHBEEHTBefore YouFiaER 5
FiREINE <. NMINIEELSHHEREN
1o BRIAMEHO0,

DUPGRADE: ZRIAENO, BB REHERETE
FIBROLLIM AT EE S AT+ SnapCenterfRSS
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T—FEHA?
* YN8 SELinux statu_73"enenabled (BH)". T_current mode_A"enforcing"(G&&IH1T). M*nginx*BRSIE T
ERT. BRIETUUTHRS:

a. #BIETHR,

b. EZ{TH<: journalctl -x|grep nginxo

C. YNRAAVFWebN FARZFAEPIE A (8147)010. EIBETTUT <!
" ausearch -c 'nginx' --raw | auditZallow -M my-nginx
" semodule -i my-nginx.pp

d. 51T setsebool -P httpd can network connect on

7EfSnapCenter

INRIEENetAppr=mBIFTAF . FEXBIMENNetApptk . MR FEAMSnapCenter LS
A%z ¥
gl
. & SnapCenterfg, SAnZl*help >XxF*
7£_About SnapCenter IHEEH. 12 FSnapCentersZfil, ZLFIR— 87 1FFLHI200I21F,
8, https:/iregister.netapp.com
B IAE NetApp SEMEF *,
EE SHIFME R BT M,
¥$NetApp Reference SNFEREE =,
M“SnapCenterf= k" T Hi5IZRHi%EE*Product*,
I BRI,
i N201$ I SnapCenterS2{31D,
BEMER S

—_

© ® N o g k~ W D

—
©
-

{FFIRBACIZIE R EISnapCenter

SnapCenter Z1FE T A BMNIARIES] ( Role-Based Access Control , RBAC

) o SnapCenter B2 &Y SnapCenter RBAC ¥ A EMZFRDECLE TIELHSE Active
Directory FFHYF 8% Active Directory FFEYZH, IN7E, RBAC FFRILUERDEHNARE
%% SnapCenter

FHAZ H
* &7 Windows Server Manager /2 8 Windows #iZ#UERS (Wwas ) o

* SNERE(FEF Internet Explorer fENI% 285 R % SnapCenter iRS 88, NHBREZA Internet Explorer AY
RIFIET

* dNERSnapCenterfREZ /L EELinuxEN L. NN FERAFZESnapCenterfREZ2BHEFP KA E R,
s XTFUES
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L4EHAE], SnapCenter REBLEMESROIE—NMRELSN, HIEERETERE LUAKRRE SnapCenter B3
MBS " FHIG " AR, tbSh, RERSEELEERNIBIBEEREREREMNE S 2R SnapCenter URL , UMl
REEMNTIZRAER, ATUEFIXL URL,

SNSRAELE Web HSEBHITF T S AT, MLEH SnapCenter NI IET-EF LG EM
(i)  SnapCenter s, B3RS SnapCenter B, EAFBE * 5K * RANETED Web
K328 LUESE SnapCenter o

*RELER: CHTFREER, BINAERANK2IREE SnapCenter ZH5,

FINEF AP R E URL @5 %% SnapCenter AR5 2309ARS5 28 ERIERIAIRO 8146  ( https://server:8146) HI%&
2%, WNRETE SnapCenter REHAEIRE T HMARS 2[R0, NKAZiHE0,

WNFEEAM (High Availability , HA) ZE, EXAEREINER IP

https://Virtual_Cluster_IP_or FQDN:8146 i/5i8) SnapCenter , 187 Internet Explorer (IE) FEARE!
>https://Virtual_Cluster_IP_or_FQDN:8146_ BY>k&Z!I SnapCenter Ul , MARESMEGHEVIE IE HREM
B P HilitEY FODN AMMARERIER, HELNEESMEMEN LA E iGatel. EXFEHAER, 15

S0 "TIEMINEGE IR SRR P #odk",

BT fEF SnapCenter EIF2AAF RE 29, EIERATLUER PowerShell cmdlet 82U ITACE, &HFIER
121E, L cmdlet AJRERMEE ™ SnapCenter lRAERMAEE R, " ( SnapCenter B cmdlet £%35F3) "BEHE
FEHEE.

(D) nREREXER SnapCenter , NAREMRETRPRENEEMTER,

TR
1. M\t ENKE_ERIRES T, RELERIRMAY URL 5 SnapCenter EIER A URL [B5D

SnapCenter ,

2. WANAP &R,

BETUTHEA ... FEARAUTERZ— ...
HEEG * netbios\ AF &

* AP &@UPN 543
5140, username@netapp.com

* i3t FQDN\username

AEIRR Username

3 WMRENETZ A6, EMNABEFTERERTRERRIENAE,
BRE, BNHEFEFMXEAEIEE2/R7E SnapCenter 894 £,
. é:él: *

R RS B AR DIE,
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MRAZEREBHRRHE, IHEABEUES, NI SSLIEBMEIE SnapCenter . "THESEL., "
© ARG *
ERLURBAC FBF 5125 SnapCenter IR58/5, RISTARIIE,

INRIEZEE SnapCenter kIR EIEHY Active Directory 35, MRS E SnapCenter SEAHX LSS, SAFBAR
RS EMNBAFREAR, "THREZER. "(BX)

NRBTELinuxEH LZ1TAISnapCenterd RN EML. WM LA U EIREVRIGFN X4
. _/opt/NetApp/snapcentre/SnapManagerWeb/Repository _,

M6.0kRFFE. 7ERMmE LB T SnapCenter PowerShellf A . &0l LUER RIES X E#EIAEISnapCenter

PowerShell cmdlet,

EA ZAE B HWIE(Multi-Factor Authentication. MFA)E RZISnapCenter
SnapCenter IRSZ 2B ZHFHIEMFAR Tk btk B F/EsIB R
FreaZ i
R ERBAMFA, BXIABRAMFARER. BEEN "BERZAZS M
* XFUES *
* {NZHFQDN
* TREMBEERAR TEERAMFARR
cBE
1. M ENSE ERES X, RELREIEMHR URL 5 SnapCenter BIRRIEMHM URL /B5h

SnapCenter ,

2. ffAD FSERIEY. BANBF ZFMZEE,
SNSRAD FSITA LETAFPRRBREMEIREE. WNEEUTAR:
* BRRREBEEEM
Itk 8 P ik 2 73 FActive Directory (AD)HR
T EEBEEADRIGEN AT RAZIERE
* ADFIAD FSEERERBIETEIETT
{824 SnapCenter Eii\ GUI &iEiERY
el LB SnapCenter B2 - AESIEEIHAIR, FE/NFHRATEINBEHAR 20 535,
ER—IRLIEE, BIABR TRTFIEEDRES 15 780/, SnapCenter 2MERHES, IBHERKETE 5 75
AMEFBFR RESETERE. BUABERT, SnapCenter RTERERN 20 DEHEM GUI RiFFEHE, EHAE
MER.
7
1. EEMSMEED, BHgE > 2RRE .
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* SERfE
SEFNERMEENSER—NED, EBREIERT SnapCenter IR 255 1R EH 2 BIFNERIRS

© L RSB REEENRB RS EECAIER,
* g RRCAIERE R IHIIIE,

* | RATERIECAIE S,

* @ RTATERRIIERER.

() nEReHEEIEE, NRTRERPRFESRNRER.
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JLinuxEAN B ECAIEH

7ELinux E&%&SnapCenterfkFB2sfa. REERECIEBERIUETH. WNREFERCAIES.
MR ANginxz EIE. HiZHEIERMSnapCenterfRSZECE IEH,

FEENGINXIES

g

1. SAn%_/etc/ginx/conf.d_: cd /etc/nginx/conf.d
ERVISERIX A RIEZZTT F *snapcentre.conf*,
SAEIRE X ARSI 5

&ER_ssl_certification_ #1_ss|_certification_key BIERZRLUIERCAIEF,
RFH KA

EHMENginX: $nginx -s reload

© o & W BN

FCEEZASIES
1. ERVIFREA X A RIE25TT
F_INSTALL_DIR/NetApp/snapcCenter/SnapManagerWeb/SnapManager.Web.Ul.dll.config_o
INSTALL_DIR_BIERINER_/opt/_o

2. #4E*UDILOG_CERTICATE_PATE*#1*UDILOG_CERTICATE_Password*%$H, U958 & CAIEPERAEH

25,
B % B SIEB 55 _pfx_1&T
3. REFH XXM

4. EFfEEh*snapmanagerweb* g5 : $ systemctl restart snapmanagerweb

Ao &SnapCenterfRSZiE+H

p
1. ERvIsE X A FRiESRFT AU T REX .
o INSTALL_DIR/NetApp/snapcCenter/SnapManagerWeb/SnapManager.Web.UI.dll.config
o INSTALL_DIR/NetApp/snapcCenter/SMCore/SMCore.ServiceHost.dll.config
o INSTALL_DIR/NetApp/snapcCenter/Scheduler/Scheduler.API.dll.config

INSTALL_DIR_FIZRINER_/opt/_,
2. YmiE*service_certification_path*f1*service certification_password*Z$H, U956 & CAIFBRZMZEN,

SnapCenterfRSZBIEPINZHF_.pfx_ o
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3. RIFH XXM

4. EFRTIFIBRS.
°$ systemctl restart snapmanagerweb
° $ systemctl restart smcore

°$ systemctl restart scheduler

EWindows 4 _LECE /B AXXESSLIE(S

7EWindows = #_LEZ & N [ASSLIES

B EEENMSSLEE. UARWindowsEH]_EAISnapCenterfk$E 28 Sl 2 EIRVHE B
B
FraaZ Al

* BN EENE NS/ NFHKE 30728 CAIEHBCSRYX 4.

* CAIE B 2 RS 2R 0 I & F in S 9 3IE.

* BRAABE— 1 CAIER. HEFNEEFARNIESOFAEE,

* BNERBBERSSLEE,

BXEFMAER, BB "TECAILEBERD, "
* B EEFTE G ENMSnapCenteriR 5523 LB AN RISSLIE S,
RAFFLEENHARSS BARE AN ASSLIBEERIIF R,

p

1. BHE KO, i57ESnapCenterfR5385 41 _EXfSnapCenter IS WebfRs5 285w 8146 (FAINHRITUTS
B, FH{ERPowerShellf < ¥3SMCorelir 18145 (FINBXHITU TS E,

a. FALUTPowerShellip S MilFRIN A SnapCenter B & Z B iHO48E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
fBgn:
> netsh http delete sslcert ipport=0.0.0.0:8145
> netsh http delete sslcert ipport=0.0.0.0:8146
b. J&#IKEYHICAIEP 5 SnapCenterfRs3 28FSMCorelis 48 7E

> Scert = “<CA certificate thumbprint>”

> Sqguid [guid] : :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
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certhash=$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port/IIS port>

fan:
> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=$cert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=$cert appid="$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145

2. BiFCAIERIINIR. BHITUTSBLUARIFHMEZMCAIER. MiTESnapCenterfIZRIAIS WebfRS5 2%
FAF"IIS AppPoool\SnapCenter" 7N EE PR ET IR,

a.

o

a o

h.

#EMicrosoft EIRITHI & (MMC), SAIGE T *File*>*Add/Remove snapino

RSB EEREETEOR, EF IR, AFRE M.

FIEREERRTEOF, E8F * HHEVIKS &I, ARERE TR .

BEHEHI IR >SHER-ARMITEN > ASHER

¥ SnapCenteriE .

EBRAMBRPWIRRAS, BEREECAIES, ARIEEFE Al Tasks*>*Manage private keys*o

B H*Add*, 7ESelect Users and Groups (EEZERAFPMA) RS R EE NS ITENBIR(EREN

o & Thli)

FI0NIS Appool\SnapCenterfi . 2% i HIAbR,

3. W F*CAIEBISKPE*, MILTERRTESnapCenterfRSS 28 HARNMNEFHIDWORDEMRING H :

EWindows I it &R miE2sH, BHLU TR

HKey Local Machine\SYSTEM\CurrentControlSet\Control\SecurityProv ders\SCHANNEL

4. 7£SchchannelFMRECEIFIE T OIEHBIDWORDFMERINEZ B,

SendTrustedIssuerList = 0

ClientAuthTrustMode = 2
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fic ESnapCenter WindowsiE {4 LIS I IN B SSLE S
&R {E A PowerShellsi < it & SnapCenter Windowsi {4 AL I B SSLE S,

a2 Al
HIRCAIE RIS A Ao

p
1. BHFEHRO. BTEWindows N EXFSMCorelf 18145 (BRIA)HIT LA THE(E,

a. FHLLTFPowerShellds < MfilFRI1A SnapCenter B & 2 IEHim O 48%E
> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>
f5an:
> netsh http delete sslcert ipport=0.0.0.0:8145

b. E#HIRFHICAIEB 5 SMCoreli AFFTE

> Scert = “<CA certificate thumbprint>"

> Sguid [guid]: :NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

fBugn:

> Scert = “abcl23abcl23abcl23abcl23”

> Sguid = [guid]::NewGuid() .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=Scert appid="S$guid"
clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

EWindows E#_E /2 AN EISSLIES

&R LAERPowerShellsp < B AN ASSLES. LAAfRWindowsEH1_EAISnapCenterfz 35
BEHEHZENEEBERS.

* Fraazan -
FEXFrAEFAISMCoreREEIMITAR S AEBXMARSHZMITI,
e
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1. ERAWNMSSLB(E. i57ESnapCenterfRSS 8 AR ENASSLBEEEMS. RSBMNENMRIBIETTU

52

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

1. AR TamLMITIS SnapCenteriZ AT tEIURIE{E, > Restart-WebAppPool -Name

"SnapCenter"

2. W FWindowsitffF. EITLL FPowerShellsi S E#H B EISMCore RS :

> Restart-Service -Name SnapManagerCoreService

B AN ESSLERE

& 8] LIEFAPowerShell e S Z AN ASSLES.

* XFLAES*

* EXPTEIRHAISMCore BT <. AEBXMRSSFIHITH L,

* ZRAWFESSLEEN. F=MBFRCAIEBRERSE.

* B\ SnapCenterfRZ 2/ AMFTEN.. DA FABFEHFENZENMSSL,
* RZFENLBHIFS5,

*BE

1.

BN ESSLIEE. i57ESnapCenterfiks528 EXFrE i T4 SnapCenterEANIZTTLA TS,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"}
-HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

1.

ER LTS ITIIS SnapCenter AIZF AEIMIZIE, > Restart-WebAppPool -Name

"SnapCenter"

2. 3 FWindowstEft. EITLL FPowerShellii S E#HH BEISMCorefRE

> Restart-Service -Name SnapManagerCoreService
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ELinuxEN LA E M E A ESSLIES

ZLinuxEA| LECEXNASSLEE

B EEEWMSSLIBES. MRLinuxEN ERISnapCenterfRS3 a8 St Z BB EBE R
£
FraZ Al
* BRZE ALinux ENECE CAIE R,
s BB TEFRE IS EHFSnapCenterfiR 5325 _E B AN ASSLES
TB
1. ¥*certifice.pep* & %_/etc/pi/ca-trust /iR/remax._ o
2. FELinux ENBEEFIRPRIMIES,
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. IR B EBRFIERAMANSESIR, trust list | grep "<CN of your certificate>"
4. EF#FSnapCenter *NGINX*X 4 #J*SSL_CERTICATE*#1*SSL_CERTICATE_KEY**E#HB5l,
°vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
S. RlFrSnapCenterfRs3 25 B2 P R mEHEE

6. EHiIF _/SnapCore/NetApp/snapCenter/SnapManagerWeb
AY*SnapManager.Web.Ul.dll.config*<installation path>F11i
F_/SMCore/NetApp/snapCenter/SMCore_<installation path>fJ*SMCoreServiceHost.dll.config*F#Y L T I
B

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>
7. BRI TARSS.
° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. IIELLIFBRE EMIINZEISnapManager Webiiiid. openssl s client -connect localhost:8146
-brief

9. IIFILIEBREEMMNEIsmcorelfide openssl s client -connect localhost:8145 -brief
10. EIESPLEAEMZEIEMZIE,.

a. WERSPLEMXHH 2 EI45*SPL_KEYORE_PASS*$#RYSPLZFAZEERIAZ RS,

b. ENZEAEZEM, keytool -storepasswd -keystore keystore.jks

c. FFLAAFK BRIFRERIRIIEED, keytool -keypasswd -alias "<alias name>" -keystore
keystore.jks
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d. 7£_spl.properties %5 A*SPL_keykeykeyse pass* B HHHERIZR,
e. EBIRS.
M. FEHEMLinuxENL L. TESPLIGEHFRYE SRR AR INARIE B AEIER,.

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
-deststoretype JKS

i. #2&keykeykeykeys.jksHAIZBE, keytool -list -v -keystore <path to
keystore.jks>

i. RIEEEEHZEMSIZ. keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> —-storepass
storepas

12. {FF_keystore.jks_F7EERI5 % *certifice.pfx*E#1_spl.properties XHFFHHI*SPL_certification_alias*{&, A
EEFBISPLARSS . systemctl restart spl

13. BWIFLIEBREEMIMNEIsmcorelid. openssl s client -connect localhost:8145 -brief

7FLinuxE#H LS ASSLIES

& LAERPowerShellin < B AXNXASSLE S LAARLiInuxEA] _LAISnapCenterfk35 28
S5iattzZBNEEBELT S,
-
1. ITUATNRELUR A2 RISSLBIE,
a. EREISnapCenterBEf2FAF R E.
b. 2 *Settings*>*Global Settings*#i%&#E*Enable certificATE validation on SnapCenter Server*,
c. B FN>RETNFHEEERHARMSSLAELTEM.

d.
B E Eltr, ARREEAIERRIE
2. MSnapCenterfRs3 25Linux B BN AESSLIBE.
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

A& Active Directory , LDAP # LDAPS
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A BI{SHY Active Directory 33

&N SnapCenter BRS3 28 £ A1 Active Directory , LUBIEZNARA]{S Active Directory 13
REYENL, AP,
Froaz a0

* LDAP F LDAPS ¥ *

* &I LU LDAP 3¢ LDAPS hisCEMAREI{ERY Active Directory 3,

s BN BT EEEMF SnapCenter RS 28 Z B2 X @&,

* W1E SnapCenter fRZ 25 HEEF TN 2 BIRE DNS f#f, RZIFR

* LDAP ¥ *

* T2fREHEZ (FQDN) KA M SnapCenter BRSS 28 f# o

BRI LGRS IEGEAR R FQDN R, SIERTEEM SnapCenter BRSZ 28247 FQDN , #&B] LAAiEis4I28 (P i
bR, bl AT M SnapCenter BRSS 28f#4.

* LDAPS ¥ *
* LDAPS & CA IEPA RE1EE RN B RIB SRR HIRRIRINE,
"J9 LDAPS E2& CA B F imiE+H"

* HITHIZEENE ( DCHostName ) A M SnapCenter ARZS 281517,
* XFUES
* &AJLUEF SnapCenter A #RE, PowerShell cmdlet 8] REST API SR E] {5153,
7
1. TEMSMEED, RERE S
2. EIRENEF, 2L 2R/HIEE .
3. EeRIKENEYF, B IHgE .

g v LUEMRERE.
- FEEAHTRUE A, %4 * LDAP * 5% * LDAPS* .
a. YNRIESE * LDAP * , iBHEE N LDAP MR EHAHRNES:

()]

MFUEFER ... HATIEAR(E ...
e YEREIRAY NetBIOS & #Fo
1% FQDN 8% FQDN F & * f#Hf * o
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6.

MFUEFE ... HATIEIRIE ...

1T Hl2S 1P st SNRTIEM SnapCenter BRSS28#FHTIE FQDN ,
BIEE — W EMAITHES IP #odk,

BXEFMAESR, BEN "MEFAFPREFR AR
E] SR ERIEE 1P

b. dNR %R * LDAP* , BIEE N LDAPS SEMAESEHFIENER:

HFUIFE ... HATIEIRME ...

5 FEE AT NetBIOS &R,

15 FQDN $EE FQDN ,

IR HIZ R IR IBE— 1 HZMAITHIZERR, AREE * @
I HI2R 1P ik WRIFITHIZZ R FRTIEM SnapCenter fRSS 25

1, MINZEEIE DNS f##fro

BEHECHE"

79 LDAPS EiE CA B IRIEH

1R 7 SnapCenter Active Directory LDAPS B2E T CAIEH, MIRTE ARE28 £/ LDAPS
L& CA BFIRIEF.

ez

1.

# %l Microsoft BIEfZHIE (MMC) , ABREE * XM * > * 7 / ilkk Snapin * .

2. EAMEMRERR TEOR, EFEER T, ARBEE R

3. FEIFHEEBTEAN, EHF * HENKS * EB, AERE* Tl o
4.
5
6

B IEHIGR * > IEB-AHI B ¢ > * AERIEBMANE * > *EH o

- BARBHXMR " AERIEBIANGE ", ARER REES *>* SN * UBEHRAEF.
- STRAS, WRFR!

FtRSFEOF ... HITLUTHRIE ...
ERSHIE TR BN, EERIER_, ARRE T
EESCRIERSANES EEWE, ARSBE T * FIRSAN.
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Configure F5 Load Balancer for
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.

Enable 5C2 node member.
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() TaRuSEmGHRNARE BE, HREEAE SnapCenter 5 ONTAP QRIS A BFAE
FHREHIRANER TR, BMETLTIAN, CREMLEAE. CERENIRHE.

BXIZE ONTAP RBAC AEHNIFMES, BEN " ( ONTAP 9 BIER SHI0IEH RBAC 24&IERE) "

@ NTHER—ZE, SnapCenter XA BIRAFERYI. OnCommand AAEEREFAF R
EfEAARIE attribute_. MAE_privilege, IREONTAP RBACA &, X NARIBIE XHER

EL
1. EEHERGL, MAUTHTURIERAR:

ssecurity login role create <role name\> -cmddirname "command" -access all -
vserver <svm_name\>

* svm_name & SVM H& ., MNRBGIFERT, NEANERFEER,
* role_name @ NHEIEENE,
* command & ONTAP IfgE,

O

HXARTIRMIEE, BER BT RABHSEIURN ONTAP HTREH "

)

WAST B MYURES En <, 1FIEE, BAETIHARERRGS, AEBYIHRR

A
4

ub

o

2. AU THLeIRARA:

ssecurity login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step> - vserver <svm name\>
-comment "user description”

* user_name EESIENAF BB,
* <password> BENERE, MRRFEEE, RFARKRTERMNA—ED,
* svm_name & SVM BJ&#F,

3. WMAUT&<S, BRAGIEKLRAF:

ssecurity login modify username <user name\> - vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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* <user_name> BEES R 2 FEIENAFNEN, ST ATFERAFRUBRESHAEXEK,
* <SVM_name> & SVM BY& FR,
* <role_name> @EESE 1 REIENABRREFR,
* <password> BN, MRFEEEE, RFARKRTERMNA—ED,
4. WAUTHS, BIIREEERCERRF:

ssecurity login show - vserver <svm name\> -user-or-group-name <user name\>

user_name EEFE 3 FEIEIAEF BT,

BIZEARRIRAT SVM A&

7£ ONTAP Fu#t SVM BFRIZA G, MIUE1TZ 1 ONTAP erL{THREM T, WRE
7£ ONTAP #¥ SVM B2E A5 SnapCenter E51FEH, MEFRIEFER vsadmin A&, N
TEIHe,

EL
1. EEERS L, Q- AEHNZABRDEFRENR,

ssecurity login role create - vserver <svm name\>- role <svm role Name\>
-cmddirname <permission\>

() cEuusMUBEESLHS,

1. QIB— T AAHRBZABNESRIZAR.

ssecurity login create -user <user name\> -vserver <svm name\> -application
ontapi -authmethod password -role <svm role Name\>

2. R P BRE,

ssecurity login unlock -user <user name\> -vserver <svm name\>

ATt svM A BN EARR ONTAP s 21TRES <
ENIZ1TZ ONTAP sr TR I <L K EVE SVM AEH D EAIR.

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

* ssecurity login role create -vserver svm name -role svm role name -cmddirname
"job history show"-access all

* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all
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ssecurity login role create -vserver SVM name -role
"job stop"-access all

ssecurity login role create -vserver SVM name -role
"LUN"-access all

ssecurity login role create -vserver svm name -role
"lun create" -access all

ssecurity login role create -vserver svm name -role
"lun delete" -access all

ssecurity login role create -vserver svm name -role
"lun igroup add" -access all

ssecurity login role create -vserver svm name -role
"lun igroup create" -access all

ssecurity login role create -vserver svm name -role
"lun igroup delete" -access all

ssecurity login role create -vserver svm name -role
"lun igroup rename" -access all

ssecurity login role create -vserver svm name -role
"lun igroup show" -access all

ssecurity login role create -vserver svm name -role
"lun mapping add-reporting-nodes" -access all
ssecurity login role create -vserver svm name -role
"lun mapping create"-access all

ssecurity login role create -vserver svm name -role
"lun mapping delete" -access all

ssecurity login role create -vserver svm name -role

"lun mapping remove-reporting-nodes"

ssecurity login role create -vserver
"lun mapping show" -access all
ssecurity login role create -vserver
"lun modify" -access all

ssecurity login role create -vserver

"lun move-in-volume"

ssecurity login role create

"lun offline" -access all

create
all

ssecurity login role

"lun online" -access

create
all

ssecurity login role

"lun resize" -access

ssecurity login role create

"lun serial " -access all

ssecurity login role create

—-access all

—-vserver

—-vserver

—-vserver

—vserver

—vserver

—-access all

svim_name -role
svim_name -role
svim_name -role
svim_name -role
svin_name -role
svin_name -role
svin_name -role
svm _name -role

SVM role name

SVM role name

svm_role name

svm_role name

svm_role name

svm role name

svm _role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"lun show" -access all

ssecurity login role create -vserver SVM name
"network interface"-access readonly

ssecurity login role create -vserver svm name
"snapmirror policy add-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy show" -access all

ssecurity login role create -vserver svm name

"snapmirror restore" -access all

ssecurity login role create -vserver svm name

"snapmirror show" -access all

ssecurity login role create -vserver svm name

"snapmirror show-history"-access all

ssecurity login role create -vserver

all

svm_name
"snapmirror update" -access

ssecurity login role create -vserver svm name

"snapmirror update-ls-set" -access all

ssecurity login role create -vserver svm name

"version" -access all

ssecurity login role create
"volume clone create" -access all

-vserver svm name

ssecurity login role create -vserver svm name
"volume clone show" -access all

ssecurity login role create -vserver svm name
"volume clone split start" -access all

ssecurity login role create -vserver svm name
"volume clone split stop" -access all

ssecurity login role create -vserver svm name
"volume create" -access all

ssecurity login role create -vserver svm name
"volume destroy" -access all

ssecurity login role create -vserver svm name
"volume file clone create" -access all

ssecurity login role create -vserver svm name
"volume file show-disk-usage" -access all

ssecurity login role create -vserver svm name
"volume modify" -access all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

SVM role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm_role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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ssecurity login role create -vserver

"volume offline" -access all

ssecurity login role create -vserver

"volume online" -access all

ssecurity login role create -vserver

"volume gtree create" -access all

ssecurity login role create -vserver

"volume gtree delete" -access all

ssecurity login role create -vserver
"volume gtree modify" -access all

ssecurity login role create -vserver

"volume gtree show" -access all

ssecurity login role create -vserver
"volume restrict" -access all

ssecurity login role create -vserver
"volume show" -access all

ssecurity login role create -vserver
"volume snapshot create" -access all

ssecurity login role create -vserver
"volume snapshot delete" -access all

ssecurity login role create -vserver
"volume snapshot modify" -access all

svim_name -role
svim_name -role
svim_name -role
svin_name -role
svin_name -role
svm _name -role
svm _name -role
svm _name -role
svm _name -role
svm_name -role
svm_name -role

svin_role name -cmddirname

svin_role name -cmddirname

svimn_role name -cmddirname

svimn_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot rename" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot restore"

—access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot restore-file" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot show" -access all

security login role create -vserver SVM name -role SVM Role Name -cmddirname

"volume snapshot show-delta"

ssecurity login role create -vserver

"volume unmount " -access all

ssecurity login role create -vserver
"vserver cifs share create"

ssecurity login role create -vserver

"vserver cifs share delete"

ssecurity login role create -vserver

—-access all

svin_name -role

svin_name -role

—access all

svin_name -role

—-access all

svm _name -role

svin_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname

svm_role name -cmddirname



"vserver cifs share show" -access all

ssecurity login role create -vserver svm name -role

"vserver cifs show" -access all

ssecurity login role create -vserver svm name -role
"vserver export-policy create" -access all

ssecurity login role create -vserver svm name -role

"vserver export-policy delete" -access all
ssecurity login role create -vserver svm name -role
"vserver export-policy rule create" -access all
ssecurity login role create -vserver svm name -role
"vserver export-policy rule show" -access all
ssecurity login role create -vserver svm name -role
"vserver export-policy show"-access all

ssecurity login role create -vserver SVM name -role
"vserver iscsi connection show"-access all
ssecurity login role create -vserver svm name -role
"vserver" -access readonly

ssecurity login role create -vserver svm name -role
"vserver export-policy" -access all

ssecurity login role create -vserver svm name -role
"vserver iscsi" -access all

ssecurity login role create -vserver svm name -role
"volume clone split status"-access all

security login role create -vserver SVM name -role
"volume managed-feature" -access all

security login role create -vserver SVM Name -role
"nvme subsystem map" -access all

security login role create -vserver SVM Name -role
"nvme subsystem create" -access all

security login role create -vserver SVM Name -role
"nvme subsystem delete" -access all

security login role create -vserver SVM Name -role
"nvme subsystem modify" -access all

security login role create -vserver SVM Name -role
"nvme subsystem host" -access all

security login role create -vserver SVM Name -role
"nvme subsystem controller" -access all

security login role create -vserver SVM Name -role
"nvme subsystem show" -access all

security login role create -vserver SVM Name -role

"nvme namespace create" -access all

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

SVM role name

svm_role name

svm_role name

svm_role name

svm role name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace delete" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace modify" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

JASA R2RZ6IESVMAE

EEASAR2RFHF AFHSVMAFCIZAE. HIUBE1TZONTAPGLITRENRS. R
RTEASA R2RZEHIESVMEZE I 5SnapCenteriE & H. H AR EFEHvsadminfA .
NEEILAE,

EL
1. EEERS L, Q- AEHNZABDEFRBENR,

ssecurity login role create - vserver <svm name\>- role <svm role Name\>
-cmddirname <permission\>

() EuusMURESLHS,

1. QI — M AAHRBZABNESIZAR.

security login create -user <user name\> -vserver <svm name\> -application
http -authmethod password -role <SVM Role Name\>

2. fEERA P BRE,

ssecurity login unlock -user <user name\> -vserver <svm name\>

ATl SVM A e R ONTAP i< {THREM <
BRIE1TZ 1 ONTAP s 2175 Ean 2 K elE SVM A aFH D EAR,
* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror list-destinations" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"event generate-autosupport-log" -access all

* ssecurity login role create -vserver svm name -role svm role name -cmddirname
"job history show"-access all

®* security login role create -vserver SVM name -role SVM Role Name -cmddirname
"job show" -access all

* ssecurity login role create -vserver SVM name -role SVM role name -cmddirname
"job stop"-access all

* ssecurity login role create -vserver SVM name -role SVM role name -cmddirname
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"LUN"-access all

ssecurity login role create -vserver svm name -role
"lun create" -access all

ssecurity login role create -vserver svm name -role
"lun delete" -access all

ssecurity login role create -vserver svm name -role
"lun igroup add" -access all

ssecurity login role create -vserver svm name -role
"lun igroup create" -access all

ssecurity login role create -vserver svm name -role
"lun igroup delete" -access all

ssecurity login role create -vserver svm name -role
"lun igroup rename" -access all

ssecurity login role create -vserver svm name -role
"lun igroup show" -access all

ssecurity login role create -vserver svm name -role
"lun mapping add-reporting-nodes" -access all
ssecurity login role create -vserver svm name -role
"lun mapping create"-access all

ssecurity login role create -vserver svm name -role
"lun mapping delete" -access all

ssecurity login role create -vserver svm name -role

"lun mapping remove-reporting-nodes"

ssecurity login role create -vserver
"lun mapping show" -access all

ssecurity login role create -vserver
"lun modify" -access all
ssecurity login role create -vserver

"lun move-in-volume" -access all

ssecurity login role create -vserver
"lun offline™ -access all

ssecurity login role create -vserver
"lun online" -access all
ssecurity login role create -vserver
"lun resize" -access all
ssecurity login role create -vserver
"lun serial " -access all
ssecurity login role create -vserver

"lun show" -access all

ssecurity login role create -vserver
"network interface"-access readonly

—-access all

svm name -role
svm name -role
svm _name -role
svm _name -role
svm_name -role
svim_name -role
svin_name -role
svm_name -role
SVM name -role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm_role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

SVM role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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ssecurity login role create -vserver svm name
"snapmirror policy add-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver svm name
"snapmirror policy show" -access all

ssecurity login role create -vserver svm name

"snapmirror restore" -access all

ssecurity login role create -vserver svm name

"snapmirror show" -access all

ssecurity login role create -vserver
"snapmirror show-history"-access all

svm_name

ssecurity login role create -vserver
"snapmirror update" -access all

svm_name

ssecurity login role create -vserver svm name
"snapmirror update-ls-set" -access all

ssecurity login role create -vserver svm name

"version" -access all

ssecurity login role create -vserver svm name
"volume clone create" -access all

ssecurity login role create -vserver svm name
"volume clone show" -access all

ssecurity login role create -vserver svm name
"volume clone split start" -access all

ssecurity login role create -vserver svm name
"volume clone split stop" -access all

ssecurity login role create -vserver svm name

"volume create" -access all

ssecurity login role create -vserver svm name

"volume destroy" -access all

ssecurity login role create -vserver svm name

"volume file clone create" -access all

ssecurity login role create -vserver svm name
"volume file show-disk-usage" -access all

ssecurity login role create -vserver svm name
"volume modify" -access all

ssecurity login role create -vserver svm name

"volume offline" -access all

ssecurity login role create -vserver svm name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

svm _role name

svm _role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

svm role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"volume online" -access all

ssecurity login role create -vserver svm .
"volume gtree create" -access all
ssecurity login role create -vserver svm .
"volume gtree delete" -access all
ssecurity login role create -vserver svm .
"volume gtree modify" -access all
ssecurity login role create -vserver svm .
"volume gtree show" -access all

ssecurity login role create -vserver svm .
"volume restrict" -access all

ssecurity login role create -vserver svm .
"volume show" -access all

ssecurity login role create -vserver svm .
"volume snapshot create" -access all
ssecurity login role create -vserver svm .
"volume snapshot delete" -access all
ssecurity login role create -vserver svm .

"volume snapshot modify" -access all

name -role
name -role
name -role
name -role
name -role
name -role
name -role
name -role
name -role

svm_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

security login role create -vserver SVM Name -role SVM Role Name -cmddirname

"volume snapshot modify-snaplock-expiry-time" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot rename" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot restore" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname
"volume snapshot restore-file" -access all

ssecurity login role create -vserver svm name -role svm role name -cmddirname

"volume snapshot show" -access all

security login role create -vserver SVM name -role SVM Role Name -cmddirname

"volume snapshot show-delta" -access all

ssecurity login role create -vserver svm_

"volume unmount " -access all

ssecurity login role create -vserver svm .

"vserver cifs share create" -access all

ssecurity login role create -vserver svm .

"vserver cifs share delete" -access all

ssecurity login role create -vserver svm .

"vserver cifs share show" -access all

ssecurity login role create -vserver svm .

"vserver cifs show" -access all

name -role

name -role

name -role

name -role

name -role

svm_role name -cmddirname

svin_role name -cmddirname

svin_role name -cmddirname

svimn_role name -cmddirname

svin_role name -cmddirname
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ssecurity login role create -vserver svm name -role

"vserver export-policy create" -access all

ssecurity login role create -vserver svm name -role

"vserver export-policy delete" -access all

ssecurity login role create

"vserver export-policy rule create"

ssecurity login role create

"vserver export-policy rule show"

ssecurity login role create
"vserver export-policy show"-access

ssecurity login role create

-vserver svm name

-role

—-access all

-vserver svm name
—-access all

—vserver svm name

all

-vserver SVM name

"vserver iscsi connection show"-access all

ssecurity login role create -vserver svm_name

"vserver" -access readonly

ssecurity login role create -vserver svm name

"vserver export-policy" -access all

ssecurity login role create -vserver svm name

"vserver iscsi" -access all

ssecurity login role create -vserver svm name

"volume clone split status"-access all

security login role create -vserver
"volume managed-feature"

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver

"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

security login role create -vserver

"nvme subsystem show" -access all

security login role create -vserver

"nvme namespace create" -access all

security login role create -vserver

"nvme namespace delete" -access all

security login role create -vserver

—-access all

SVM_ name

SVM Name

SVM Name

SVM Name

SVM Name

SVM Name

SVM_Name

all

SVM_Name

SVM_Name

SVM_Name

SVM_Name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

svm_role name

svm_role name

svm_role name

svm_role name

svm_role name

SVM role name

svm _role name

svm _role name

svm_role name

svm_role name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

SVM Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"nvme namespace modify" -access all

®* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"nvme namespace show" -access all

* security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"storage-unit show" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"consistency-group" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"snapmirror protect" -access all

° security login role create -vserver SVM Name -role SVM Role Name -cmddirname
"volume delete" -access all

®* security login create -user-or-group-name user name -application http
-authentication-method password -role SVM Role Name -vserver SVM Name

® security login create -user-or-group-name user name -application ssh
-authentication-method password -role SVM Role Name -vserver SVM Name

I A B RMXIRATY ONTAP 83 AE
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BH I ERENR,

e
1. EEERS L, Q- AEHNZABRD AR,

ssecurity login role create - vserver <cluster name\>- role <role name\>
-cmddirname <permission\>

() cEuustMUBESLH,

1. QI — T AAHRBZABNESIZARF.

ssecurity login create -user <user_name\> -vserver <cluster_name\>
-application ontapi -authmethod password -role <role name\>

2. BRI P HRE,

ssecurity login unlock -user <user name\> -vserver <cluster name\>

BT tIREHABMDENRE ONTAP s {TRESN <
BT ONTAP e 21T E e < REIBEE A BN D ENR.

* security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly
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security login role create -vserver Cluster name or cluster name -role

Role Name -cmddirname "cluster identity modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster identity show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster modify" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster peer show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"cluster show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"event generate-autosupport-

log"

—-access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"job history show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"job show" -access all

ssecurity login role create
"job stop" -access all

ssecurity login role create
"LUN" -access all

create
all

ssecurity login role

"lun create" -access

create
all

ssecurity login role

"lun delete" -access

ssecurity login role create

"lun igroup add" -access all

ssecurity login role create
"lun igroup create" -access

ssecurity login role create
"lun igroup delete" -access

ssecurity login role create
"lun igroup modify" -access

ssecurity login role create
"lun igroup rename" -access

ssecurity login role create

—vserver

—vserver

—vserver

—vserver

—vserver

-vserver
all

-vserver
all

-vserver
all

-vserver
all

—-vserver

"lun igroup show" -access all

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

ssecurity login role create -vserver Cluster name -role

"lun mapping add-reporting-nodes" -access all

ssecurity login role create -vserver Cluster name -role

"lun mapping create" -access all

ssecurity login role create -vserver Cluster name -role

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname



"lun mapping delete" -access all

ssecurity login role create -vserver
"lun mapping remove-reporting-nodes"

ssecurity login role create -vserver
"lun mapping show" -access all

ssecurity login role create -vserver
"lun modify" -access all
ssecurity login role create -vserver

"lun move-in-volume" -access all

ssecurity login role create -vserver

"lun offline" -access all

ssecurity login role create -vserver
"lun online" -access all
ssecurity login role create -vserver

"lun persistent-reservation clear" -

ssecurity login role create -vserver
"lun resize" -access all

ssecurity login role create -vserver
"LUN serial " -access all

ssecurity login role create -vserver

"lun show" -access all

ssecurity login role create -vserver

"network interface create" -access r

ssecurity login role create -vserver
"network interface delete" -access r

ssecurity login role create -vserver
"network interface modify" -access r

ssecurity login role create -vserver
"network interface show" -access rea

security login role create -vserver

"nvme subsystem map" -access all

security login role create -vserver
"nvme subsystem create" -access all

security login role create -vserver
"nvme subsystem delete" -access all

security login role create -vserver
"nvme subsystem modify" -access all

security login role create -vserver

"nvme subsystem host" -access all

security login role create -vserver

"nvme subsystem controller" -access

Cluster name
—access all
Cluster name
Cluster name
Cluster name
Cluster name
Cluster name
Cluster name
access all
Cluster name
Cluster name
Cluster name
Cluster name

eadonly

Cluster name
eadonly

Cluster name
eadonly

Cluster name

donly

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name
all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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security login role create -vserver Cluster name -role
"nvme subsystem show" -access all

security login role create -vserver Cluster name -role
"nvme namespace create" -access all

security login role create -vserver Cluster name -role
"nvme namespace delete" -access all

security login role create -vserver Cluster name -role
"nvme namespace modify" -access all

security login role create -vserver Cluster name -role
"nvme namespace show" -access all

ssecurity login role create -vserver Cluster name -role
"security login" -access readonly

ssecurity login role create -role role name -cmddirname
-vserver Cluster name -access all

ssecurity login role create -role role name -cmddirname
destinations" -vserver Cluster name -access all
ssecurity login role create -vserver Cluster name -role
"snapmirror policy add-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy create" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy delete" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy modify" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy show" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror restore" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror show" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror show-history" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror update" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror update-ls-set" -access all

ssecurity login role create -vserver Cluster name -role

Role Name

Role Name

Role Name

Role Name

Role Name

role name

"snapmirr

"snapmirr

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

or create"

or list-

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname



"system license add" -access all

role create -vserver
clean-up"

ssecurity login
"system license

role create -vserver
delete" -access all

ssecurity login
"system license

role create
show" -access all

ssecurity login
"system license

—vserver

role create
status show"

ssecurity login
"system license

—VServer
—access

ssecurity login role create -vserver

"system node modify" -access all

ssecurity login role create -vserver

"system node show" -access all

ssecurity login role create -vserver

"system status show" -access all

ssecurity login role create -vserver

"version" -access all

ssecurity login role create -vserver

"volume clone create" -access all

ssecurity login role create -vserver

"volume clone show" -access all

ssecurity login role create -vserver

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"volume clone split start" -access all

ssecurity login role create -vserver

"volume clone split stop" -access all

ssecurity login role create -vserver
"volume create" -access all

ssecurity login role create -vserver
"volume destroy" -access all

ssecurity login role create -vserver
"volume file clone create"

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

ssecurity login role create -vserver
"volume modify" -access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume snapshot modify-snaplock-expiry-time" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"volume offline" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"volume online" -access all
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ssecurity login role create -vserver

"volume gtree create" -access all

ssecurity login role create -vserver

"volume gtree delete" -access all

ssecurity login role create -vserver
"volume gtree modify" -access all

ssecurity login role create -vserver

"volume gtree show" -access all

ssecurity login role create -vserver

"volume restrict" -access all

ssecurity login role create -vserver

"volume show" -access all

ssecurity login role create -vserver
"volume snapshot create" -access all

ssecurity login role create -vserver
"volume snapshot delete" -access all

ssecurity login role create -vserver
"volume snapshot modify" -access all

ssecurity login role create -vserver
"volume snapshot promote "

ssecurity login role create -vserver
"volume snapshot rename" -access all

ssecurity login role create -vserver
"volume snapshot restore"

ssecurity login role create -vserver

—-access all

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

—-access all

Cluster name -role

Cluster name -role

Cluster name -role

"volume snapshot restore-file" -access all

ssecurity login role create -vserver

"volume snapshot show" -access all

Cluster name -role

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

security login role create -vserver Cluster name -role Role Name -cmddirname

"volume snapshot show-delta" -access

ssecurity login role create -vserver

"volume unmount —-access all

ssecurity login role create -vserver

"Vserver" -access all

ssecurity login role create -vserver

"Vserver cifs create" -access all

ssecurity login role create -vserver

"Vserver cifs delete" -access all

ssecurity login role create -vserver
"Vserver cifs modify" -access all

ssecurity login role create -vserver

all

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

Cluster name -role

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname



"Vserver cifs share modify" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"Vserver cifs share create" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"Vserver cifs share delete" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"Vserver cifs share modify" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"Vserver cifs share show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"Vserver cifs show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver create" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy create" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy delete" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule create" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule delete" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule modify" -access all

® ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver iscsi connection show" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver modify" -access all

* ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver show" -access all

JIASA R2R 4 6IZEONTAPEE R
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1. EEHAS L, Q- AEHNZABDEFRBENR,

ssecurity login role create - vserver <cluster name\>-

-cmddirname <permission\>

®

BN E MUREE LR L.

1. QI — M AAHRBZAENESIZAR.

role <role name\>

security login create -user <user name\> -vserver <cluster name\>
—application http -authmethod password -role <role name\>

2. fEBRA P HRE,

ssecurity login unlock -user <user name\> -vserver <cluster name\>

BTt ABMoEIRE ONTAP i< {TRE<S

B RIE1T% 1~ ONTAP
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security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "metrocluster show" -access readonly

security login role create -vserver Cluster name or cluster name

Role Name -cmddirname "cluster identity modify" -access all

security
"cluster

security
"cluster

security
"cluster

security
"cluster

security

"event generate-autosupport-log"

login role create -vserver
identity show" -access all

login role create -vserver
modify" -access all

Cluster name

login role create -vserver
peer show" -access all

Cluster name

login role create -vserver
show" -access all

Cluster name

login role create -vserver Cluster name
—access all

-role

-role

-role

-role

Cluster name -role Role Name

Role Name

Role Name

Role Name

Role Name

-role

-role

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"job history show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"job show" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"job stop" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

A LUN A

—-access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"lun create"

—access all



ssecurity login role create

"lun delete" -access all

ssecurity login role create

"lun igroup add" -access all

ssecurity login role create
"lun igroup create" -access

ssecurity login role create
"lun igroup delete" -access

ssecurity login role create
"lun igroup modify" -access

ssecurity login role create
"lun igroup rename" -access

ssecurity login role create

—-vserver

—-vserver

-vserver
all

-vserver
all

-vserver
all

-vserver
all

—vserver

"lun igroup show" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

ssecurity login role create -vserver Cluster name
"lun mapping add-reporting-nodes" -access all

ssecurity login role
"lun mapping create"

ssecurity login role create

"lun mapping delete"

ssecurity login role create

—vserver

—-access all

—vserver

"lun mapping remove-reporting-nodes"

ssecurity login role create

—vserver

"lun mapping show" -access all

create
all

ssecurity login role
"lun modify" -access

ssecurity login role create

"lun move-in-volume"

ssecurity login role create

"lun offline" -access all

ssecurity login role create

"lun online" -access all

ssecurity login role create

—vserver

—vserver

—-access all

—-vserver

—-vserver

—-vserver

create -vserver Cluster_name
—-access all

Cluster name

Cluster name

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"lun persistent-reservation clear" -access all

ssecurity login role create

"lun resize" -access all

ssecurity login role create

"LUN serial " -access all

ssecurity login role create

"lun show" -access all

ssecurity login role create

—-vserver

—-vserver

—vserver

—vserver

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"network interface create" -access readonly

ssecurity login role create -vserver Cluster name -role
"network interface delete" -access readonly

ssecurity login role create -vserver Cluster name -role
"network interface modify" -access readonly

ssecurity login role create -vserver Cluster name -role
"network interface show" -access readonly

security login role create -vserver Cluster name -role
"nvme subsystem map" -access all

security login role create -vserver Cluster name -role
"nvme subsystem create" -access all

security login role create -vserver Cluster name -role
"nvme subsystem delete" -access all

security login role create -vserver Cluster name -role
"nvme subsystem modify" -access all

security login role create -vserver Cluster name -role
"nvme subsystem host" -access all

security login role create -vserver Cluster name -role
"nvme subsystem controller" -access all

security login role create -vserver Cluster name -role
"nvme subsystem show" -access all

security login role create -vserver Cluster name -role
"nvme namespace create" -access all

security login role create -vserver Cluster name -role
"nvme namespace delete" -access all

security login role create -vserver Cluster name -role
"nvme namespace modify" -access all

security login role create -vserver Cluster name -role
"nvme namespace show" -access all

ssecurity login role create -vserver Cluster name -role
"security login" -access readonly

ssecurity login role create -role role name -cmddirname
-vserver Cluster name -access all

ssecurity login role create -role role name -cmddirname
destinations" -vserver Cluster name -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy add-rule" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy create" -access all

ssecurity login role create -vserver Cluster name -role
"snapmirror policy delete" -access all

role name -cmddirname

role name -cmddirname

role name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

Role Name -cmddirname

role name -cmddirname

"snapmirror create"

"snapmirror list-

role name -cmddirname

role name -cmddirname

role name -cmddirname



ssecurity login role create -vserver

Cluster name

"snapmirror policy modify" -access all

ssecurity login role create -vserver

Cluster name

"snapmirror policy modify-rule" -access all

ssecurity login role create -vserver

Cluster name

"snapmirror policy remove-rule" -access all

ssecurity login role create -vserver
"snapmirror policy show" -access all

ssecurity login role create -vserver
"snapmirror restore" -access all

ssecurity login role create -vserver
"snapmirror show" -access all

ssecurity login role create -vserver

"snapmirror show-history" -access all

ssecurity login role create -vserver
"snapmirror update" -access all

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

"snapmirror update-ls-set" -access all

role create -vserver
add"

ssecurity login

"system license —access all

role create -vserver
clean-up"

ssecurity login
"system license

role create -vserver
delete" -access all

ssecurity login
"system license

ssecurity login role create -vserver

"system license show" -access all

ssecurity login role create -vserver
"system license status show" -access
ssecurity login role create -vserver

"system node modify" -access all

ssecurity login role create -vserver

"system node show" -access all

ssecurity login role create -vserver

"system status show" -access all

ssecurity login role create -vserver

"version" -access all

ssecurity login role create -vserver

"volume clone create" -access all

ssecurity login role create -vserver

"volume clone show" -access all

ssecurity login role create -vserver

—-access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

role name

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

—-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname
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"volume clone split start" -access all

ssecurity login role create -vserver

"volume clone split stop" -access all

ssecurity login role create -vserver
"volume create" -access all

ssecurity login role create -vserver
"volume destroy" -access all

ssecurity login role create -vserver
"volume file clone create"

ssecurity login role create -vserver

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

"volume file show-disk-usage" -access all

ssecurity login role create -vserver
"volume modify" -access all

Cluster name

-role

-role

-role

-role

-role

-role

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

security login role create -vserver Cluster name -role Role Name -cmddirname

"volume snapshot modify-snaplock-expiry-time" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"volume offline" -access all

ssecurity login role create -vserver

"volume online" -access all

ssecurity login role create -vserver

"volume gtree create" -access all

ssecurity login role create -vserver
"volume gtree delete" -access all

ssecurity login role create -vserver
"volume gtree modify" -access all

ssecurity login role create -vserver
"volume gtree show" -access all

ssecurity login role create -vserver
"volume restrict" -access all

ssecurity login role create -vserver

"volume show" -access all

ssecurity login role create -vserver
"volume snapshot create" -access all

ssecurity login role create -vserver
"volume snapshot delete" -access all

ssecurity login role create -vserver
"volume snapshot modify" -access all

ssecurity login role create -vserver

A

"volume snapshot promote

ssecurity login role create -vserver

"volume snapshot rename" -access all

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

Cluster name

—-access all

Cluster name

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname

role name -cmddirname



ssecurity login role create -vserver Cluster name -role role name -cmddirname

"volume snapshot restore" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"volume snapshot restore-file" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"volume snapshot show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname

"volume snapshot show-delta" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"volume unmount " -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"Vserver" -access all

ssecurity login role create -vserver
"Vserver cifs create" -access all

Cluster name -role role name -cmddirname

ssecurity login role create -vserver
"Vserver cifs delete" -access all

Cluster name -role role name -cmddirname

ssecurity login role create -vserver
"Vserver cifs modify" -access all

Cluster name -role role name -cmddirname

ssecurity login role create -vserver Cluster name -role
"Vserver cifs share modify" -access all

role name -cmddirname

ssecurity login role create -vserver Cluster name -role
"Vserver cifs share create" -access all

role name -cmddirname

ssecurity login role create -vserver Cluster name -role
"Vserver cifs share delete" -access all

role name -cmddirname

ssecurity login role create -vserver Cluster name -role
"Vserver cifs share modify" -access all

role name -cmddirname

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"Vserver cifs share show" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"Vserver cifs show" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"vserver create" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"vserver export-policy create" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname

"vserver export-policy delete" -access all

ssecurity login role create
"vserver export-policy rule

ssecurity login role create
"vserver export-policy rule

ssecurity login role create

-vserver Cluster name -role

create" -access all

-vserver Cluster name -role

delete" -access all

-vserver Cluster name -role

role name -cmddirname

role name -cmddirname

role name -cmddirname
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"vserver export-policy rule modify" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy rule show" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver export-policy show" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver iscsi connection show" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver modify" -access all

ssecurity login role create -vserver Cluster name -role role name -cmddirname
"vserver show" -access all

° security login role create -vserver Cluster name -role Role Name -cmddirname
"storage-unit show" -access all

* security login role create -vserver Cluster name -role Role Name -cmddirname
"consistency-group" show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"snapmirror protect" show" -access all

security login role create -vserver Cluster name -role Role Name -cmddirname
"volume delete" show" -access all
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ANt

clusterl::> license show
(system license show)

Serial Number: 1-80-0000xx

Owner: clusterl
Package Type

Serial Number: 1-81-000000000000000000000000xx

Owner: clusterl-01

Package Type

NF'S license
CIFS license
iSCSI license
FCP license
SnapRestore license
SnapMirror license
FlexClone license
SnapVault license

SnapManagerSuite license

7RG, %% T SnapManagerSuite ¥FAIIE, FEUETERIT

B3 WRIEHRFTS

NFS License

CIFS License

iSCSI License

FCP License

SnapRestore License
SnapMirror License
FlexClone License
SnapVault License
SnapManagerSuite License

Expiration

Expiration

Hfth SnapCenter 2%,

EEEAAITHSFEYS AN EETIEFISMNIFIENFESIS, EaILUER ONTAP s 1TH RIS F Y
5o BNiZEFAS. AFFEASARSMERSIER,

g
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2. B\ system show -instance <, AEEERLUETKITHRFTIS,

83



ANt

clusterl::> system show -instance

Node: fasxxXX—-XX—XX—XX
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234511
Asset Tag: -

Uptime: 143 days 23:46
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services: false

All-Flash Optimized: false

Node: fas8080-41-42-02
Owner:

Location: RTP 1.5

Model: FAS8080

Serial Number: 123451234512
Asset Tag: -

Uptime: 144 days 00:08
NVRAM System ID: XXXXXXXXX
System ID: XXXXXXXXXX
Vendor: NetApp

Health: true

Eligibility: true

Differentiated Services: false

All-Flash Optimized: false
2 entries were displayed.
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Software Licenses

Selection Criteria

Choose a method by which to search

» |Serial Number (located on back of unit) v| Enter Value: : '__GD!._:

Enter the Cluster Serial Number value without dashes.

-0R -
» Show Me All: | Serial Numbers with Licenses ~| For Company: |:| i__G_p!_:

B R Bt RE I 88 BV IR AIEY 2o

4. % EIHiER SnapCenter #rERRZ SnapManagerSuite ¥ AJiiE,

E5% . AMETIERIZFAVIFANE

MRIEERARZFAS. AFFEIASAZRZE. FH BB SnapCenterti R 8 SnapManagerSuiteiFa]iE. AT LAfE
FHONTAP# 21T INEF SnapCenteriz il 2889 1F Al i,

FriaZ i
* BRZEFAS. AFFEASARZERFEIE A,
* &2 SnapCenter tr/fhRE SnapManagerSuite ¥ AJiE,

KXFULES
NREE(EAFAS. AFFEXASATREIASnapCenter. MR LUREVEEEIHEITFRIIE. AEEIEHISE LRE,

YNRZFIXA SnapCenter , WEXRHERRDIRINETITHIZE L LERBERITEIFA I,

TE
1. f£/ ONTAP & $1T7E R 5| NetApp 58,
2. 7h0 SnapManagerSuite ¥ BI3FZ5A

ssystem license add -license-code license key

tbes LRI R B IR A E R

a

3. WIFE BB L% SnapManagerSuite ¥ AIIE:
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http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

WA

5620 MIEREAIFATE

NREEAIIRETITHIZEH SnapCenter IREVFRIE, FEFERFETEENXAIFEE (FFISLL 50"
%) , WRZEEMA MySQL dp< FahiFRIb N AITaNE. FiAfER SnapCenter B2 F R EMIFR XA FAIIE.

()  REEERET SnapCenter RARHISIFERES, FHEFHMIREAFTIE.

3
1. £ SnapCenter k%528 £, $TF PowerShell ®OUEE MySQL %,
a. iz1T Open-SmConnection cmdlet , /9 SnapCenterAdmin 1K/~ /F515 SnapCenter fRZ asNEIES

o
b. J&1T Set-SmRepositoryPassword LIEE MySQL 3,
BXemdletlE 8, 152 " ( SnapCenter 24 cmdlet Z2Z15F) "o
2. T SRR FIEIT mysql -u root -p LUIEFE] MySQL
MySQL FHRNEMNTR. MATEEREIHRHNEE.
3. MEHREE PRI AT RIE

£ NSM ; " DM NSM License iR, HH NSM License Serial Number="510000050" ;

IEFERSA
7 Windows T4 LB 7= (&

FCE LUN 7xfi&

&B] LUEF SnapCenter BRE FC iE#E8 iSCS| iEIZRY LUN » f&E AT LUER SnapCenter
A LUN ZE3%ZE] Windows EH.

LUN Z SAN BREFRMEARIFMEE T, Windows EHERS LAY LUN AEINEE, BXFMAEE, BEER
" { ONTAP 9 SAN BCEIER) "o

#17 iSCSI &1F
NREER iISCSI EHHEE LUN , MIATIELIZE LUN Z AT iISCSI RiFLBR#(E.
Freaz i
* BUTEBEERST RENXH iSCSI B
* R BIEFERALBE ISCSI RS, "TREZER, "
* XTFIES -

86


https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886205
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
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http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanconf/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html

1SR EETEM IPv6 E IPv6 SUM IPv4 El IPv4 BIEE IP hiRASZ B2 1L iSCSI &iF,

R LAfE AR AN IPv6 #ilb#1T iISCSI RIFERE, HERBHENMEMITR—FMFE, FTEEREZ
[E#HITIEIS,

YNEREECR iISCSI BrhiZFBIR, Xt iSCSI BIRRVIARRREIF M. EXRMGE, ErREENLERME
iR ELE, UEENIREBIRGIFEM, B iSCS| BoiiErNEfE, YR ERERBMNEN.

MRFHNEBFZAISCSI #0, NEFEASE—MEO LR IP #ht5 SnapCenter 17 iSCSI &i&fa, ERITE
fEFE M IP it M5 —MEOEIT iISCSI &1,

CBE
1. EEMSMEER, 2E*EN S
2. EENTIEF, BE *iSCSIRIE o
3. M * Storage Virtual Machine* FHI%I&RS, i%#F iSCSI BArHY Storage Virtual Machine (SVM) o
4. A * EM * THIYIRA, EEAFNEN.
S. BECBURIE,
LR BB I RIER S

6. FRURIEATP, WEBT:

U TE .. A ..

BHRT R EH ISCSI EHRHIT SA T
MR AT S REH, MUCEHHELLRIRE
R

BRI EARRILEII ) 1P ok

BRI BRRILE 80 TCP i1

AR 1A BENTEFRLE IR0 1P it

7. MANABRE ARG, BEEES
SnapCenter 11 iSCSI =i
8. EEMRMELSRE, AT EFEL—1I RIS
#FFF iSCSI 2IEREE
BE, BAIEEFER iISCSI 2iE5 BB S M RIENBIRFIERE,

ez
1. EEMSMERF, BE*EN
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2. FENES, BE *iSCSI RIE *o

3. M * Storage Virtual Machine* FHIF|Z&RH, 3% iSCSI B4R Storage Virtual Machine (SVM) ,
4. M * EM * THIYIRA, EEKAEFNEN.

5. M iSCSI 21EFIFRH, REBMAEENRE, ARRE *HARE .

6. FEMTARIENEER, BE *HE *.

SnapCenter S#¥fFF iSCSI SIEHNEE,

B EIE igroup

el AR R BohiERF4E (igroup ) SRIEEMPLENBTLUFIAFMEALK LALTE LUN . &
B] LAfER SnapCenter £ Windows A1 LI, Edap, EeRaMIFR igroup o

2% igroup

eI LU SnapCenter £ Windows E#1_E 813 igroup o 4§ igroup BRESE LUN BY, BT LATE SRR ol 48hid
BrRSHERILE igroup -
C B
1. EEMSMEER, 2E*FEN S
2. EENIEF, $E * igroup* o
3. TRtEFATIEF, BEHE ",
4. 1ERIE igroup IHEER, EX igroup :

EEFEER ... PATLEIRME ...

FHERY NEMRETE] igroup BY LUN 1%&#E SVM

=] EEE R igroup BIEM.

igroup & FR N igroup BYZFF,

Bz TR BER

Type %i}?.)ﬁbﬁﬁ%i” iSCSI, FCPEUES (FCP A
i o

S. WHRANNANBRIAHEE, BE*HE .

SnapCenter ZTEFERF L BI# igroup o

Ef& igroup

&R LUER SnapCenter EfnZ A igroup -
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s HE
1. EEMSMERS, 8 FN S
2. EENTTEP, BE *igroup* o

3. EETHIZEFATE T, & * Storage Virtual Machine* FEELUERAIA SVM WFIR, SAENEES
89 igroup i%&$E SVM ,

4. 7£ SVM B igroup FIRS, HERBEEMZM igroup , AEBEE *EHR *,
5. EEfp 4 igroup MFER, N igroup MIEFRAMR, AGHRE * EEHE *,

&L igroup

1ZB] LU SnapCenter MIRA igroup A0 igroup BEITER. B igroup B, REERM—NEN. WRERNE
BEBIZE igroup , BILUERX igroup LUSELMth T s IN 3% igroup o
C BB
1. EEMSMEEF, 2E*EN .
2. EENTUEF, B *igroup* o

3. EREEHIEFATET, B * Storage Virtual Machine* FEEURRAIA SVM W THIGIR, AEHERE
24HY igroup % SVM .

4. 1 igroup FIRA, #EE— igroup , ARET * BERHIEFHINE igroup* o
S EE—1MEMNo
6. EIEFEHiEFHESE * BT *o

fB igroup
&A] LUfEEA SnapCenter MIBEABEER igroup o
L
1. TEMSMERS, Bd* VS

2. EENTTEP, BE *igroup* o

3. EEEHIEFATET, & * Storage Virtual Machine* FERAEREIA SVM W THIZIR, AGENHEM
BRRY igroup 3 SVM

4. £ SVM BY igroup FIFRH, EFEMRIBRAY igroup , ARET * Mk * o
S. 1EMIBR igroup XTIEESR, BT * HE *o

SnapCenter #lBF igroup -

BN EIRHE

Windows FHEFEERS LY LUN fIAREIMIER ., &0 LUER SnapCenter €2 E
FC i&E#%0) iSCSI E#M LUN 6

* SnapCenter N2 EXRMEE, FZIFohSHE,
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* XF GPT, NAF—MIEPX, XF MBR, AF—1MEHLXEE—MEH NTFS 3§ CSVFS & 1LHY
HHEE—MEHER

s TEMNHXIEN: GPT, MBR; 7 VMware UEFI VM 1, {X3%3F iSCSI 5

@ S;apCenter AELBEGIEE, NREHRZEB SnapCenter BEIERIFEEE, SnapCenter 21Eig5k
Mo

EE I LR
&R LI EEFE SnapCenter BIEIE Windows A _EAVREER,
7
1. HEMSMEER, R2EEN S
2. EENEF, BEHBER .
3. M * EMN * TRIFIRAPIEZFEEN,

HEBP R 5! X L A AR

EESHRIHE
ERILAEE A SnapCenter BIERVERF LHERIHE. RBTEMNEN TIFIRPERERN, F2ERERH

mo

e
1. EEMSMERS, 8E*EN
2. EENDIEF, BECHE
3. M EM * THITIRPIEZER,

HEB R 7! X e R ER

B FC E#5Y iSCSI JEHEMY LUN SR

Windows FHEFERF LAY LUN L AREINER, &R LUER SnapCenter BIiZFIEIE FC i&E1%Dy iSCS| &%
BJ LUN .

WNERETE SnapCenter Z MRSV ILEEER, MNZIF NTFS #1 CSVFS XHERS,

Faz Al
* BB NFERY LR LUN 825,

LENNEE LUN , MREEEEMER SnapCenter SIEERY LUN .
@ BRIEE IR DU TebE, FNFETE SnapCenter BIEMEIESE EOIFE LUN
s BB EFHEARESA LB FC 3 iSCSI iRS.

* NREEANZ iISCSI, MHAMESEFHEALEIL ISCSI R,
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* J&HTF Windows HJ SnapCenter {4 E REREEECI BB EN Lo

* XFUES -

* BR3E LUN B Windows Server i[85 &8P ENHEE, TNFREERE LUN EZEIZ N EN.
=,

* SN LUN HfEMA CSV  (EBHEH) B Windows Server ifEF S EB RN ENHE, NATIEREER
AR EN L OIEME,

TR

1. EEMSMERS, 8E* EN
2. EENIEF, BECHE

3. M * EM * FHIFIRAEZEEM.
4. BEHCEE

PR T R BEER R Fo

. 7£ LUN R#MTIEH, B LUN :
EbFEH ... PATUEIRE ...
FHERS 79 LUN & SVM o
LUN B&%% ;fﬁ * XU+ BUERE S LUN BISCHFRAISEEE R
LUN name 5N LUN B9& 7R,
EEBERN WEEREEEEY LUN RO EEK N

ERNNERTRERAEMNARER.

LUN 7% gE, A LUN AR SCS,

6. FEHERATIE S, ERHMERE:

TERE L. S
TR LUN 2aefR—& ENiHIR.

2R * FRA * FE

b
k
o

LUN H Windows Server &8£I

=
£ BRA * FRPBAERZRANGT. R
FETHIERBERPN— N LeIRME,
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92

PR ...

ERH=ES (Csv)

7. ERchEREIETIE A, FEEREEE M

B
B D ECHEH R

S ECIRThEE S

EREEHER

SRR SRS S

LUN A/

MFEELL LUN By S EREEERE

i

LUN B{#HH CSV B Windows Server #[&5%i55
BN,

T BIRA * FRPMASHRRANR T, HR
EEIRMEN TN ERHANPFIEE,

Description

SnapCenter 2IRIER A IRcHZE B oD ECEER

/TN O

Blgn, RALZRENEEN C @, N auto assign &=
7£C: IRhEE (C: \scmnpt\) TFRIEB— &
He. EEMEARZRFEIDER,

R R EHEIE S MY R PIEERIKEN 2R,

R R EHEIESFERPIEE KRR B R,
SEHANRERONIRCEEEHIENPIE,

YNRIEFLTE Windows RFEHEHME, HER
BT,

}ETE LUN X/); &/)MEH 150 MB o

TEAESR T HIFIRPIEE MB, GBE(TB,

X LUN #1TH5RIECE.

BEERE—RRASRIEFED IR AIESHFHET
8], MiffiE LUN REBSEMUIE KEIRAR AR

==19

MRE LB BB BT EIRENEIANNEENRR
B LUN 7#fi#,



B4 Description

PR X R 7 GUID X FRERE GPT DX, NERBEHERE
# MBR 51X,

REFREE S XARESTE Windows Server #fE %%
£ HI MBR RXF558)#,

A EFLH—AY RBESHZEO (
@ Unified BI4 BE¢HEO, UEFI)
DX,

8. 7EBRSY LUN TI1mES, %R FEH LR iSCSI 5 FC BihigF:

TELbFERH ... HATUHLIRIE ...
EM WEEBHARMURT—N YR, HRERT
BTEENEN, AEEEBMEFEIEN.

OB LUN B Windows Server #R[EEi5 &R
HNENEZN, 72ERILFE,

ERENBEIEF PERE ¢ SEATEIE * 5 1 iSCSI *, AREEFEEN L
HERThER.

MREFEANZRABZREIZ IO (MPIO) BIFC
,» WEILLERZ S FC BahizRFo

0. HAXBTES, IETESERKIE igroup METE| LUN , IX2ERIEHH igroup :

EHE L S
NIEE BEhiER CIEHBY igroup ERNIEE B IiZF RIEFTRY igroup o

EE— IS igroup FNIEEBHIEFIEE—T EHREBENETENERFIEE—TIEA igroup ,
#T8Y igroup EBERETENRIREIZE—HRY igroup .

7£ * igroup name* FELFREEN igroup BFR. A
gﬁ igroup BIFHVET LN FBLUENES LF
X 0

10. EREEF, EEMMENEE, ARRE * TR * o
SnapCenter €& LUN FHiGHEZE F A LRI E IRTh28 3 IR 28 R 120

B/
TR LURIEF R AT ERN TN SOR R K/
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* XFUHAES

* XFHEEECER LUN , ONTAP LUN JLAIA/NETRARAK .

* WFEEE LUN, sl BADN (ERNITRAKRND) ERARAKN.

* BB MBR ##X57 X8I LUN B9K/NRHIF 2 TB -

* BB GPT EX{ 2 XH LUN MEFERSEA/NREISA 16 TB o

* IFETEELUNAK/ZBTBIZZSnapshots

* MREEBENAZELUNANZ BIRIEAIREBIZERLUN,. SnapCenters B ahRIBIREE A/ NAZELUNBIA N

ERIRVESERE. HAMBEE KRG EIERSnapshotiR R IFEE K /NS AR MEILUNFAIEHE,

TR
1. EEMSMERS, 8E* EN
2. EENDIEF, BE - HBE
3. MEN FHIFIRPEFE T

BRI 5 X e R AR
4. EERFREBADOEE, ARRE AR
O ERBHMEX/HEER, ERABRIEEEHENHA)N, HFERNNFERPENIAN.

@ MREFHMAKND, WERBEXNFRINET, ARABEERERERET B%H. It
5, R HBE MB, GB 3 TB LUEEEER1L,

6. WHRANRBREFRE, REFERE AR I TR

SnapCenter KAEREE K/,

EEIRE
TR U REEREASRHIME LUN EETE, EEMERSIAERZN LUN,
FaZ Al
* B MBEEFERY T LB5E) FC 8(iSCSI fRS.
* INREEEANZ iISCSI, MATMESEFHEALREIL ISCSI R,
* B#3F LUN B Windows Server BIFEH IS EMPRIENHEE, BNAREER LUN EZEZ D EN.

* YNS LUN HfEF CSV  (SEBEHZE%E) B Windows Server iR EB RN ENHE, MNTUGHERIERE
FAESREARNEN L,

* BT Windows Bt R EREEBRERMEN TN Lo
TR

1. EEMSMERS, 8E* EN

2. EENER, BE R
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3. M * EM * FHIFIRAFEZE TN
4 BEHCEE
LSBT R R ) F o

o. £ LUN BMITEF, HEZEZEIRY LUN :

FltFERS ...
FERR

LUN B&12

LUN name

EBRN

LUN #5%

6. EHEXATIEY, EEHELER.

EBH=E (CSV)

7. EREhEREIETIE S, SRR

ITUCIRIE ...
79 LUN & SVM o

B N5 DUEREES LUN WENTERREZ.

BN LUN B9 & #F,

VERRERBERY LUN SROEEK /)N
SR NERTRERFEMNARER.

FE, WA LUN B9HER 1M XCAS,

&M

LUN 2aefR—& ENiAIR

LUN B Windows Server #3158 REYE 3L

LUN Hf$EA CSV B Windows Server #if&#i5&

BRI ENHE,
HREERIIEENENEEEFANFEE,
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B%
Sppa)i

SRR S

EREEHR

BNDEREDESHEEH R

Description

ié SnapCenter 1RIER SR EN2E B ) D ECEHEE R

e}

g0, MMRAFREHEEN C : , N auto assign /B
M7 C . IXEhEE (C: \scmnpt\) FRIE—1
EEHR, EEHMEBRZFES IR,

R 2 BRI T HIT I RPIEZRIKEN 2R
R R ERFIESFERPIEE IR,
HHHRNRE RO NIRCBEENENIE,

NREFHLETE Windows RFehEHE, 1HEE
BT,

8. TEMRSY LUN T, iEFEHN _ERY iSCSI 8 FC BahizrF:

FLtFEEH ...
EM

ERENBEIER

HITULIRIE ...
WEEBFHAZMUBRR— PN TIIR, HRERT
BTFEENEN, AEEEBEFEIEN.

DAY LUN B Windows Server tifE R+
HENHZERN, A2ERIFE,

PEEE * JEATiEIE * 5 1 iSCSI *, AREEEN L
BEThER.

SNR¥E FC 5 MPIO 5, MeIbukES D
FC BahiER.

9. EARETIED, IEEEEIE igroup BT EI LUN EZ I igroup :

R .

TR B EHER BIEEHTRY igroup

WE—IE igroup HAEERBHIEFIEE—
#m8Y igroup

10. TEEEUE Y, EEFMBERHRE * 5Tl o

i

B NIETE BEhiErF 8UEHTRY igroup o

EBHELENETEBEFIEE— A igroup , T
EFRIEENRBIREIEZE—1 B igroup o

£ * igroup name* FEEHFEN igroup B BN
I%ﬁ igroup BIFHVEI LN FRLUBHES IbF

X o



SnapCenter 2% LUN ZE3Z2 2| A _ERVEE IRTH28 T IRTHER R 120

LI PaR AR RESE
TR LIRS0 LUN RABIER TR LUN SENEFERE, BE—I5: WRETHD el 2 pitiF s
i, NRERNRABEER.
FIaZ Al
* B8R LUN RREAI AEFER.
* BRBERHAZEE LUN

* YN8 LUN BHZER, 15HFEM LUN fiBREE R RKIIX R, HRITEMTHAMET RERBETHER
, IEEE{TH Al SnapCenter .

* KTFUES *

WRETFF SnapCenter 8Z2H FlexClone &M LUN , HBiZ& LSBEZEMREM LUN , N SnapCenter =
BRiZE, WrFF LUN E#ZZHi, SnapCenter 2 BR—%EE, EEETTsESMBR FlexClone %o

7k 5 ahififR FlexClone %, NEMIARE—1 LUN HNEZZAIEGEILE, EHEEN, BEREERZ D
FF, MAMUNBRMPHEE—TFT.

e
1. EEMSMERS, 8E* EN
2. EENER, BE MR
3. M * EM * FHIFIRAFEZFEEN.

HEB R 5! X L A AR

4. EERBUEEROEE, ARRE " IAEE
O. TEMTFFHLENEREIIEETR, BE HE * o

SnapCenter ¥R EE

i
TR UM B REHE. BWREERS, BRI EBUENRZEE.
EZ
1. EEMSMERF, BE*EN
2. EENNER, BEHHEE
3. M * EM * THIFIRAEZEEN,
LB R 7! X e A AR
4. EEREMRNMEE, ARRE W
O. TEMIFRHEEEIIEIER, BE *HE o
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SnapCenter PRz ER

SN EE SMB 1=

E7E Storage Virtual Machine (SVM) EAZE SMB3 #Z, &rJLAfEA SnapCenter A
F SRS, PowerShell cmdlet o

* ExfESREL: * BiER cmdlet , RATEAULLER]IA SnapCenter I H8VER Bl EHE,

XLEEIREEEMHAZRENRELR, ERIUTEERT Windows B SnapCenter 14 B REE A
"Templates" X FIHHEXLERR,

NREBEXEM, TUIRBIRENESIEECHER, FRIRBEXERZE], NWEER
cmdlet XIS,

BIE sMB H=

_._

& /] LAfEEA SnapCenter = T1ETE Storage Virtual Machine (SVM) L8l SMB3 £=,
&R 8efEH SnapCenter &1 SMB HZ Fa¥UERE, SMB Z#FHXETFEE,

7
1. EEMSMEER, 2E*FH .
2. TENEF, BE*HE*,
3. M * Storage Virtual Machine* FHIFIZRFIER SVM .
4. BEHEHE",

HEBPREFTH " i H = " 3HEE,
S. EHTEHEIIEEDR, EXHE:

ELFEEH ... PATUEIRE ...
Description WMAEZ AR M A,
Share name MAHLZZFR, 40 test_share o

BRAHZHRANBITHEREERT.
HEZF

H

WA UTF-8 £RF 8.

BEALUTFR: 0x00 2 Ox1F Z[alHyEHl
%’ﬁ (BERIFR) , x22 (W515) M
BHRFR V] (BF) <>+=;,7"°
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FLtFEH ... HITIHLIRAE ...

HERRE * BRFRUBAMBEIXARSREZ, fli/,
. iﬂﬁ?ﬁﬁﬂﬁkbﬂbﬁiﬁ:%%Eﬁ%’iﬂ%ﬂlﬂi&ﬁﬁ
Fo

6. WIMANHABRIHRG, 2E HE

SnapCenter 27 SVM L8l SMB H£=,

s SMB =
TR LUIEABEEE SMB =S EMIBR,

T
1. EEMSMERT, BE*EH
2. EENER, BEHHE",

3. FHE@ES, BE * Storage Virtual Machine* FER LU ERE SR Storage Virtual Machine ( SVM
) FIRMTHIYIR, REHAERPROHEZIEE SVM,

4. M SVM ERHEZFIRD, EERERFHLR, ARRE * BkR .
O EMFFHZINEER, BE HAE * o

SnapCenter M SVM Fffip& SMB =,

[EU g Rt By =SiE]

BATEMRSEHCHERT NTFS £IRER LUN MRl B=IE], BEFfSAFEARIREH
=B, BRILIEERT Windows BYiGE4EEA LIZ1T= 8] [EIU PowerShell cmdlet , LR
R BABREFERIRIC AR B,

MR EBEEFEHEG EN LIZTT emdlet , MABSIETIT SnapCenterOpen-SMConnection cmdlet LUITH S
SnapCenter RS328891% 1%,

FaZ Al
* EHITIERIEZ AT, R EEWOIE BTk
* Y05 LUN B Windows Server BB EMFRNENHE, NBIEREEFHANIN ERIT=EE.
* ATREREFMEIERE, BNRAEMEHIT=IEEI.

BNHRREAMED NTFS XH RS,

* KTFUAES

* TEEWHEEFELAARE CPU R, Eit, BERIFEFERSN Windows EHEARIMEINEITIL
1821F.

* FEEWLF =R AZE, BFR(EU 100% BI=SE.,
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* ANERITZ RN E T TR R T A 1,
XiF RIS OB IEREE
SR
£ FAT2FARS5 88 PowerShell spSHRTRATAL, WAL T
invoke-SdHostVolumeSpaceReclaim -Path drive path

drive_path 2M44ZE] LUN AYIREHESERTR

{F3 PowerShell cmdlet EC & 1214

INRIEARIEER SnapCenter B2 A REHRITENEEM=TEIEULEL, NeT RS
F3F Microsoft Windows B9 SnapCenter {1289 PowerShell cmdlet » &0 LAEEEfE
Fi cmdlet UG EL A4S AR,

WMREEEEHE G EN _EIZTT emdlet , MAZIETT SnapCenter Open-SMConnection cmdlet LUI3TH S
SnapCenter RS 2389 EZ,

BX05 cmdlet EE5FERANSHNERBIESR, 7@EIETT get-help command_name F3REY, FHE, &t
AILLBE " ( SnapCenter {4 cmdlet Z&35/) "

MNRATF MRS 23 MIB& SnapDrive for Windows S 2 SnapCenter PowerShell cmdlet $ii3f, &1 "%,
SnapDrive for Windows f5, SnapCenter cmdlet B FF"s

£ VMware B EE Z(E

1&8] LUITEVMwaref 15 s A& A FMicrosoft WindowsHISnapCenterififF R AN E
HLUNM R EIRIRER,

) VMware FI2ERSTFAR

* 3 #5H9 Windows Server ks
* Microsoft E£E¢E0 &

EFH Microsoft iSCSI Bt Boii2F, B%%#EF VMware E%3% 16 N8, SHEFH FC REXERND

« RDM LUN

FFEERDM , 2% L4F 56 1 RDM LUN Uz 4 4 LS| Logic SCSI 1£4128; 3¢ FiEAETF Windows #
VMware VM MSCS & &EHIRE, 2% %1F 42 1 RDM LUN LUK 3 4 LS| Logic SCSI #4138

X $F VMware ¥ SCSI 51128, RDM HEE R Z1F 256 MR,

BXZXEFRANRER, BSMW "NetApp BIR{FIERTA"
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EEBEREMN L L3EATF Windows BIIEHEE, N{EH vCenter EHE,
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* fEIEMAT Windows BV Z 5MIE RDM LUN B, @SB ILIEHARS A sEEEIR A I 2aVEAE
* FBETE VMware FR1ER S LEERHMER iSCSI #1 FC BohiER.
SnapCenter RDM 1Z&{EFT SR\ vCenter 41X
EEFRERFPHIT RDM #21E, EREEH EABLLT vCenter 1R :
© BURGFAERE: MIBRSUHE

* Host : BCE > FESXEE
* Virtual Machine : BC&

A TREX AN ECh Virtual Center Server RAIMIA TS, FEER D ECXEAFINBA B D ECLAIZE root AR
BERAF,

DEXENRG, ERIUEFRERS LLEEAT Windows B,

E1Z Microsoft £2¥418Y FC RDM LUN

@al LUERERTF Windows BG4 EIE{ER FC RDM LUN B Microsoft 8%, B4R EIZIGHINTSIEHEE
RDM &M EZF0E, ARBHE RIS FAIEIMIL.

M ESXi 5.5 FFig, X wLA{ER ESX iSCSI #1 FCoE f&E43kEI2R Microsoft £8%, & T Windows BYiHHE
Microsoft EEE$1R it 7 FF A BN 2 4%,

2K

MREHRFERESREK, EAT Windows BRI AR TR ESX 5 ESXi AR5 2:HIM D ARE E SN
£ FC RDM LUN B9 Microsoft S2BHR 324, XM EIMI IR AEEHIERE,

s B (VM) 06z 1THEREIR Windows Server hr7Zs,
* 5 VMware R EHHY ESX 5§ ESXi RS 22 AR A4 AR,
s BPMRENMAELDBEHIMEIEE 25,
* W ESX B{ ESXi IREBZBIMAEDHZ— VMware BIMWIXHZRSE (VMFS ) $dEFMEE.
* VMware ZiXTE FC SAN o2 S HIRFMEE,
MEMKE, Fa]LUET iISCS| SR EZMIETEMERE,
* #= RDM LUN I FHEBFRBIIEL
* W& T Windows FYEE Z SN FEheliEH = RDM LUN

(BB N F T S 7545,

101



* MIESEEBETNESN EMN EUYIERBSIEREE SCSI 7628
Windows Server 2008 R2 EXXREEEMNEIMW LA E LS| Logic SAS SCSI i5#88, IR FRE—FhERIM
LSI Logic SAS 1=#28771E, FHEZITHIZZEEZE C : IKEhes, MIHEHZE LUN TEEARAIAE LS| Logic SAS
=Hl23.

VMware Microsoft S£B¥ A2 154 EINSERIRY SCSI 1T 28,

@ EYIREEAIER TR SCSI I=HIZRRMBIE MM _EAIES LUN B, HZ01E VMware
Infrastructure Client FRi%E$} * [RIAIKEZMRET * (RDM) &I, MAE * SUEMEER * %,

* Microsoft A EEFREERE T VMware &E%,

* 7T/ F Microsoft EEBFHIEIN_E Z3EE B F Windows BIRMERT, EMAER vCenter £38, AR ESX
g ESXi EHE,

* EAT Windows BUEHTAERZ N ENFBEENERFEIE—1 igroup o

ERIRERFEREZEREEN RDM LUN 21, HEFMEESIZSE LIRS EFE ESXi VPN EER
89 igroup o

* H8{REA FC Boh#2F1E ESXi 5.0 L#1I7 RDM LUN ,
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A& S SnapCenter fRS5 23 L2 MySQL &%
MREFEMIURERMEAHFESE (NLB) BEEPHER SnapCenter RS 285 MySQL AR
Sz BBERE, JUERREERTE (SSL) IERMEHRAXH.

7 IIEY SnapCenter RSB ECERCE T2 MySQL &

YNRERIF SnapCenter fRS5885 MySQL BRSBZENEBRERE, JUERREERFE (SSL) IEHNE
AN, TTE MySQL ARS588#0 SnapCenter BRSS5 28R ECE IE B HIAN K

BEBRE A R LA R IE
* CAIEH
* RSB LFIEBNLTAEHAXH
* BRIRABIEBMETRERXH
SR

1. {8 openss| 85 7E Windows £ MySQL IRSZ 2B FEFIHIEE SSL IEPMEZEAX M

BXER, BEEN "MySQL 5.7 : {EF openssl 8172 SSL IEBFZR"

@ ATFIRSF[MES, FARRIEPMEZRAXAHRERBRELAS AT CAIEBRERARTE
FE. tNRBEAZIHMENER, NWEMA OpenSSL FwiFAIARSS 2R AVIE B Z A IF KK,

*RELEK: * BNERRSHTEREESZ (FQDN) EARSSHIIEPHARER.
2. ¥ SSLIFBMZHXHEHIZEI MySQL Data XK,

ZXIA MySQL Data XHFE&EN ¢ © \ProgramData\NetApp\SnapCenter\MySQL Data\Data\

o

3. B MySQL RS BEEXH (my.ini) FBY CAIEH, RSBBABIED, EFRHABIES, RSH[E
FRZRNEFIHE ARARER.

ZRIA MySQL fRSZB2REEEXH (my.ni) BE RN Cc © \ProgramData\NetApp\SnapCenter\MySQL
Data\my.ini o

@ 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld” ZHHIEE CAIEH, ARSES
REIEPMIRS T AEHRER

EWATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME i
LREARRZ.

UTRHAIERTEREIZRIAXHEF c © /ProgramData/NetApp/SnapCenter/MySQL
Data/Data B my.ini XY [mysqld] Z853BVIEPFZ A s
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ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

IR RBIERT7E my.ini XHRY [client] 2B P EFBIERR,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
key.pem"

4. {Z1E Internet (E2ARSZ28 (Internet Information Server , 11IS) ##J SnapCenter AR5388 Web [ T2
Fo

5. EJ# BN MySQL AR
6. EFMySQLProtocollIfESnapManager. Web.Ul.dIl.config3{4HHIE,

LT3R 2R T EMySQLProtocol \Web.UI.dIl.config X {4 EF#H#ISnapManagerIi (&,

<add key="MySQLProtocol" value="SSL" />

7. fEEmy.inixXXHFEY[client]ZB 5 R AIER R EHSnapManager. Web.Ul.dIl.config3X 4
UFRBIESRT 7 my.ini XHRY [client] #8953 R EFAIERIZ.

<add key="ssl-client-cert" wvalue="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />



<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. £ IS FA/E5 SnapCenter ARS3 28 Web T2,

7 HAERCEECE RS MySQL &%

YNREMIR SnapCenter fRS5885 MySQL BRSB 2 ENERERE, ERAIUASATAN (HA) TRERREE
EFE (SSL) IEBMEANH. EHE MySQL ARSS 288 HA 1= EECEIERMEHA A

FEBRE A R LA RIE
* CAIEH
FHEP—N HA TR EEM—1 CAIES, HiFI CAIEREFIZEIFZ—1 HA TR,

* W HA TTREVARSS BB AR IEBMARSS BT AEAXMG
* B HATNRBE A IRABIERNEFIRT ARAXH
TR

1. JWFE—D HAT S, &R openssl 855 7E Windows £ MySQL IRSEZEBMEF k& E SSL iEHH
B HF,

BXER, BBR "MySQL 5.7 : {6/ openss| 8 SSL IEBMZER"

@ ATFIRSFMES, FRFEBMEZERAXAHRERRELAS AT CAIEBRERRME
RE WMFBEAZEER, NEEA OpenSSL 4wiFAIARSS 23 ANIEBMZA X H KK,

*ERELE: CEBNERRSSETLREEEE (FQDN) fEARSSHIEBHNARE.
2. 1 SSLIEBMZAX M EHIZ] MySQL Data XHK,
ZXiA MySQL Data X1 #E&1E2 R C . \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

3. B3 MySQL RS 2BEEXH (my.ni) FBY CAIEH, RSBBABILES, EFRHABIER, RS5H[E
FRZPNEFIHE ABARE.

ZHA MySQL BRSE2ZECEXH (my.ini) 124 C . \ProgramData\NetApp\SnapCenter\MySQL
Data\my.in
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(D 1EATTE MySQL BRSBRECEXH (my.ini) BY "mysqld" ZHDHIEE CAIEH, ARSES
REIEPMIRS T AEHREZ

BWAATE MySQL ARS2RECEXH (my.ini) B [client] BHHIEE CAIMES, BFIHABIEBME i
LREARRZ.

UTFTHIERTERZERIAXEFE C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data & my.ini
XAFBY [mysqld] ZB5HYIEBFZER X o

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgrambData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UTFRBAIZRTE my.ini XHRY [client] &850 HR EFTRTER R,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/client-—
key.pem"

4 WFE-NHATR, Ef CAIEBHEMRSBELAFIED, RSB[LTABAXY, FFRHAFIESN
ERIRTRAEAXMSE. FITUTEE:
a. FE—D HA TR EAERRY CAIEBERIFIE D NLB T3 =289 MySQL Data X 43K,

ZRiA MySQL Data X#EE&1EH C : \ProgramData\NetApp\SnapCenter\MySQL Data\Data\ .

(D EARERREIZ CAIEH. BRNOIERSZBLBIULS, BEFRABILES, RSHE
RERXHNEFinEBEHRAX.

b. W FFE—1 HA T 5=, 15 openssl 855 7E Windows £ MySQL ARSZBMEZEF IS E SSLIEP
Ao

"MySQL 5.7 : {#F3 openssl| 83 SSL iEBFZZA"
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ATFRSBIED, EFBIESIAXANEREHENASAT CALBIERES
()  wEFRE. MRBEELHMEAR, WER OpenSSL HENMRS BIMEBHBIXE
BRI

BN fERARSS 28 FQDN fERRRSSFIEBHN AR,

- & SSLIEBMZEAXHEHIE] MySQL Data XK,
. B MySQL ARSEZBEEXH (my.ini) 8 CAIEE, IREBABIUEH, BTRHEAFIED, RSR
LTHAZAMEFinE AZARR.

@ BATIE MySQL ARSZRECE X (my.ini) B "mysqld" ZHHIEE CAIEP, RS
OB PHRS R E AEZHER.

BT MySQL BRSS2RECEX M (my.ini ) BY [client] 853 HRHERE CAILEH, BEFHARIEHNZE
FinE RERRRE,

UTFRBAIERT EHEIZHAHEI C : /ProgramData/NetApp/SnapCenter/MySQL Data/Data AR
my.ini 3XERY [mysqld] 2853 BYIE P ZEA S

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
key.pem"

UFRBIERTTE my.ini XY [client] ZB P EFBIERZ,

ssl-ca="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/ca.pem"

ssl-cert="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-
cert.pem"

ssl-key="C:/ProgramData/NetApp/SnapCenter/MySQL Data/Data/server-—
key.pem"
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AN HA T E(FLE Internet (S 2 BRS388 (Internet Information Server , 11S) A SnapCenter Ak
%%g Web Fjﬁﬁ*grgo

RN HA T EE 5D MySQL ARS.
. EHFNHAT 2 AIMySQLProtocollfifESnapManager. Web.Ul.dll.config X4 HIE,

LUFRBERT EMySQLProtocol .Web.UI.dIl.config XX {4 EFH#ISnapManagerZ A&,

<add key="MySQLProtocol" wvalue="SSL" />

LA EIEmMyY.iniXXHFRY[client] 3 723 A THAT RIS E I ERR B #SnapManager. Web.UI.dIl.config>X 4.

UTRBIERTE my.ini XHRY [client] E853 HEHRIERR.

<add key="ssl-client-cert" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-cert.pem" />

<add key="ssl-client-key" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/client-key.pem" />

<add key="ssl-ca" value="C:/ProgramData/NetApp/SnapCenter/MySQL
Data/Data/ca.pem" />

1. /D HA T2 LM 1IS /B 5D SnapCenter BRSZ28 Web N ATER.
2. FEH— HA T E{#F Set-SmRepositoryConfig -RebuildSlave -Force PowerShell cmdlet #1

-Force &I, LAEEMR HA TR ERIUREM MySQL £,

BMEEHIRSIES, -Force It RiTHER MEFERE.
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