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"[/mnt/mount -a] R R IFIT. B TR EN LRI %sHRIAR M S FHITIRN, "

NREBLHMATREH allowed commands.config, FRLHEAHITRMEPAL, HETEREERK, HET
T8R!

"[/mnt/mount -a] R R IFHRIT. B TEIEHEN LRI %s AR Er SFHI TR "

()  FEEmERESECORAEFTER,

79 Linux EH1H3E root B EZE sudo 1R

1#1d SnapCenter 2.0 XEShRAS, IF root AP RIAREIERATF Linux BY SnapCenter &4 S 3 B ohidhid
2o IHRHHIERUBXRBAEroot A B1E1T. ERA3E root BFECE sudo AR, LURMHITZ N EREAYIAIE]
PR,

* BEENRA *

* sudo 1.8. 7T EZhR s,

* 33 F3ErootFA . EHRIEroot BB P BYR FRAN B P ARIR FRRABE

* YH4E /etc/ssh/sshd_config XHFLIECEE E BN IIECIEE L. macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512 ,

EHECEXHREMBE) sshd Ao

Nl

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KTUES *
&N 793F root AP ECE sudo AR, LAURMHRS LUFERIZAYIAIE]:

* /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl
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1. BRIEBLEFERT Linux B9 SnapCenter & E4EH Linux £
2. {§H visudo Linux SEEEERFELLTITHRMNE! /etc/sudoers XA,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

(D NREEFIRERACUMEMA TGS, MRSE L TR INE/etc/sudoers X4

. "Irc/bin/olsnodes'<crs_home>

&= LU M/etcloracle/ocl.loc_X4HFREX_crs_home_ HI{ES
_linux_user_2 f&8I3Z/3ErootF P B o
ZATLAM*SC_UNIXIEEERIRFN txt XA FREY_ K IFNE , ZXHEAT:

* C: \ProgramData\NetApp\SnapCenter\Package Repository \SC_UNIS_plugins 1% 3aF1. TXT(30
FRSnapCenterfR S 28 REEWindows EHL L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)&Ef Checksum. txt (%0
ESnapCenterfRE 28 L EELinuxEN L )o

()  wrReIRERrRESRENSE,

ZIE1E AT Windows Y SnapCenter 13 E I FEHEK
=

TLEIEA T Windows #Y SnapCenter R Z AT, ENAB—LEXRNENRS
ERMAMREFEK,
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ReRRIOETHIZECIERE,

SIES LN L) * (BX), NETH#(:8.0.5
* PowerShelltZi(27.4.2
* Java 11 Oracle Javaf1OpenJDK
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LM "
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FFAREEEK,
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* SUSE Linux Enterprise Server ( SLES)
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, TERPEENMREE Z A IR R,

* Windows FE#1
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* &2 Windows Server 2016 S0 E S hiR AT HI2s.
* 1N ZIBE— Windows Server 2016 S ESARAHIEN, ZENSIHAIRL Fo
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1. BIB— KDS 1RZ5A, LUEHRN GMSA SN ITRERM—RIZ,
2. JWFEFME, M Windows HIFTHIZHEITIUTEH<: Add-KDSRootKey -Effectivelmmediately
3. BIZMACE GMSA :
a. U THEEER P AN

domainName\accountName$
.. AAFRTMITENR.
.. ERANRNISIERNARALE cMsa o

fB4n:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1l,SPNZ2,..>

. JB1T ‘Get-ADServiceAccount ' ®RLIOIEARSM, .

4. EENLECE GMSA ¢
a. EEfEH GMSA P BIEH L F Windows PowerShell /& Active Directory #&1R,

Ak, iEM PowerShell iZ{TLL Fap<:
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. 7£ PowerShell S8 SRR MBEITUTH S, EEN LERE GMSA: Install-AdServiceAccount
<GMSA>

C. iIBITUU TS IOIERAY GMSA K . Test-AdServiceAccount <GMSA>
5. NENLEER GMSA 2 EEEENR,
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(FIgE) B * BRI * o

HFULFEL ...
Port

B RERIIOE

ERBIEERSIK, (GMSA) BITHRMHRS

- BEH R Y,

HATIHERIE ..

FREBRINROSHIEEHROS. BIAROSH 8145
o W18 SnapCenter fREFFLEEBHENX KO L, M
ZinOSEE R~ ARINRD.

MBEFHRETHEIHEETBE
() o, urmsEERRE0. &
T, AP,

& FIBM DB2RVEH L 4E7EIBM DB2E P ALEA
Eo ZENTLUIFWindows 2% E. BRI LU
FLinux&% L,

* XFIEAF Windows BY SnapCenter fifFi{4
B, BRIAEREN C . \Program
Files\NetApp\SnapCenter ., S A] LB E X
=

* 3 FERTF Linux B9 SnapCenter {EE 146,
ZRIANERR A lopt/netapp/snapcenter , &AL
BE X,

MRECFeheEREMT, HENRRIEENNESHE
REMER, Bk E%EE,

XF Windows 41, SIREEAAILERSK, (
GMSA) E1THMFRSS, FiEPIbERE,

@ RUUTHEIUR I GMSA &7R:

domainname\accountName$ o

GMSA X B{E&MA T Windows HY
©) SrapCenter IG5 19E RS K

o

MRFEFBITHOEIEIE. NS ENHITERIE. UHIATNETHELZEBEEHNER, HET
iBl. RAM. PowerShellhitZs, 1RIBRMEERIIETNETARA. {iIE(FFWindowstdEfF)FJava 11 (XF
FWindowsHLinuxi@), MNRFHERMEEKR, WEERENNBEIRHESER.

MR FEIRSHETEIE RAM 8%, ErILIEHH{AITF C : \Program Files\NetApp\SnapCenter WebApp
B web.config X4 LUMERRERIAE, WRILEFIRSHSEHEX, NHEERBIER,

(D) #=HARES, MBEEH web.config X, M ARETEHRFH 5 EBIXLE.
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8. WNREMZEALN Linux , IFRIEHEN, ARBE * WINFHRR .
AEBILER, BNEIESEEFESITREIES.

() EvEssiBEE— ARSI SnapCenter FIA TR, tHATHITIEAMIE,

9. IiITREHE,

o 3 FWindowsthfF. REMHALKBEE[TF: _C: \Windows\SnapCenter
plugin\Install_Windows\<JOBID>

o FLinuxdfifd. REHREMT: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-in
Install_Linux.log <JOBID>, AR HENTF: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-
in Upgrade_Linux.log <JOBID>

SeRRfE
MR EAHLLF|SnapCenter 6.0k, IMEHIDB2EFPerltUiEHI1E M2 iHE AR SS 28 L ENE,

£/ cmdlet EZ MR EHN ELEERTF Linux 2 Windows B SnapCenter fiEf4Fi4 €

B LAE Install-SmHostPackage PowerShell cmdlet £ %N E 4 LRI REER T
Linux 8¢ Windows Y SnapCenter &4 €1,
FaZ Bl
BHNBEEEREGEH RGNS EV EUEB A MBI RNRIVEAF 51 &R 2 SnapCenter .
TE

1. BEh PowerShell ,

2. 1 SnapCenter 5522 41, f#F Open-SmConnection cmdlet B &%, ARBNERE,

3. f£A Install-SmHostPackage cmdlet IFAES T LN EH LR EIE A

BXA5 ecmdlet EEERANSHENRERBIER, AHEIIETT get-help command_name F3REL, &,
AT IEE " ( SnapCenter {4 cmdlet 2&15/E) "

NREEFohREHEYS, HFEFTERIEFEVEE HELEBAHFNER, NeTLUEER -skipprecheck 11,
4. WNERRRENEE,
FERHSITAREELInuxEA_ELEEEREFIBM DB2iYSnapCenterififf

&N SnapCenter BB P R E (U ZZE3E T IBM DB2#EZERISnapCenterffiff, 1R
HIIEAR R IFMSnapCenter UBRFZ L& M. MR UMERG<SITRE(CL)EEH SR
B ER AR T, T2 3EE A FI1BM DB2EIEERYIEH .
ez Hi

* &N7EIBM DB2E FisFRrEHIS MLinuxE 4 L L&A FIBM DB2EIEERIEH G,

. %?%E%EFIBM DB2#8#EZERISnapCenterflifF BILinux ENATUH BRI, BIBEMIRERAE

20


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

EREMRTAR (IMT) 888XTIZHFREENENER.
"NetApp HigfFiExRIT A"

* EFTFIBM DB2##EEAISnapCenteriEfF 21& B FLinuxiSnapCenterfE - S B —EF 0. EREZERT
Linux BY SnapCenter R H G281, B EE Windows A EZREE SnapCenter .

XFIAES
INRAKRENSH. WERAFIAMERESnapCenter,
p

1. ¥ERA FLinuxiYSnapCentertiF B B REE XX 4 (snapcCenter_linux_host_plugin.bin)MAC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE #l| | B % %E& T IBM DB2AYE MBI E o

1EEILAMZ T SnapCenter ARS5 28RV ENLIAIRILEER R,

2. EHRLRTAL, SMAIEFRIREXHNER.

3. &M path to_installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
-dserver HTTPS port=port number for server

° -dport FHF#E%E SMCore HTTPS &{Zi% 0.

° -dserver_ip 8% SnapCenter fR5328 IP ik,

° -dserver HTTPS_port 57 SnapCenter k28 HTTPS %,

° -duser_install_DIR {5 ER %GR T Linux BY SnapCenter {&HHF R4 EHNE R,
° DINSTALL_LOG_name 187 BEXHHIE FFo

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com —-DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. ‘miB/db2/neto/snapcentre/SCC//etc/SC_SMS_Services.propertiesSX{F. AR MMplugins_enabled
=<installation directory>: 3.0,

5. /A Add-Smhost cmdlet FIFFFESEHE ENLARIMEI SnapCenter AR 28,

BEXn5RSEEFERNSHNERBINER, FBEIET get-help command_name K3IREY. TE, &t
AUSE " ( SnapCenter B cmdlet SE158) "

SIFE A TFIBM DB2MYIGE L EERES

TR AER{E L TIE mT SnapCenter P EHNRERE, ERIEFENEREHE
LA TE R3S RV EY B SR B R IR @R

XFIAES
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UFEMRMGERERLTTE £, HEmgEriRas:

[EfE# T
B IN5ERK
© x KK

B5ER, BHAESNETHAEEMI AR
© D BHMN
S
L EEMSHERT, BE - .
2. 75 WifE  TUE, B L
3. 7E"Jobs" T, ETIETIRIMERIILIEREIR0E, BRITUTIRIE:
a. ik * kR "
b. BIgE: JEEFHARILR A,
o MKEIFHISH, HE * EHRE ",
d. RE TFHER B, SERERERTE.
e. it * M.
4. PERREAELFHBE  HEES  USEELIEES.
5. 75 * fRUIYARES * AT, it~ TEAS ",

ACE CA LT

%k CAIE+H CSR X1

EAIUEMIEBERZIBER (CSR) , AFRNAEAERB CSR MIEBMAAE (CA)
IREXRVIER, MIEHREE—DNXRERIET AEH,

CSR R—MRESXAR, HRAMAIGERHER URMESRH CA I,
(D CAEBRSATHKEREDHI072(L,
BXREM CSRIVER, FBIN "WALERM CAIEF CSR X"

@ WMREIA (* .domain.company.com ) & 4% ( machine1.domain.company.com ) HJ CA
W, MBI B &R CAIEF CSR X, ERILAER SnapCenter E3ZEIE CA IEH,

WFEBEE, CAIFBPMNIENERMZIR (FBINEE FQDN) UNRENMNENR. EHFBGEHZAT, aLUE
TEEFRAEZRKZT (SAN) FEERFHMIIGIER, MFBEFIER (* .domain.company.com) , IIEPE
R B SIHMEE MR
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S\ CAIEH

S (E B Microsoft BEIRITHIE (MMC ) ¥& CAIEFHFNEI SnapCenter RS 2371
Windows FEHEHA.

T
1. ¥ %] Microsoft EIETHIE (MMC) , ARG8T * XM * > * H0/ Bk Snapin * o

2. FEARMEMRERE R TEOP, EEIER Y, RARRE 0.

S FEIEREERTENOR, ©EF * BN, * &EB, AERE Tl o

4. BE  EFHER * > IEB-AHITE ¢ > * AERIEBMENE * > EH

o ARBEHEMR " AIERIEBMANE ", AEEE * FEES * > BN * UBHSAAF.

6. EMMES, WTFFR:
FhtmSEOS ... HITLUUTHRIE ...
SNHLH PR BRI, SN, ARBEE - TF
SAXFET FHITEMEN; BE - T—F %,
T2t EEEZRTSHAEBRER, ARRE T2
EERMIERSNEF EEWE, ARBE T * FIRSN.

() SAEBHSHPREE—REHORIN o pix. o p1281% p7b)
7. 3% "Personal"' X KEESE 5,
SREY CA SE$H54Y

%JF.S?EZX%}%?*ﬁiﬂiﬁ%ﬂ’ﬂ-&ﬁi&%ﬂ??’%%o ENEERENE ARIBIEPRAITERH
p
1. 72 GUI EHATUATR(E:

a. WEHIMEH.

b. FEIERIHEER, 2E * FMER ¥ ENF,

C. REhFEFIR, AREE * HIEE "

d. MAERRE fil+7E HIF R

e. MR+7BIEZ RS,

g0, WSRIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMBR=IE/G
, BB "a909502dd82ae41433e6f83886b00d4277a32a7b" .
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2. M PowerShell 11T LUTIR1E:
a. BITU TS USIHEREERIEN, HIZFEMBTTRRERENIES,
Get-F I -Path Cert : \LOCALLMACHINE\My
b. SHIESL
5 Windows EAIEHARSECE CA IEH
&N Windows ENUEHARSECE CAIEH, LUBIEE LR FIES,
1 SnapCenter fRS3233 U BEE CAIEBMFAEIEFEN LRITUTHE,

HIE
1. BT TS, MRS SMCore BRI 8145 WINEIEFBYFE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

fBlan:

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUTRE S, BHRENIERS windows FHIEHEARSSEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

f5an:

> Scert ta909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7ZLinuxEA#1L}SnapCenter IBM DB2iG 4IRS AL B CAIEH

BNEEBEXBMEAEREIEBNERN, KB CAILEH, NEEXGHEEEFMEEE
RECRERES, i CA ZREIAMECE NER SnapCenter BE XFhFARS BB E X if
HEEEME, LUUEEREAVRFIER,

BE MGG AN "keystore.jks" , ZXAITF /opt/netapp/snapcenter/scc/ etc , [EIRYB{EESEIZEFZH
= fiE,
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BB E XM EAERNER AR IEEERR CA B2 ERNWEIZHZ

2515%
1. SR LM BE GEHFRIEBMEX AP R B E XA B ARERIAZE .

EE5%H "keystore_pass" X HIE,

2.

i

DR AT

il

keytool -storepasswd -keystore keystore.jks

. FBEAEDIAR BFA RN ES BN R R EERRER

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

9 agent.properties X7 #J keystore pass ZEHEFEREH,
3. BMEBEENRIRS

()  BEEEmPEEnm S REANRE %S FR .

BIRIEBPIENE PR E R B E X G EEEFE
BN AHRARRIE B FRIELEBEE 7 B E X EHEEF .

T

1. EMEIESBEXIEEGZHAERNSER: /opt/netapp/snapcenter/SCCletc.
2. HEISH "keystore.jks" o

3. FHEAERRINAIES:

keytool -list -v -keystore keystore.jks

4. ANIMARIEREAIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBSFEIEREEN BE X EHEEEFEEERB MRS,

() @EsEFRIIR CAMES, REBRIRIE CAES,

¥ CA R EPAMEE B E B EEFE
TR CA ERBIANEE N B E XEHEEEFE.
TR
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1. SMEEE B8 E XEGZARE /opt/netapp/snapcenter/sce/ FHIX 43
2. B4 "keystore.jks" o
3. HIHERAERRINAYIES:

keytool -list -v -keystore keystore.jks
4. FMER BBMPAMAFEAN CAIEH,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

S. FItHEEARE P ARMATIES.
keytool -list -v -keystore keystore.jks

6. WIIEAERSEE5ERNEIBAEPFH CAIEBHHAZIE,
7. ¥ CAIERRIMAFAIAZ R E N B TAERR

BIABEXIEEZAEZE agent.properties X{4FH 4R keystore_pass FI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WIR cn EPFRFIBRRK, ARESERIWEHRFS (e, o, o
), ERARERNERAR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEEFIRE,
RIEZ A SCC_certificate_alias BHfItL{E,
8. ¥ CAEREHAMMENBEX GG EEEMEENBIRS.

79 SnapCenter BE XIH B E L BHIEYIER ( Certificate Revocation List , CRL)

XFUES
* SnapCenter BE XiGHRFEMELERE RPER CRL X,
* SnapCenter B XiEFHY CRL XHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

$IE
1. &R LUEA A CRL_PATH 1EEXF18E 3 agent.properties X4 HIZRIABE Fo

TR B RPRESZ N CRL XfF. RFIFRIES T CRL IIEFNBIES.
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7ZWindows X #l_t f3SnapCenter IBM DB2fE {4 ARSZ B B CAIEH

BN BEERENIEGRAEREIEPINER, BBE CAIEH, MEEXEHEEEFEIE
IR HENEH, HiE CA ERZZBIANECE NER SnapCenter BEXIGHFIRSZHBEE X IE
HEEEFME, LUBEE RENHFIEH,

B XGRS keystore.jks , ZXHELTF C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBRYREEEEFENZRFiE.

EEEE R RAENZEUKRIEZEAN CA ERRANHFIA

p
1. SR LM B SGR R ER XA PR B E XiE B RAER AR,

Z{E5 key_keystore_pass_ $EXTN,
2. ENERIAERD:

keytool -storepasswd -keystore keystore.jks

@ WNRTE Windows fp SRR TIEIRF "keytool" 88, &R keytool fp B AN H TR

o
C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. BEAETMIARBNPTERE BB N ZAEFERNERZER:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore_pass ZEHEFHEREH,

4. EEEEERBMARS.

()  BExEEmPEaEnm S REANRE XS HREE.

BIRIEBPENE PR E R B E X G EEEE
BN HRARRIE B FPENEBEE 7 B E XA HEEFE.

p

1. SMMEIEESBEXIEHSHZAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc HJ
X ¥

2. B4 "keystore.jks" o
3. §IH B AR RINAYIE S

keytool -list -v -keystore keystore.jks
4. AIARIEH S EREF:

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks
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5. BIREBAREIEBERE N B E ST EEREHRS
() GESERMIE CAES, AEBRNHIE CAES.

¥ CA EREIAMEE N B EXEHEETME
ENR CA SR FANECE N BE X AHEERE.

p

1. MBS BEENEGZARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
X ¥

2. B keystore.jks o
3. B HZEARE R INAYIES:

keytool -list -v -keystore keystore.jks
4. AMENAEBLBNAEEAN CAIES.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

o Bt EARE R ARANBTIES,
keytool -list -v -keystore keystore.jks
6. BIFFAERS B a5 ERMAIBEHRERNFH CAIEBREMFIE,
7. %79 CAIERARIAFATAZE S E LN AT,
BIABEXIEHZIREZE agent.properties X{4EH 4R keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
8. M agent.properties X CAIEBECES B,
IRIEZZEA SCC_certificate_alias EHTIH{E,
9. ¥ CA BREANEENBEXGHEEFEEERRB MRS

79 SnapCenter BE XEHECEIEBHGESIZR ( Certificate Revocation List , CRL )

XFIES
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Define a backup strategy. SEDCETEETS ETHE

!

Determine whether the resources
are available for backup.

I

If needed, add resources.

!

Create a backup policy.

I

If you have multiple resources,
create a resource group, attach pollicies,
and create an optional schedule.

I

Back up the resource or resource group.

I

Monitor the backup operation.

!

View related backups and clones
in Topology page.

el AF s e A fEA PowerShell cmdlet $117& 17, RN TEE#R(E. SnapCenter cmdlet #5EHF
cmdlet 25 B85 %H % PowerShell cmdlet FUiF4H{E 2, https:/docs.netapp.com/us-en/snapcenter-
cmdlets/index.htmi["  SnapCenter 3%{4 cmdlet 2&18R/) "(EX)

31



Bh &I EHERE

HiRZLinuxEH]_EHSnapCenter&IEIBM DB2EERE. LA FARIIBM DB2EIEE
& BRI RRIDRIZIRA A I TEIERIP 1R

Sa ! = ATl
s BB S T SnapCenterfR$S28. AINENINEEFZ R RARIEESFES,

* & FI1BM DB28YSnapCentertfifF A2 15 B sh & I BERDM/VMDKEIAIFIE VR R, BN DIEFEhAR
ISR A SRS IR EEMEE B,

RFUIES
RIS E. RAZBEHAIZLnuxEN ERIFTEHIERE. HIFHERTE"Resues"TIHE Lo

* (NBEh AT,
TAEREMIBR B e A TR R,

Uz

1. FEMSMERS, BEi*Resoles*, FARMFIFRFIEZFERH FIBM DB2AYEMH.
2. THRREF, MIETIRPIERZREDR,

3. (mN%) B pg » REEEREINE.

KRG, EWRIL ST I UXAMmERER,
4. BE* RIERER * URMEN LRTARNE R,
MR B R FRARFIRER, R, XEHNHARE, MK, RRNBERSHFER,

° INREIEEMT NetApp FE EERZRIP, NBERRSHIFRERRZRIP.

° YIRBIEEMLT NetApp FERLG LARRIF, HERRITEDIRIE, NEEKTIFREERENRIE
7. &, Jtl:>|ku>|—r7fE¢EJ:/)\%fﬁ4kuEﬂﬂlhéﬁn‘é’a&:ﬁ%{ﬁﬁilﬂo

() A SnapCenter SMBERS T HIEE, MATRIF AR,

FEpF FIRANEEF A
Windows =M A BTN & Mo MFaNARINDB2L IR EHEER IR

Fraz Al
* BB ST RESnapCenterfiRS5 28, FMENMIRBEFHEARLEESFES

KXFIAES
UTEERRFIRI:

* RDM #1 VMDK #: /5

TR

32



1. EEMSMEEF, EFEResoles*, ZAFMTHIFIZFRAIEZFIERETFIBM DB2EYSnapCenteriifts
2. TRWRTIEY, REHHIMIBM DB2EIF*,
3. HIREFRIFMSEETP, HITLUTIRME:

MFUEFE ... HATIERIE ..
Name EEIIERER .
[k BAENR
Type prit s ¢ e Ao ]
el EE ENBIRRE KRB SEBIRI RN,
R PR EREERIIEERIE o
X2 AIERY,

4 EREEFFESATEREF, ERFEEEHEE—1HE1ME. LUNMqtrees, FAIGER T Save®

g EEEE Y B, BFMEMEERSRMESSE, LUN F gtree o
brivh

5. A% FFWindowsEH EAIEIR. 1£"Resource Settings"TIEIH. i\ IBM DB25EAEH B E X SB{E X
6. EEWME, AERE*TH .
LB R REBIREU R ENE . KBEFRAMKEUNRBEREEEE

NRZHNAF RN FRBVIAENR, WAITFGRFEDELAR . X%, BFPRAIUBITH 2ELtIIRES~ R
BINRAVIR(Fo

"ANINAFEAH S EAEME
NINEAEERE. eI LUEERIBM DB2EUEEIFAE S

771BM DB28IE &1 5RE&

1E£fEASnapCenter&{71BM DB2A R Z B, MAANEBEFHIAR BRI ZFRALIE—FHER
B%. FPHRBE—AHMN, BFIEHWNMAERE, tRIFAEREED

FIaZ Al
* BB TE X &R,
BXIFMAER. IFENEX7IBM DB2EIEREE X HIBFRIFRENESR.
) gﬁxﬁaﬁﬁ%ﬁi?ﬁ% SnapCenter , FMEN, IREFERFEEZNANNTFEFES HBIERIPE@LTE

33


https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html
https://docs.netapp.com/us-en/snapcenter/install/task_add_a_user_or_group_and_assign_role_and_assets.html

* NRBIFIREBEFFEIRENTZME. SnapCenterBIE R MM I REN BIrENSVM O ECA T,

teSh, @RISR PIEEER], HAMNARERRE. IREBFRBESEATHMAIRE, XEEDR]
TIEASEl

KX FUES
» SnapLock

© MEEE T "REGRIERBFERED. NSnapLock{R BHARMIVNTFHFFT LRIRE R,

° FETE RER B EHAPR AT BA LEMFRIRIR. EEIREBHARZIER L, XFFIRESREBLLRBEPIEENNEES
YRR,

* FFFONTAP 012\ REMMRA. EEFUINEH MSnapLockiz i RIRBIEH5EHEIS 4 FSnapLockiz 4]
#ABYIE], 77 4R R AE SnapLock IR S Fan BRI
(D) ESnapLockigErESnapCenterf ) HBachiETEIE. HSnapLockid BHIONTAPETEIE,

R
1. ZEEMSMERF, BE*RE "
2. FIRENEF, BE R,
3 BE .
4. ERITNEDR, WNREES AR,
o ERBERBTIE . HITUUTHERME:
a. EFFEREL,
b. 7£ * BEXEMIZE * MH+, RUMLAUBHERIERIEHNEMRFESHIRE.

TR LIRS BB R ER(E.

(o2}

. fESnapshotTlEF. BESEFHRE. S/, §H. “SA'FEARKIEEITIFEE,

@ ERILFERIZRRAR NS MRIEIEEITR OFaBHE, SRAMBNME) . XiF, Ee]
IR A ZERRBASOMRNRFA, BHaLASNREOERENED T,

Schedule freguency

Select how often you want the schedules tooccur in the policy. The specific times are sat at backup job creation enabling you to
STAEEEr yOur sTart Times
@ On demand

Houtly

Dratly

honthhy

(D) wmeEEtER2: 00, WEESH (DST) MEFRMELITL

7. #£SnapshotiZ BEEZHH. IEECERENREBEHE,

34



MREE ... B4 ...
RE—EHRENRER EFRBRBIEIES . AGEEERENRBHE,

NRRBHEBIIEEHE. WEMFRE. HE%
PR F BRI,

X FEF Snapshot BIABIED, WNRIHTLIEA SnapVault £, MATUFEREITHEHILEN 2
@ HES. WRFRETEOKEN1. WERBRFAIEIRK. EAFE—MREEZESnapVaultx
AHSERE. BEFBHBRIBEZIBIRALE.
8. HRBMEMIIEP. BESHLENREILE UREEH LB TEPEFAITRIEE:
0. EEWE, ARBRE *TH o

B ZRIREE F I IN R AR

RIBARIENINHAEMIEBERGOIFRIFHNZENRZS. BERRH, ErLlREN&ER 54
ENFERREFE IR, EA3EFRIFEUEHEEZRFEEH, EESITE—NTZ I E
BEEIANEIZIRLE, 7 e X ERITRIEIRRIP(ELL SR,
FKFIES
* 3+ FONTAP 9.12. 1 X EhRZS. 7EIRETF2H M SnapLockiFETRIB Bl 2R T f& 15 4k i&k SnapLock Z B 2 HARY
i8l, TEfESIE RN ESnapLock®HARY B /G FohiE IR fE,
HIE
1. FEMSRERT, 8 FR*, ARMIIRFIEFEBNAVES,
2. THRREF, BE HEZRA
3. ERFTIEP, HITLLTIRE:

MFUEFE ... HATUCIR(E ...
Name MNFIRARIR IR,

() #RASHREBT 250 M5,
Tags WA— RS MTE, UEHEREERARE.

5190, SORIER HR EATRMERMEIZNRIRA, N
THERI LIRS HR TREREXIFRE R TRE,

35



4.

5.
6.

36

NFUEFE ... HITULIRAE ...

XtSnapshotBIZAfE A B E X Z &L ERIEEEE. ARRAZRTRIBZMEIBENZ
MR

540, customtext_resource
group_policy _hostname ¥ resource
group_hostname » ERIAER . REBZFR=MIANET
18180
EREDUER, M* EN* THFIRPEZFEENE, N> ZREEE * THIRPEZEZIREE,
XEMFimERE LHER.

M FTRER * SR FIEERRIR, ARRLEFKGEBHE ¥ EEHR * 857
ENAEFIRETTE T, TR

a. B &P+ kAR EE M &L
BR—EMHAENHRNITUTES:

MFUEFE ... HATIEIRIE ..
B EF BT ARRIRETTM PRI R B LS E RERIB (RS AR E
frBdiE)

ER2=5%, hFE=7%, B =207%,

2 FH WAFL A% WEFR IR T A 36 e SR IR B WAFL —EU=,

—© ® ‘ : :

MName Resources Application Settings Poliches Nonfication Summary

Backips =

BA Enable consistency group backup

Afferd tirme to wait for Conmistency Group Snapshot aperation [o compiete
# Urgent
L) Medilem

) Retaxed

[ Disable WAFL Sync

SCripts

&

Custom Configurations

&

snapshot Copy Tool




a. Bf*Scripts*&IkHBMNATEHME. RIBAMBUHFHMEIZIERNPREMPOSTa <, b4, EERTLIMIATER
FHIZENRH Z FIEHITHY PRE 85

b. B * BEXEE * §ik, AEMAERLIRRITHIESERPREMENBEXBERE.

S8 FFEE ... Description
archive_log_enable (YIN) BRVIEBEEEURFRIEAE
archive_log_retention RER EERE B ERIRE.

g ENNETFHAKF
NTAP_snapshot_R&1{&o

Archive_log_DIR change_info_directory/logs ETEANBEREERNBREZ,

archive_log_EXT file_extension IEEANAEXEGT BEEEE,

Bign, sNRYIEBEEK
log_backup_0_0_0_0.16151855

19429, MXHY BRENS,
NBAEY BREHRE 5 %, B
16151 o

archive_log_recursive_SE arch (Y/N) ATFEEFER+HrIMEE.

MRFEAFTNLTFTFERT, U
R fER It 2K,

@ IBM DB2 LinuxiEF 2415 B EXREX . mEMRERRWindowsiE{FRIIBM DB2%K
EENRZFEE X BEM.

C. Bi*SnapshotglA T E*&ikiEFEA TR KRBT A
MREHE ... A4 ...
SnapCenterLMfEAERAFWindowsBJiEfF. HE &8 * EAXH RSN SnapCenter *

BIEREBZ X ERABET —BRS. WF
Linux 8, HERIMARER,

SnapCenter A BB iE LR 5! IRER PR * NMERXH RS —EIERY SnapCenter * .

WABEEN ERITRIS L LLCIE SnapshotBlds,  EF Hith*. ARBABZEEN EHITRIS S LLE!
EIRR,

7. ERBETIEA, RITUTEE:

37



a. NMIFIRFERE—IHZ R,

O mommmes - womes * -
XSRS RHE IS E SRS BB R B o

" EEEAMG, $% ¢ ERERENER,

C. TETRNNEERL policy_name HIMHRITHEES, MBI, AELE * BE
HrR, policy_name T EBRAIE o
BEENIHIEEIE © SRAHR - T,

INBE=HEMIRIS SnapCenter &ARIES, MRIFXLEIH,

8. EEARE * BT EER * FRSIRT, BREREBTHENHE.

TSR NINIETE & M AFIWF N BB FRB AL AR BB F M B, AT * 1RE * > * £FIRE * PEE
SMTP AR%258,

0. BERE, AREBRE TR -

#171BM DB2
MNBENFRBEEARIMNERZIRE, EAILIM "Resources" TIEFMZA Ro
Fiaz a7l

* BB IR E RS,

* MREBENS ZREFMHERE SnapMirror XRZNEIR, NDECLTFERFH ONTAP BN EHE "
;napmirror all "R, B2, MREFEAMZ “vsadmin' " BE, MAREE " snapmirror all "4
Vo

* XFETFSnapshotBI A ENRIE. IBHRFIBAR BUBEIS BB L FEIRE,

* X FBFquibfiR. SnapshotflunquilfiR 121ENFIGEHRS. BB U THRELEXEMSEBE U FIEHE
WM LTRSS TIRA:

JFFWindows: C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creper\ETC\ALLOWED_commands.config

FFFLinux: /var/opt/snapcentre/scC/ALLOED_commands.config_

() mEeSTRAFEERERS, MREBEK.

p
1. TEMSMERED, EF Resoles*, FAFMFIRAEFMENAVIEH .
2. ERFETEF, RIERRLEM * RE * THIFIRFHEZ R
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EERN » ARERENBMRREEUFEE R, ARG EEILUERE bg UXHATHERES.
3. EREENHEIR.
4. EHRFER, EFIfSnapshotBIAERBEX BRI, ARRNERTFSnapshot& MiEI B E X A

o

5140, customtext_policy hostname % resource_hostname . ERINIER T+ SnapshotZFR= M n— B iE]
o

o ENARFIRETET, HITTEE:
o RISk NI B HME (I
RIEREBA—EIEAED, HRITUTES:

MFUFE ... PATUEIRLE ...

%1% "Consistency Group Snapshot" #2{ESERAIEY  EF* RS "I BN LIS E RBIRIETARIZF
18] FdiEl, K2 =5%, RE=7F, = =207%,
2 WAFL [B% R IR A] 6 S s i B WAFL —3s,

° FEFF*Scripts*8TL AT FEHME. IREBFMEUHEHMEIZERIPREFIPOSTH %,
BRI IR HEDIRIEZ HIETIT PRE @S, FAMBHIAFEAIBHIZASTE SnapCenter BRSS28HIE1To

c MEFEENERESK, ARRNERLLZRNEAEELFAENBEXEX,
° 3E$F*Snapshotgl A& T B *&ik LUEEA T 6)ESnapshotd T A :

WMRIEHE ... A ...
SnapCenter A 8|2 F &R 5 1RER WERE X NMEBXH RS —EERY SnapCenter *

SnapCenter LAEHER FWindowsFUiEHIE XX H iEF * EEXHRFAE—HIER SnapCenter *
RAABT—HRE. AFEIESnapshot

LU N5 < LLRI#E Snapshot W EHM . AERAm 2L EIESnapshot,
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—© @ : : s

Mame Resources Applcation Settings Poliches Motfication Summary

Backips =

BA Enable consistency group backup

Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
0 Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

&

Snapshot Copy Tool

6. FERBETNEF, FITUTHER:
a. MTHIFIRFEE— PRSP R,

(D TR E < kel ¢

EREERIREE T RIZBD T, E5H%EE R,
b.
wE o
C. £ /3policy _policy name AN RIFHEES, EEEZITEI, FAFIEEOKY
policy_name 2P SRBEHI R TR,
BECE RIS 5I7E "applied Schedules" 55,
7. E@ETIEAY * B FHRMEEED * FhIFIRS, EREREBFIENTR,

IR THETE R AT N BB F IR AR R F BB R, Ithoh, BT * IRE * > * £FIRE * FEC
& SMTP,

8. BEWE, AEEE T
LB R BR 2RI DTE,

. EFILENED*S
10. FEGTES, FITUTSE:
a. RWRFNAT SRS, BN * RIE * THIFIRPERERTEHRIRE,

MRAEBEINERHRBSEOTRIKER, NWRFEDRHREAITVREEENRBIREEITRE,
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b. %HF * FD *
M. B~ I5E >~ Bl UGS EHRE,
° T£ MetroCluster ELEH, SnapCenter AJRETC;ATE R BRICNENRIFX R,

BXER, BB "MetroCluster BfE¥ 5T AN SnapMirror 3 SnapVault X&R"

HNEIRA
RFHAREN LN —AFR. RASHNBZRAFENXHIFIERRATEDERF.
ez

* ISR E M T SRESHIR IR,

* MREBRMN S ZREFMHEER SnapMirror XRNZFIR, Mo ELAFMERF R ONTAP AR E1E
;napmlrror all "R, B2, MREFEAMZE “vsadmin' " AL, MAREE " snapmirror all "%
Yo

XFIAES
TR LM " TR " TTER R &N RIRE, MRFRAMI T REEHEE Tit%, NWEREITR Boh#iTED,

p

1. HEMSAMEETR, EZE Resoles*, FATTMFIRAIEZFMERAVIEH,

2. EHRRDIEF, M > LE * FIRAEE * FHIRA *
EALUBSERRETRANRRABMBERRIERERA bd, REEEITC. AR, ERILUERE g UX
i ER E Ao

8. ERFA TIES, KREFMHNFIRA, ARFIEEFBack up now *

4. EEMTESR, BITUTIR:

a. IRIEK ST REESRIFARXER, 1BM * REE * THHIRPERERTEMHHIRE,

MR RIRESNERNERSSHIHIXEE, MIRESOBIRERNITRIREEENRIEEHTRY,
b. 38R * &,
5. 3@iT%F *Monitor*>*Jobs* R S IR EE E,
HEARIEETFIBM DB28YPowerShell cmdlettl i E R AT M TR

7E{EAPowerShell cmdlet& 7. ERIN7ef£IBM DB2EUEZEZHI. A6 Storage
Virtual Machine (SVM)iEZHZ1E.

FroaZ Al
* &R EHERYF PowerShell 3715 U117 PowerShell cmdlet o
© N A IR EEE P R AR R B IE R A E R,
* B RIEGRRRTHITH.
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AINERERAEEN, FVEGLRERBEEHTHR, RATVEEERSEMN, FEBEERSTES
£ SnapCenter BF.RR REHRETRA "FAoIBAFEMD " 3 "1 NetApp FiE £ ",

* FRERRRZMNEMHE Y,

SnapCenter R ZIFEARRIEE L ERAHERBZTNZ NMEMER S, SnapCenter TIRFNENMEEALKETNEER
ME—AY 2 FRFNME—AIERIE LIF P otk

TE
1. 8 #H*SnapCenterPS* LB EhPowerShell Core,
2. {#F Add-SmStorageConnection cmdlet SI2 5 7Z & R RIFTIERE,

PS C:\> Add-SmStorageConnection -StorageType DataOntap -Type DataOntap
-OntapStorage ‘scsnfssvm’ -Protocol Https -Timeout 60

3. f#£/A Add-SmCredential cmdlet BIEFE1E,

I35 BRaN{aIEE A Windows EHESIZE R 9 FinanceAdmin BIHTER:

PS C:\> Add-SmCredential -Name 'FinanceAdmin' -Type Linux
-AuthenticationType PasswordBased -Credential db2hostuser
-EnableSudoPrevileges:Strue

4. ¥1BM DB2i@1s EHLARNMNEISnapCenterfk 5528,

¥+F Linux :

PS C:\> Add-SmHost -HostType Linux —-HostName '10.232.204.61"
-CredentialName 'defaultcreds'

¥+F Windows :

PS C:\> Add-SmHost -HostType Windows -HostName '10.232.204.61"
-CredentialName 'defaultcreds'

S TEEN ERERHEFIEHTFIBM DB2RYSnapCentertfift,

¥+F Linux :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DBR2
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¥+F Windows :

PS C:\> Install-SmHostPackage -HostNames '10.232.204.61' -PluginCodes
DB2, SCW
6. & ESQLLIBHIEER,
3T FWindows. DB2AEHF{ERSQLLIBXHFAIERIAEETE: "C: \Program Files\IBM\SQLIB\bin"
NREBERIARRZ. BEAUTH S,
PS C:\> Set-SmConfigSettings —-Plugin —-HostName '10.232.204.61"

-PluginCode DB2 -configSettings
@{"DB2_SQLLIB CMD"="<custom path>\IBM\SQLLIB\BIN"}

BXO5 cmdlet EE5FERANSHNERBIESR, TH@LIETT get-help command_name F3REY, &, &t
BB E " ( SnapCenter 2§ cmdlet £E355) "o

{# A8 PowerShell cmdlet &1 E3EE

%ﬁi?&?&ﬁ@*ﬁ% SnapCenter HE%%&E E‘f, I'J\\}JI]J\/ R, //J\\hﬂ%ﬁg, ﬁUL%1ﬁJ\/}_\éﬂ
MEF7-

FHaZ Bl
* BB HEEIF PowerShell 3715 LIR1T PowerShell cmdlet o
© BB ARINTEE R REEHOIEER,
TE
1. f£/ Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRBZ23HIEZRIE,

PS C:\> Open-SmConnection

LB B P BB SRR
2. {EFAdd-SmResources cmdlet RN F TN Ko
LUFRBIER T SR INIBM DB23< 41 :
PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Instance -ResourceName db2instl -StorageFootPrint

(@Q{"VolumeName"="windb201 datalOl";"LUNName"="windb201l dataOl";"StorageSy
stem"="scsnfssvm"}) -MountPoints "D:\"
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FtFDB2EIERE

PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode DB2
-ResourceType Database -ResourceName SALESDB -StorageFootPrint

(@{"VolumeName"="windb201 datall";"LUNName"="windb201l dataOl";"StorageSy

stem"="scsnfssvm"}) -MountPoints "D:\" -Instance DB2

. £ Add-SmPolicy cmdlet Bl &4 5.,
. {3 Add-SmResourceGroup cmdlet R Rk A SnapCenter ZRINHFTE R4,
. f£/A New-SmBackup cmdlet B &hFHIE DR,

IERBIERT A& ZIRA

C:\PS> New-SMBackup -ResourceGroupName
'ResourceGroup with Db2 Resources' -Policy db2 policyl

U REIEEHDB25L4:

C:\PS> New-SMBackup -Resources
@{"Host"="10.32.212.13";"Uid"="DB2INST1";"PluginName"="DB2"} -Policy
db2 policy

TR & DB2EsERE:

C:\PS> New-SMBackup —-Resources
@{"Host"="10.32.212.13";"Uid"="DRB2INST1\WINARCDB"; "PluginName"="DB2" }
-Policy db2 policy

£/ Get-smJobSummaryReport cmdlet iIFEIRE (EETEETT, BERFEK) o



PS C:\> Get-SmJobSummaryReport -JobId 467

SmJobId : 467

JobCreatedDateTime

JobStartDateTime : 27-Jun-24 01:40:09
JobEndDateTime : 27-Jun-24 01:41:15
JobDuration : 00:01:06.7013330

JobName : Backup of Resource Group

"SCDB201WIN RAVIR1 OPENLAB NETAPP LOCAL DB2 DB2 WINCIR' with policy
'snapshot-based-db2'

JobDescription

Status : Completed
IsScheduled : False
JobError

JobType : Backup
PolicyName : db2 policy
JobResultData

7. £ Get-SmBackupReport cmdlet SS1Z&MBEIIFMES, FlaNHM7D 1D MFMDEFR, DRITRREN R

Fo
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PS C:\> Get-SmBackupReport -JobId 467

BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2024 01.40.09.7397
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses

ReportDataCreatedDateTime

PluginCode
PluginName
PluginDisplayName
JobTypeld

JobHost

BXAS cmdlet ERERANSHLERBARNES,

{WINCIR}

{}

False

False

84

467

27-Jun-24 01:40:09
27-Jun-24 01:41:15
00:01:06.7013330
27-Jun-24 18:39:45
Completed
HOSTFQDN DB2 DB2 WINCIR
23

db2 policy

13

HOSTFQDN DB2 DB2 WINCIR HOST 06-27-

NotApplicable

SCC_BACKUP
NotApplicable

SCC
DB2
IBM DB2

HOSTFQDN

AILIBE " ( SnapCenter 24 cmdlet 2E$5R) "o

miTE IR

537IBM DB2E{03121E

&E] LAERA SnapCenterJobs TTE mEARIEMMEEREE, ErIseFENEHE LUHRE

SERBY Bl R S T IR E iR

KTFUES

UTERRERERLIE L, HamBENRRIERES:

46
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[EfE# T
B IN5ER
© x KK

B, BHRESHHETHAEESME AR
* 9 BHMN
* o BEUH
p
1. EEMSMERS, 8E 85T
2. EEENES, BE Rl
3. FEfRIIEF, FITUTHR:
B g WTIRBITIE, UBNIIHEHRIE
1EEFF 98 BHAMLE R B #A.
C. M * KE* THIFIRAR, &EEFE&H
d. MRS - FHIFIRS, EERERS.
- B A BB EMINTT AR,
4. EEEOEL, AERRE FAEE  UBEERILFAREER.

T 9

@

@ BERBFHEILRES « , BEEIFHAEERN, &5
HITHRIHINCBEE SRS,

S. EEIFAERIEY, BEH*EFHE”
° EEE &%ﬂjLTLiE*%ﬂEE’JﬁQHE isho
" Activity"((EEH) B ISITIBM DB2EUEE _E R EIRIRIFR(E

"EE) " BRETRRIOHITRI R MEE, I, EMERER
E’J"kll_:\o

ENEREREXENR, TR, =EMTHNEMRENES.

p
1. EEMSMERT, BE*RR*, AEMIIRPEZABRRES.
2. B PN TENER LEBEENIRE.

BERHEP—MEIER, “FlFAES TIPRT L REFAER.

EHIBM DB2RY &3 12 1E
ERI LABUH EHARIE (012 1F,

RSB MR ENREFESNE

B RERY B BhRY 8] AR 121
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* BEENRNE *

* BEUHIRIE, WAL SnapCenter BIERTHIEUFIEENBNER,

© MRETLUIM * BRI TUEEK * JER) ¢ BARBUHE DRI,

* EARREEUHEEIT TR (121,

* AT LAEF SnapCenter B2 R H, PowerShell cmdlet S8 <$1TRESH SO E1D121E,
* MFREBUHAVRIE, * BUHIEL * IR FRARS,

* IRECIZABINEET * AGKNEMNGIYRAIERR \ HNEPEEMREEMERNR *, WEIE
fERIL A B BUEE M S BV HIA S (7718 1F.

e
1 BT g EZ—:

M ... Action
WIETUmE a. EEMSMERS, B BE*>*Fl*,
b. EFIE(E, REERT * BUHMEL * .
TETHE M a. Boi&INR(ERE, B DEERIONEN
121k,
b. FEIFIRE,
c. EEIFMEEREE, B > BUEEL *,

IR ERARECH, HEZFRERERIBRTS.

E£Topology I EHHFEFEIBM DB2F {71 7efE

THESEMNURERRN, ErARIANUEL S AR REEFMEN _KEHE LBFIE&ED
MrefZIFEE R,

KXFIES

TR EERRIANESEEUTER, MBEEMNREEEIFEER _RFMHE (REEIAFERIZ) L7
Fo

EREFMECATRNEOMZIRE,

B ER SnapMirror SARTE R TFiE LRGN EMDHTERIHE,

ad

ERERA SnapVault i ARTE R FME L ERIBE R ZREHRE,
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@ ETRHNENBREEMN_REFERRERNER. fla0, WREERREECIET 6 M&10, R
B 44150, NERHNEHENG6,

@ REFEREE LA RENRGEDHRER ERERIMIED, BHRIMIBERRSEGEDIT
B BERR A R BRI

ERbES, EAUERAATEERRNZRANVFMEEMNMRRE. ERIUEEXEENMNRZFAEE
, RRERXEE D7 fE U TERIERIPIR (.

pg

1. EEMSMERT, BE*RBR*, AEMFIRPEZBNES.
2. ERRTIEF, M *HE * THYIRPERRRIEARSE,

3. MERIFAE B ME SRR RAFAE S NEFEFEE R

MRZFFRZRRIP, WEETEERRIVIEFNTE,

4. BEFWEFR Y, EEIFMEN_LEE LT RNEHIRERENHE,
WER 88D 2 RE T Snapshot&| 2B & 17 H0 7 FERY 2 2K
B BIF - B BaFEEE IR U B RERRY T

WR#H1T T BHE T SnapLockBI& 17, )”J%E*Refresh*j’;z%ﬂll-rﬁﬂ¥ﬁMONTAP7fﬁ§§UE’\JI*UZQ&SnapLockzﬁtU
HAEYiEl, AT XIE=RIHF MONTAPH R EBIE R Z 2k SnapLockZHART &),

MRNARFERSHESMNEL. NEHHISnapLock® EAEIE 2 % T HISnapshoti& B &
£ SnapLockE|EARYE], MONTAPHREIRKAISnapLock EIEARTE],

BREEHE, BT Refresh* AR RIF & K ST EMIEAIS B,
5. AEEEREIANED, BEIEHRTREMETE B * X - B - USESHITENIEAEE,
SRS B LR BT
6. \RFEEEY, ABBHRBEPERUATER, SEMBREE,
() erEEsasmi= R nEs,
7 MEEWSTEE, BARTRELEE, ASEE o
8. MBEFHTME, EMRTEENEE, AEBE 1.

R E1BM DB2
RRIER
IR E T{ERSIEMX, RITERZEMNGITIZE
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UTIERETR T AAPITIERIEERIIRFT :

Define a restore sirategy.

v

Restore the manually added resource.

.

Monitor the restore operation.

S ] UF o TR A PowerShell cmdlet #1751, EEMTEIRIE. SnapCenter cmdlet #ENF
cmdlet 2Z{5 B 8558 % PowerShell cmdlet FIiFE R,

" { SnapCenter X cmdlet 2£15/) "(EX)

ERFohAMNV R R E D
ERILAGEA SnapCenter M—1 22 & IR RATRE £,
a8 o PA
* BRREEBERRFRA,
* ERRBIE BT RN TR ZRA H A E A TS (R (.
- HFAEERL EEE EHNNESS. CUEE U TRELEXESCREUTEGEN LS SFIRF

FFFWindows: C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creper\ETC\ALLOWED_commands.config

FFFLinux: /opt/NetApp/snapcentre/SCC/ETC/ALLOED commands.config

() mEeSTIERREERLEHS. MEEHEY.

KXFULES

* XFONTAP 912 1 R ERARA. TEERIIT2 - MSnapLockZEIRER Bl 2y e FE R4k A SnapLock 77 i 2 HARY
8], 7FfEEE SN ESnapLockZIHARY 8] [5 FohiEIE e fE,
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8. ERMEETET, BMABTERITERIEIGIEITHE mount # post restore &%
HFEMAMNER. AEEFERESTL.
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EECE SMTP,

0. BEME, RESE =R,
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{EFAPowerShell cmdletiXRIBM DB2%3EE
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1. {#F Open-SmConnection cmdlet AIEEAF BEI5 SnapCenter fRZ280EE=IE,
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2. {§F3 Get-SmBackup #1 Get-SmBackupReport cmdlet i€ BiX RAIZ %

54

PS C:\> Open-SmConnection

RHIERER N RTERNED:

PS C:\> Get-SmBackup -AppObjectId
cn24.sccore.test.com\DB2\db2instl\Library

BackupId BackupName
BackupType
1 Payroll Dataset vise-f6 08...

Full Backup

2 Payroll Dataset vise-f6 08...

BackupTime

8/4/2015 11:02:32 AM

8/4/2015 11:23:17 AM

WREIBRTEX2015F 1 529 HE 2015 F 2 A 3 HEHWIFHAEE:



PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

SmBackupId 114

SmJobId 2183

StartDateTime 2/2/2015 1:02:41 PM
EndDateTime 2/2/2015 1:02:38 PM
Duration -00:00:03.2300000
CreatedDateTime 2/2/2015 1:02:53 PM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34

PolicyName Vault

SmPolicyId 18

BackupName Clone SCSPR0019366001 02-02-2015 13.02.45

VerificationStatus

NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,

AppObjectld3"Host\Plugin\UID". EFUID =<instance_name>XRTF5h & IMAISLFIE
@ JB. UID =<databse_name>Z&KR<instance_name>#UEEZF, EEILIM Get-smResources
cmdlet 3REX ResourcelD o

Get-smResources -HostName cn24.sccore.test.com -PluginCode DB2

HRBIRR T IR M EF R R IR

Restore-SmBackup -PluginCode DB2 -AppObjectId
cn24.sccore.test.com\DB2\db2inst1\DB01 -BackupId 3
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Restore-SmBackup -PluginCode 'DB2' -AppObjectId
cn24.sccore.test.com\DB2\db2instl1\DB01l -BackupId 399 -Confirm:$false
-Archive @( @{"Primary"="<Primary

Vserver>:<PrimaryVolume>"; "Secondary"="<Secondary

Vserver>:<SecondaryVolume>"})

BXA5 ecmdlet S ERANSHENREGRBIER, RHEEIETT get-help command_name R3REL, &,
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AJLABE " ( SnapCenter B4 cmdlet ZE15m) "

TR

1. {#F Open-SmConnection cmdlet AIEEAF BEH5 SnapCenter fRZ280EE=IE,

PS C:\> Open-SmConnection

2. {3 Get-SmBackup cmdlet R &R I TrpEI21E,

RAIERERN AT RENED:

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM

3. MIIERMD B EIRIE, HiIEESHRMEEFERMN NFS S 1P ik,
IR B R E 5 R E 1 RINFSExportI Pt /910.32.212.14

3 FDB2EHERE

PS C:\> New-SmClone -Resources

60

@{"Host"="10.32.212.13";"Uid"="db2inst1\BOOKS"} -BackupName

'scdb201 gdl openlab netapp local DB2 db2instl BOOKS scdb201 05-15-
2024 00.29.20.1466"' -AppPluginCode DB2 -CloneToInstance '10.32.212.14'
-CloneInstance db2instl -CloneName BOOKS -NFSExportIPs 10.32.212.14

I+ FDB2321:

PS C:\> New-SmClone -Resources @{"Host"="10.32.212.13";"Uid"="DB2"}
-BackupName

'scdb201 gdl openlab netapp local DB2 db2instl BOOKS scdb201 05-15-
2024 00.29.20.1466"' -AppPluginCode DB2 -CloneTolInstance '10.32.212.14"
-CloneName Db2 -NFSExportIPs 10.32.212.14

() tnsskisE NFSExportlP , MEHAEESHEISEREEREN,
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4. {F/ Get-SmCloneReport cmdlet EEREEIIFMES, RIEREEMINTESD.

EeILIEERIE ID , FriaBHEAFIEE],

LR BERFNRS [ FFAE R

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId

SmJobId
StartDateTime
EndDateTime
Duration

Status
ProtectionGroupName

SmProtectionGroupId :

PolicyName
SmPolicyId
BackupPolicyName
SmBackupPolicyId
CloneHostName
CloneHostId
CloneName
SourceResources
ClonedResources

Sally DRAPER}

SmJobError

1
186
8/3/2015 2:43:02 PM

8/3/2015 2:44:08 PM
00:01:06.6760000

Completed

Draper

4

OnDemand Clone

4

OnDemand Full Log

1
SCSPR0O054212005.mycompany .com
4
Draper
Betty,

clone  08-03-2015 14.43.53

{Don, Bobby, Sally}

{Don DRAPER, Betty DRAPER, Bobby DRAPER,

51%=1BM DB272PE12{E

EeT AR E T mE S iE SnapCenter e IR RV
1R ST B B T FE ) ilfEiR
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* x KK
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* @ BEUH
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