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FINE: /opt/NetApp/snapcenter/scc/etc/allowed commands.config
BEXHE: <Custom Directory>allowed commands.config

BHEMESEFEN L ER* TGS, BT allowed commands.config X, EREMMITHRRAT TS,
ARDARNE, Hlan:

#5< . mount

e

)

4. umount

BHREETEMRERRZER. MRBERESTHK. BRERSIS(EER. Fiwm:

i< . "C: \Program Files\NetApp\SnapCreator commands\sdcli.exe"

#< . myscript.bat

R allowed commands.config XHAREFE. SpLEMIARITIERAL. HETIERERMFERUTE

i®:
"[/mnt/mount -a] R IFHRIT. BT EIRE EN LB %sHP RN S HI TN "

MR LHMARTEF allowed commands.config, BRLHMARITEWMEL, HETERKEEK, HER
UTFEIR:

"/mnt/mount -a] R A FHIT. B TERRMEN LRI %s RN ER L HITIR "

() FEEmERASECIRAEFTERS,

79 Linux EH1H3E root BFEZE sudo R

1@d SnapCenter 2.0 EShRAS, IF root AP AT AREIEATF Linux BY SnapCenter &4 S 3 B ohidhid
2o IHRHHIERUBRBAEroot AP B1E1T. ER3E root BFECE sudo AR, LURMHITZ N EREAYIAIE]
PR,

* BEEHRA
* sudo 1.8. 7Sk E S kRN,
* XFIErootFI . 1BHfRIEroot B P BYR FRF0 A P AR AR AR R

* YiE /etc/ssh/sshd_config_ XHLIECEE B S M IIEIEEE: macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512 .

EMiCEX M EEFMBE sshd BkS3.
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KTFUAES

1R
ANy

z93F root FAFECE sudo AR, LURMIS LA TFERZAVIAIR:

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin

* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/netapp/snapcenter/spl/bin/spl

c SR
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1. ZRINBLEFAT Linux B9 SnapCenter IEEHEER Linux 4o
2. {8 visudo Linux SEBRERELUTITHRINE] /etc/sudoers XA,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty



@ MREETIGERACUKREM TR, MRS LA T 652 A N5 /etc/sudoers SXHH
. "Irc/bin/olsnodes'<crs_home>

& /] LU M/etcloracle/ocl.loc_ XA FREX_crs_home BI{ES
_linux_user_s2 &I/ 3Froot A F IR R.
IERTLAM*SC_UNIXBEEERIRFN txt ST FREY_ K IFNE , ZXHEAT:

* _C: \ProgramData\NetApp\SnapCenter\Package Repository sc_unix_plugins_checksum.txt (40
R SnapCenterfREZ 28 L& EWindows EH L )o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository sc_unix_plugins_checksum.txt (405 SnapCenter
RS BLEELinuxEHN L),

()  irHIRERERECRENSE,

ZIEEATF Windows B9 SnapCenter {EF RN EHER

+

=
& EIEATF Windows B SnapCenter e 2R, ENAB—LEERHNENRS
B RMREFEER,

H#

g ER

BRIERS Microsoft Windows
BXSLEHMANSRER, 20 "NetApp BI2(F
MERIA"

FAH1LE SnapCenter #H{4HIE/)» RAM 1GB

FH_E SnapCenter I R/NLEMBET(E 5GB

TN E R BBV =B H T logs X
PR nEFERRE. FrRrAE=EE
@ BRIPBYSEA B EM BHRRIPIRERIIT
KM=, WFRLEEBHIHETE, N
FeANmEETHERFIRBEE.

ZE IR ES ) * DotnettZi(8.0.5
* PowerShell#%i(»7.4.2

BXEXFRANRINER, BSM "NetApp EI2(F
MRIA"

BXNETEZANSEHRFRER. B2 W%

BlinternetEZMRE R4, SnapCenter ALhE L
K. "
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Z3EERTF Linux B9 SnapCenter &4 ENER

-

EREZEIERT Linux B9 SnapCenter iS22 81, BNPE—LEEERNIENARKTE
MR HEEK,

mA K
BRIERAR + Red Hat Enterprise Linux
* SUSE Linux Enterprise Server ( SLES)

BXEXFRANRMNIESR, HSM "NetApp EIE(F

MRITA"
FH1LE SnapCenter #H{4HIER/)N RAM 1GB
FEAH1_E SnapCenter &I ER/NEEM B ET|E 2GB

TN R BBV R =B H T logs X
R B EFAEHEME. PRERNES=ER
@ BRIPHYSEABEM BHRRIPIRIERT
KM=, WRLE BB ETIE, N
FaAsEETHRFEIEES.

[Zies: LY ER D) Java 11 Oracle Javaf1OpenJDK
NRENR Java ARFNIRIARA, MR
Ivar/opt/snapcenter/spl/etc/spl.properties HYJ

java_home JEIIZ B N IER Java hRZASFIER R,

BRZZFRANRMES, BS M "NetApp BiR(F
MRIA"

7i&F FPostgreSQLHYSnapCenterififFi& & =R

SnapCenter £ EIEXT SnapCenter I #{ERE P #1TE D0, ENEIEZBTZE
#FESnapCentertfiffBIEHE. UM T HEE T Windows X ARG ITEIRRIPIRERVEM

FEo

XFIESE
* Linux A1

WAL ETE Linux EA EREEHFHIRRE.
75 root AP EAA sudo AXPRAVIE root AFIRERIE, 7 eeRENBoiE I,

*ERERE: * BATENEINMLEEEE, BRI Linux IRFE, EREREEEHNN SVM 25
, EBEENMLZEEFZRIIZERE.
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* Windows FE#1
ELREGEE A, BHIIEE Windows EHE,
B ERERANRIREER, S EEVNERANR,

MREHNBNARARET RE, HAERFRRTEET2EERNIR, NWyMEDHILHAF & DERFHANEHD
R,

I

1. EEMSHESS, 888,

2. fEREBRET, BF SR,

3 BEER.

4 FEEETET, ECRESEMENEE:

M FUHFE ... HATIHEIRME ..
R i MAZRENRT,
BFR#& WMANERTEMIIERNAR 2MEE,.

s IEERNEERANTEARR

FEEE L% SnapCenter MRS LR EIE
RREERANEAKRR. BFRRBFERNEXE
Wk

o netbios\username

° 13 FQDN\username_
* AMEIER ((NERTI(EH)

WFBFIEANRS, BIEEERE
SnapCenter i ARFE LN ERMEER,
MRAFPKF EGIEANINEREENRA LR
BT RRPIAEESIhEE, WeLUEEREFAtE
BERAMEKBFK, . BARFRFENEXER

H: username

RDEEBRERNGIS(HRAS(). FRfE
R/NF(<)MRBNS(! ) BEFNFS, . h
F<! 10, /hF10<!  EIRE 12,

Password BWNBT B M ER,
BHIOIIRT ERBEFERN B IR,
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MNFUFER ... HATIEIRIE ...

A sudo R SNRENIE root AP EIRIZHE, 1HiEH * A sudo
R * 2k,

(D {SLEATF Linux AR,

o B HE "o
e ERERER, ERRFER " APMALE " TESAAF AR AN RREEER,

7 Windows Server 2016 S{E Shk4~_FEE GMSA

#@d Windows Server 2016 S(E =R, ERJUGIRBIEERSIKS (GMSA) , LUE
MZEEIKF B SRS IKF 2,
FreaZ Al
* &R AH Windows Server 2016 3 F S hR A AT HI2S.
* fZR3ZIE— Windows Server 2016 B mARARIEN, ZENBIHAIL R
T
1. BIE— KDS 1RZ$H, LUEHN GMSA FENITRERME—IZE,
2. JFFEMNME, M Windows IFiFHI2RiEITLA T A< Add-KDSRootKey -Effectivelmmediately
3. BIZFACE GMSA :
a. RUUTHRIACIZEAFAKS:

domainName\accountName$
.. RARRIMTENIR.
.. ERNINEIENEFACE cMsa o

f54n:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

. 18T “Get-ADServiceAccount’ ®SIRIEARSSMHKF,

4. L EMN LECE GMSA :
a. FE{FER GMSA kP #IEH £ Windows PowerShell B Active Directory 1&1R,

Hitt, iEM PowerShell iIzfT AT A<
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PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. 7£ PowerShell S8 SRR MBEITUTH S, EEN LERE GMSA: Install-AdServiceAccount
<GMSA>

C. iIBITUU TS IOIERAY GMSA K . Test-AdServiceAccount <GMSA>
5. NENLEER GMSA 2 EEEENR,
6. ;@i 7 SnapCenter fRZ28HIEE SELERI GMSA M RN Windows FE 4o

SnapCenter BRSZSBBIFEEN L RBEREEM, HETREIIEHHAE, EER GMSA FRERSERiK

o

ZIEIEFH FPostgreSQLAYSnapCenterff{t

ANENHEZEZEN EREFEREE

T fER SnapCenter ZNMNENTNEAMEN, ARLEBERHE. XEMHHFZET
RERAEEEN L, ERILARNENRNENH LB R

FHAZ Hl
* fNERSnapCenterfR S 28 EHAVIRERF IWindows 2019, TG ENAIIRIER S IWindows 2022, M7
PATLA T #84E:

° ALk EIWindows Server 2019 (IR1ERFAAZBRZS17763.5936)3K F = hRk s
° AR EIWindows Server 2022 (I#ERFAEPAR4<20348.2402) 5 F = hrds
B R it AR LR EMHHNRNAENAR, 5130 SnapCenter EIER A,

* 7£ Windows EH LREHEMAE, MREBENFTEARANEN, HERAFPBTAMIIEEARR, WATTE
FENMLEER UAC
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XFIES
* AR EeR SnapCenter fRZ231EEH ENARINE S —1 SnapCenter lREZ 23

p
1. EEMSMERF, BE*FN
2. WIFTNER B EEF * RE M * EI+.
3. BE M,
4. EEHEDR, HITUTERE:
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FHIER WAREAFER:
* Windows
e Linux

& FPostgreSQLAYEHE L

@ {EPostgreSQLEFimEMN L. It
FMN AT LI FWindows R4t
FLinux&R4% L,
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) B IP #ilit, SnapCenter BURTF DNS BIIEHEED
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BEENES.
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3FF Windows E#1, WMREFERAFIEERSK, (
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@ RUUTHE VRt GMSA &R
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GMSA X BE&MA T Windows By
(D snapCenter it mRSHE RIS K

o

NRREFRI TN EEIRAE, WEXWENHITIUE, LISEFNESHELE[INEK, WMETIE,
RAM , PowerShell hizZs, .NET higads, & (34F Windows #ff) #1 Java R4S (33F Linux &) 38
RIERRERHITERIE, MRTHEREER, WEETHENIERIESHE.

WMRIFFIRSWETEIZH RAM 18X, ZErILIEHH{IF C : \Program Files\NetApp\SnapCenter WebApp
B9 web.config XHLUEERRAIAE. WNRILFIRSHMBSEMERX, NHIEES R,
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(D) #=HARES, MBEEH web.config X, M FFETEHRFH 2 LBIXLE

8. MNREMKEN Linux , BWIEEN, ARRE * WIAHRZ
TEEFHIREDR, BNIEEFHFPE T RAES.

() EMEssiSEE— ARSI SnapCenter FIIA TR, tOATHITIEAMIT,

9. BIREREHE,
o 3t FWindowstifF. REMARBENMT: C: \Windows\SnapCenter plugin\Install_Windows\<JOBID>

o WFLinuxiEifF. REHEMT: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-in
Install_Linux.log_<JOBID>, #£kHEITF: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-
in Upgrade_Linux.log_<JOBID>

£/ cmdlet EZ MR EHN EREEAT Linux 2 Windows HJ SnapCenter {4 €

&A] LUfEA Install-SmHostPackage PowerShell cmdlet 75 %N 4| LRI L EE R T
Linux 8§ Windows BY SnapCenter &5,

FIaZ Al
BRNEEBELE GRS N EUREAMERRNRNEAF 5% ERE SnapCenter .

g
1. IBEh PowerShell ,
2. 1£ SnapCenter fR5528F#1 L, M Open-SmConnection cmdlet I &iE, SARMNEIRE,
3. {#H Install-SmHostPackage cmdlet HIFFESEEZ N TN L LEILIEH,

BXA5 ecmdlet FEFERANSHENREGRBIES, AHEEIEIT get-help command_name R3REL. &,
B AT IS E " ( SnapCenter {4 cmdlet &&35/) "

NREEFohREREYS, FEFTERIEFEVEE HELERBAENER, MrTLUEER -skipprecheck %1,
4. MNITIERENERE,
FEAMLITREELInuxEN_ EREIEH FPostgreSQLAYSnapCenteriffF

&R {E A SnapCenter il P R EI(U) & 35iEF FPostgreSQLEEE#HYSnapCenterifif, 1R
EHIFIR A S8 MSnapCenter UIZiZR LA Mol UERar<1TRE(CL)ERES &
R ERMIRN T L&A T PostgreSQLE B# BV 4o

FaZ Bl
* E RN TEPostgreSQLE F i FRTE IS MLinux A L Z2EF FPostgre SQLEE B RUIE -
* BLIEIER FPostgreSQLEEERYSnapCenterfiFBILinux ENLA TR B EX IR, EEFIZERAEK,

HEREMERTA (IMT) 888X ENRRES.
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ARBEXMAE " FIERIEBWMANE ", ARERE - FEES > | LWERHIFARES.
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IR CA R4
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B
1. 72 GUI EHATUUTR(E:

a. WEHIEH.

b. fEIEPIIFER, 2 FMAEE ETF.

C. REhFEFIR, RAEEE * HIEE

d. MERRE Hil+7E HIF R

e. fR+7AHIEZ B TE.

a0, WNRIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MEMIPRTIE G
, FELUIE R "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell H1{TLL F2E:
a. BITUTHSUTIEBEREEPIIES, HiIZTIIMIFNRILZEMER,
Get-F I -Path Cert : \LOCALLMACHINE\My

b. EHIHEL
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fEF Windows FHIGEHARSECE CA IEH
&N fER Windows ENEHARSZSECE CA LS, LUBUEEZEMNEFIEH,
7f SnapCenter [RS8 UKREIFE CA IEPHFIEIRGEN LHITUTISE,

p
1. BT Ta<, MRS SMCore BiNimO 8145 NI B IEPLIE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"
fBign:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITU TSRS, BRENIERS windows FHIEEARSHE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$Scert

fB4n:

> Scert = “a9%909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

#ELinuxE#] L }SnapCenter PostgreSQLIE SRS ECECAIL

BNEEBEXBAERRAEREIEBIERN, EE CAILEH, ABEXEHEEFEECE
RECRERES, HI§ CAEREIAMECE NER SnapCenter B E XEHFARS BB E XiE
HEEEME, LUUEERERIHFIER,

BE MGG RN "keystore.jks" , ZXAITF /opt/netapp/snapcenter/scc/ etc , [EIRYB{EESEIZEFZA
redic

BB E XA EAERNE AR IEEERRN CA B2 EHWAIFZ

p
1. SR LM B E SGEHRIZB M A PR B E X B AERIAZ L,

E5%4H "keystore_pass" X HIE,
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2. BEIAET:

keytool -storepasswd -keystore keystore.jks

. FEAEPIAR ENFERRNERE N R A EERRERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X7 HY keystore_pass ZZEHEFEREH,
3. BENEBBEENBIIRS.

()  BExEtmPEoEnm s REANFRE 5 E BRI,

RARIE B RIENEBEE N B E XiGHEEFE

ERLE A EFAARNIRIE R PIENEREE A B E X &S EFE.

B
1. EfEEESEENIEGZAENXHEE: /optnetapp/snapcenter/SCCletc.
2. $#EIX M "keystore.jks" o
3. FIHEERE R RINAYIES

keytool -list -v -keystore keystore.jks

4. IIARIEFEHEHEF:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. BIRIEBHFENEREEN B E XiGHEEFEEEREARS.

() @mESRIE CAIES, AEBRMIE CAES.

¥ CA EREIAMEE N B E X EIHEEFME
MR CA ERFANECE N BE X EHEEFE.

TE
1. EMEIE S BEXIEMZAE lopt/netapp/snapcenter/scc/ FBIX {432
2. $EIX % "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks
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4. AMENEBMBNAEEAN CAIES.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

5. 5l ZEREE R IRINAYIE o
keytool -list -v -keystore keystore.jks
6. BIFZAERS a5 ERMIIBHERNFH CAIEBHEMFIE,
7. %7 CAIERRINMFAAZE S E LA B AETD,
BRIABE X IEHZAEDZIYZE agent.properties XFHE2$A keystore_pass BI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WIR ca EBFRIFIRRK, HEHEETSKIWFHFRF (v, 0,
) ERARERNERETR.

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EPEEFIZ.

R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREANEBENBENGEHEEEMEENBIRS.

79 SnapCenter BE X AL BIEBHUEYIZE ( Certificate Revocation List , CRL )

XFIAES
* SnapCenter BE XIEHIFETECER B RPIEER CRL Xft,

* SnapCenter BE XIEHFHY CRL XHRIZKIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

TE
1. EAT LAEA % EA CRL_PATH f&EXF1EHT agent.properties X HIZRIAE Fo

ERAILIFELLERPBESZ D CRL Xffe RGUFRIES T CRL JIEME NETIEF,

7£WindowsE#l_E 53SnapCenter PostgreSQLIE {4 ARSSEZE CAIEH

BNEEBEXGMEAEREIEBIEN, IE CAILEH, NEEXGHEEEFMEECE
RECRERES, i CA ZREIAMECE NER SnapCenter B E XFhHFARS BB E XiE
HEEEME, LUUEEREIHRFIER.

BE MR keystore.jks , ZXHLTF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIRYREEEREFENZAFME,
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BB E XM EAERNER AR IEEERR CA B2 ERNWEIZHZ

1. BT UM BE XSG RIER M XA R B E XIE GBI ERRIAEE,
Z{E5 key_keystore_pass_ $EITN,
2. EHERAERD:

keytool -storepasswd -keystore keystore.jks

@ WNRE Windows s LIBTRATATIEIRF "keytool" 65, 1B keytool fp R N HTTEE R

2o
C : \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAEDIAR BIPTE R NEL BN E A EEANERZE:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X1+ keystore_pass ZEHEFHEREH,

4. BRI EERBMRS.

()  BExEtmREoEnm S REANEE X5 E HRIEE.

BRIEB s RiENEPACE A B E X G EEEE
R A HREARVRIE RS RIERERECE 7 B E g EEFE.

1. EfMEEEBEENEGZEARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

2. ¥ EIX 1% "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks
4. IIARIEFEHEHEF:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks
S. BRIEBHPENEREE N BE XM EEFEEERBRS.
() EEsERIR CASES, AEERNGRIE CAEH,

¥ CA ERFANECE N BE X EHEEFE

TR CA ER2BAXNEE N BE XEHEEFE.
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TR

1. SMMEIESBEXIEHSHZAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc HJ
X ¥

2. B keystore.jks o
3. §IH B AR INAIE S

keytool -list -v -keystore keystore.jks
4. AR EEMAF LB EAN CAIEHR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FI| SRR PR INAYIE o
keytool -list -v -keystore keystore.jks

6. WIIEAERSEE 5 ERNEZAESIH CAIEBHMAHIE,
7. ¥ CAIERRIMAFAIAZ RS E N TAERR

BIABEXIEEZREZE agent.properties X{4FHZZ$A keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
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C. FEAINRBE policy_name BYIHRIXNEES, ECEITX, AFRE * HE *

Hep, policy_name ZiEE HREEHIZ o
BEERITXIEFITE * ERARITE * FIF,
NRE=HEMITXI5 SnapCenter ERITXIEE, MAZFRXLITL,
8. TEBFITIEN * BFHMHFEIRI * ThiFIRD, EEBELREBTFHENTR.

BIRTHETE R AU N BB F BB ARt U BB F R £, 07T * IRE * > * 2RIRE * PECE
SMTP ARZ528.

0. BERE, ARBE T

#Z1{7PostgreSQL
MNRENZBEBARIMNERZRLE, ErILIM "Resources" TIEIF DX AR
FFIE 2 i

* BB IR E DR,

* NMREBHFMDEZLREFMERE SnapMirror XRZHZR, WD ELLFMEEF B ONTAP AN EHE "
;napmirror all "R, BE, MNREFEHANIE “vsadmin' " A, MAREE " snapmirror all "4
Yo

* X FETFSnapshotBISHENIRIE. IBHIRFIBEF SEIERELTENRTE,.

* X FBFquibfiR. SnapshotflunquilfiR 1Z1ENVFIGEHRS. EMEE U TRELEXEHSEBE U FIEHE
ML ENSmSTIRS:

FFFWindows: _C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc\allowed_commands_list.txt

FFFLinux: /var/opt/snapcenter/scC/allowed _commands_list.txt

() mEesTRAREERERS, MREBEK.

p
1. TEMSAMEETD, EF Resoles*, FATFMFIRAIEFMENAVIEH .
2. ERROIEAF, RIBFFRLEM * 0E * FHFIRPHERR.
Ry, AEEERENBNRREEUMELT R, ARG ERILHLE Ig UXHTHRERERS.
3. EEBRENHEIR.
4 ERFES, EF X SnapshotBIAfER BEXBTMEIN, AGHAEM T Snapshot& iR B E X B TRE

o

530, customtext policy hostname B resource_hostname o ZRINIELF. SnapshotZ FRakIn—NBdia]
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o EEEOEISK IR B Bt & 7%
RIERERA—BIEAED, HRITUTES:

MFUFER ... PATICRIE ...

ZE 1 "Consistency Group Snapshot" #2{ESERAIEY  IEIFFR 2 "I BN LIS T RBIRETARNZF
i8] fFdiEl, E2=5%, PFE=7%, T =207,
2 WAFL B% AR LRI A] B e s IR B WAFL —3Uo

° R Scripts* Gk ANETTRTEHME. RIBMBUHEFHMEIRIERIPREFMPOSTa <,
SR IR B &R EZAIETT PRE 65, TAMEMIAFI SR IEMIZTE SnapCenter ARS528HIE1T,

c EERBTENXRESK, ARRANFERLERNREELMENEEXE,
° 3E$E*Snapshot&) A T B &5k LUER AT & SnapshotfI T A

MREHE ... A ...
SnapCenter A 8Ii27ZELK 5 1RER R * MEBXHRSE—EIER SnapCenter *

SnapCenter A fEAERAFWindowsBBEHRE X4 iEE * EAXHRFA—HER SnapCenter *
AABET—HRE. ABELIESnapshot

USRI\ 85 < LABIZZ Snapshot wEEMr AR <L IESnapshot,



—© @ : : s

Mame Resources Applcation Settings Poliches Motfication Summary

Backips =
BA Enable consistency group backup
Afford tirme 1o wait for Consstency Group Snapshol aperation 1o compéete
0 Urgent
L Meditim

) Retaxed

[ Disable WAFL Sync

Seripts

e

Custom Configurations

&

Snapshot Copy Tool

6. FERBETNEF, FITUTHER:
a. MTHIFIRFEE— PRSP R,

(D TR E < kel ¢

EREERIREE T RIZBD T, E5H%EE R,
b.
wE o
C. £ /3policy _policy name AN RIFHEES, EEEZITEI, FAFIEEOKY
policy_name 2P SRBEHI R TR,
BECE RIS 5I7E "applied Schedules" 55,
7. E@ETIEAY * B FHRMEEED * FhIFIRS, EREREBFIENTR,

IR THETE R AT N BB F IR AR R F BB R, Ithoh, BT * IRE * > * £FIRE * FEC
& SMTP,

8. BEWE, AEEE T
LB R BR 2RI DTE,
. EFILENED*S
10. FEGTES, FITUTSE:
a. RWRFNAT SRS, BN * RIE * THIFIRPERERTEHRIRE,

MRAEBEINERHRBSEOTRIKER, NWRFEDRHREAITVREEENRBIREEITRE,
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b. %HF * FD *
M. B~ I5E >~ Bl UGS EHRE,
° T£ MetroCluster ELEH, SnapCenter AJRETC;ATE R BRICNENRIFX R,

BXER, BB "MetroCluster BfE¥ 5T AN SnapMirror 3 SnapVault X&R"

° NREH VMDK LN BIEFEEE, FHEEAT VMware vSphere B SnapCenter {489 Java X
INREER, MEHBAIRERKM,

EIEAN Java A/, BHBIBIASSIH /opt/netapp/init_scripts/scvservice » 1EiZBIZs®, do_start
method SR BEh SnapCenter VMware $&FARSS . HZpEMAUTHRL: _java -JAR
-Xmx8192M -Xms4096M

BN R IRA

J\/ éHZEEE*)-LJ:E’J J\/ Ho ,%é?%;(j)\, éHEPiEXElJFEﬁJ\/ j:j:l. %1%*5%«'50
PR, =]
* BAE S EMINN T SREZAV R IR,

* MREBRMNDE _RIFMHEESE SnapMirror X RRZR, MoELAFEEFH ONTAP BN EE "

snapmirror all "R, 1BZ, MREFEAZE "vsadmin' " B, MAREE " snapmirror all "
o

RFUIES
TR LM " R " TTEIRE &N RIRE, MRFRAMI T REEHEE Tit%, NWERETR Boh#iTED.

p
1. EEMSMERD, EF Resoles*, AfGMFIRAEFHERAIEH -
2. EHRDIEF, M > IIE * FIRAERE * FHIRA *

BT LB TS RIER AR RA B SR RIER AR g, AEEFITIE. A, ERILULE fg X
2R E Ao

8. ' RRA TIEY, HREFMNFIRA, FAFIEEFBack up now *
4. EEHNEDR, RITUTHER:
a. NREF SRS FRARER, BM * RE& * THTIRFEEERTEHBIRE,

MR N REFEFENRE S EDITRIXEE, WIREFHRBEAITVEEIEENFREIREH#HITRE.
b. %HF * & * o
5. @idi%EIF*Monitor*>*Jobs* K S IR 1EH E,
fE & T PostgreSQLAYPowerShell cmdletfl| 272 & R FEZ 1R

7£{EAPowerShell cmdlet& a2, R 7o fEPostgreSQLERB 2 HI. A ALIFEStorage
Virtual Machine (SVM)iEZFEHE,
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*© BB EEYF PowerShell FF1E LA11T PowerShell cmdlet o
* BN ARSI BREFMEERPT RN R EIE 5 A B NR,
© EBRARIEGRERTEHITR,

ANFEERREERN. AEEELEIVIES. EAEHNEFIEREN. SERTRIgERESnapCenterE
F B P R EH 259" Not available for backup™"Z{" not on NetApp storage™s

* FHERG RN EME—RTY.

SnapCenter RZIFEARREE LERERB M ZNMEME RS, SnapCenter ZIFNENMFHEAKIHN AT
ME—BY R FRFNME—RYERIE LIF IP 3thdit,

p
1. {#0pen-SmConnection cmdlet/Z&IPowerShell CorelEiESiE,

PS C:\> Open-SmConnection

2. {#F3 Add-SmStorageConnection cmdlet 83 517 R FRIFTIERE

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

3. f#£/A Add-SmCredential cmdlet ST E1E,

535 BRAN{RIfSE A Windows EHESIEE R /I FinanceAdmin BYFTEHE

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator

4. FPostgreSQLIES ENLARNNEISnapCenterfR55 25,

PS C:> Add-SmHost -HostName 10.232.204.61 -OSType Windows -RunAsName
FinanceAdmin -PluginCode PostgreSQL

5. EEN EREFERFPostgreSQLAYE B FISnapCentertdifs,

3FF Linux :

PS C:> Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL
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¥+F Windows :

Install-SmHostPackage -HostNames 10.232.204.61 -ApplicationCode
PostgreSQL -FilesystemCode scw —-RunAsName FinanceAdmin

6. & ESQLLIBHIEER,
33 FWindows. PostgreSQLIEHRIERSQLLIBX 4FRIZAIABRTE: C: \Program Files\IBM\SQLIB\bin
NREBERIARRZ. BEAUTH S,
PS C:> Set-SmConfigSettings -Plugin -HostName 10.232.204.61 -PluginCode

PostgreSQL -configSettings @{“PostgreSQL SQLLIB CMD” =
“<custom path>\IBM\SQLLIB\BIN”}

BXA5 cmdlet &5 HERANSHREIRANER, v @TIBTT get-help command_name F3REX, FH&E. &
A LABE hitps://docs.netapp.com/us-en/snapcenter-cmdlets/index.htminapCenter Software cmdlet Reference
GUider

{EFEPowerShell cmdletF PR

FINEEEIE5SnapCenterfiRSFeHEILIERE. RNEIR. HINREE. BIBEDRIRA LK
1o

FHAZ HI
s BN BRI PowerShell 3515 L1 1T PowerShell cmdlet
© BRI E RINTEE R RGO ER,
TE
1. f£/ Open-SmConnection cmdlet AIEEAF/BEI5 SnapCenter fREZ23MIEZRIE,

PS C:\> Open-SmConnection

IR 2R P 2 AR R o
2. fEFAdd-SmResources cmdletZRINFEh & o
UG E2R T S0fEI A NPostgre SQLIL 1 :
PS C:\> Add-SmResource -HostName 10.32.212.13 -PluginCode PostgreSQL
-ResourceType Instance -ResourceName postgresqglinstl -StorageFootPrint

(@Q{"VolumeName"="winpostgresql0l data0l";"LUNName"="winpostgresql0l data
01"™;"StorageSystem"="scsnfssvm"}) -MountPoints "D:\"
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. M Add-SmPolicy cmdlet BlIE &R
. {£F3 Add-SmResourceGroup cmdlet fRiFZ IRk SnapCenter AR NIHFTZR R,
. {EF3 New-SmBackup cmdlet BEhFTrIE 1D EL,

HERBIERT A& ZIRA

C:\PS> New-SMBackup -ResourceGroupName 'ResourceGroup wback-up-clusters-
using-powershell-cmdlets-postgresqgl.adocith Resources' -Policy
postgresgl policyl

RN ENRFRIFBZER:

C:\PS> New-SMBackup —-Resources
@{"Host"="10.232.204.42";"Uid"="MDC\SID"; "PluginName"="postgresqgl"}
-Policy postgresgl policy2

. {8 Get-smJobSummaryReport cmdlet ¥1Z1EIRES (EEIETT, BERHREEK) -

PS C:\> Get-smJobSummaryReport -JobID 123

: Eﬁﬁ Get-SmBackupReport cmdlet (BIFFBEIIFHES, FINEHN ID FMEHRBTR, URITIERS ERE
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BXAS cmdlet EEERANSHAERBANES,

PS C:\> Get-SmBackupReport -JobId 351

Output:
BackedUpObjects
FailedObjects
IsScheduled
HasMetadata
SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName

2016 23.20.46.2758
VerificationStatus
VerificationStatuses
SmJobError
BackupType
CatalogingStatus
CatalogingStatuses
ReportDataCreatedDateTime

{DB1}

{}

False

False

269

2361

10/4/2016 11:20:45 PM
10/4/2016 11:21:32 PM
00:00:46.2536470
10/4/2016 11:21:09 PM
Completed

Verify ASUP Message windows
211

test2

20

Verify ASUP Message windows scc54 10-04-

NotVerified

SCC_BACKUP
NotApplicable
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44

[EfE#HTH
ERThTER
x KK

'-I:I'
pde]

R ok =
Er[EEE

By

B3@ITiE1T get-help command_name F3KEX, &,

\

IR

15N

VEHELAE


https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html
https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

B, BHRESHHETHAEESME AR
* D BH
* @ BEUH
pd
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3. FEfRIIEF, FITUTHR:
a. i g WYIRHITIRLE, UERYIHEDIRME,
b. 15TEF 45 B EAFIZE R B HA.
C. M * EB* THAIRA, ®iF &
d. MRS - FHIFIRD, EERERS.
e B WA * UEBEMINTTARRE.
4. EFEOEL, ARRE CFAEE * UEEFLFRESR.

@ BREREMHEIRES « , BRFIFAEEN, GRS

HITHIATIEE B SIS,

o EEIFMERINET, BE *EFAE
° BERE * B EREERIENFARS.

TE"Activity" ((EEH) B 5T PostgreSQLE Bf_E R EIRIRIFIZ(E

"EE) " BRETRRIOHITRI R MEF, LI, EHERES

E’J"kll_:\o
ENEREREXEND, TR, =EMTHNEMRENES.

p
1. EEMSMERT, BE*RTR*, AEMIIRPEZBRRES.
2. B PN TENER LEBETMENIRE.

BHEER—MEEN, EliFAES TIFRIILREFAES.

B EPostgreSQLAY & 112
&) LABGHE B HEBABY & 112 1E,

c BEENRA *
* BEGHIR(E, BT SnapCenter BRI FIEENBNER,
* O LUIM * B51F * TUE S ¢ JERD * BISEBUHED1R(E

BREMRENFEEFESDE

BRERY B BhRY 8] AR 121
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* BARBEBUHIEEEITRSRDIRE
* {&ALUEERS SnapCenter B2 5@, PowerShell cmdlet Sn < 1TRE P S BUH S D21,
* WFEEBCEBRIE, * BUBTRL * iIH TERARKS.

* IRECIZABRNERT * AGKNAREMNGEIYAIERR \ HNEPEEMFFEMERNR *, WETLE
fER It A BRBUEE R R BRI S DR/,

s HBE
1. T TFIREZ—:
M ... Action

LS ADAlE a. EAMSMEERS, BE - \mE* >Rl
b. WfR(E, ARRE * BUHMEL

TETE S a. Foi&EigFE, B N UEESRENAETD
121Fo

b. WEFRIR(F,
C. ERILFAEETIEF, B - BUEFL

HIREISRECH, H BT RERIRIRTS.

7ETopology Tl EIHZE EPostgreSQLE 172 [&

HAEEEMNINRERRN, SRR ANUBESNEREFEN _—RFELNFREEN
MrefZIFEE Ao

KTFUIAES

%EJLXEEEEEUZMEEFEELX'FE, VHREEHMRRETEFEER —AEFHE (REEAIFMERIES) £7

—— e e

B ER SnapMirror SARTE R fFiE LR EHE N2 E,

ETRNENBEEMN_REFERMERNER. fla, WREERRERCIET 6 M&10, R

L
u E/REH SnapVault IARTEZLZFME L EFINEHNRENHNE,
@ B4 MED, WERNEHRENG6,
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@ RGEMERES LIRARERIRGE NN REREREHRIMIER, BRIMIESRNEREDIT
BABERERENED.

TRt ER, ERIUEIAATRE R RNFRANFREENHMRE, EUUEEXEENNRENFAER
, AREERXEE DM 5 E URITIIERIP2E.

p

1. EEMSMERT, BE*RR*, AEMFIRPEZERARES.
2. ERRTIEH, M ME * THYIRPERER R A RSA,

3. NFERIFAE BN ERZRAFAESMEPEZEETR.

NRFRZRIP, W= ErEERRIVHAFNAE,

4. BEFWHEFR ", EEIFEN_LEELIBNEONRERENHE,
WERED ERE T SnapshotEl &R BT sefERT S5
B I R A BEhFEE I U E AR R

MR 1T T B AT SnapLockBI&E %, MEEH*Refresh*iZIERIFT MONTAPILZRE)AYEF] — £k SnapLockZ!
HARSIE], A RIESRIE MONTAPH ZERIAY E R — 2k SnapLock 2 HARYa],

MRNBREFARDHESZMNE L. NEHDAISnapLockZ AT EE R N EFHISnapshoti& B IR
< SnapLockZ|H#ABY[E], MONTAPLZREIRKAISnapLock ZIHARYE],

BBEHIE, P Refesh RAAMRIFEHRTRIFMES.
5. FEEIRAISED, BTN RN &l R R UEEEHUEEEAEL,
EHHEIRIHAES LRERE R,
6. MEAEEY, RELTRERIPEFUITER, SHEAMRE.
() erEssaapBm=REE EnEs.
7 MRBHIRGE, EMRTERUEE, AERE F.
8 MRBIFHTIE, BMRPAEURE, AESE 2.

£ /5PostgreSQL

RIRITIER
ERERANE TEREERY, HRITEREENEEERE.

UTTERETR T IR TIERIZERIIR |
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Define a restore strategy.

l l

Restore and recover the auto discovered
database.

Restore the manually added resource.

v v

Monitor the restore operation,

S ] UFoha TR PowerShell cmdlet 3117817, EEMTEIRIE. SnapCenter cmdlet ZENF
cmdlet BZEE B &8 % PowerShell cmdlet BJIEAE B

" { SnapCenter 4 cmdlet £Z$5/) "(EX)

ERAMRE Foh AN R IRE 7
&R LAfERA SnapCenter M—1MEZ M &I RN TRE EiHfE-

FaZ Al
* BB BN R R IRAE,
* BB RUHEE R FREE RA L i [EEH TR E RS 1R,
‘ S}TH:J@?HU\ ERE. EHMNEHGS. EEd U TRELEXESSEREUTRHAEN LASLTIRT

FFFWindows: C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creper\ETC\ALLOWED_commands.config

FFFLinux: /var/opt/snapcentre/scC/ALLOED commands.config

() mEeSTIERREERLEHS. MEEEEY.,

KXFIES

* XFONTAP 912 1 R ERARA. 7EERII 2 MSnapLockZEIRER Il 2y 5 FE R 4k 7 SnapLock 77 & 2 HARY
B, 7FfEEIE SN ESnapLockZIHARY (8] [5 FohiEIE e fE,

3
1. EEMSMEES, B2E*HR*, REMNIRPIEZFERES,
2. ERFEREF, RIBRBFELERM * LE * THIFIRPIFIEZ R,

lﬂ:ﬁﬂ% /}_L,U;'in I*ﬂn *H*E’]J\/}_QH*D%B%LX&&ILAO
C) BASNTRHNENERE, BELRN, CXREEETRNE AR,

MRZBFARZRP, "ARFEF " RBERERRERSTIF. XAERKRERFARRF, HERFRHAMA
F&fn.
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3. SRR, WAE—ARA, REERRARN—ER
BRI R R AR BT

4. TERREAMEFR, NEFERAH LK (RESFHE) FERFADEE &5

EERNETR, ERENFEENES, AERE 9

Primary Backup{s)

¥ " * ¥
Backup Marns IF Enel Diste
FEY SoprO1 6 855007 0105201701 F5.06.0403 1017 T35IT AM B

6. FE“MESEE"TIH, % *Complete Resource*,
a. NRERTEXRIR*, PostgreSQLEEFFIE BEBEMNEIESEHIEHTIR,

MR FFEEEEHgtrees. MTEH M H T gtreesiH IR EIRRAISnapshot 2[5 B AISnapshotiG 4l
bR, HELEME. I, MREMEMZRREEER—TER gtree £, MZZE BB SHMIBR,

EAILUEES A LUN o
() mmEm- 280, W, qree 3 LUN EHFFESIAEDIGER,
7. ERENITES, ABERTEREL SIS THERAANES L.
X FEEEIBAR, TR unmount B,
8. FiRFETEP, MABTERITERIELEETTA mount #1 post restore &<
AR R,

MFRATFEE. REMBUHFHSIR(ERIPREMPOSTA <. &R MLinux
A/opt/snapcenter/snapenter/scC/ALLOED commands.config_E&2F1Windowsfy_C

@ . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creer\ETC\ALLOED_commands.config_fe&E XSS Fiit EH LT A& STIR
Fo

O. IEEAITIEA * BB FERFENET * FHIFIRS, ERELXREFHENTR.

BIRMITHETE R AU N BB F BRIt AR FE F R R, thSh, BT * IRE * > * 2FRE * TUH
EECE SMTP,

10. EERE, ARBE* T * o
M. B s > Rl * USiERIEEE,
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IR E Boh A MNERE D
BT LUERA SnapCenter M\— 1M E Z N E R RE T E £,

FaZ Al

* BB &N R RNATRE.,

* B BEUH B R R IR RAE S E R TR E A& (0R0E

) 5.(9‘%!:17_‘}7‘?{5'1\ ERME. EHMEHGS. @ U TRENEXEGSESUTEF N RIS <LTIRF

FFFWindows: C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creper\ETC\ALLOWED_commands.config

FFFLinux: /var/opt/snapcentre/scC/ALLOED commands.config_

() mEeSTRAREERERS. MEEREK.

XFIES
* T7EM SnapCenter X REF XEHHIF DRI,
* FFBEAMINER. SFSREFFER,
* AEFEIE.

* 3T FONTAP 9.12. 1 X EEhRAS. 7EIRETFEH M SnapLockiZfE iR Bl E2 A9 7a f& 45 4k i&k SnapLock 2 B 2 HART
18l, 7ZAEEIE RN ESnapLockBIHARY a5 FahiEIE s fE,

p
1. EEMSMERT, BE*FBR*, AEMIIRPEZABNES.
2. ERROIEF, RIBFFRLEEM * 0E * THIIRPRHER R,

HEBPR B RZIRIAR SRR, A, KEXBIZRIRAMEREE LIKIRTS

C) EASHARSTENRA, BETRN, GARERETRNE AR,

MRZFARZRP, "ARFEF " RBERERFERSYF. XAIERRERFAIRRP, HERFRHEMA
F&fn.

3. ERAIR, FERE—NHRA, AEEFZAFHN—IER.
AR B R 2 IRIAFH DTE
4. TEHREAMEFR, NEFERAH LR (RESFHE) FERATEE &5

EERNETR, ERENFEENES, AERE 9
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Primary Backupi(s)

v " 4 B
Rackup Marme IF Enel Duste
TE1 SCMprO T 855001 0105201 7:01 55.06.0443 WER017 T353T AM B

6. fEMEEETIH, #EF*Complete Resource* A& PostgreSQLEF M B ER B $1iES
7. ERESEETER, EREUTIERZ —:

MR .. HATIEIRIE ..

FERA R SFINE#ITIRE wHF  MEFENRES o WTFRNRBAR, 55
A-E_A_‘Z%/P E lu\iﬂ] E i%{ﬁLL%o

AEmERIEENER PR IMEEEER * o

a. I \BEAFIEYEl, M\ BHERFNETE, 5
4. PostgreSQL LinuxENLFHI0FIAE B ILINEY
HFEF/R. MUFIRZRMNZFNBEFIEE
S & FEFISnapCenterfI A&,

MNMRAFREMERZESR. AR. BRP®IUE
X 5 23 X 1% B SIPostgreSQL Linux EHBYX.
EﬂGMTO? 00. FHI¥HERMBEIEENE LS
. 00

>_§|-
il
S
o
o
>E\_1-
il

FHEB,

@ BT £ M E F a7 NaIPostgreSQLE R

1& B FPostgreSQLAYSnapCentertfiff = 7E//PostgreSQL /PostgreSQL
@ <0OS_temp_folder>_SC_recrecovery <Restore_Jobld>/_ X glEbackup_label"#17& =z &)k
5. UEBhFohiE
1. fE2ERITIA T, BABRERITERELZAIETHRRFFEH S,
NFENRIMBEIR, FEEFERA unmount 88,
2. FRMEETEF, BAZBERITERELGEIZETTH mount F post restore #i<,

B R M F RN REEREHD L.
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HNFRAFEHE. RENBUEFERBEIRIEINPREFMPOSTH <. &R MLinux
B/opt/snapcenter/snapenter/scC/ALLOED commands.config_E&ZF1Windowsfy_C

(D . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
E':Jreer\ETC\ALLOED_commands.config_*ﬁ’é‘ﬁ‘%ﬁ@%é‘fﬁ??ﬁTfFIMJ:EJFHE’\Jﬁ:"%’i'ﬁ%

3. IEEMITIEAY * BB FERFENET * FHIFIRS, ERELIXEFHEFNTR.

RIS TE & M AT N BB F BRI LUK B F R R, tbSh, ERITE * IRE * > * £FIRE * TUH
LEECE SMTP,

4 EERE, ARRE 7T~
O. B+ IEHE > Rl LUITIR (B,

fEFAPowerShell cmdletif 5 PostgreSQLE £

& JRPostgreSQLE A B1#E BB 5 SnapCenterfk S5 e8RS 1E. JIHEHHUERSNE
BURERE R

FFea 2z Bl
RNME EEYF PowerShell 3718 LI 1T PowerShell cmdlet o

S
1. {8 Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRBZ23MIEZRIE,

PS C:\> Open-SmConnection

2. {§F Get-SmBackup #1 Get-SmBackupReport cmdlet € EiX RBIE %

RIS ERN AT ERNED:

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IRAIBRTAEX 2015 F 1 B 29 HE 2015 F 2 A 3 HERRIFARES:
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

VerificationStatus

SmBackupId

SmJobId
StartDateTime
EndDateTime
Duration
CreatedDateTime
Status
ProtectionGroupName
SmProtectionGroupId
PolicyName
SmPolicyId
BackupName
VerificationStatus

"2/3/2015"

SmBackupId : 113
SmJobId 2032
StartDateTime 2/2/2015 6:57:03 AM
EndDateTime 2/2/2015 6:57:11 AM
Duration 00:00:07.3060000
CreatedDateTime 2/2/2015 6:57:23 AM
Status Completed
ProtectionGroupName Clone
SmProtectionGroupId 34
PolicyName Vault
SmPolicyId 18
BackupName Clone SCSPR0019366001 02-02-2015 06.57.08

NotVerified

114

2183

2/2/2015 1:02:41 PM
2/2/2015 1:02:38 PM
-00:00:03.2300000
2/2/2015 1:02:53 PM
Completed

Clone

34

Vault

18

Clone SCSPR0019366001 02-02-2015 13.02.45
NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,

AppObjectld g"Host\Plugin\UID". EFUID =<instance_name>ZFKFEh & IMAISLHIE

@ J&. UID = PostgreSQL <databse_name>Z R<instance_name>%£E X R, EAILIM Get-
smResources cmdlet 3XEX ResourcelD o

Get-smResources -HostName cn24.sccore.test.com -PluginCode PostgreSQL

RBIRR T IR M EFAER R EEEY

Restore-SmBackup -PluginCode PostgreSQL -AppObjectId
cn24.sccore.test.com\PostgreSQL\PostgreSQLinst1\DB01 -BackupId 3
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ARG ER T IR M R AR REER

Restore-SmBackup -PluginCode 'PostgreSQL' -AppObjectId
cn24.sccore.test.com\DB2\db2instl1\DB01l -BackupId 399 -Confirm:$false
-Archive @( @{"Primary"="<Primary

Vserver>:<PrimaryVolume>"; "Secondary"="<Secondary
Vserver>:<SecondaryVolume>"})

BXAS cmdlet AAFERANSHREBENES, TBTIET get-help command_name R3KER, HE,
ZHATLIBE "  SnapCenter Ff4 cmdlet %%?E“F'ﬁ)) "o

{&F PowerShell cmdlet X E & &

RIRENEIERES SnapCenter fRSZBANEZERE, TIHBNHRRENES UK
*J?%{ﬁo

BRI EZETF PowerShell 3515 LI1T PowerShell cmdlet o

TE
1. f£/ Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRSZ23HIEZ=RIE,

PS C:\> Open-Smconnection

2. {#F Get-SmBackup #1 Get-SmBackupReport cmdlet =G X BXRM— PR SN EHHIE S,

WRBIETEXFENRENNER:

PS C:\> Get-SmBackup

BackupId BackupName BackupTime
BackupType

1 Payroll Dataset vise-f6 08... 8/4/2015 11:02:32 AM
Full Backup

2 Payroll Dataset vise-f6 08... 8/4/2015 11:23:17 AM

IRHIBRTAEX 2015 F 1 B 29 HE 2015 % 2 A 3 HERRFARESE:
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PS C:\> Get-SmBackupReport -FromDateTime "1/29/2015" -ToDateTime

"2/3/2015"
SmBackupId : 113
SmJobId : 2032
StartDateTime : 2/2/2015 6:57:03 AM
EndDateTime : 2/2/2015 6:57:11 AM
Duration : 00:00:07.3060000
CreatedDateTime : 2/2/2015 6:57:23 AM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 06.57.08
VerificationStatus : NotVerified
SmBackupId : 114
SmJobId : 2183
StartDateTime : 2/2/2015 1:02:41 PM
EndDateTime : 2/2/2015 1:02:38 PM
Duration : -00:00:03.2300000
CreatedDateTime : 2/2/2015 1:02:53 PM
Status : Completed
ProtectionGroupName : Clone
SmProtectionGroupId : 34
PolicyName : Vault
SmPolicyId : 18
BackupName : Clone SCSPR0019366001 02-02-2015 13.02.45
VerificationStatus : NotVerified

3. A Restore-SmBackup cmdlet M& 9 HIRREIE,



B

Restore-SmBackup -PluginCode
'scch54.sccore.test.com\DummyPlugin\NTP\DB1' -BackupId 269

-Confirm:S$false
output:
Name

Restore

'DummyPlugin' -AppObjectId

'scch54.sccore.test.com\DummyPlugin\NTP\DB1"

Id

StartTime
EndTime
IsCancellable
IsRestartable
IsCompleted
IsVisible
IsScheduled

PercentageCompleted :

Description
Status
Owner

Error
Priority
Tasks
ParentJobID
EventId
JobTypeId
ApisJobKey
ObjectId
PluginCode
PluginName

X0 5 cmdlet EEFRANSHREHBNESR, 7]
BB ZE " ( SnapCenter 2§ cmdlet ZE355) "o

¥ iFPostgreSQLI S 12 E

/J \
10N

KXTFULES
ERERSATFHERIERIBEZ FRRIPRTUARERT TR #H—D R RIR(E

UTERR ERERLTIE E, HemRErRE:

IETE#1TH

. BRZhTER

56

2368

10/4/2016 11:22:02 PM

False
False
False
True
False
0

Queued

None

{}

NONE

1B3iE1T get-help command_name KIKEY, =&, &

] MER B T S EARE SnapCenter Lﬁ#ﬁﬁ{’EE’J #E, ErJgEEEKR
, LURERERBER I ' B F TR SEmA

R

EBVEE
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* x KK

B5eh, BHMEEHHTFHRESTMEERBED
* D BHA
* @ BEUH
gl
1. EEMSMEED, 2 EE S
2. 7% * I5¥E * TUEHR, BE R,
3. & * Rl * iEHF, HITUTHE:
a. g P WPIRFITE, UBNTIEERIZE
b. {8EFFIA B EAFNZER B EA.
C. M * KB TFHIFIRA, EE*ER*,
d. MRS ¥ THIZIRD, EEERRES.
e. BE * VA * UEFEHINTRIRE
4. EEBERREL, ARRE  FAEE F UEEELIFAEE,
S. 7 RUFAER * IEH, RF *EFHSE S
° BERT  BKHR B EE RIERIFA R T,

72 [ZPostgreSQLZRE 9
wETER
SR TERESIERIT R BRI EIT1RE,

XFIES
* BB LUTERPostgreSQLARSS 28 _Ei# 175 &,

* RERREMHIRENT:
° M N RIR T & A EASR A0 S a1 R RS A A LRI ThAE
© BT ERBIECEN SRR ETLA
° IMEHIRM PR ECRBVEHE

UTIERETR T BAHRITre IR RN :



Clone backup.

:

Monitor clone operation,

|

If required, split the clone.

S ] UFoha TR PowerShell cmdlet 3117817, EEMTEIRIE. SnapCenter cmdlet ZENF
cmdlet BZEE B &8 % PowerShell cmdlet BJIEAE B

FafEPostgreSQLE )
EETUE A SnapCenter efE& 1. ERILIMERNDH _LEFHTE,
FiG 2 /i

* BN EEHNERIFERE.
* BUBFRAEENRENAT Storage Virtual Machine (SVM) KBS ECERETIRF.
* WFREREREERS. BEIU TRELEXEnSESUTEHEN LRH<STIRSP:

FFFWindows: _C: \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc\allowed _commands_list.txt

FtFLinux: /var/opt/snapcenter/scC/allowed_commands_list.txt

() mmesiEpfmEREas, WREGEK,

KFIEAES
* BXRERDRERFIIES, B0 " (ONTAP 9 ZIEFIEEEIER) "

* 3+ FONTAP 9.12. 1 X E{hRZS. 7EIRETF2H M SnapLockiFEIRIB Bl 2 A 7o f& 15 4k i&k SnapLock7Z B 2 HARY
i8l, TEEEIE RN ESnapLlock®HARY B G FohiE IR fE,

p
1. TEMSMERTR, BE*RZR*, ABEMFIRPEFEENRES
2. TRFNEF, RI\EFZREEM * 0E * FHHIRPRHEZ IR

MBS B RFRIAR SRR, M, KEKBFRAMRBEUARREFER,
3. EEH IR AR,

INRERFIFA, NATEE—DEIRo

IR B R R IR R IRB R DTUH,
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4. TEERIAMNEF, MEEBRAH R GRESTFMH) FHRAFTEE - &H

C NENHENIESS, RERs W
6. FEMIBERES, HITUTIRIE:

MNTFUEFER ... HATIEERIE ..
RfEARSS 2R RN E R R M.
Bintn ‘Eﬁ)\%Mﬂﬁ%fﬁﬁl‘%E’\] B #RPostgreSQL B A
NFS St IP tthit WMANESHREEN IP Ut R,
XS FNFSTEFEEENHER,
AEMRKE FLEMB/AD) WMANBEMHNRATLE,

XUERATFANFRERE R,

7. FERATIES, FITUTESE:

®

XERAF R ENLETT.

a. MAFElERI e N BINEREIREZ AR 2 FEITHH <.
* TREFIESSY: HRERNAESEE
* POST CLONE#<: WiF&EEfsiBnhEE,

b. HIX\ mount S <SIEF RFHEHEIE M.

Linux I &# L& gtree BY mount #5%:

NFS 7l

mount VSERVER DATA IP:$VOLUME NAME Clone /mnt

®

MFATFERE. REMEUEEREIRENFIGIERSHERERS. BN MLinux

EI’\J/opt/snapcenter/snapenter/scC/ALLOWED_commands.config_Eﬁ%*DWindowsE’\J_C
. \Program Files\NetApp\SnapCenter\Snapcenter Plug-in

Epreer\ETC\ALLOWED commands_list ixttEX LML B R U TIEHEN LRHFSTIR

8. IEEMITIEAY * BB FERFENE * FHFIRS, ERELXEFHHFNTR.

B THETE & A AFAUL A A BB F BB stk LUK B8 F iR £

0. EEWE, ARBRE*TH o
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10. B+ BT > * (Rl * DUITIR R,

fEFPowerShell cmdlet7zf£PostgreSQLEE ¥ & 14
RRERIEREENL, HITREIRIEUNLGITIRE
BB HEEYF PowerShell 3115 LA11T PowerShell cmdlet o

BXA5 cmdlet 5 FERANSHNERBIER, v@IIETT get-help command _name F3IREL, TE, &
AILIBE " ( SnapCenter B4 cmdlet BE8R/) "

TE
1. f£/ Open-SmConnection cmdlet AIEEAF /BEI5 SnapCenter fRB23MIEZ=RIE,

PS C:\> Open-SmConnection

2. {#F Get-SmBackup cmdlet 10 Z=EZ 1) LU IT TR &R,
tRGI R RER NI AFRENED:

C:\PS> Get-SmBackup

BackupId BackupName
BackupTime BackupType
1 Payroll Dataset vise-f6 08... 8/4/2015
11:02:32 AM Full Backup
2 Payroll Dataset vise-f6 08... 8/4/2015

11:23:17 AM

3. MIIBEEMBEFZIEIE, HIEESHREEERN NFS SH 1P ik,
G B R E T R FINFSExportIPiIiE /910.32.212.14:

JtFPostgreSQLEE}:
PS C:\> New-SmClone -AppPluginCode PostgreSQL -BackupName "
scpostgresqgl0l openenglab netapp com PostgreSQL postgres 5432 06-26-
2024 00 33 41 1570" -Resources Q@{"Host"="

10.32.212.13";"Uid"="postgres 5432"} -port 2345 -CloneToHost
10.32.212.14

(D) tnmskisiE NFSExportlP , MEAERSHEIGER BRI,
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4. {F/ Get-SmCloneReport cmdlet EEREEIIFMES, RIEREEMINTESD.

EeILIEERIE ID , FriaBHEAFIEE],

LR BERFNRS [ FFAE R

PS C:\> Get-SmCloneReport -JobId 186

SmCloneId

SmJobId
StartDateTime
EndDateTime
Duration

Status
ProtectionGroupName

SmProtectionGroupId :

PolicyName
SmPolicyId
BackupPolicyName
SmBackupPolicyId
CloneHostName
CloneHostId
CloneName
SourceResources
ClonedResources

Sally DRAPER}

SmJobError

Y iTPostgreSQL e f£121E

1
186
8/3/2015 2:43:02 PM

8/3/2015 2:44:08 PM
00:01:06.6760000

Completed

Draper

4

OnDemand Clone

4

OnDemand Full Log

1
SCSPR0O054212005.mycompany .com
4
Draper
Betty,

clone  08-03-2015 14.43.53

{Don, Bobby, Sally}

{Don DRAPER, Betty DRAPER, Bobby DRAPER,

BRERUHE,

[EHS
Im}

#HE St

]
anp
o
3

e A E T mE S iE SnapCenter e IR RIS
R IR(EAIBY ST B R S FE )il fEiR

XFIAES
UTERRERERLTIE L, HisRRErRE:

IETE#ITH
ERINTER
* x KK

B, BHRESHHETHAEESME LR
* D BHMN
* @ BEUH

7

B
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1. EEMSMERS, 8E* 8T
2. 7 i Ed, BE Rl
3. 7 * Rk * TiEH, HITUTHE:
- i g WPIRBITAE, UENGIE IR
b. 15TEF 45 B EAFIZE R A HA.
M ZEBL > THIGIRA, %8 - T
d. MRS * FHIFIRS, EERRERS.
e B WA * UMEREMINTTARIEE.
4. EEselEEl, AERE FAER  UBEEFRIFAREER.
o ARIFAEEINET, B EFAE

O}

o

i gl
AT LAfERA SnapCenter MR FRIF D RERRIR. HFOBERIRIITRER,
XFIAES

* BARBEX PR ERIT R EF DR,

B0, MEIEERMDEIZE clonel /5, EEILIBIEE clonet IR, AE=EE®D (clone2) . BIE
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