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Review installation prerequisites and install plug-in
package for Linux or Windows
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| et up credentials. |
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| Download or create a custom plug-in. |
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Upload, install, and canfigure the plug-in.
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Add resources and assign them to users
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Configure and enable CA Certificate.
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,

/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh
Cmnd Alias CONFIGCHECKCMD = shaZ224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config

_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor
Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor
LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"
Defaults: LINUX USER env_keep += "JAVA HOME"
Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_& & 8IZrY3FrootF P8I R R,
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° _Jopt/NetApp/snapcentre/SnapManagerWeb/Repository /SC_UNIX)f&Ef Checksum. txt (40
FRSnapCenterfRFE2F REZELinuxENL L),
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FAH1LE SnapCenter #H{4HIE/)N RAM 4 GB
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@ BRIPBYSEABEM BHRRIPIRERT
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FrEsmHEE Java 11 IBM Java

NREN Java AREIRFARA, NATFHR
Ivar/opt/snapcenter/spl/etc/spl.properties _EHJ
java_home JETIR B N IEHRY Java HRZASFIE& 1R,

73 AIX EH1HI3E root FAFEZE sudo R

@33 SnapCenter 4.4 RESHRZA, 3E root AP AR EEHRTF AIX BY SnapCenter 44 B H B ahiEfFd
2. MG FERE LB MBYIEroot AP 8191517, &R 93E root FBFEZE sudo PR, LURMER ZNERERIIAIR
PR

c MEEMRE *
* sudo 1.8.75kE S kR,

* YmiE /etc/ssh/sshd_config X4 LECE E B B9 IIEREEE: macs HMAC-SHA2-256 #1 MAC HMAC-
SHA2-512 ,

BHECE X4 EEHMBR sshd ARSS.

Nl

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KTFUAES



&Rz /93E root AP ECE sudo AR, LURMNS LATFERZRYIAGIE):

» /home/aix_userl//.SC_NetApp/snapcenter_aix_host_plugin.bsx
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

* /custom_location/netapp/snapcenter/spl/bin/spl

TR
1. BRI BLEFAHT AIX B9 SnapCenter (GBI AIX EHo
2. {3 visudo Linux SEREFIFLLTITARNE /etc/sudoers XHH,

Cmnd Alias HPPACMD = sha224:checksum value== /home/

AIX USER/.sc_netapp/snapcenter aix host plugin.bsx,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
AIX USER/.sc _netapp/AIX Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

AIX USER ALL=(ALL) NOPASSWD:SETENV: HPPACMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: AIX USER !visiblepw

Defaults: AIX USER !requiretty
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FRSnapCenterfR 528 REEWindowsEHL L )o
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1. EEMSMERS, 85 RE "
2. FgENEF, BEFE.
3. BE R,

4 £ JETUEF, EEEERERENEER:

MFUEFER ...
FHERR

BFR#&

Password

SIS

8F3 sudo R

5. % i *
FRFIEREE, €

PITUCIRIE ...
MAERENZT,

MANERTHHRIEMAR 20,
- WEEANEEAANTEEKRE

IEEELH SnapCenter H&HFHN RS LAV EIE
RNEERANERRR. AR BFENENE
o

o netbios\username

> 18§ FQDN\username_

* AMEER ((NERFIFA)

NFEFIEANARS, BEEERE
SnapCenter ALK LR EAMEER,
MRAFKF AERANKESIEENRALE
BT RRIAEESIThEE, WeLUEERTAtE
BRANAMARIKS, AFR2FENEREN

H: username

BWART S HEIENEE,
ERBEERNS PR

YNREJIE root AFRIEREHE, BEF * £/ sudo
R * E3EAE,

(D) ®EAFLnHAXER,

FER " BRMR " TTE L NAFRAF AR EER.

7€ Windows Server 2016 Z{E = k4~ i & GMSA
1812 Windows Server 2016 S{E SRS, EolAGIZABITERSHKA (GMSA) , LUE



MZEEFIKF B EIERS K, 2D,
FeaZ Al
* & BH Windows Server 2016 & Shi A AUtz s,
* IBRZIAE— Windows Server 2016 L E S RAEN, ZENBIHAIL R,
TE
1. 83— KDS 1RE$H, LUEHN GMSA RS MW RERM—RIZES,
2. JWFEMHE, M Windows IFIEHIZHEITIATE<: Add-KDSRootKey -Effectivelmmediately
3. BIEANECE GMSA :
a. BT EIZAFAKS:

domainName\accountName$
.. AAFRTMITENNR.
.. EANRNIGIENARALIE cMsa o

f54n:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPNZ2,..>

. 81T ‘Get-ADServiceAccount' ®FIIEARSIKF

4. XM LECE GMSA ¢
a. FE{ER GMSA kP HIEH £ Windows PowerShell B Active Directory 1&1R,

Ak, iEM PowerShell iZ{TLL Fap<:

<fgdn>



PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EfEIEN.

b. 7£ PowerShell S8 SRR MBEITUTH S, EEN LERE GMSA: Install-AdServiceAccount
<GMSA>

C. iIBITUU TS IOIERAY GMSA K . Test-AdServiceAccount <GMSA>
5. NENLEER GMSA 2 EEEENR,
6. ;@i 7 SnapCenter fRZ28HIEE SELERI GMSA M RN Windows FE 4o

SnapCenter fRS38BREEN L RFEEEM, FEELEIETHIE, F5ER GMSA BRIEIRSERIK

o

LR NetAppZ FFRYHRH

ANENHAETRREEN EREEFIRAE

B fEASnapCenter I ENTEAMNEN.. ARLEMHFNGE, XEHHZBNE
EETEEN L, BTN BENENEEF NN ENF LEB R,

a2 Al
* BNZR NG BB BGRENHENRNACNAR. fliSnapCenter EERAE,
* R HRE B ATIBRSS [ETEIETT.
* MREFERANZAERERSK, (GMSA) , NINFRAEENRRE GMSA

"#£ Windows Server 2016 SEShitds LN BEX N AEFEEAITERSKS"

* XFWindowsEAH. AR EFEERH FWindowsHISnapCenteriffts,
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*FIES
* f&RBEXE SnapCenter ARSB 23 1EIEMH ENAMEIS —1 SnapCenter fRSE 28,

* WIREEE (WSFC) LZEiEN, NXEEmAARREASRENAETR L.

p
1. EEMSMERP, EEFE* EN
2. WIFINMERE kR * REETH * ET+~,
3. WA
4 EENER, HITUTERE:

FFUEFES ... PATIEIRME ...
FHAEE prict 2o o | it
* Windows
e Linux
« AIX

@ NetApp3z 9#E A I 7EWindows
« LinuxfIAIXIFiER{ER,

@ AIXZ1E1Z6EF 0 Oracle N B2

ENH MAEHTLMREE® (FQDN) B IP ik,

SnapCenter BURTF DNS WIEHECE, Eit, &fE
HoEERN FQDN o

FF Windows 15, RETER IP gl
FQDN BY, e[St ENAZ#FLE 1P ik,

SR LURINIRIZ EALRY IP #hikEk FQDN o

WNERB(FFH SnapCenter FIMNEN, FERIFENEF
FiE, MAZFef FQDN .

i ERIE RN ERER MBI,

XEZELINITIZEN AT EENR. BXRIFLHE
B, BEIEXEEENER.

ERILLE B E T HEENERER L ARERS
KEERIFAEE,

@ FERESMIIER B SR ENR
SHIEERNENERRE,
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o £ EBRBERENEGN * BT, ERERENEN.

ERILAMT R LU &
> MongoDB

° ORASCPM (2T A0racleR FAT2FF)
> SAP ASE
> SAP MaxDB

° 17

6. (RIE)EHFE kI ARE H ih

HFULFES ...
Port

HATUHEIRME ..
RERIAROSTIEE RO S0

AN OSH 8145 . SR SnapCenter fRSF R
AFEENXROL, MiZzixOS¥ERARIARD,

MREFHEETIREIHEETBE
() xO, masEEERmnEn, &

m, RIERFRM

NetAppZ AV A BT LA REZEEWindows R B Linux
R4 L

* }FIEATF Windows BY SnapCenter fifFi4
&, BRIAEER C 1 \Program
Files\NetApp\SnapCenter .

BRI ABE X B 1Zo

* XFEAFLinuxfISnapCenterifi{4- k4 @ HiE

FAFAIXEISnapCenterffF R4, BRIAEEEER
/opt/NetApp/snapcenters

AT LB E X B 1R,

MRECFoheEREMF, HFENRRIEENESHE
REMIER, BiEPIHEFEE,



MNFUFER ... HATIEIRIE ...
ERBIEERSIK, (GMSA) B1THEMHFRS XF Windows AL, MREBFEALALERSK, (
GMSA) iB1THEHARSS, BiEPILEEE,

@ UL THRIURH GMSA &75:

domainname\accountName$ o

GMSA X BE&MA T Windows HY
(i) SnapCenter FEfHBRS 0 RIS

o

1R R

®t

WRFKFES * PRI TS « Ei%E, NENISEILIELISEEN ST HELEIFEHNER, EETaE,
RAM , PowerShell figZs, .NET hikas, fi® (XFF Windows &) F Java hkads (3FF Linux i) 9B
RIBREERFTRIE. NREFAHEREER, W2ERENNEIRRESEE,

MRIFIRSHEETBIHERAMABX . &0 LIEHFH AL FHIweb.config )4 LUEELBAINE, "C:\Program
Files\NetApp\SnapCenter WebApp tNR L FEIR 5 HMSEHMEX, MBS REHER,

@ EHARER. INREFEFHApp.Web.Ul.dll.config. NI [EREFHE DT = LG HER
fBBhSnapManager SnapCenter Pool,

Windows2AIAEE M Cc: \Program Files\NetApp\SnapCenter
WebApp\SnapManager.Web.UI.dll.config

LinuxZAIAEE1E
/opt/NetApp/snapcenter/SnapManagerWeb/SnapManager.Web.UI.dll.config

8 MRTHAE HLinux, BIIFEL, AEEEHIAFHER"
() EvEsesiBSE—EHURME SnapCenter FIIA TS, tBATHITIEAMIE,
W

RRERANBEEXHAITF /custom location/snapcenter/ H&o
%ﬁﬁcmdletE%’v’l\ﬁEEEMJ:?E%iﬁﬁﬁ:_FLinux\ WindowsE{AIX#ISnapCenterif&- x4

& 8] LUfE A Install-SmHostPackage PowerShell cmdletft % £ 4| LRI L ERTF
Linux. WindowsZZAIXEYSnapCenterffi{F R4,

a2 Al
ANENBIRAR NEEZENNEENR,
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(D AXEREEROrace AR

T

1. B5h PowerShell o

2. 7£ SnapCenter fRZ28F M L, M Open-SmConnection cmdlet B =&, ARERNEE.
3. {#H Install-SmHostPackage cmdlet HIFFESEIELZ N TN LR EILIEH,

BXO5 cmdlet EE5FERANSHNERBIESR, @LIETT get-help command_name F3REY, THE,
&t A Ll8Z " ( SnapCenter {F cmdlet £2&35/) "o

MREEFhREEN, HETERIEENESRELEEMHFRIER, NATLIEER -skipprecheck 1EH,

4. MNTRRRENEE,
e L{THREELinuxEH] EZENetApp2 AV

&R {F B SnapCenter A - RE(UN)ZZENetAppZiFMiaEH. WRENIFIERIF
MSnapCenter U2 L2k idEMF. W R AER s S1TRE(CL)EIEH SR I FR AR
TRENetAppZIFRVIEE,

TE

1. F&A FLinuxBYSnapCenteriffH iR B REE X (snapcCenter_linux_host_plugin.bin)MC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE | Z| B R ZENetAppZ 1F8VHMEAIEN.

SR LAMZE T SnapCenter RS 22N EILLER R,
2. EHSRTFTL, SMIIEHZEXHNE R,

3. REHHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
—-dserver HTTPS port=port number for server

> -dport FHF#EE SMCore HTTPS &{5i% 0,

° -dserver_ip 8% SnapCenter fR3328 IP ik,

° -dserver HTTPS_port 185 SnapCenter fR5328 HTTPS i,

° -duser_install DIR 8 EBZLEIEA T Linux BY SnapCenter &I ENE Ro
° _DINGLL_LOG_NAMEMRFE B EXHBIZ R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
~-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. f£F Add-Smhost cmdlet FFFESEIE EHANNZE] SnapCenter fRSS 280
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BEXA5hSESERANSHAERBENGESR, FIBEIETT get-help command_name R3KEL. HE, &
WA IUE#E " ( SnapCenter #{F cmdlet Z&45/) "

5. B R EISnapCenterH M A F RE = EAPowerShell cmdlet L ENetApp Sz 3FrIiEH
SR LUBE iR T MU EENetApp S RFRVIEM R IN =N HEITIE N L 2R R .
SnapCenter cmdlet #EB1#1 cmdlet £Z{FE & &8 X PowerShell cmdlet BIIFA(E B

" { SnapCenter i cmdlet 2£15/) "(EX)

USRS NtADP ST IE LIRS

EeI L ER R N E 2 SnapCenter#aﬂq:EA{fF@E’\J THE, ERRFENEREHE
LA E ZE ST BYRT B Sk R B 7L IR iR

EXFUES
MBI BREELTIE L, HI5RRENRES:

[EfE# T
B IN5ERK
* x KK

Bk, BEHRESHHETHANEEMEERE
* D BHM

p
1. EEMSMERS, BE 8T
2. 7 * iz TUE, BE Rl
3. fE*Jobs* TiH, ELIRFIRIUENTILIEFLEIRIE, BRITUTRE:
a. B * finifkas * o
b. wJik: fEEFIEFLER B,
C. MEEERITHIREAR, HiF * FiiffF R
d. MRETHIRES, ERTERS.
e Bf*NA*,
4 ERLREFEVHET * FAEE * UBBELFRER,
o 1 * RILFMER * MES, BEHEHRAS .

ACE CA I
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& pY CA IE+H CSR X1

ERILUERGERERIBER (CSR) , HRANEIEALERD CSR MIEHMAHNME (CA)
REXBIES. ERRER— I XEBETREH.

CSR B—MEIXAR, RHFARIGEBHIIEURBE S CAIEH,
(D CAEHBRSABSAKENAELHI0T2L,
BRER CSR WSS, HBR "MIfI4R CAIES CSR XH

@ WMREHEE (* .domain.company.com ) &% ( machine1.domain.company.com ) HJ CA
IEH, METLABKS 4R CAIEP CSR X, &ERILUfER SnapCenter EBEINA CA IEH.

WFERACE, CAIEPHNIRNERZN (BINEERE FQDN ) MUNMENMENZ. EHFBUERZA], RILUE
TIESHEHEESERB (SAN) FESREHILER, MF@ERRFIES (* .domain.company.com) , IIEFHF
P B EEFE EVR.

SN\ CAiEH

1EATfERE Microsoft BIRITHIE (MMC) ¥ CAIEBEANEI SnapCenter fRSS28H1
Windows ENIEHH,

p
1. ¥ %] Microsoft EIETHIE (MMC) , ARG8T * XM * > * H0/ Bk Snapin * o

2. EAMIMFERR TEOR, & ER, ARBEE AN

S FIEREERTENOR, ©EF * BN, * EW, AERE * Mo

4. BE *1EHIGR * > IER-AITEA * > * AERIEBHUANME * > IEB

o ARBEHMFK " AIERIEBMANG ", AEEE * FEES * > BN UBHSARF.

6. EAAS, WTFR:
FtRFEOS ... PATELTEE ...
SNLH VR BRI, SR, ARRE T
SAXFET FHTEMREN; BEH T %,
T2t EEEZRTSHAEBREN, AREE T2
EESCRIERSANES BEEWRE, ARBE 5Tl " FFIRS N

() SAEBHSHPRSE—REHRORIN o pix. o p1281% p7b)
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7. 3t "Personal" X4 KEEFTE 5,
FREY CA IEPIEAL

%Zﬁf‘?‘ééﬁ%ﬁﬁ?*ﬁﬂift%ﬂ’ﬁ-ﬁi&%ﬂ?%?‘}%o BN R EAENEARIBIEPASITESSH

pZ
1. 12 GUI EITLATIRIE:
a. WHIEH,
b. fEIEPIIFER, g * FMEE *ETF.
C. REhFEFIR, AEHRT * HIEE ~,
d. MAEFRRE Hil+7E HIF R
e. fER+7EHIEZ B =g,

{5190, HNSRAELSCH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MIEMIPR=ME/E
, ¥B8UE 7 "a909502dd82ae41433e6f83886b00d4277a32a7b"

2. M PowerShell H1{TLU T2k
a. BITUTHLUSEBELREITPMIES, HiIZTTIMIFNRILZEMIER,
Get-+F I -Path Cert . \LOCALLMACHINE\My

b. EHIHELL

fEF3 Windows FHiE{4FIRSZSECE CA IEP
&N fER Windows ENEHARSECE CAIEH, LUBUEEZEMNEFIEH,
7€ SnapCenter ARS3 28R EZE CAIEPHFREIEGEN LHITUTEE,

p
1. BT Ta<, MRS SMCore BINiHO 8145 FIMEIEPLIE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

f54n:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BITU TS, BRENIERS windows FEANIEHEARSHE:
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> $cert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

fBlan:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

7ELinuxEAl L AINetAppZiFHiEH RS ECE CAIED
ENZERGHZHENREIEBRZEE, & CAIEH, BiRFENEPEERGEHETE
[, £ SnapCenter RS CA &R B AN E FIEHEEE UBEERENE
FUEP

HEEERNLT /opt/NetApp/snapcenter/scc/etc BIS 14 “keystore.jks 1E A B S EEFM A E.
BIERGZHAENEIEURIEEERN CA &R ZHITHIHIZ

p
1. SR LM A RIEB X P R SRR AR .

T 5% A "keystore_pass" X MAIE,

2. EAEAETN:

keytool -storepasswd -keystore keystore.jks

. FEAEPIAR EFERIRNER BN R A EERRERER:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

73 agent.properties X7 HY keystore_pass ZZEHEFEREH,
3. BN EBBEEMBIIRS.

()  EemPEEmARTaiRX ARSI S N R %R,
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e ERIEFH e ENER LUENEEE
BN ZECE B TAARRIEB P ENERBRIENEEE,

P
1. S SIEHZHENXHEF: /opt/NetApp/snapcenter/scc/etc,
2. ${EIX M "keystore.jks" o
3. B ZAESRRIAIED:

keytool -list -v -keystore keystore.jks

4. FIARIEREHEHEF

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEPBFRENEB BN EEEREREIARSS.

() EEERIR CASES, ABERNRIE CA TS,

fcE CA ER BB LUBNEEE
BNIZR CA ZR2NE AN ECE BNEMHEEEDR.

S
1. SAEESiEHZHE lopt/NetApp/snapcenter/sccletc BIX 43,
2. FEISXH "keystore.jks" o
3. B RINAYIES:

keytool -list -v -keystore keystore.jks
4. AR EBMAT QB EHAN CAEHR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype

S. FIHZREARERMAVES,
keytool -list -v -keystore keystore.jks

6. WIEFAERSDEE 5 ENNEEAZEFRRVH CA LB EFIE.
7. %79 CAIEBARIAFATAZE Y E LN AR,

NG HZEAEZIE agent.properties X{FH1%$A KEYSTORE_PASS (&,

.netapp.com.pfx
JKS

19



keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WIR ca EPFMFIBRK, HRESERIWEHRFS (e, v,
), ERRIRERNERRN:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEFIE.

TR#EZZEA SCC_certificate_alias E#IL{E,
8. itE CA TR ZHM LUENEEEREFHBIRS.

MEHEEIERSHEYIZE (CRL)

XFIAES
* SnapCenter & IFTEFECERIE RPIEER CRL Xft

* SnapCenter {48 CRL XHBIZAIAE RE“ opt / NetApp / snapcenter / scc / etc / crl 7

p
1. B LUER %A CRL_PATH {&ERF18E#T agent.properties XHEHHIZRIAE Ro

ERAILIFELLE RPBESZ D CRL XfFe REUFRIES T CRL JIEME NETIEH,

7EWindows E#1_E AINetAppZiFHNEHE RS ECECAIL B

BN iZEIRIEHRAEREIIBNZE, BB CAIEH, BiRsH I PEcE2GHEE
[Z, H{EH SnapCenter {iFARSZ S CA TRAFIANIE DG EEELIRETEZENE
i

HRHERH keystore jks (I F C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc) {EJf
HISEEMZERE,

EEEMRAENZIEURIERERN CA E2EAMNGIR

pg
1. SR LM EH IR X P R Z AR A R .

Z{E5 key_keystore_pass_ $EITN,
2. EHERAERD:

keytool -storepasswd -keystore keystore.jks
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@ WRTE Windows B8 SRR TTEIRT! "keytool" 855, B4 keytool FiS BN EH TR

o
C . \Program Files\java\<JDK _version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAETIIARK BMNPTE R E B BN E A EFEAERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore pass ZZEHEFHEREH,
4. BHEEEEMBHRS.

()  EemEEnEBAATEIR%TA RIS N EBZAR,

e ERIEFH e ENER LUENEERE
BN ZECE B TAARRIEBHPENERRIEN EEE,

]
1. 23 SEHZHENXHEI C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. B "keystore.jks" o
3. FIIH B AR AR INAIE

keytool -list -v -keystore keystore.jks
4. FAIMRIEB I ERES:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

S REERIEBHFEEBLUENEEEFERENRRBIRS.

() GESERMIE CAES, AEBRNHIE CAES.

FcE CA SR ERMLUBNEEE
TN CA ERNEANEEINEHEEEDR.

S
1. S3ESIEHZAENXHEIE C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. B keystore.jks o
3. HIH B AR INAIE

keytool -list -v -keystore keystore.jks
4. FMEREBMAMABEEEAN CAIEP.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12



-destkeystore keystore.jks -deststoretype JKS

o. FI| B AR IARANAYIE S,
keytool -list -v -keystore keystore.jks

6. WIIFAETSDEE 5 ERNNEIBAZEFRRVH CAIEBNEFIE.

7. %79 CAIERARIMFATAZE Y E LN E AR,
FINEMHZIAERIEE agent.properties X FHE$H KEYSTORE_PASS HY{Eo
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks
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