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Add resources and assign them to users
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Configure and enable CA Certificate.
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Creator\etc\custom_plugin_checksum_list.txt

WFBEENXRZERR. SHA512AE{IT_ <custom path>\NetApp\SnapCenter\SnapCenter Plug-in
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17703 /etc/sudoers &,

()  mREmmRsudo 1.8.7HEBIRAS

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl, /opt/NetApp/snapcenter/scc/bin/scc
Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config
_Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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e K
FrEi e Java 11 Oracle Javag{OpenJDK
MREIE Java AHREIRIhRAS, NATHF

Ivarlopt/snapcenter/spl/etc/spl.properties /Y
java_home EIIZ B HIEHRY Java HRZASFIE& 1R,

BXZXIFRANRIESR, BS MW "NetApp BIR{FIERTA"

7INetAppz RV IS B = HE

SnapCenter £ EEXT SnapCenter I #ERNB P #1TE M, BNEIREATRE
SnapCenter $&HHBVEIRE U A TFXIEIBZED Windows X4 R AR ITEHIRRIFIRIEAVEMD

o

Feazai
* Linux E#41

TR IUKETE Linux A LR EEHRIERE.
1B root B EEA sudo AXPRAVIF root A IKRERIE, 7 eeRENBIEMHIE.

*ERERE: C BRAEBEINMEEEERE, EEILA Linux SIREE, BREREEETHAM SYM 25
, EBEENMZEAFZ IR ER.

* Windows F#]
ERERBGZH, EULE Windows Eik.
T EREEANRIRERE, SEMNEREENNERRNR,
* NetAppZ5HiEHF R AR
;tlj:?g‘i;fgf?%E;‘%’ﬁbﬂ%ﬁ;‘)ﬁﬂa‘iﬁ%ﬁiﬁﬂ@ﬂ’s%ﬁo INREIIBRIPIREHERBRARARERE, WaILEEIELE

KFILES
igﬁf@ﬁ%ﬁﬁiﬁéﬂiﬁ%?ﬁﬁ, HERFABRAEER2EERNR, WoMEDHNILHEF & DERFANED
p

1. TEMSMERR, BERE ",

2. FIREEYF, BEH*FE

3. BEH IR,
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Credential

Provide information for the Credential you want to add

Credential Mame Mame
zernams Username
Password Fassword
Authentication Linux

Use sudo privilages @

4. 71+ FE - TUEYP, EEEERERFNESR:

MFUIEFE ...
RERW

BR#&

HATIEIRIE ..
BMNEIERR .

WANERTEHEIENAR 2FMEE,

c HEEGRNEERANEARR

IEEE LRI SnapCenter RS LRV ER
AREERANEARRE. AP 2FERNERIS
X

o netbios\username

° 13y FQDN\username_

* AHEIES ((WERTIEA)

MNFBFILEANRY, BEEELE
SnapCenter RS LR EARMEIES,
NRAFKA BERANNIRIEENARG LR
BT BFpRERITieE, MR LEER T 4tE
ERANAMARIKE. AR 2FRINEMEN

H: username



MNFUFER ... HATIEIRIE ...

Password BMNBTEQIIERZRE,

B{HIOURT ERBERN B HI0IEE,

/A sudo R WNRENIE root AR EIREE, 15i%EP * A sudo
R * 8%AE,

(D {SLEATF Linux AR,

o B *HE "o
eRRERER, ErFERT " BFMipE " TE AP SAFR A B EIEER.

7 Windows Server 2016 2 FE S hk4~_- i & GMSA

iEid Windows Server 2016 S{E =R, ErIUGIRAITERSHKS (GMSA) , LUE
MZEEKF B E RS K 2.
FiaZ i

* & BB Windows Server 2016 {58 = kR A< BUlE 5425,

* BRAZAE— Windows Server 2016 BB RAIEN, ZENSHHIMSo
S

1. fE—1 KDS 1R, LUEHN GMSA RIEN MR ERME—HIEE,

2. JFFEME, M Windows IFITHIZRIEITIAT A< Add-KDSRootKey -Effectivelmmediately

3. BIEMACE GMSA :

a. FRLA TS RNEA P AK

domainName\accountName$
.. RARTIMTEVR.
.. FERANNGIZRAFARIZE cMsa .

f5an:

New—-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,.>

. 18T Get-ADServiceAccount' BRYIRIEARSMHKF,

4. 7EEN LECE GMSA :



a. IFE(ER GMSA kP #IEH] £ Windows PowerShell 2 Active Directory 1&1R,

Ak, JEM PowerShell izfTA T a<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active ...

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFEEIEN.

b. 7£ PowerShell S8 SRR MBEITUTH S, EENLELRE GMSA: Install-AdServiceAccount
<GMSA>

C. BT T ap<IQIEEAY GMSA K . Test-AdServiceAccount <GMSA>

5. NEM LEEH GMSA HECEIEIR,
6. j@id7f SnapCenter fRZ28HIEE S ELERI GMSA M RN Windows FE 4o

)SjnapCenter RSEFEEN L REEERRM, FEAERFEIEHE, fEER GMSA KBRS ERK

L xNetAppz FrAVHEM

ANENATEREEN EREE IR E

,.'jv fE A SnapCenterAdd Host TTEIARINEN, ARELEGHGRGFE, XEHEHF=ED
EEREEEN L. BRIURNBEDENHEREFRMENFHLEGEFREE,

a2 Al
* BNZR NG ABBRAREMNHENRNAGNAR. fliSnapCenter EER A,

* R HRE B PATIBRSS [ETEIETT.
* MREFEANZAERSKS, (GMSA) , NIRERABENRAEE GMSA



"T£ Windows Server 2016 S EShRAs ENBENX N AR ERFEERSHK,"

KTFUAES

& RgE¥E SnapCenter IRZ 23RS ENLARIZEIS —1 SnapCenter fRE 28

SNRESER (WSFC) LREMHMG, NXEHRERLREEEFNFAETR L.

p
1. EEMSMERT, EF W
2. WIFTNER B EEH * RE M * EI+F,
E iz = 7)1 S
4 EENTES, HITUTERE:

MFUEFER ...
E]kSid

ENZ

ot

PITUCIRE ...
pris e | Egich

* Windows

e Linux

@ NetApp3z F55HIHE M+ AJ 7EWindows
FLinux}FiEFfER,

MAZHBTEMREE® (FQDN) 5K IP ik,

SnapCenter BURF DNS HIEHEE, Eit, &E
£ 2N FQDN

FFF Windows 15, RETER IP tuitf#ir
FQDN BY, REIEIHENAZHFI IP ik,

ERTLURINIRIZEALRY IP 3h3k3E FQDN o

YR EEMA SnapCenter FINEHN, FEIENETFT
Fig, MIATFIEHE FQDN

RGN RRER NI B EE.

XEERELINITIZEN BT EENR. BXRIFLHE
B, BERAXIERENEE.

ERILET B E T HEENERER LAREERS
KERERIFAER,

@ FERESMIIEEN B EERNENR
SHEERNENRERE,



o £ EBRBERENEGN * BT, ERERENEN.
ERILAMT R AR LU &

> MongoDB
° ORASCPM (27~ 0racleN FHER)
o SAP ASE
> ORASCPM
o SAP MaxDB
° TFfiE
6. (RAIik) e B SR I T H .

M FUHFE ... HATIHERIE ..
Port RERIARA S HIEE RO S0

AN OSH 8145 . 90 SnapCenter RS2 L%E
FEEX®RAOL, MiZEOSEERARIANED,

MREFHRET FEHEE T BE
() xO, mumEEERmnEO, &
0, AR,
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NFUEFE ...

TREKRER

B RERIINE

ERBIEERSIK, (GMSA) BITHRMHRS

HATIEIRIE ...

BEMIGEHE B IR IETE Windows RAAEL Linux B4t
+o

* XFIEATF Windows B SnapCenter {4

&, BIAEEN C: \Program
Files\NetApp\SnapCenter o

T AT LAB E X B2,

* WFEAFLinuxfISnapCenterf& Rt €1. Bk
N8R /opt/NetApp/snapcentero

AT LB E X B
* 3F SnapCenter BE Wi :
i. 7£“Custom Plug-ins”(BE X & )35y, ik

*Browse*(Hii*), AREFEMBIIBENX
AR,

EEXHFEE B EMXIEHBMERR
xml X

NFEiEES. S
C:\ProgramData\NetApp\SnapCenter
\Package Repository Fift#E
Storage.zip X3,

[ =l L

EERHEZE, SWIEEEENEEXE
XX A FRETHEIARTT xml 3o

IAHE I 5% SnapCenter ARSZERHIBEE X
EGETLE

MRECFeheEREMT, HENRRIEENNESHE
REMIER, Bk EEE,

XF Windows E4l, SIREMEAAILERSK, (
GMSA) EITHMFRSS, FiEPIbERE,

@ RULTHEIUR I GMSA &7R:

domainname\accountName$ .

GMSA X B{E&MA T Windows HY
©) SrnapCenter G518 RIS K

o
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7OEE R
NIRKRIER * BRI T E * EikE, NENFEIEIELISEFNE S HELEBENEK, METIE,
RAM , PowerShell hizZs, .NET higads, & (33F Windows #@ff) 1 Java hrAs (33F Linux &) 38
RIERRERHITERIE MRTHEREER, WEETHENIERIESHS.

WMRIFFIRSHETEIZH RAM 18X, ZErILIEHH{ITF C : \Program Files\NetApp\SnapCenter WebApp
B9 web.config X LUEERRAIAE. SNRILFIRSHMBSEMERX, NHIEE REHER,

(D) #=HARES, MBEEH web.config X, ML FFETERFH S EBIXLE
8. MBEAAENLinux, SAIIEIELL, ABEEWIAFHER

() EDEsEsIEHE—ZHRNE SnapCenter FHHIATHEEL, tBA#H{TIELIOIE,
0. WRBEMRE,

RRERANBEEXHAITF /custom location/snapcenter/ H&o
%Fﬁ cmdlet £Z MR EN L EFEATF Linux 5 Windows Y SnapCenter fHi{53k{4

&A] LUfEA Install-SmHostPackage PowerShell cmdlet 7£ %N E 4| LRI L EE R T
Linux 3¢ Windows BY SnapCenter &34,

a2 Al
ANENBIAR NEEZENNEENR,

R

1. |25 PowerShell o

2. 7£ SnapCenter Rs328F 1 L, M Open-SmConnection cmdlet I &iE, ARRNEE.
3. f£/ Install-SmHostPackage cmdlet MIFAESETE SN EH L REIE S

BXA5 cmdlet EEFHANSHNAEIRANEER, v@IIETT get-help command_name RIREY, &,
& aILlBE " ( SnapCenter 34 cmdlet &E35F) "o

MREEFhLEEY, FEFMERIEFIEE HEREMBHEFNEXR, MR LIEA -skipprecheck i#EIl,
4. NITIELRENER,
EAMLITREZELInuXEN L ZENetApp S VG M

&N fEEASnapCenter AP R EI(UN)ZEENetApp 2 #FHYEM, NREMNIFERDIF
MSnapCenter UGZFE L& b iGEHF. N AT UERARSITRE(CL)ERES SR FRMIE
T ZEENetAppZ HFHYIEH -

p
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1. F&A FLinuxBYSnapCenteriifF iR B REE X (snapcCenter_linux_host_plugin.bin)MC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE #l|Z| B R ZENetAppZ iFAHEEAIEN.

BRI LAMEZEE T SnapCenter BRSZS 22 EAIAEILLER R,
2. EHFRTFTL, EMIERLTEXHNE R

3. REEIHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
—dserver HTTPS port=port number for server

° -dport FBF$8%E SMCore HTTPS &{5ix .

° -dserver_ip 8% SnapCenter AR5328 IP H#ulit,

° -dserver HTTPS_port &% SnapCenter fR5528 HTTPS i,

° -duser_install_DIR $§EELZIEA T Linux BY SnapCenter I EHFHRGENE R,
° DINSTALL_LOG_name 183 BEXHHIE R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
-DCHOSEN FEATURE LIST=CUSTOM

4. {5/ Add-Smhost cmdlet FIFFFESEIE ENARME] SnapCenter fR5Z 28,

BEXAS5HSEEFERANSHNERBNES, m@idis]T get-help command_name RIREL. &, &
AILUBE " ( SnapCenter B4 cmdlet SE15/) "

5. HFEF|SnapCenterd M FRE I EEFAPowerShell cmdlet_E{ENetApp Sz 1F89E 4
& L@ SR BT MUI L ENetAppSZ RV EM AN =V HTIZAZ A E LS Em ARG .
SnapCenter cmdlet ZEBh#1 cmdlet £Z {5 E B & B X PowerShell cmdlet BYIFH1E .

" { SnapCenter 3 cmdlet 2£155) "(FEX)

T L ENetApp ZHFIVIEHBVIRES

& L E A e DM 53T SnapCenter ?ﬁﬁ:ﬁﬁ:’fﬂﬁ’\] EHE, T ERNEREHRAE
DU L& ST AYBY 13 @ B E IR g iR

KXFIAES
UTERRERERLTIE L, HiEmREIRE:

[ETE#ITH
. BRI
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* x KK

Bk, BHRESHETHINEEMEERE
* D BHMN

pd
1. EEMSMERS, 8E 8T
2. 75 i Ed, BE Rl

3. 7E*Jobs* T, EIIEFIRLUENTILIEHRERIE, BHRITUTIRIE:

a. B * jimifkds * o
b. BIE: EEF LR B,
C. MEEBITHIREAR, % * l\FRx .
d. MRETHIRES, ERTERS.
e BEH WA

4 ERREFEVHBET * FAESE * UBBELFAER,

o 1 * RILFMER * MES, BEHEFERAS .

FCE CA IEF
FERY CA IEF CSR Xf*

EAIUEMIEBERIBER (CSR) , HFRNAERAERB CSR MIERMAAE (CA)
REXRVIES. EPRAF—TXEKBNETRER,

CSR B— NMRIBXZASIR, IRHAIRSGERBHNEUARMBERZB CA IEP,
@ CAIEBRSAZIHKEN ZE/D 7307211,

BXEM CSRIVER, BB "INAIER CAIEF CSR X"

@ WREMAE (* .domain.company.com ) TE% ( machine1.domain.company.com ) BJ CA
I, MaABGE 4R CAEF CSR X, ErJLUER SnapCenter ZREINH CA IEH,

WIEHEE, CAUEBHNIRREHEM (EMEREF FQDN) LURMENBYENE. EREVEBZAT, AILIE

o 1£3 A L&
WEEFAESNRBM (SAN) FEREMIER, XMF@BEERIEFR (* .domain.company.com) , LEIE¥E
peX B EIHRIFE N

S CAIEH

& (E B Microsoft BEIRITHIE (MMC ) ¥ CAIEFRZENEI SnapCenter RS 2840
Windows EHEHH,

p
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1. #% % Microsoft EIRIZHIA (MMC) , REEE * XM * > * 70 / Bk Snapin * o

2. FEARMEMRERER TEOP, EEFIER Y, ARRE M0

S FEIEREERETENOR, &F * HHENIKF * &EW, AERE Tl o

4. BE *1THIAR * > * IER-AHITEA > * AERIEBHURNM * > IEH

O ARBEHEXMR " BAIERIEBMANE ", AEERE * FEES * > BN * UBHSAAF.

6. EAAS, WA
FLRASEOS ... HITLAUTR(E ...
SN R Z ORI, SN, ARRE T T
SAXHET FHITEMEN; BE T %,
weft EEERTSHANERRMNER, ARRE %
EERRIERSNEF EEWE, ARSE T RSN

() SAEBESHPESME—EEHOERA o pix. o p12F1% p7b)

7. 3F "Personal" X KEELE 5,
FREX CA IEHI54

%%#EZX%FHHﬁiﬂiﬁ%ﬂ’ﬂ-&ﬁi&%ﬂ?%’%%o ENEERENE ARIBIE PR ITER
B
1. 72 GUI EHATUATR(E:

a. WHIEH,

b. fEIERIIFER, B FMAEE  ETF,

C. REhFEFIR, AREE - HIEE

d. MAERRE Fil+-7E HIF R

e. fpR+7HBIEZ RIS,

{550, RIS "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MFEMIPR=ME/E
, $8LUEH "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell H1{TLU T8k
a. BITUTHSUFHEREIEBAIEN, HiZTERATINRRIAELZENIER,

Get-+ I -Path Cert : \LOCALLMACHINE\My
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b. EHIFELL

£ Windows EAUEHARSSECE CA IET
&M {ER Windows FEHIREMHARSECE CA IR, UAEERENHRFIED,
£ SnapCenter [R5 28 UNEZE CA IEBHFABIEGHEN LHITUTSE,
p
1. BITUATHS, MRS SMCore BRINIRO 8145 I BEIEPRLIE :

> netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

fBgn:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT, BHRENIERS windows FENIEHRSSE:

> $cert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

f5an:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="s$guid"

fELinuxE#] L INetAppz 5HiEHAHARSSECECAIES

BN BEERENIEGRAEREIEPMNER, BBE CAIEE, MEEXEHEEEFEICE
B HEHESR, Fi&§ CA SR BIRMNECE AER SnapCenter BE XIGHARSZSHIBE X
HEEEFME, LUBEERENHFIER,

BE XM ERX MY "keystore.jks" , ZXH{LTF /opt/netapp/snapcenter/scc/ etc , [EIBYBIEEEEFMEMZE
=ik

BB E XA BIRENEE UK EEERN CA EREAXIIF R

p
1. SR LM B E SGEHRIZB XA PR B E X B AERIAZ W,
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E5%4H "keystore_pass" X HI{E,

2. EEAER:

keytool -storepasswd -keystore keystore.jks

. BEREPLAFRBRERNEZEEE A EERERZEN:

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X HY keystore pass ZEHEFEREH,

3. BN EBEENRRS.

()  BEEtmPEaEnmN S REANRE 5 E HREIEE.

RRIERHFENEREE N B E GRS EFE
BN HRARRIE B RIEBEBEE N B E A HEEF .

T
1. EfMEEEBEEXIEGEHAENXXHEIR: Joptnetapp/snapcenter/SCCletc.
2. ¥ EIX1% "keystore.jks" o
3. FHEAERARIMEIER:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. FRIEBHFEIEREEN BE X G HEEEEEERB RS,

() EEsERIR CASES, ABERNGRIE CA TS,

¥ CA EREAMECE N BEEHEEEFME
TR CA ERBIAMECE N BE XA EEEE.

p
1. 238 S B8 E IEHZARE loptinetapp/snapcenter/scc/ HHIS {43

2. B "keystore.jks" o
3. §Il B AR R INAYIE S :
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keytool -list -v -keystore keystore.jks
4. AMER ABMPAMABFEH CAIEH,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

S. FItHEEARE P IARMATIES.
keytool -list -v -keystore keystore.jks
6. BIEFAERS B a5 ERMAIBEHERNH CAIEBREMFIE,
7. B CAIERRMIFASA I E R N B AERRT,
IABEXIEEZAEREE agent.properties X% A keystore_pass HIES

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WIR ca EPFRFIBRERK, ARESERIEHRFS (e, o,
), ERARERNERAR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEEFIRE,
RIEZ A SCC_certificate_alias BHfItL{E,
8. ¥ CAEREHAMMENBEXGH EEEMEENB RS

79 SnapCenter B E X3IEHECE L PHECESYIZR ( Certificate Revocation List , CRL )

XFIES
* SnapCenter BE MG IGETMACER B RPIEE CRL X1,

* SnapCenter BE X ffi{FHY CRL XHHIZLIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

S
1. &R LIE AR CRL_PATH {EC4F1 83 agent.properties X HIZIAB Ro

BRI UELERPHES D CRL X, REGRKRIES T CRL IIEFNBNIEH,

EWindows E#1_E/INetAppZ FVIGEHARSZECECAIED

BNEEBEXBAERHREREIEBIERN, IEE CAILEH, ABEEXEHEEFMEECE
REFRIENES, Hi§ CA BZEAXNECE N SnapCenter BE XIEHARSSBY B E X I
HEEEME, LUBUEERERIHFIER,
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BEXIEER XY keystore.jks , ZXHEMITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBRYREREEEFENZRFiE.

B EEGEHERENZEUKREEERR CA EREHAMNRFZ

g
1. SR LM BE SGR AR ER X AR B E XE R A ERI ARG,

Z{E5 key_keystore_pass_ $EIIN,
2. ENERIAERD:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows B8 SRR TTEIRT! "keytool" 855, 154 keytool siS BN H TR

Fo
C : \Program Files\java\<JDK _version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAETIIAR BMPTERE B BN E A EERNERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
73 agent.properties X7 HY keystore pass ZZEHEFEREA,
4. BB EERRIRS.

()  BEEEmEaEnm S REANRE X5 E HR .

RRIEPRRENEREE N B aHEEFE
BN AHETARRRIERHPENEREE N B E SUGEHEEFE.

p

1. SMBEEBEENXEGZIAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

2. $EIX1% "keystore.jks" o
3. B FAERRIAESD:

keytool -list -v -keystore keystore.jks
4. AIARIER S EHEF
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

O BRIEBHPELEREE N BE X G EEFEEENBRS,

()  EEsERIR CASES, AEBRNGRIE CAEH,
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ESt

CA EREAMEE N BEXEHEEEFME

TR CA ERBIAXNECE N BE XA EEFE.

1

1.

¥

Z3

SMBEE B ENXEGZIAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
X

RIS keystore.jks o
S 2 AR INAYIES:

keytool -list -v -keystore keystore.jks

- AINER AR A AEEAN CAIEH,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

5 A E R AR INBYIE o
keytool -list -v -keystore keystore.jks

PIFZRERSS e85 ERMNEIZAZEFRF CAIERMNAIF]Z.
R CAIEFHRMBIFAAERD BN ERER .

BIABEXIEEZAERSE agent.properties X{EH%2$A keystore_pass FI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

M agent.properties X CA IEFREERBo

R#EZ4A SCC_certificate_alias Bl {E,

1 CA ER BN ENBE XIGMHEEFEEENB RS,

SnapCenter BE X HEHECEIEBHEIEYIZR ( Certificate Revocation List , CRL)

XFUtES
* BTHMEX CAIEPHRI CRL X%, BEM "N EH SnapCenter CA IEBHBNEBEUETIRMH"
* SnapCenter BE MM REFECEN B RHHEE CRL X1
* SnapCenter BE XA CRL XHRIEABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter

Plug-in Creator\ etc\CRL' ,

p

1.
2.
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En] LUE A% A CRL_PATH {EERFNE#T agent.properties XFFHIZRIAB o
S LB RPHREZ 1 CRL X,

RAEEIRIBEES D CRL WIEE NRIES,
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RiEHFER CAEH

1&RZ7E SnapCenter ARSS BN IRHA EAFECE CA IEFHERE CAIET. BN IHEH
B CAIERIIUE,
FHAZ H
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* @B LUER Get-SmCertificateSettings B RIGHFHNERIRT.
BXA5 cmdlet EEFHANSHAEIRBIEER, v@TIETT get-help command_name RIREY, =&, &t
AJBSE " ( SnapCenter B4 cmdlet ZE15m) "
p
- BEMSMERS, 2E* EH
2. EENEF, B ZEEN .
3. EE—IHZMEH TN
4. B FHIRM ¢,
S. 1EHFE * BRIEBWIE *

—_

e
REFNETRENSERT—NEY, EBRIEIERT SnapCenter IR5588 5 M Z ERNERIRTS.

&R CAIUEBEERBA, RDELHEMNFEN.
* & [T CAIEBEMINEIE.
* B RTRTLIERIE CA S,
* B RATERRERES.

() mEpsrBemse, NRTRERPRESR)ER.
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