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Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-SigningCertificateRevocationCheck None

Set-AdfsRelyingPartyTrust -TargetName ‘<Display name of relying party >’
-EncryptionCertificateRevocationCheck None
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b. JEZF RN AREFAHBN N AEFET
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N T ERENARFIIRTIL, BRINERTRIEEZEOpenDIEASERE, HE*Next,
2. Z|HETILL, BET—F%

e E, BERE
13. RN BEREFB M TI L, BEHE 0K
14. HIZINARS23(AD FS)MMA HITERZFRERIWT S,
It FEEY aud "SI IR BHA AR B A 5 3R TR B Web APIBIARIR AT ICED,

15. REBIETEHIWebAPIHICE B T EIEFARINENEURL (SnapCenterfR %2 28URL)FIE P imARIR o
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fid & OpenlD Connect U B {ERER,

16. ITHIFARS S EIRSA AR Tools* 528 THY*AD FS Management* T &,
a. NZEMIAAEFRIEE N RZRF A XK,
b. 3E&#EWeb APIFH & T *edit*,
C. B E"IAR AN T+
17. g * A * o
a. 7R FEEAMNIRIR T HIFI R P EFERLDAPE M E AR IE
b. gFH*T—F*,
18. FN*ERIERIN* B o
a. 1 EBHFE ThIYIZFRPIEE Active Directory*,

b. 7E*LDAP Attribute* FHiI%|ZR %% *User-Principal-Name*, #EO*utgoingsrIi ERiE A T hIFI R A%
F*UPN*,

C. $EE * ;Tajﬁ * o
fEFPowerShelldn < 832N BiZFA

,u\EJLXﬁﬁHPowerShellnp SOIENBIERFEMWeb API. HAISEEMER, XEiar$ U BEARREH. B
XIFMEE. BB M<link to KB article>,

1. AU TESIEAD FSHAIEIFMN AIEFA

New-AdfsApplicationGroup -Name $ClientRoleldentifier
-ApplicationGroupIdentifier $ClientRoleldentifier

ClientRoleldentifier NFATEFFLARIZ TR
redirectURL BN GEEMAIBENURL
2. BI32AD FSERSS B AREFHERE P imEHR.
Add-AdfsServerApplication -Name "$ClientRoleIdentifier - Server app"

-ApplicationGroupIdentifier $ClientRoleldentifier -RedirectUri $redirectURL
-Identifier $identifier -GenerateClientSecret

3. BIE2ADFS Web APIN FBFERHECE E L {5 A 1Y RS2 7Ro
Sidentifier = (New-Guid) .Guid

Add-AdfsWebApiApplication -ApplicationGroupIldentifier $ClientRoleldentifier
-Name "App Web API"

-Identifier S$identifier -AccessControlPolicyName "Permit everyone"

4. MU TFar <R PRIEF A IRIDNE P HER. AAENER—

"client id = $identifier"
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"client secret: "$ (SADFSApp.ClientSecret)

5. AAD FSK FEF 1% FallatlaimsF1OpenI DAY PR,

Grant-AdfsApplicationPermission -ClientRoleIdentifier $identifier
-ServerRoleldentifier $identifier -ScopeNames @ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

QRuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer ==

"AD AUTHORITY"]

= issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName; {0}", param = c.Value);

"e
6. B AN o

Stransformrule |Out-File -FilePath .\issueancetransformrules.tmp -force
-Encoding ascii $relativePath = Get-Item .\issueancetransformrules.tmp

7. 85 Web APIR T2 H LA SMBX fHF E X AR A4 AN o

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API"
-TargetIdentifier

Sidentifier -Identifier $identifier,$redirectURL -IssuanceTransformRulesFile

SrelativePath

EHIHES R E AR 8]
&7 LU fE FPowerShell s B #3418 < K I BRRT 8l

* KTUES *
R ERERTARP. ERHNERNEFEAS. HR<SETERHE. EEIRZRIBEN.

* BUABER T nR<SHEBZIHAREN60 . XMEREEIHIEELIREENR, EUIRMHEBZEHNNE.
LOB e A A TR I E2 R L 53 X B AR AL

TR

B ENN AERFZEWebApityinp) < EIHARYIE. I5TEAD FSERS SR EALU TS,
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+ Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName "<Web API>"

MAD FSIREURE, < Hé

ENEEFIRESTE P iR(dPostman)FIEE LI T2 HIRTEIESEAFRRE. N BENBAE_ERS

PIRIE(EHRE RIFEFrRA BY) LURBUR < Fo

+ AJMAD FSIRSZ BN BTN AEFEEARTENEE. BIABXHEIN60D 5o

FE AN

i i R

[EliEURL R ZAEIAURL, ERANARZFRIEZURL,

B IRIEURL [adfs-domain-name]/adfs/oauth2/authorize

HIR L hEURL [adfs-domain-name]/adfs/oauth2/< h&

EFif 1D HNAD FSEFIHID

EFinEH HWNAD FSEFimZ A

S OpenlD

P im S0 ERBZAAUTHARELR 1%

CA 7£*Advance Options *IEI-£A, FI15EFAURLEE

BN HIRFE, ZETIWTLEFEZR N aud (B,

fEFAPowerShell. scclifIREST API7ESnapCenterfRZ2:HEEMFA
1&a] LUE A PowerShell. sccliflREST API7ESnapCenterfRs3 28 PEZEMFA,

SnapCenter MFAGR <1THRE S 15 I0IE

7£PowerShellflscclift. A cmdlet (Open-SmConnection) BB I —"1R J"AccessToken "BIFER. LUEMH
AR AP #ITEMNRIE,

Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

17 Ekemdletfa. FAMENAFIE—IIE. MURITEMSnapCenter cmdlet,

SnapCenter MFA REST APIS{4I831F

7EREST <access token>% F I (¥1PostmanZswagger)HEE &I 9_Authorization=Bearer AP|_FI7&ZE S HE.
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HEFBFIR AP RoleName. LUMSnapCenterik 13 INMmAL

MFA REST APIT{ES:
MRAMFAECE TAD FS. NN ERAR(FE)SEHITE MU, UEBIEAREST APIifa)SnapCenteriz
B,

s XTFUES -

s O U BERRESTE ik, ffld0Postman. Swagger UlIg{FireCamp,
* JREIA R S hEHER T X EE0ER(SnapCenter REST AP TR IIE. WUITEMIRIE,
BB

“BITAD FS MFASHITE L83

1.

RRESTEFinBCE /9 VEFAAD FSim = LIREN AR < .

BEHIIEHARNNBEFILRCHEE. BRBEEMEIAD FS SSOTHE. ZUIER. EAIURHEADEE
FHBIMFAHITEMHIIE. 1.7EAD FS SSOMERAF BXAER. ENERIAF 2B FHR .

+ AP ZRR R UM A user@domaingdomain\users

EEZEXAES. BALBED,

BEHERS

MEFRIETTEDF, EFE—NSHWIERTFHHITEOIIEEUATENEE),
° HEIX: HUERIXEIERYRIERHEIXE,
° QREE: fEAAUTH Pointfs 5 A 3EQRIE. ARBANNAREF 2 RAIIEIER
° —RIETD: BANLHRERI—RIEERD.

SHMEIERTE. BITA—TREED. HPeEainn. IDMBIH <.

S 4115 EHESnapCenter REST APIF{EAE R 1T,

EREST APIFR, R EREE D PR RIS R SHENAEBRET.
SnapCenteri& MAD FSIEIEF Lt ifI8]1 S R,

NRLLhEBX. MSnapCenteraxt E#HITINEFIRENAF Bo
SnapCenterfE FIF F~ 2 A BRIV AITAPIBIAE P #1785 4 301E,

NRFHBIIEMTN. SnapCenterfiREIZR. BN EREIRER.

JIREST APl s<{{TRENERBF RER B2 HASnapCenter MFALEE

Ef AR R E
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2. BEif*Settings*>*Global Settings*>*MultiFacorAuthentication (MFA) Settings*
3. $EFHEO(GUIRST API/CLI) S A2 FAMFAR R,

PowerShelliZE
W
1. i=Z{TPowerShellE{CLIEF$IGUI. REST API. PowerShellflscclifE FAMFA,

Set-SmMultiFactorAuthentication -IsGuiMFAEnabled -IsRestApiMFAEnabled
-IsCliMFAEnabled -Path

pathS¥ A FIEEAD FS MFATTEIRXmIX I E,

NECEEIEEAD FSTTHUIBEXHEEAISnapCenterBE AP RE. RESTAPI. PowerShellfscclifZ
MFA,

1. ERKEMFARBIRESHIEE Get-SmMultiFactorAuthentication cmdlet,
sccli Interface

TR

1. # sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true
-IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS metadatal\abc.xml"

2. 4 sccli Get-SmMultiFactorAuthentication

REST API

1. IBITLLFPOST API. LUEAGUI. RESTAPI. PowerShellflscclii2 EBMFA,

S UIRED

1ERKAJURL /API/4 9/SETTINGS/multifactorauthentication
HTTP &% izl

IERIEX { "isiMFAEnabled": false.

"IsRestApiMFAEnabled": true. "IsCliMFAEnabled"
. false. "ADFSConfigFilePath": "c
: WADFS_METADA\\abc.xml" }

e 87 1E X { "MFAConfiguration": { "isiMFAEnabled":
false. "ADFSConfigFilePath": "c
: WADFS_metadata\\abc.xml"
"SCConfigFilePath": =, "IsRestApiMFAEnabled"
. true. "IsCliIMFAEnabled": false.
"ADFSHostName": win-adfs-
sc49.winscedom2.com } '}
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2. FALTAPIKMBEMFAR B RESHIZE,

16

28

BEXRAYURL

HTTP A&

MR IESC

ha
[API1/4.9/SETTINGS/multifactorauthentication

FREX

{ "MFAConfiguration": { "isiMFAEnabled":
false. "ADFSConfigFilePath": "c

: WADFS_metadata\\abc.xml"\
"SCConfigFilePath": =, "IsRestApiMFAEnabled"
. true. "IsCliIMFAEnabled": false.
"ADFSHostName": win-adfs-
sc49.winscedom2.com } }
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