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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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Windows E#]

ZINE: C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etcl\allowed commands.config

BE MR <Custom Directory>\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config
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FINE: /opt/NetApp/snapcenter/scc/etc/allowed commands.config

BENXKEZE: <custom Directory>/NetApp/snapcenter/scc/etc/allowed commands.config
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BHEEXHEEMBL sshd AR5,
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#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* XFUES *
&N /93 root FHFECE sudo ANPR, LURMN LATFERIZAYIAIR

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin

* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall



 /custom_location/netapp/snapcenter/spl/bin/spl
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1. BRIBELIEERT Linux B SnapCenter 1&E 4 EHY Linux 4.
2. f#H visudo Linux SRR LUTITRME] /etc/sudoers SXHH,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==

/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con

fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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2. M PowerShell H1{T LU T2k
a. BITUTHSUTIEBELEIFPIIES, HIETAIMFINRIALEMNIER,
Get-+ In -Path Cert \LOCALLMACHINE\My

b. EHIFELL

{#5H Windows FHiEHFIRSZECE CA IEH
BN EA Windows EHIEMHIRSECE CAIEH, LUSEE TR FIER,
7£ SnapCenter fRZ 28 AR EEZE CAIEBHIFEIEGEN LHITUTSE,

B
1. BITU TS, MIERS SMCore ZRiAlO 8145 MINAIEBYE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

a0

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTURESR S, BHLRENIERS windows FAHIEHARSSEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

fBan:

> Scert = “a909502dd82ae41433e6f83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7ZLinuxZE A1 L 1SnapCenter IBM DB2iE 4 Ak S AL & CAIED

BN EIEBEXEHRHEMRLIEBNERE, iEE CAIER, NEEXGEHETEMEEE
RPIENED, H& CAERZRIAXMEE HER SnapCenter BE XIEHFIRSHBE E X i
HEEEFEME, UEE RN FIER,

BE X ER XY "keystore.jks" , ZXEALTF /opt/netapp/snapcenter/scc/ etc , [EBYBAIEESEFMENZER
=ik
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EEBE XA ERENER UREEERN CA ERE AN S

pA
1. SR LU B SGR R ER XA PR B E X G2 AERIAEL,

E25%4A "keystore_pass" X HI{E,

2. BAEAERN:

keytool -storepasswd -keystore keystore.jks

. FEAEDIAR BBFTA RN ERE N R R EERRERE

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

73 agent.properties X7 H keystore pass ZZEHEFHEREH,
3. BNEBEENBIRS.

()  BExEsmPEEnm S RS XBES BRAERE.

RRIEPRREREREE N B E G EEFE
BN AHETARRRIEB S PENEREE N B E SUEHEEFE.

P

1. SMEEEEEXIHEGEAENXXHEIR: /optnetapp/snapcenter/SCCletc.
2. B "keystore.jks" o

3. B EZAERRIAESR:

keytool -list -v -keystore keystore.jks

4. FIARIERE A EREF

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. BIRIEBHFENEREENBE X G EEFEEERERIARS.

() GRSERMIE CAES, AEBRIHIE CAES.

¥ CA ERFTANECE N BE X EHEEFE
ENR CA SR FANECEN BE X AMHEERE.
B
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1. SMEEE B8 E XEGZARE /opt/netapp/snapcenter/sce/ FHIX 43
2. B4 "keystore.jks" o
3. HIHERAERRINAYIES:

keytool -list -v -keystore keystore.jks
4. FMER BBMPAMAFEAN CAIEH,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

S. FItHEEARE P ARMATIES.
keytool -list -v -keystore keystore.jks
6. WIEFAERS B a5 ERMAIBEHRERNF CAIEBREMFIE,
7. ¥ CAIERRMINFASAZE R E R N B AERRT,
IABEXIEHZAEREE agent.properties XA keystore_pass HIES

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

. WIR cn EPFRFIBRRK, ARESERIWEHRFS (e, o, o
), ERARERNERAR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEEFIRE,

RIEZ A SCC_certificate_alias BHfItL{E,
8. & CA BB RAMRENBEXIEMHEEFREEERB MRS,

73 SnapCenter B E X3IEHEE L PHECESYIZR ( Certificate Revocation List , CRL )

XFIES
* SnapCenter BE MG HIGEMAICER B RPIEE CRL X1,

* SnapCenter BE X ffi{HHY CRL XHHIZLIABE R " opt/netapp/snapcenter/SCCletc/CRL" o

SHIE
1. R LIE A CRL_PATH {EE4F1 83T agent.properties XEFHHIZIAB Fo

BRI UFELERPHES D CRL X, REGRKRIES T CRL IIEFNBNIEH,
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7ZWindows £ #_t }SnapCenter IBM DB2ifH 4R SZEZE CAIEP

BNEEBEXBAERAEREIEBIERN, IE CAILEH, ABEEXGHEEEFMEECE
RERIENES, Hi§ CA XL EANECE N SnapCenter BE XEHARSSHY B E X I
HEEEME, LUBUEERERIHFIER.

BE XIS ERXY keystore.jks , ZXHLTF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , [FIBYB{EREEFEMERAFME,

BB E XA BRENEL UKREEERN CA EREAXAIF R

p
1. SR LM B E GEHFRIZB XA PR B E X B AERIAZ G,

Z{E5 key_keystore_pass_ $SBXfRV,
2. EREAER:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows B8 SRR TTIEIRT! "keytool" 855, 154 keytool FiS BN HFTE K

Zo
C . \Program Files\java\<JDK _version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAEDIIAR BMPTE B NES BN E A EEANERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
1 agent.properties X{EHH keystore_pass ZZAEFERAY,
4. BB EERRIARS.

()  BEEsmREoEnm s REANEE X5 E BRI,

RRIERRENEREE N BE GRS EFE
TN HRARARIE B RIEBEBECE W B E A MHEEFE.

p

1. EMEIESBENXIESZSAE C ;. \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
X

2. ¥ EIXf5 "keystore.jks" o
3. B AERRIAIES:

keytool -list -v -keystore keystore.jks

4. AIARIEFEHEHEF
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keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

o BRIEFHPENEBECE N BE X EHEEFEEERB RS,

() EmERME CAIES, AEBRNHIE CAIES,

¥ CA EREAMECE N BEEHEEEFE
ENR CA SR FANECEN BE X AHEEEE.

p

1. SIS EENXEGZIARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
XK

2. B keystore.jks o
3. FIH AR RINAIE S :

keytool -list -v -keystore keystore.jks

4. ﬁhﬂﬂﬂjﬁﬁﬂ\%ﬁ*ﬂ ﬁrﬁﬁﬁ CA IIE:F-I'O

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FItHZEARE AR INATIES,
keytool -list -v -keystore keystore.jks

6. WIIEAERSTE S5 ERNEZAEPFH CAIEBHMAZIE.
7. ¥ CAIERRIMAFAIAZ RS E N R TAERR

ARINBE X IR HZAREZRIE agent.properties XHFHZE A keystore_pass HIE,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

8. M agent.properties X CAIEBECERZo
RIEZ A SCC_certificate_alias B ltb{E,

9. ¥ CAEREPAMNEENBE G EEFHEEENRIRS

73 SnapCenter BE XIHHECE UL PHECEYIZR ( Certificate Revocation List, CRL )

XFIAES
* BTEMEX CAIERRIEHT CRL XfF, 1HS M "INAIE#T SnapCenter CA IEBHRBVERRUETIZFRSHA",
* SnapCenter BE X{EHFETRECERN B RPIEER CRL X,

* SnapCenter BE X iR CRL XHRIZHABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' ,

p
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ANiEHEA CAIEH

{ERI7E SnapCenter FRSS SERERLIE A EHFERE CAERHEE CAIER. ERNIEH
B CAIERIIE,
FrHIAZ Hi
* #ZB] LU run set-SmCertificateSettings cmdlet RS A CA IEH,
* IEB]LUEF Get-SmCertificateSettings T RHHEFAIIEFIRTS.
BXA5 ecmdlet FEFERANSHENRERBIEER, AHEEIETT get-help command_name RIREL, TE, &b
AILIBE " ( SnapCenter B4 cmdlet BE5R/) "
TE
- EEMSMEEH, BE*EHN .
2. FENTTEP, BE*ZEEN .
3. IEE—INHZMEEEN.
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KK di
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