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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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Windows E#

ZMAME: C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\allowed commands.config

BE MR <Custom Directory>\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etcl\allowed commands.config

Linux 41
FINE: /opt/NetApp/snapcenter/scc/etc/allowed commands.config

BHEXIE: <Custom Directory>allowed commands.config
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4 mount
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. umount
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#8< . "C: \Program Files\NetApp\SnapCreator commands\sdcli.exe"
#3<: myscript.bat
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5 Linux £HH3E root BFBEZE sudo R

1@ SnapCenter 2.0 XESIRZA, 3F root AP AILAREIERTF Linux BY SnapCenter 1434 S5 B optd i
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* sudo 1.8.7HEB IR,

* X FAFrootAIF . 1EHfRIFroot A P BY R TR A BRI R RN AR R

* W48 /etc/ssh/sshd_config_ X LUECEH S B HRIEREBEA: macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512
BHEEXHEEMBL sshd AR5,

Nl

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* XFUES *
&N /93 root FHFECE sudo ANPR, LURMN LATFERIZAYIAIR

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin

* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall



 /custom_location/netapp/snapcenter/spl/bin/spl

* BB
1. BRIBELIEERT Linux B SnapCenter 1&E 4 EHY Linux 4.
2. f#H visudo Linux SRR LUTITRME] /etc/sudoers SXHH,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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peX B EIHRIEE MR
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Windows FENUEHFH.

p
1. %% Microsoft BEIRfTHI& (MMC) , AFRE * XM * > * R/ BBR Snapin * o

2. EAMEMRER R TEOR, EFER -, ARBEE R

3 FEIEREERTEON, EHF * HHENKS * &5, ARRE* Tl o

4. BE 1EHIER * > IER-AITEA * > * AERIEBIHUANME * > IR

o ARBEHME " AIERIEBMANE ", AEEE * FIEES * > BN UBHSARZ.

6. TS, WAL
FtRFEOF ... HITLAUTRME ...
SR R 2 R, SN, ARBEET—F
SAXFEI FHTEMAER; BEH*T—F %,
Zelt EEEZRTSHANEBIHEN, AREL T2
EERRIERSANES EEWRE, ARBE 5T " FFIRS N

() SAEBESHPRSE—EEHROERN o pix. o p1281% p7b)
7. 3t "Personal" X4 REESE S5,
FREX CA JEPHa4

E%:B‘?E‘ZI%H%?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?f\‘}%o RN EERENEERBIL AR ITRER/YE

PIE
1. 7 GUI ERATLUTRE:
a. WHIEP,
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b. FIEBINEEF, BE * IFAER * ET+o
C. REIFETIR, ARBE * FEEE .

d. MHERRE K47 B F 5o

e. MER-+7HERIE Z BR .

fan, NSRS "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MITEMIBF=M/E
, S I "a909502dd82ae41433e6f83886b00d4277a32a7b" .

2. M PowerShell H11T LU F2E:
a. BITUTHSUTIEBELEIFPIIES, HIETIZMFNRIALEMNIER,
Get-+ In -Path Cert : \LOCALLMACHINE\My

b. EHIFELL

f#H Windows GRS ECE CA IEH
1@ RZ{EF Windows EHIHEMHRSZECE CAIEH, LUBIEELENKRTIEE,
1 SnapCenter JRER LUK EDE CAIBMFIEIELEIN EHTUTSE,

HIE
1. 17U TS, MRS SMCore Bk 8145 WINEIEBYFE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

f5lan:

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUTE S, BHLRENIERS windows FHIEHEARSSEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

f5an:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"
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BNEEBENXBAERAEREIEBIERN, IE CAILEH, NEEXGHEEEFEECE
REFRIENES, Hi§ CA ELZEANECE N SnapCenter BE XEHARSSBY B E X I
HEEEME, LUBUEERERIHFIER,

BE MGG RN "keystore.jks" , ZXHAITF /opt/netapp/snapcenter/scc/ etc , [FIBYR{ER(SEFEFZH
=fi#o

BB E XA ERENEL UK EEERN CA EREAXIF R

p
1. SR LM B E SGEHFRIZB XA PR B E X B AERIAZ G,

E5%4H "keystore_pass" X HIE,

keytool -storepasswd -keystore keystore.jks

. BEAEDIAR BFA R NES BN R EERRERZE .

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

1 agent.properties XY keystore_pass ZAEFERAY,
3. BNEBEENBMRS.

()  BEEtmPEaEnm s REANRE 5 E BRI,

RRIEPRHFENEREE N B E GRS EFE
BN HRARRIE B RIENEBEE N B E XA HEEFE.

g
1. EMEIESBEXIENHZHRAERNSER: /opt/netapp/snapcenter/SCCletc.
2. HEISH "keystore.jks" o
3. FHEAERRIMEES:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:
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keytool —-import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. BIRIEBHPENEREE N BE X G EEFEEEREARS.

() GESRIE CAIES, AEBRMIE CAIES.

¥ CA ERFTAMEE N BE G EEFME
ENR CA SR FANECEN BE X HMHEERE.

I

ks

=
[

TE
1. SM3 83 EEXEGZAE /opt/netapp/snapcenter/sce/ SRS {43k
2. RIS "keystore.jks" o
3. BB ARERRINAYIES:

keytool -list -v -keystore keystore.jks
4. FIER BB QAEEAN CAIEHR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

S. HIHZREAREHRMAVES,
keytool -list -v -keystore keystore.jks

6. WIEZAERDEESERNIZREFRH CAIEBNNNFIE,
7. %79 CAIEBARIMFATAZE S E LN E AR,

BIABEXIEHZIAERE agent.properties X{EH 4R keystore_pass FI{E,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. IR ca EPBFRIFIRERK, HEEE=SRIWFHFRF (o, 0,
), ERRRERNERATR:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EBECEFIZ.

R#EZ4A SCC_certificate_alias Bl {E,
8. ¥ CAEREAMNEBENBEN N EEEREENBIRS.
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79 SnapCenter BE MIHHECEIEPHCEYIZR ( Certificate Revocation List , CRL )

XFIES
* SnapCenter BE XIGHRFEMELER E RPER CRL Xt
* SnapCenter BE Xi@fFHY CRL XHRIZRIAB R " opt/netapp/snapcenter/SCCletc/CRL" .

PIE
1. EA] LUEA A CRL_PATH 1E&EX#18E 3 agent.properties X4 EIZRIAB Fo

TR UELRERPRES D CRL X, REGRRIES T CRL IIEFNRIEF,.

7ZWindows £ #1_t }3SnapCenter MySQL}EHH RS ECE CAIEH

BNEEBENXBAEAEREIEBIER, K& CAILEH, NEEXGHEEEFMEECE
RERERES, i CA ZREIAMECE NIER SnapCenter B E XHhfFARSS BB E X i
fHEERME, LBUEERENBFIER.

BE X ER XY keystore.jks , ZXHENITF C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in
Creator\etc , FIBYREEEEFENZRFE.

BEEEEHERENZEUKREEFERRN CA EREHENFZ

S
1. AT B R IR R S it 2 E SR (B SAE BRIA TS,

Z{E5 key_keystore_pass_ $EXTN,
2. FREAERR:

keytool -storepasswd -keystore keystore.jks

@ YR 7E Windows SRR TIEIRT! "keytool" 5%, B35 keytool FnL B He R

1Io

C : \Program Files\java\<JDK _version>\bin\keytool.exe " -storepasswd -keystore keystore.jks

3. REBEDMIAK BRI R NBEER N E R EEANERE

keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore_pass ZEHEFHEREH,
4. BEREBEEHBIRS.

()  BExEEmPEaEnm S REANRE X5 E HR .
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RRIEPRENEREE N B E G EEFE
BN R AHETARRRIEB S PENEREE N B E SUEHEEFE.

p

1.

%

SIMBEE B ENXEGZIAE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

X5 "keystore.jks" o
P H BB EAE AR INADIE S :

keytool -list -v -keystore keystore.jks

- AIARIEF e EHEF

keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

RRIEPRFRENEREEN B E X g EEFERER B RS,

() EEsERR CASES, ABERNGRIE CA TS,

CA EREAMEE N BEXEHEEEME

TR CA ERTAXNECE N BE XEHEEFE.

p

1.
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SIMBEE B EXEGZIARE C . \Program Files\NetApp\SnapCenter\SnapCenter Plug-in Creator\etc #J
Xk

RIS keystore.jks o
S 2 AR INAYIES:

keytool -list -v -keystore keystore.jks
AINEERABEMANARERAN CAEF,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

- FIHE AR INATIER,

keytool -list -v -keystore keystore.jks

PIrZRERS e85 ERNEIZAZEFRF CAIERMNAIF] 2.
R CAIERRMBIFAAERD BN ERER .

IABEXIEHZAERZ agent.properties X{EAZE A keystore_pass BIES
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

M agent.properties X CA IEREERBo



IRIEZZ$A SCC_certificate_alias B#ILE,
9. ¥ CARRFHMNEENBEXIEHEEFHEENBIRS,

79 SnapCenter BE MIHHECE L PHECEYIZR ( Certificate Revocation List, CRL )

*FIES
* ETHMEX CAIEBHRH CRL X4, BEN "I EH SnapCenter CA IEFBHEVIEREUETIZRSCH"S
* SnapCenter BE XIGEHEETMACE B RHIER CRL X1,

* SnapCenter BE X iR CRL XHRIZHABRA: C: \Program Files\NetApp\SnapCenter\SnapCenter
Plug-in Creator\ etc\CRL' »

T
1. EAI LAEA % EA CRL_PATH 1&EXF1EHT agent.properties X HIZRIAE Fo
2. EA UE B RHHE 21 CRL X1,

REEIRIBES D CRL WIEE NAIEH,

NiEHFER CAEH

&N 1E SnapCenter ARSZ 23BN IEH ENPECE CA IEBHIBE CAIEH, BN iEH
B CA P,
FeaZEl
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* IEB]LUEF Get-SmCertificateSettings T RiHEFAIIEFIRTS.
BXA5 cmdlet EE5ERANSHNEIRBIER, F@IIETT get-help command_name F3KEY, THE, &t
AILIBE " ( SnapCenter B4 cmdlet 2E5R/) "
TE
- EEMSMERS, 2E* EHV S
2. gENTEF, BEZEEN .
3. EE—IHZMEE TN
4. BFH*FHIRM *,
5. #E$E * BRIEPIIE *

—_

DA
EENETMRENSET—NMER, EBREIERT SnapCenter ARSS 28 51EMH EH Z BIFIERDRT.

K di

& CAIEBEEREA, tRDECLEHMTFEN.
* & [T CAIEBEMINEIE,
* B RTRLIERIE CA M,
* B RATERRERER.
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