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| Lag in to the SnapCenter Server using a web browser. |

v

| Identify storage types suppertad. |

v

Review installation prerequisites and
install plug-in package for Linux or Windaws.

v

Set up credentials.

v

Install and configure the plug-ins

v

Add databases and assign them to users.

v

Configure and enable CA Certificate.
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* 418 /etc/ssh/sshd_config_ XHUEEEHESMIIERIEEE: macs HMAC-SHA2-256 1 MAC HMAC-
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FHELBE XM EEHEED sshd BRS.

Nl

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&M 793E root AP ECE sudo AR, LURMRS LAFERIZRIIAIRE]:

» /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
+ /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall

 /custom_location/netapp/snapcenter/spl/bin/spl
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Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty

_linux_user_s2 & 8IErY3FrootF F B R R,

1B LAM*SC_UNIX)fRH RIS txt S FREN R 3AME_, XA F:

* _C: \ProgramData\NetApp\SnapCenter\Package Repository sc_unix_plugins_checksum.txt (40
S SnapCenterfk55 28 L& EWindows £ LE)o

* _/opt/NetApp/snapcentre/SnapManagerWeb/Repository sc_unix_plugins_checksum.txt (%05 SnapCenter
RS [_BLEELinuxEN L),
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* Linux E41

WAL ETE Linux EH ELEEHHIERE.
75 root AP EEHE sudo MXPRAVIE root AFIRERIE, 7 BeRENBohiE I,
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* Windows F#1
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1. EEMSMERS, BE*RE "
2. FIRENET, BEHFE".
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MNFUFER ... HATIEIRIE ...
BR& WMANERTEMEIERNAR 2MEE,.

* BEERNEEGARNEAKRR

IEE BRI SnapCenter RN R S _EHYIH SR
RHBEESANERRRE. AR aFERNERE
= WoK

o netbios\username

° 13y FQDN\username_
* AMEIER ((NERTI(EH)

WFBFIEANRS, BIEEERE
SnapCenter i ARFE LN ERMEER,
MRAFPKF EGIEANNEREENRA LR
BT BFIAREGThEE, NeLsER FAME
BERAMEKBFK, . ARFRFENEXER

H: username

RDEEBRERNGIS(HRAS(). FRAE
FR/NF(<)MRBNS(! ) BEFNFS, i, )h
F<! 10, /hF10<!  EIRE 12,

Password BWNBT BRI ER,

B{HIOIRT ERBEFERN B HI0IEE.

&£ sudo R WRERIE root BFEIEEE, 18iEP * 6 sudo
R * 8%AE,

@ {GERTF Linux BF,

S. B HE *
TRERIRER, EREFET " BRMiAR " TER AR A ADE TR,

7T Windows Server 2016 5{ ¥ = ik4~_ it E GMSA

1B Windows Server 2016 SiEShi7s, ErTLUBIEAEERSHKS (GMSA) , LUE
MZEFIK P BohE IEIRSS K 26,
FFHaZ Bl
* BN BB Windows Server 2016 5 E S hRAsHIs 541 28,
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TE
1. BI—> KDS 1RZ5H, LUEN GMSA RS NI RERM—HIZEE,

2. JFEME, M Windows iFiFHI2iEITLAT A< Add-KDSRootKey -Effectivelmmediately
3. BUERFIACE GMSA :
a. U THEEER P AN

domainName\accountName$
.. AARTMITENIR.
.. ERNINIEIEIBEFALIE cMsa o

f5gn:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

51T "Get-ADServiceAccount’ MY WIFARSIK,,

4. EFHN LEE GMSA :

a. 7FE(ER GMSA kP #IEH] £ Windows PowerShell B Active Directory 1&1R,

Hitt, iEM PowerShell iz{T L T#<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. ERIEMN.
b. 7£ PowerShell S8 SRR MBEITUTH S, EENLELRE GMSA: Install-AdServiceAccount



<GMSA>

C. BT TaLIIEEH GMSAMKF . Test-AdServiceAccount <GMSA>
5. AEHNLERER GMSA HEREENIER,
6. iBZ7E SnapCenter R 25HIEE EEER GMSA 1P 350 Windows E Ao

SnapCenter fRS3 2B RKEEN L REFEEEN, HEELEIEAHAE, F8ER GMSA KRIEIRSERIK

o

L4 1& T PostgreSQLAYSnapCenteri@ft

AMNENHETIZEN L LREHRAF IR E

B BER SnapCenter ARMNENTIEAMEN, ARTERBRIRGEE. XEHGEZBE
RERAEEEN L, ERIARDNENRINENH LB R
ez Al

* {1 SnapCenterfRSZ 22 EHAVIRIER ST AWindows 2019, THEHE ENAVIRIER S IWindows 2022, NI
PATLAT 124k

> AR EIWindows Server 2019 (IRERFAEPAR4<17763.5936) K F =k 2ds
° AR EIWindows Server 2022 (I#ERFAEPAR4<20348.2402) 5 F = hrds
* BTN A BB LREMEFNENABRER, FI90 SnapCenter EIER A,

* 1£ Windows N EREHER, MREEENZEARZRNERN, HERFABTAMIFARR, NWAHE
ENMLEER UAC,

* R HRE B ATIBRSS IETEIETT.
* EEXHEESAXEEINNES,
* MREFEANZAERERSK, (GMSA) , NINFREENRERE GMSA,

"fEWindows Server 20163, E mhk4s L IPostgreSQLACE AT ERRS K"

XFIES
* [EAREeR SnapCenter fRZ231EEH ENARINE S —1 SnapCenter RE 23
g
1. EEMSMEED, 2E*FEN S
2. WM R EEIRHR * RE N ¥ EIR,
3. BE M
4. EENIER, HITUTIRE:



O IEEFEBRRENMGE I, EEERENEMT.

6.

10

NFUEFE ...
E]Esid

ENH

iR

HATIEIRIE ...
PR ENER:

* Windows

* Linux

& FPostgreSQLAVIH A &2

@ {EPostgreSQLEFimEM L. Ltk
FMNA UL FWindows R4
FLinux&# 4 L,

BANBEENR. WMATVNHNTLREHZ (FQDN
) B IP #ilit, SnapCenter BURTF DNS BIIEHEED
B, Altt, REBCERHEN FQDN .

G ENRIER MR EE. RREOIAIT
BRENEEEENR. BXFAREE, BEREXE!
BEENER.

ERILEB R E T RENERER M LS REES
KEERIFAEE,

@ FRESMHIIER R SRR
SHEENENLERTE,

{EFAREST APIZR35&E I FPostgreSQLAVHREMFAY. AIUEARAIE 3 93.0, FI40. PostgreSQL: 3.0

(A&) B * BLEm *,
IFFIULFES ...
Port

PITUCIRIE ...

REBRNROSHIEETHOS. BIAKOSH 8145
o W15 SnapCenter [RS8 LZEFEBENX KO L, M
ZisAS ¥ ERARIANKC.

MREFHLET FEIHEETBE
() xO, numsEERnEn, &
0, BN,



MNFUFER ... HATIEIRIE ...

R 1& F FPostgre SQLAVHE A L2 7EPostgre SQLE F i
FAE. EEENBTLIFWindows RFE T Linux R SE
o

* XFiEATF Windows B SnapCenter {14
&, BINEEHRN C . \Program
Files\NetApp\SnapCenter , & A LIEE X

=o

* 3 FERATF Linux B9 SnapCenter 1EEE4EE,
ZRIAER 1R lopt/netapp/snapcenter . &AL
BE X,

B e E MREEFREMMF, AETRRIEENZEERE
RERBENER, BHEFUILEEE,

ANINEEBF R 4 et 2 A LURINFR B SR T R

ERBHEERSIK, (GMSA) BITHRMHRS XF Windows E4, IREBEAAILERSK, (
GMSA) i THEHARSS, Bk EEE,

@ RUUTFHE TRt GMSA &R

domainname\accountName$ .

GMSA X B{E&MA T Windows HY
(D snapCenter it RS HIE FRS i

o

CBERER Y

MBFREFPOITCE S FEAE, MENENFHITIIE, UWRIFENESEHELEIGEHNER, EETE,
RAM , PowerShell kkZs, .NET hZs, & (3F Windows #EH) #1 Java kkads (3T Linux &) 9B
RIBEREERFITIOE. NRERTHEREER, NERENHERIESEE.

MRIFIRS R EE RAM X, Ee]LUEH{TF C: \Program Files\NetApp\SnapCenter WebApp
B web.config X4 LUMEERERIAE. WRIEFIRSHMSEHMERX, NHIESRER,

(D) #=HARES, MBEEH web.config X, MKAFETEHRFH S EBIXLE

- SR EMEER Linux , ERIEEN, AERE * BIAFHER
EEIRER, BYRIEEEPE N RIIES.

@ BMES AT BB —EMNARNE SnapCenter FHIA TIES, HATHITIESILIE,
- BERRHE,

o 3t FWindowstifF. REMARBENMT: C: \Windows\SnapCenter plugin\Install_Windows\<JOBID>
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o WFLinuxdEifF. REBREMT: /var//opt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-in
Install_Linux.log_<JOBID>. A% HEITF: /var/lopt/snapcCenter/logs/SnapCenter_Linux_Host_Plug-
in Upgrade_Linux.log_<JOBID>

%Fﬁ cmdlet £ Z MRF2EH L EEATF Linux 5 Windows B SnapCenter 3G 5014

&R LUEF Install-SmHostPackage PowerShell cmdlet £ FEA LRI REER T
Linux 8§ Windows BY SnapCenter G548,

FaZ Al
BRHNEEBELEEEFREENES DN EUEERMERRNRNEAF 51%ERE SnapCenter .

3

1. IB5h PowerShell ,

2. 1 SnapCenter fR532: 41 L, f#F Open-SmConnection cmdlet B &i&, ARBNER,
3. {#H Install-SmHostPackage cmdlet HIFFESEELZ N TN L LEILIEH,

BXA5 cmdlet S FERANSHENRERBIEER, RHEEIEIT get-help command_name R3REL. &,
BB AETLEE " ( SnapCenter {4 cmdlet 2&15/) "

MREEFohREMEN, AETERIEENEERELFBEFRIER, NATLIFER -skipprecheck 1B,

4. BNERELRENER,
FERMLITREZLinuxEV ER&EiEHFPostgreSQLAISnapCenterifi

& {#E A SnapCenter A 7 R E (U & 3&iEF FPostgreSQLEE#HISnapCenterifif, R
EHIIFIER 2 1F MSnapCenter UBEFE LIt iGHF. MR UERAH<SITRE(CL)ERSIE
B FERMRIER T LEIEA FPostgreSQLEEF 8V 4

FriaZ i
* 1B 7EPostgreSQLE P iHFRTE S MLinux M LB A F Postgre SQLEE BERYIE 1,
s BLEIER T PostgreSQLEEERYSnapCentertiFBILinux ENAITUH BHEX NG, EBNIRERAEK,

X "ERFERTEA (IMT) 8B XAZFRENSEHTER.

* JEHEFPostgreSQLEEEAISnapCenterifift @& B T LinuxAYSnapCenterti i 4+ B —Ef 5. IEREER
F Linux B9 SnapCenter {&HREE 2 Hi, RN EE Windows FH1 %% SnapCenter

TR

1. ¥iER FLinuxiYSnapCentertifF B B REE X 4 (snapcCenter_linux_host_plugin.bin)AC
. \ProgramData\NetApp\SnapCenter\Package RepositoryE || B % %E&E F FPostgreSQLAVEA I E Mo

&R LAM%Z T SnapCenter ARS5 28RV EMIAIRILLER R,

2. EHRLRTAL, SMAIEFIREXHNER.
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3. REHHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
—-dserver HTTPS port=port number for server

> -dport FAF#EE SMCore HTTPS #&{5i% 0.

° -dserver_ip 8% SnapCenter iR5328 IP #ulit,

° -dserver HTTPS_port &% SnapCenter k5528 HTTPS i,

° -duser_install_DIR $§EELZIEATF Linux B9 SnapCenter {EHHRGENE R,
> DINSTALL_LOG_name $5%& B&EXHHIZ R,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
~-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. YmiE/PostgreSQL /NetApp/ssnapcentre/SCC//etc/SC_SMS_Services.propertiesX . ARG
Hlplugins_enabled =<installation directory>: 3.05%%,

. £/ Add-Smhost cmdlet FIFFEESEIE EHAMEI SnapCenter AR 23,

BEXA5hSESFERANSHAERBANGESR, FIBEIETT get-help command_name R3KEL. HE, &
AJLIBE " ( SnapCenter B4 cmdlet &38R/ "

Y 1FiE T PostgreSQLAYIG AR ZEE RS

ERIAEAFLL A mEE SnapCenter HF AT ENREHE, HAEFTENEREHE
LA RE R Se BBV BT Bl S B B 7 T IRl R

ETF IS

MTFERSSMEELRE L, FHERREHORS:

T O e
BRI
* x XK

Bk, BHRESHATHNEESME AR
D EHBA

pg
1. EEMSMERS, 8E* 8T
2. 7 * iz TUE, BE Rl
3. 7£*Jobs* T, BEIIEFIRMENTILEHRERIE, BHRITUTIRIE:
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https://docs.netapp.com/us-en/snapcenter-cmdlets/index.html

W]

- B hikes o
b. BTk EEF LR B .
- MBEBITHISRER, % PR,
d. MRS THIRSES, EERERS.
e Bl NMA*
4. EEREMEIVHBE  FAER * UEBRIFHRES,
o TE * RAFAMER * iEP, BEEBEEHET

ACE CA P

& pk CAIEH CSR X%

EAIUEMIEBERZIBER (CSR) , AFRNAEAERB CSR MIEBMAAE (CA)
IREXRVIER, MIEHREE—NXRERIE AEH,

CSR B— MR AIR, IRMELIERISUEBHUE UARBWERR CAIER.

(9]

(D) CAEBRSABFHKENAEDH30721L,
BXREM CSRIVER, 1FBI "WALERM CAIEF CSR XXfF"

@ WREIA (* .domain.company.com ) & % ( machine1.domain.company.com ) HJ CA
W, MelABGE 4Rk CAIEF CSR X, ErJLUER SnapCenter ZFEINHE CA IE+.

WFERHAE, CAIEBPMNIENERMZIR (FBINEE FQDN) UNRENMNENR. EHFEGEHZAT, aJLUE
TEEFERAEZKZT (SAN) FEERFEHMIIIER, MFBEFIER (* .domain.company.com) , IIEPE
P EBEEFE ENE.

SN CAiEH
@i BUER Microsoft BIRIEHIE (MMC) ¥ CAIEFHFAE SnapCenter fz5525H0
Windows FEHEHA,
P

1. 3% 3| Microsoft EIRIZTHIE (MMC) , ARFET * XM * > * #00 / MIBR Snapin *
EARMEBFREER TEOR, EF IR, ARRE * A,
EIEPEERETEOR, &F 18V, ¥ 2, ARRE T * o
B IFHIER * > IEB-AMITEN * > * AMERIERMANE * > * IEH *,
GRPEXMHE " AERIEPIMANME ", AEEE * FIEES *>* BN\ * LBHSAES.
SERRAS, WTRFR:

© o & W BN
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FLtRFEOF ... HITLATRME ...

SR PR 2 RW, SAR, ARBEET—F
SAXHER RHETEME; BE* T2 %,

Zeft EEZATRURIERMEN, ARREE T2
EERRIERSNES BERE, ARBE 5T " FFIRS N

() SAEBESHPRSE—EEHROERNA o pix. o p1281% p7b)

7. 3F "Personal" X KEELTE 5,
FREY CA JEBIE4

%%?Eéﬁl%}ﬂ?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]??ﬁ%o B ERENEARIBILPATIHES

ps
1. 12 GUI EHATIAUTE(E:
a. IHIEHo
b. FEIEBINEEF, B * IFAER * ET+o
C. REpFERTIFR, AP * FEEE .
d. MHEHRE 47 H F 45
e. MER+7HERIE Z BRY =,

a0, wNERIELH "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MTEMIPRTIEIE
, B80S "a909502dd82ae41433e6f83886b00d4277a32a7b" »

2. M PowerShell $117LL Fi21/E:
a. BITUTHSUSIEBEREIEPIIES, HiIZTIIMIFNRILZEMER,
Get-+ In -Path Cert : \LOCALLMACHINE\My

b. SHIHELL
£ Windows FHHHARSZECE CA IEH
&R {EF Windows EHIEHIRSECE CAIEH, LUBIEELENEFIER,

£ SnapCenter BRS5 28 LUK EZE CA IEBRIFABE RS EN LHITUTE R,
p
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1. BT T, MRS SMCore ERiAIRO 8145 BIIAIERLEE
> netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"
fBign:

> netsh http delete sslcert ipport=0.0.0.0:8145
. BT, BMEEMIERS windows FHIEHARSHIE

> $cert = “ <certificate thumbprint> ”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

f5lan:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> S$guid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="sguid"

7ZLinuxZE#1 L ASnapCenter PostgreSQLIG A ARSSECE CAIEH

B ZERIEHEHEREIEBNEG, B8 CAIER, BRI PFENEPERES |J$B31¢TZE
[, F{EMA SnapCenter AR E1E CA &R BIPXNELE DIHEHESEELIBIEE R ENE
FiEH,

HEEERNLT /opt/NetApp/snapcenter/scc/etc BIS 14 “keystore.jks 1E A ESEEFZ A E.

EEEMTRAENZIEURIERERN CA SR EHMNHIZ

B
1. A BRI R X R R R SRR,

T 5% A "keystore_pass" X MAIE,

2. EAEAET:

keytool -storepasswd -keystore keystore.jks

. BEREDLAFKBNAERNEEE N AEERERZEN:
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3

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X4 keystore_pass ZEHEFHEREIH,

- BREBEERBRS.

()  EemPEEmARTa A% ARSI S N %R,

e BRI e ENER LUENEERE
TN IZECE A TARRVRIE B e R ENE R IENEEE,

p

1.
2.
3.

SMEESEEZAEMNSHEI: /opt/NetApp/snapcenter/scc/etco
HEIX 5 "keystore.jks" o
HI 25 A e AR AR IO IE S

keytool -list -v -keystore keystore.jks

ANNARE R S AR ENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEBHPERER BN EEEREMBARSS.

() EEsERIR CASES, ABERNGRIE CA TS,

FcE CA SR BB LUBNEEE
TN CA ERNEIANEEINEHEEETR.

p

1.
2
3

SIEIE G525 opt/NetApp/snapcenter/sccletc FISXEE,
EIXH "keystore.jks" o
HI 2 A e AR NIV IE S

keytool -list -v -keystore keystore.jks
AINEE AEANRERAN CAEF.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

5l AR A INEIE .
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keytool -list -v -keystore keystore.jks

6. WIIEBPERTEE5ERNIBHERFH CAIERMHAHIE.
7. %79 CAIEBARIMFATAZE S E LN EFAERRD.

BIAFRG R AERRYE agent.properties X3 KEYSTORE_PASS BB,

keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore. jks

IR ca IERRFNRRK, FEBETHRIUTHAFR ( " ",
), ERIEBRANEREN:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca EPEEFIZ.

R#EZ4A SCC_certificate_alias Bl {E,
8. itE CA EREHAM LGN EEERENBIRS.

NEHEREIERHHEYIZFR (CRL)

KXFULES
* SnapCenter & IFENECERIE RPIEE CRL XfF,

* SnapCenter {48 CRL XHFHIZRIAE RZE“ opt / NetApp / snapcenter / scc / etc / crl 7

PIE
1. EA] LUEA A CRL_PATH {EEX#1EE 3T agent.properties X4 EIZRIAB Fo

TR UELERPHES D CRL X, RGRIRIES T CRL IIEFNRIEF,.

7ZWindows E#1_E}9SnapCenter PostgreSQLiF RS ECE CAIE+H

BNIZEBBRGRRAEREIEBREN, BRE CAILET, [HRIPEIEREES |J$ﬁ1¢1'“1£
&, FH{EFR SnapCenter #fHiRSS K CA TR BN E FIHHEEELAEE LRI
FIEF,

HRHERX Y keystore jks (L F C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc) {EJ
HISEENZARE,

BRAMERAENEE UNIEEERAN CA TR EAXNAIZZ

p
1. SR LM A RIEB X P R AR AR .
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Z{E5 key_keystore_pass_ $EXTN,
2. ENEIAERD:

keytool -storepasswd -keystore keystore.jks

@ WRTE Windows B8 SRR TTEIRT! "keytool" 855, 154 keytool FiS B N H T E K

Zo
C . \Program Files\java\<JDK_version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAETIIARK BMPTE R E B BN Z A EEAERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
73 agent.properties X7 #Y keystore pass ZZEHEFEREH,
4. BB EERRIRS.

()  EeERENERAATEIR%T RIS N ERIIZER,

e ERIER e ENER LUENEERE
T NIZECE B TARRVRIEFE P EHE B R IENEEE,

3
1. SMEESIEHZHENXHEI C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. B "keystore.jks" o
3. HIHZRARERMAYIES:

keytool -list -v -keystore keystore.jks
4. AIARIEF S EREF:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

S REERIEBHFEEBLUENEEEFERENRRBIRS.

() GESERMIE CAES, AEBRNIE CAES.

ftE CA B2 EHAMNLUIBEBNEEE

&RZ R CA ERIEAM I E DG EEEF,

S
1. SM3 8 SIEHZAENXHEE C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc
2. B keystore.jks o
3. B ZAESRIAER:



keytool -list -v -keystore keystore.jks
4. AMERRBMPAMAFEA CAIEH,.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
-destkeystore keystore.jks -deststoretype JKS

S. FItHZEARE PR INATIES.
keytool -list -v -keystore keystore.jks

6. WITFHEREES 5 DRNEIEAETRIH CAEBNMZIE.
7. 69 CAEBTRNETAIEIE BN HAER,

NG HZRIAERIEZ agent.properties X{EH%$A KEYSTORE_PASS fI{E,
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

8. M agent.properties X1 B CAIEPEESR R
HRHEZ2EA SCC_certificate_alias b {E,

9. icE CA ZEREBIHXM BN EEERFENRBHRS.

79 SnapCenter {GEHECEIE PR IR (CRL)

KXFUAES
* ETHHMEX CAIEBNERH CRL X4, ES N "NEEHT SnapCenter CA IEHAHEVIEREIEY IR
* SnapCenter {HE{HHIGEFRCERN B RHIEER CRL X,

* SnapCenter $fHf$H) CRL XHFHIZRIAE R 2 'C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\crl' ,

HIE
1. B LUER %A CRL_PATH &I EHT agent.properties XEHHIZRIAE Ro
2. EAIFELLERPHREZ D CRL X,

RFEEIRIBEES D CRL WIEE NRIER,

RNiEFER CAIEH

&N TE SnapCenter ArSS2RAMERN IR ENFECE CA IEHHERE CAIUEH. TN M
B CA IEBIIE,

FaZ Hi
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* I&E]LUER Get-SmCertificateSettings B RIGHFHNERIRT.

BXA5 cmdlet EEFHANSHAEIRBIEER, v@iIIETT get-help command_name RIREY, &, &t
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