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* 4§48 /etc/ssh/sshd_config_ X UL EE B BHIIERIBEEL: macs HMAC-SHA2-256 1 MAC HMAC-
SHA2-512
B E XA EEHBR sshd BRS.

Nl

#Port 22

#AddressFamily any

#ListenAddress 0.0.0.0

#ListenAddress ::

#Legacy changes

#KexAlgorithms diffie-hellman-groupl-shal
#Ciphers aesl28-cbc

#The default requires explicit activation of protocol
Protocol 2
HostKey/etc/ssh/ssh host rsa key

MACs hmac-sha2-256

* KFUES
&Rz /93E root AP ECE sudo AR, LURMNS LA ERZRYIAGIE]):

* /home/Linux_user//.SC_NetApp/snapcenter_linux_host_plugin.bin
* /custom_location/netapp/snapcenter/spl/installation/plugins/uninstall
» /custom_location/netapp/snapcenter/spl/bin/spl
s
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2. {8 visudo Linux SEBRERIE LU TITHRINE) /etc/sudoers X4,

Cmnd Alias HPPLCMD = sha224:checksum value== /home/

LINUX USER/.sc_netapp/snapcenter linux host plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall,
/opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:checksum value== /home/
LINUX USER/.sc_netapp/Linux Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Con
fig Check.sh

Cmnd Alias SCCMD = sha224:checksum value==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR =checksum value==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

LINUX USER ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD,
CONFIGCHECKCMD, SCCCMDEXECUTOR, SCCMD

Defaults: LINUX USER env_keep += "IATEMPDIR"

Defaults: LINUX USER env_keep += "JAVA HOME"

Defaults: LINUX USER !visiblepw

Defaults: LINUX USER !requiretty
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R Mta Java 11 Oracle Java#]OpenJDK
NRENE Java AREIRFMARA, NATFHHR

Ivar/opt/snapcenter/spl/etc/spl.properties /Y
java_home JETIR B HIEHRY Java hRZASFNE& 1R,

K EIEHT SAP HANA #3EZERY SnapCenter fG4HIEE
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SnapCenter $HHBYEIE U AT X EIEZED Windows X4 R A ITEIRFRIFIRIEAVEM
=i,

XFIESE
* Linux A1

W IUKETE Linux EA ERFEEHFHIRRE.
A root AP EEAA sudo AXPRAVIE root AFIRERIE, 7 eeRENBoiEt I,

*ERERE: * BATENEINMLEERGE, BRI Linux SIRFHE, EREREEEHRMN SVM 25
, EBEENNLZEEGZRIIZERE.

* Windows F#1
EREFGEZAI, BHATIEE Windows FiE.

B EREEANRIKERE, SENTEREENNERERNR.

MREASINAFHRETRE, HERAFRFTEER2EEANR, NBAEDAAR R DR RAMED
R,
p

1. EEMSMERS, B8E*RE "

2. FIRENEF, BEH*FEE.

3. BE R,



Credential

Provide information for the Credential you want to add

Credential Mame Mame
zernams Username
Password Fassword
Authentication Linux

Use sudo privilages @

4. EEIEREF, ETERESEMRENER:
HFUFEL ... PATLEIRIE ...
ERAM BMANERENET,




NFUEFE ...
BR&

Password

SHWIEER

f§£F sudo PR

S. B HE *
TR EERER, EFEFER " BFAMIANR "

HITUCIRIE ...
WMANERTEMEIERNAR 2MEE,.

* BEERNEEGARNEAKRR

IEE BRI SnapCenter RN R S _EHYIH SR
RNEERANERIKRE. AR R2FEBERE
= WoK

o netbios\username

° 13y FQDN\username_

* AMEER ((NERTIFA)

WFBFIEANRS, BIEEERE
SnapCenter i ARFE LN ERMEER,
MRAFPKF EGIEANNEREENRA LR
BT BFIAREGThEE, NeLsER FAME
BERAMEKBFK, . ARFRFENEXER

H: username

RDEEBRERNGIS(HRAS(). FRAE
FR/NF(<)MRBNS(! ) BEFNFS, i, )h
F<! 10, /hF10<!  EIRE 12,

WART S HEIERET,

EEREERANS IR

WRERIE root BFEIEEE, 18iEP * 6 sudo
R * 8%AE,

@ {GERTF Linux BF,

TEFNAFSAP A EEEEER,

7£ Windows Server 2016 X E S hk4~_ilE GMSA
1812 Windows Server 2016 S{E S kR4, FalLISIEAEIEERSK, (GMSA) , LUE

MZEEIKF Boh SRS KA 2.
Fria B

* BN BB Windows Server 2016 5 E S hRAsHIs 541 28,

& RZIAE — Windows Server 2016 SESRASAIEN], ZEN AL G



TE
1. BI—> KDS 1RZ5H, LUEN GMSA RS NI RERM—HIZEE,

2. JFEME, M Windows iFiFHI2iEITLAT A< Add-KDSRootKey -Effectivelmmediately
3. BUERFIACE GMSA :
a. U THEEER P AN

domainName\accountName$
.. AARTMITENIR.
.. ERNINIEIEIBEFALIE cMsa o

f5gn:

New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1, SPN2,..>

51T "Get-ADServiceAccount’ MY WIFARSIK,,

4. EFHN LEE GMSA :

a. 7FE(ER GMSA kP #IEH] £ Windows PowerShell B Active Directory 1&1R,

Hitt, iEM PowerShell iz{T L T#<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. ERIEMN.
b. 7£ PowerShell S8 SRR MBEITUTH S, EENLELRE GMSA: Install-AdServiceAccount



<GMSA>

C. BT TaLIIEEH GMSAMKF . Test-AdServiceAccount <GMSA>
5. AEHNLERER GMSA HEREENIER,
6. iBZ7E SnapCenter R 25HIEE EEER GMSA 1P 350 Windows E Ao

SnapCenter fRS3 2B RKEEN L REFEEEN, HEELEIEAHAE, F8ER GMSA KRIEIRSERIK

o

TG T SAP HANA #EZER SnapCenter &4

AMNENHETIZEN L LREHRAF IR E

B BER SnapCenter ARMNENTIEAMEN, ARTERBRIRGEE. XEHBAEZBE
RETERZEN Lo ERILUIN BN ENEE NI ENH ZEHR IR E.
ez Al

* {1 SnapCenterfRSZ 22 EHAVIRIER ST AWindows 2019, THEHE ENAVIRIER S IWindows 2022, NI
PATLAT 124k

> AR EIWindows Server 2019 (IRERFAEPAR4<17763.5936) K F =k 2ds
° AR EIWindows Server 2022 (I#ERFAEPAR4<20348.2402) 5 F = hrds
* BTN A BB LREMEFNENABRER, FI90 SnapCenter EIER A,

* 1£ Windows N EREHER, MREEENZEARZRNERN, HERFABTAMIFARR, NWAHE
ENMLEER UAC,

* R HRE B ATIBRSS IETEIETT.
* EEXHEESAXEEINNES,
* MREFEANZAERERSK, (GMSA) , NINFREENRERE GMSA,

"T£ Windows Server 2016 T E=hRk4s_E/9 SAP HANA BCEHIEE RS HKA"

XFIES
* [EAREeR SnapCenter ARZ231EEH ENARINE S —1 SnapCenter lREZ 23,

* E1f SAP HANA RAEFIFEIRN A MERRMN _RALK LWHRIR, ZIERA root B¢ sudo AR EITRMER
G R ARG

I

1. EEMSHEES, BT,

2. WIFTRERE B O T * BB * BTE.
3. EBE M.

4 FEEMTETR, HITUTERE:

10



NFUEFE ...
E]Esid

ENH

iR

O EEBRBRRENMMGE I, EEERENEMT.
6. (FNk) B|E* BHEM

HNFUFEL ...
Port

HATIEIRIE ...
PR ENER:

* Windows

* Linux

BT SAP HANA BUiE L3t 7E

@ HDBSQL EFiHFEN L, ItbFEW]
B LU F Windows Z& 458X Linux
R L,

BANBEENR. WMATVNHNTLREHZ (FQDN
) B IP #ilit, SnapCenter BURTF DNS BIIEHEED
B, Altt, REBCERHEN FQDN .

BATEIL N EECE HDBSQL & F imAl
HDBUserStore o

ERECIRMEER M CZN TR REOANIT
BRENAEEENR. BXEAEE, FELEXE
BEENES.

TR LB E T RHNERER I LA REERS
KEERFAE R,

@ FERESMIIERBEERNENR
SHEERNENNEERE,

PITUCIRIE ...

FREBRNROSHIEEHOS. BIAKOSH 8145
o 3N SnapCenter [RS8 LZEFEBENX KO L, M
ZimOSEERAERIARD.

MREFhLETHRAHIEE T BE

() wsn, MpmEEERNED. &
0, $RAEEEN,

11



12

MNFUFER ... HATIEIRIE ...

TEEEF BT SAP HANA BYifEF %2 1E HDBSQL B in
FHE, tFENBTLUIF Windows R4S Linux &
Zt,

* 3 FERETF Windows BY SnapCenter fhf3R 14

B, BRIAEKEN C : \Program
Files\NetApp\SnapCenter » S8 a] LB E X
1z

110

* }FIEATF Linux B SnapCenter {14,
ZRIAERR A lopt/netapp/snapcenter , &AL

BE X BiZo
B RERIICE MRECFoheERMT, HENRRIEENESHE

REMBIFHIER, HEPULEIFE,

ERAILERSIK, (GMSA) BITHRMRS XF Windows 41, SIREEAAILERSK, (
GMSA) EITHHRSS, FiEIbERE,

@ RUUTHEIURH GMSA &7R:

domainname\accountName$ o

GMSA X R{E&HF Windows Y
©) SrnapCenter IG5 098 R I

e}

- BEHRER Y,

MRFREFBNITHOE S EE, WS ENHITIE, UERIEFV T FRERERGNER, METE,
RAM , PowerShell fizZs, .NET hikds, i (XFF Windows #&Ef4) # Java hkads (3tF Linux #E§) 9B
RIBREERFITRIE, MRFAHEREER, WERENAEIRRESEE

MR FHIRSHETEIZH RAM 8%, ErILIEHH{ITF C : \Program Files\NetApp\SnapCenter WebApp
B web.config X4 LUMEERERIAE, WRIEFIRSHhSEHER, MHAEERER,

() fEHARES, MEBEH web.config X, MAARETEHRFN A LM,

SNREMEED Linux , BIIEELN, ARSEE * WIAFHRER "
AEEBLER, BNEIESEEFESITRIES.

() EvEssiSEE— ARSI SnapCenter FIIA TS, tOATHITIEAMIT,
IR,

1FE T LREMBEXHEIT /custom_location/snapcenter/logs o



gﬁﬁ cmdlet £ Z MR EN L IEEATF Linux 5 Windows HJ SnapCenter ffi{54{4

& B LIfER Install-SmHostPackage PowerShell cmdlet 7E %A LRI ZEEAT
Linux 8¢ Windows Y SnapCenter &4 €1,
Faazai
T EEEREILEEFRGENEN N L UEE A ERRE BARIIRA P S35 R 5 SnapCenter o
5

1. IB5h PowerShell ,

2. 71 SnapCenter fR328 41 £, {#A Open-SmConnection cmdlet I &%, ARBNER.

3. f£A Install-SmHostPackage cmdlet HIFAESIHIEZ N EH L LREIE A

BXA5 ecmdlet S FERANSHENRERBNER, RHEIIETT get-help command_name R3REL, &,
BT IEE " ( SnapCenter {4 cmdlet 2&15/) "

MREEFHLERNG, FETERETTESHELEBAER, NETLIER -skipprecheck £,

4. NIEIERENRE,

ERm<ITREE Linux £V EZEERT SAP HANA $UEZER SnapCenter 1G4

&N fER SnapCenter AR FRE (Ul) RIFZEHATF SAP HANA #3EER SnapCenter
., MREHIFEFRRIFM SnapCenter Ul iZfe e tbifiE, MR LMERAGSITHRE (
CLl) 7EizhH| AR FRMIR FTLEEHTF SAP HANA #HEER G,
Fiaz gl
* &1 HDBSQL B ImFAERIE Linux EH LR EIER T SAP HANA HuEZEEME,
* BELEIERT SAP HANA #3EZER SnapCenter 1i{4FHY Linux ENAIUHEEXAVEIG, BUREMIZER
FER,
X "HiEEERTE (IMT) 888X XXFRENEREE

* J&EHTF SAP HANA #3EREERY SnapCenter ¥ 2I1EFF Linux B SnapCenter {EHEH—3F 7. ERZFIEH
F Linux B9 SnapCenter iSRG 2 HI, ENMETE Windows EH1 %% SnapCenter o
P

1. ¥HERF Linux B9 SnapCenter B ZREX Y ( snapcenter_linux_host_plugin.bin) M C :
\ProgramData\NetApp\SnapCenter\Package Repository EFIFIEREIEA T SAP HANA $URERGHRY
FHlo

ST UM ZE T SnapCenter RS 22N EILLER R,
2. EHSRTTL, SMIIEHZEXHNE R,

3. REHHEM: path to installation bin file/snapcenter linux host plugin.bin -i
silent -dport=port number for host -dserver ip=server name or ip address
—dserver HTTPS port=port number for server

13
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> -dport FAF#EE SMCore HTTPS i&{5ix 0,

° -dserver_ip 8% SnapCenter AR5328 IP ik,

° -dserver HTTPS_ port &% SnapCenter 5528 HTTPS i,

° -duser_install_DIR $§EELZIEA T Linux BY SnapCenter {EHFHRGENE R,
> DINSTALL_LOG_name f5& BEXHHIZFR,

/tmp/sc-plugin-installer/snapcenter linux host plugin.bin -i silent
-DPORT=8145 -DSERVER IP=scserver.domain.com -DSERVER HTTPS PORT=8146
-DUSER_INSTALL DIR=/opt

-DINSTALL LOG NAME=SnapCenter Linux Host Plugin Install 2.log
—-DCHOSEN FEATURE LIST=CUSTOM

4. YR8 /< ZEEEF >/NetApp/snapcenter/SCCletc/SC_SMS_Services.properties X1, RGN
plugins_enabled = HANA : 3.0 &%},

5. {8 Add-Smhost cmdlet FIFRFES G ENVLRNE] SnapCenter AR5 25,

BEXA5hSESFEANSHAERBANGES, FIBEIETT get-help command_name RIKEL. HE, &
AJLIBE " ( SnapCenter B4 cmdlet &38R/ "

ISITIEA T SAP HANA BRI REERTS

TR LMER{F L TE ST SnapCenter P EINRERE, EAIEFENERREHE
AR E 3= ST R BBY B S R B 7 1L IR IR

KFIES
FEWRR 2 RERILE L, HiEmRIFIIRES:

T O e
BRI
* x X

Bk, BHRESHHETHNEESME AR
* D BHM
p

1. EEMSMERS, 8E* BT

2. 7 * iz TuEA, BE Rl

3. 7E*Jobs* TiH, ELIRFIRIUENTILIRHLRIRIE, BRITUTIRE:
a. B fimifkas ¢ o
b. ®Jik: fEEFIEFLERBH.
C. MEEEITHIRER, HEF * J\Fex .
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d. MRS THIERSES, ERRERT.

e B MA*
4. ERREMFIVHBE FAER * UEBRFRIFHES.
o TE * RIFAER * TiEF, BEHEBEEHE .

AdE CAIEH

4 RY CAIEPH CSR X1

TR LUERGERERIBER (CSR) , HFARIEALERB CSR MIEHMAHIE (CA)
REXRYIER, MIEHREE—MXRERIT AEH,

CSR 2—MRESXAR, HRAARIGEBHIR URMERH CA I,
(D CAEBRSABBKENAEDH30721L,
BRER CSR ISR, WBR "4 CAIES CSR SXH

@ WNREMA (* .domain.company.com ) TFE%E ( machine1.domain.company.com ) BJ CA
IR, MaABkE 4R CAEF CSR X, ErJLUER SnapCenter BREINH CA IEH,

WFERAE, CAIEPHRIRNERZIR (FRINER FQDN) UKRIENMENR. EFRBGERZH, BLUE
WESFERESAE (SAN) FESREMILER, MF@BEFHES (* .domain.company.com) , ILIEHR
peX B EIHMIERE MR

S CAEH

& (E B Microsoft EIRITHIE (MMC ) ¥ CAIEFBZENEI SnapCenter RS 2840
Windows FENUEHFH.

T
1. %% Microsoft EIBIEHIE (MMC) , REEE * XXM * > * 70 / Bk Snapin * o

2. EAMEMRERR TEOR, EFER, ARBEE RN

3 FEIEREERTEAN, EHF * HENKF * &5, ARRE* Tl o

4. BE 1EHIGR * > IER-AITEA * > * AERIEBHUANME * > < IEB

o ARBEHME " AIERIEBMANE ", AEEE * FIEES *>* BN UBHSARZ.

6. EAAS, W TFR:
FtRFEOF ... HITLATRME ...
SNLH PR 2 RT, SN, ARBEE T
SAXFEI FAHTEMER; BEH*T—F %,
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FLtRFEOF ... HITLATRME ...
Zeft EEZRTSHANEBIHER, AREL T2

o

EERRIERSANES EEWRE, ARBE 5Tl " FFIRS N

() SAEBESHPRSE—EEHROERN o pix. o p1281% p7b)

7. 3 "Personal" XFREEFE 5,
FREX CA IEPIELL

%%?EZSZ%}%?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?f\‘}%o RN EERENEERBIL PR ITRERYE

g
1. 72 GUI EHRITUUTR(E:
a. \WHIEH.
b. fEIEPIIFER, 2~ FMEE * ETF.
C. REhFEFIR, AEHRT * HIEE *,
d. MERRE Hil+7E HIF R
e. fER+7EHIEZ B TE.

fFlan, NERIES "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , M7EMRTHRG
, IB80E Y "a909502dd82ae41433e6f83886b00d4277a32a7b" o

2. M PowerShell $11T7LL Fi21/E:
a. ETUTHSUSTIHEBELREEPIIES, HIETTEMIFNRIALEMIER,
Get-+F I -Path Cert . \LOCALLMACHINE\My

b. EHIHELL

£/ Windows EAAFARSSECE CA I
R fERA Windows EAEMFARSECE CAIEF, LUAUEERERIFIEF,
7£ SnapCenter FRS5 88LUR EERE CAERMFIA G N LRITU TS B

p
1. BT Ta<, MRS SMCore BN 8145 NI EIEPLHIE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

f5an:
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> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUTERS, BHRENIERS windows FENIEEARSSE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ('
> netsh http add sslcert ipport=0.0.0.
appid="s$guid"

'B")
0: <SMCore Port> certhash=Scert

a0

> Scert “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

7Z Linux E£#1_Lt5 SnapCenter SAP HANA (4IRS ECE CA iFH

ENIZEBAGRIAEREIERREN, BRE CAILET, BRKPEIERAES IHE’EFF%EE
Fe, F{EFA SnapCenter #EHARSS R CA TR BIANECE FIEHEEEUAEE LRI
FIEF.

R ERMLT /opt/NetApp/snapcenter/scc/etc BIX {4 “keystore.jks"{E RN E S EEFMZHE,

EIGHRAENZIELURIERERN CA E2EANGIA

g
1. SR MR R ME XX P RIE G B AER AR,

B2 5%4A "keystore_pass" XM HIE,

keytool -storepasswd -keystore keystore.jks

. FBEAEDIAR BFA R NES BN R EERRNER

keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks

79 agent.properties X1 # keystore pass ZEHEFHERE,
3. BEMEBEENBIRS.
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()  EemPEEEARTa A% TAASIE N %R,

e BRI e ENER LUENEERE
BN ZECE KB TAARRIEB P ENERRIEN G EE,

T
1. SMAIESEGEHENXXEE: lopt/NetApp/snapcenter/sccletc,
2. $EIX1% "keystore.jks" o
3. FHEAERARMEHER:

keytool -list -v -keystore keystore.jks

4. ANIMRIEREHIENES:

keytool -import -trustcacerts -alias myRootCA -file
/root/USERTrustRSA Root.cer -keystore keystore.jks

. EEERIEBHPERER BN EEERERNBARS.

() GESERMIE CAES, AEBRNIE CAES.

FcE CA SR BB LUBNEERE
TN CA ERNEANEEINEHEEETR.

LI
1. S3 8154 Z$ARE lopt/NetApp/snapcenter/sccletc RIS,
2. B "keystore.jks" o
3. B ZAESRIAER:

keytool -list -v -keystore keystore.jks
4. IR EBMAF QB EARN CA LR,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx
-srcstoretype PKCS12 -destkeystore keystore.jks -deststoretype JKS

S. FItHE AR FARMATIES.
keytool -list -v -keystore keystore.jks

6. WIIEAERSTEE5ERNEZAEPRFH CAIEBHMAIZIE,
7. B CAIERARIMAFAIAZ RS E N B TAERR .

NG HZREAERISE agent.properties X% EE KEYSTORE_PASS BY{E,
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keytool -keypasswd -alias "alias name in CA cert" -keystore
keystore.jks

. WIR ca EPFMFIBRK, HRESERIWEHRFS (e, v,
), ERRIRERNERRN:

keytool -changealias -alias "long alias name" -destalias "simple alias"
-keystore keystore.jks

. M agent.properties XHHH ca IEPEEFIE.

TR#EZZEA SCC_certificate_alias E#IL{E,
8. itE CA TR ZHM LUENEEEREFHBIRS.

MEHEEIERSHEYIZE (CRL)

XFIAES
* SnapCenter & IFTEFECERIE RPIEER CRL Xft

* SnapCenter {48 CRL XHBIZAIAE RE“ opt / NetApp / snapcenter / scc / etc / crl 7

p
1. B LUER %A CRL_PATH {&ERF18E#T agent.properties XHEHHIZRIAE Ro

ERAILIFELLE RPBESZ D CRL XfFe REUFRIES T CRL JIEME NETIEH,

7 Windows F4/1_L 7 SnapCenter SAP HANA &4 AR SZEIE CA IEH

BN iZEIBIEHRAEREII BN, BB CAIEH, BiRsHErPECE2IGHEE
[, H{EH SnapCenter {iFARZE CA TR FIANILE DG EEELIRETEZENE
i

HREERS keystore jks (I F C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc) {Ef
HISEEMZERE,

EEGEMFRAENZIEUNRIEZERN CA E2E AR

pg
1. SR LA IR X P RIG M Z SRR AR .

Z{E5 key_keystore_pass_ $EITN,
2. EHERAER:

keytool -storepasswd -keystore keystore.jks
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@ WRTE Windows B8 SRR TTEIRT! "keytool" 855, B4 keytool FiS BN EH TR

o
C . \Program Files\java\<JDK _version>\bin\keytool.exe " -storepasswd -keystore keystore.jks
3. WEAETIIARK BMNPTE R E B BN E A EFEAERZERS:
keytool -keypasswd -alias "alias_name_in_ct" -keystore keystore.jks
79 agent.properties X7 # keystore pass ZZEHEFHEREH,
4. BHEEEEMBHRS.

()  EemEEnEBAATEIR%TA RIS N EBZAR,

e ERIEFH e ENER LUENEERE
BN ZECE B TAARRIEBHPENERRIEN EEE,

]
1. 23 SEHZHENXHEI C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. B "keystore.jks" o
3. FIIH B AR AR INAIE

keytool -list -v -keystore keystore.jks
4. FAIMRIEB I ERES:
keytool -import -trustcacerks -alias myRootCA -file /root/USERTrustRSA_Root.cer -keystore keystore.jks

S REERIEBHFEEBLUENEEEFERENRRBIRS.

() GESERMIE CAES, AEBRNHIE CAES.

FcE CA SR ERMLUBNEEE
TN CA ERNEANEEINEHEEEDR.

S
1. S3ESIEHZAENXHEIE C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc

2. B keystore.jks o
3. HIH B AR INAIE

keytool -list -v -keystore keystore.jks
4. FMEREBMAMABEEEAN CAIEP.

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype PKCS12
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-destkeystore keystore.jks -deststoretype JKS

o. FI| B AR IARANAYIE S,
keytool -list -v -keystore keystore.jks

6. WIIFAETSDEE 5 ERNNEIBAZEFRRVH CAIEBNEFIE.

7. %79 CAIERARIMFATAZE Y E LN E AR,
FINEMHZIAERIEE agent.properties X FHE$H KEYSTORE_PASS HY{Eo
keytool -keypasswd -alias "alias_name_in_CA_ct" -keystore keystore.jks

8. M agent.properties XHB) CAIEBEESFo
RIEZ A SCC_certificate_alias BHIt{E,

9. IcE CA R TIAM BN EEERENBRS,

79 SnapCenter {HHECEIE PRI (CRL)

*FIES
* BTHMEX CAIEPHERH CRL X, BEE N "tl{AE % SnapCenter CA IEHHBIERBECETIZTR ST,
* SnapCenter {HHRFEFIRLERIE RHIEZER CRL X

* SnapCenter HFHI CRL XHFHIZRIAE R 2 'C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\crl' o

Pz
1. e LUEA %A CRL_PATH {&IRF1EHT agent.properties XHFHHIZRIAB Ro
2. A LITE LB RHPHE 21 CRL X,

AFBRIEE CRL BIEE NBIIES,

ANiEHEA CAIEH

{ERI1E SnapCenter BRESSAERIGH THHEE CA EBHEBE CA LR, ERIEH
F2FA CA JEBIIE,

FriaZ Hi
* {&ATLUERE run set-SmCertificateSettings cmdlet EFIEREZA CA IEH,
* IZB] LUEF Get-SmCertificateSettings R RiHEHFAIIEHIRZS,

BXA5 ecmdlet FEFERANSHENRERBIES, AHEIIETT get-help command_name RIREY. TE, &b
AILLBZE " ( SnapCenter {4 cmdlet Z&35/) "

R
1. EEMSMERF, BE*EN
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