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1. ¥*certifice.pep* S #l3_/etc/pi/ca-trust /JR/remax.__ o
2. FELinuxENNBIEETIRFPRIMIER.
° cp root-ca.pem /etc/pki/ca-trust/source/anchors/
° cp certificate.pem /etc/pki/ca-trust/source/anchors/
° update-ca-trust extract
3. WIFEREEBBIERAMENSESIR, trust list | grep "<CN of your certificate>"
4. EHSnapCenter *NGINX* XX 4FEJ*SSL_CERTICATE*F1*SSL_CERTICATE_KEY*HEH/Z5l,
° vim /etc/nginx/conf.d/snapcenter.conf
° systemctl restart nginx
. RI#rSnapCenterfR 53 285BI A F RmEiEZ.

6. EF#F{iIT /SnapCore/NetApp/snapCenter/SnapManagerWeb
B9*SnapManager.Web.Ul.dll.config*<installation path>#1iL
F_/SMCore/NetApp/snapCenter/SMCore_<installation path>#J*SMCoreServiceHost.dll.config*H#y L I
(=

o <add key="SERVICE_CERTIFICATE_PATH" value="<path of certificate.pfx>" />
o <add key="SERVICE_CERTIFICATE_PASSWORD" value="<password>"/>
7. BB TARS
° systemctl restart smcore.service
° systemctl restart snapmanagerweb.service

8. IIEIIFBRE EMIINEISnapManager Webifids openssl s client -connect localhost:8146
-brief

9. WIFIIFBREEMMNEIsmcorelid. openssl s client -connect localhost:8145 -brief
10. BIESPLEAEMNZIEMZIZ,.

a. WERSPLEMXHHHEL4A*SPL_KEYORE_PASS*#RISPLEAZEIRIAZED,

b. EFIAERD, keytool -storepasswd -keystore keystore.jks

c. EMAIAFKBFERIRNER, keytool -keypasswd -alias "<alias name>" -keystore



keystore.jks
d. 7£_spl.properties % A*SPL_keykeykeyse pass*BHHREAIZE,
e. BFREARS

1. fEfdHFLinuxEAN L. FESPLIEMSHZEARE R ARINRIEBF AIEHES,

° keytool -import -trustcacerts -alias <any preferred alias name> -file <path
of root-ca.pem> -keystore <path of keystore.jks mentioned in spl.properties
file>

° keytool -importkeystore -srckeystore <path of certificate.pfx> -srcstoretype
pkcsl2 -destkeystore <path of keystore.jks mentioned in spl.properties file>
—-deststoretype JKS

I. K0Ekeykeykeykeys.jksHH%H, keytool -list -v -keystore <path to
keystore.jks>

i, *E?E = EHEMZEMFIZ. keytool -changealias -alias "old-alias" -destalias
"new-alias" -keypass keypass -keystore </path/to/keystore> -storepass
storepas

12. f5F3_keystore.jks_H{FfERY 5% *certifice.pfx* B #T_spl.properties_ X HHEY*SPL_certification_alias*{&, 54
EEHRBEISPLARSS . systemctl restart spl

13. WIFIF PR E EMINEIsmcorelfids openssl s client -connect localhost:8145 -brief
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f&a] LU B PowerShelldp < B XN ASSLERE. MUFfRLInuxEN EBISnapCenterfik55 28
S5iatzENEEBERT 2.
p
1. ITATRELUR A 2 RISSLBIE,
a. ZRZISnapCenterBfZFAF R EH.
b. B F*Settings*>*Global Settings*#i%#*Enable certificATE validation on SnapCenter Server*,
c. B FH>*RETNHEFERARMSSLAESH M.

d.
B E Eitr, ARREBAIEREIE
2. MSnapCenterfRs325Linux EAE BN EISSLIE(E
° Open-SmConnection

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName <Plugin Host Name>

° Set-SmConfigSettings —-Agent -configSettings @{"EnableTwoWaySSL"="true"}
-HostName localhost

° Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}
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