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New-ADServiceAccount -name <ServiceAccountName> -DNSHostName <fgdn>
-PrincipalsAllowedToRetrieveManagedPassword <group>
-ServicePrincipalNames <SPN1,SPN2,..>

15T "Get-ADServiceAccount’ MSWIFARSEIK,,
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a. FEfFH GMSA K BIEHNLEH Windows PowerShell /5 A Active Directory &R,

Ak, JEM PowerShell iZfTA T a<:

PS C:\> Get-WindowsFeature AD-Domain-Services

Display Name Name Install State

[ ] Active Directory Domain Services AD-Domain-Services Available

PS C:\> Install-WindowsFeature AD-DOMAIN-SERVICES

Success Restart Needed Exit Code Feature Result
True No Success {Active Directory Domain Services,
Active

WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is
automatically updated, turn on Windows Update.

a. EFEEIEN.
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C. BITUT LKL GMSATKF: Test-AdServiceAccount <GMSA>

S. AENEERER GMSA HEEEENR,



6. ;@i 7 SnapCenter fRFZ23HIEE S AL ERI GMSA M RN Windows 4o

SnapCenter fRSS 8B RFEEN ERFEEEM, FEERKILEFHIE, F8ER GMSA KRIEIRSERK

o

E\}JDIM#?%E%? Microsoft Windows 9 SnapCenter

&A] LAfEEA SnapCenter AR INENLTIE AN Windows 41, &R F Microsoft Windows Y
SnapCenter {fF S BT EEIEE TN Lo XBLEIEHIENGE. ERIUINENEN
ERRNNENH R R G
FeaZ Al
* W5 SnapCenterfRS3 22 EHAVIRIER S IWindows 2019, TR EHAIEIER S I Windows 2022, NI
PATLA T I24E:
° ALk EIWindows Server 2019 (IR1ERFAZBIRZS17763.5936)3K F = hk4s
° Ak EIWindows Server 2022 (IR1ER A ERZS20348.2402)3, B S hR s
© B S RA A EGREMMENRNAGHNARF, 5190 SnapCenter BEIER AR,

* 7 Windows Al EREH AR, MNREIEENZIEACHNEN, HEBRPBETAMIEERAR, MWHHRIE
FHLLEERH UAC,

* B2¥F SnapCenter B HFMNEI Windows FRSZ 22 " LUIRS SMHER " A,
* IENHEHEBTIRS A FEITRE.
* MREEANSHEITERSKS (GMSA) , NINEABENIRESE GMSA,

"#£ Windows Server 2016 Z{¥E = hiads £/ Windows X & RSAECE AT E RS K"

KFUIAES
* &R BeF SnapCenter fRZ23EEH ENARINE S —1 SnapCenter IR 23
* Windows &4
> Microsoft Windows
> Microsoft Exchange Server
> Microsoft SQL Server
> SAP HANA

* EER ERERMG

WRTEERE (WSFC, Oracle RAC B¢ Exchange DAG ) &M, NIXEIREELETEENFIET
I;‘\\LO

* E-Series 17fi&

EREETEIEIER E RYITFEH Windows M EREERTF Windows BIHEH-


https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html
https://docs.netapp.com/zh-cn/snapcenter/protect-scw/task_configure_gMSA_on_windows_server_2012_or_later.html

EE— A EE ) EER TN — B HEBA NS, HEMR. SnapCenterTk

()  #EETHAFMEISnapCenter, MREFME—TH. MIEMSnapCenterMREIN. AT
E o

B

1. EAEMSEES, BE T,

2. BRIETREREIR T * B *

3. g A

4. FEENTED, AT TIRE:

HFUIFE ... HATIEIRME ...
E St PEFE * Windows * ZRKEIHYEH,

SnapCenter IRSZ23=AMLELEMN, NRULLEN L=
RLEIEAT Windows YIS, NS,

ENH MAENBTLMRERZ (FQDN) 5% IP ik,

SnapCenter BURF DNS WIEMECE, Alt, =®E
HERMANTEREEHSZ (FQDN) o

A LA A LUR Lz —BY 1P #i4iEsk FQDN :

* JRIZEH
* Windows Server #[E¥%#55%8 (WSFC)
WMRE(EA SnapCenter FINEN, FHEZEM
BFFiE, MWHIOtgd FQDN .
=i R QI EIRER MRS S &R,

FROIEIZEN AR EENR, BXFAER,
BEERNAEXCIEFERENER.

BRI E T IEIRHNERERR LS, AAUERE
KEREFAES, BEARS, BAMENRE,

@ S ORI B EERINENRSH
HEERNENEEIRE.

O IEEFBERENIHMGE P, EEERENEMT.
XTFHERE, ARTBERERG e,

6. (FNk) BE* BHEM



HFUEFEL ...
Port

AINEEBFFRRIFRE A

7 SV ] ik

ERBHEERSIK, (GMSA) BITHEMHFRS

1 BECRER

HATIEIRIE ...

FRERINROSTHEERL S

AR OS A 8145 , YN SnapCenter RS528 %%
FEEXHAOL, NiZkOS¥ERARKIAR .

MBEEHRETHAIHIET BT
() o, upsEEERnED. &
T, RAEREM,

BRIAERR A C : \Program
Files\NetApp\SnapCenter o

BRI LU B E XBR. MW FEATF Windows BY
SnapCenter }&EHIHFE, BRIABEFEAC:

\Program Files\NetApp\SnapCenter , 182, W1RE
E, BRI BENXRIAER.

PRI S IRAE R RN WSFC HRRIFR B SR T7 o

MREEFRERMT, AETRRIEENEERE
REMIFER, 1BiEPIHEFEE,

NRBEABHEERSIKS (GMSA) BITHE(HAR
5, HERILERE,

LT8R GMSA & FR:

domainname\accountName$ .

GMSA X R{E&HF Windows Y
() SnapCenter B RS 1B RIS K

o

gNRAKEF * BRI E * EikiE, WIEIEFNESHELRERENER, EREFEERIIEHEE T8
» RAM , PowerShell hizZs, NET WRAFH(IE, MRFHERMEEK, WERENHHEIRHESHS.

MR IR ST EFH RAM 8%, ERIUEHUTF C .

\Program Files\NetApp\SnapCenter

WebApp BY web.config X+ LUECREAINE. MIRILERSHMBEEX, WATUEE R,

(D) #HARES, MBEEH web.config X, MLFFETERTH 5 EEIXLE.

8. IR RHE,



#F3 PowerShell cmdlet TEZ MEFEEN] ELEESHTF
Microsoft Windows BY SnapCenter {4

MBE—RIEZSNEN LELEERT Microsoft Windows BJ SnapCenter 4, B LAEH
Install-SmHostPackage PowerShell cmdlet R 1TIHEIRI1E,

BRNEEBELERBNEN N EURERMERRNRNEA R Z1HERE SnapCenter .

3
1. IBEh PowerShell ,
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SnapCenter 15
AR T EM SnapCenter B2 iR REIZFELLEIE A F Microsoft Windows B9 SnapCenter

4, WATLAE Windows A LAt 2t isH, &I LLEE Windows SR R{TETLTAS
5891& R T UEBRIER E1TERTF Microsoft Windows BY SnapCenter L EZF,

FreaZ Al
* BB Z#FASP.NET Core 8.0.12 (LURFiB IE4:H98.0.x{E%MER) Hosting Bundle.
* BB R EPowerShell 7.4 25 B S hfiAs,
* BRI EN LA EIR R,

TE
1. MZLEAIE T HERTF Microsoft Windows B SnapCenter 114

Ba0, BRIARIEERRIZN C ;. \ProgramData\NetApp\SnapCenter\Package Repository o

AILUMZEE T SnapCenter BRSZ28HIENIARILLER 1R,

" snapcenter_windows_host_plugin.exe "/silent / debuglog" /log"™ Bl_SNAPCENTER_port=
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suite_INSTALLDIR="" BI_SERVERACCOUNT= BI_SERVERICEPWD = ISFeaturelnstall=SCW"

f5lan:

""C:\ProgramData\NetApp\SnapCenter\Package Repository

\snapcenter windows host plugin.exe"/silent /debuglog"C:
\HPPW_SCW_Install.log" /log"C:\" BI_ SNAPCENTER PORT=8145
SUITE INSTALLDIR="C: \Program Files\NetApp\SnapCenter"

BI SERVICEACCOUNT=domain\administrator BI SERVICEPWD=password

ISFeatureInstall=SCW"

() E=®EMT Windows HIEHIIBEBHFRESHIIRSAINS,

WAL TZEENE:

TE

/debuglog"<debug _Log Path>

BI_SNAPCENTER_PORT

suite_INSTALLDIR

BI_SERVERICEACCOUNT

BI_SERVERICEPWD

ISFeaturelnstall

&

EEEHREREFAEXHNRZMAMUE, WUATR
BIFf~: setup.exe /debuglog"C :
\PathToLog\setupexe.log" o

87 SnapCenter 5 SMCore @{EFr{EAREHRO,
BEFNEEFRHFEREER.

¥eEEATF Microsoft Windows B SnapCenter 1&f4
Web EE%II]KFO

FeEIEATF Microsoft Windows B SnapCenter $&{4
Web ARZ51H P BYEE D,

87 SnapCenter B1EIZfE F | _EZPEMRR S,

debuglog_ &#1813E SnapCenter HEX AR, B AL BEX GBI PEHIBRME ENEIES L, BN

X & REME R R RITHRNERNESR.

NBEXE, EALATE SnapCenter for Windows 2R BRI B EX P B S FEHRER. REBNAE
XHEHE _ %Temp%_ XHFEF (RFEIMALTIL) , W0 _C: temp\ _,

LZEIEHATF Windows BEHFSTEEN LFMILIEHS, MARTE SnapCenter fRSS 25 L AL
. SR LUBEER SnapCenter EIfZFF R E L PowerShell cmdlet FRAIEMRTE
SnapCenter fRS328 LML, FMENG, RFARKENEIMIEEH.



1¥7 SnapCenter {EH A BELERS
{ERTLAEF R BTEL IS SnapCenter BRI EIREHE, ERERERERENE
R E R T RART B S R BRI

RFUIES
FEMMGERERLTTE £, HEmgEriRas:

[EfE# T
B IN5ER
© x KK

B, BHRESHHETHAESME AR
* 9 BHMN
p
1. EEMSMERF, BE* BT
2. 72 * i TuE, BE Rl
3. 7E*Jobs* TiH, ELIEFIRIUNENFIHIE S LRIRIE, BRITUTRE:
a. B * fimikas ¢ o
b. B]ik: fEEFIEFLERBAE.
C. MSEEITHIRER, % * HFLE .
d. MRETHIRSES, ERRERT.
e B NMA*
4. EERREMFEIVHBE  FAER * UEBRFRIFHAES.
o FE * RIFAER * iEF, BEHBEEHET .

ACE CA JEH

& pY CA IE+H CSR X1

ERILUERGERERIBER (CSR) , HRAREALERR CSR MIEHMAHNIE (CA)
RENBIESR. ERREE - XEBETREH.

CSR 22— MR AR, BMHAIRPGERENE KRS Z/ CA IEH,
@ CATE-BRSABEAKEMAE D H30721iL,

BXER CSREVER, BB MW "WNE4AERL CAIEF CSR XA
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@ WMREEEE (* .domain.company.com ) %% ( machine1.domain.company.com ) HJ CA
WP, WATBKI AR CAEH CSR X1, ErRILUER SnapCenter Z3EIAE CA iEH,

WFERAE, CAIEPHRIRNERRIR (FRINER FQDN) UKRENMENRZ. EFREGEBZH, BLUE
WESFERESABF (SAN) FESREMILER, MFBEFHES (* .domain.company.com) , ILIEHR
peX B EIHRIEE MR

SN CAEH

& E B Microsoft BEIRITHIE (MMC ) ¥ CAIEBZEANEI SnapCenter RS 2840
Windows FENUEHFH.

p
1. %% Microsoft BEIRfTHI& (MMC) , AFRE * XM * > * R/ BBR Snapin * o

2. EAMEMRER R TEOR, EFER -, ARBEE R

3 FEIEREERTEON, EHF * HHENKS * &5, ARRE* Tl o

4. BE 1EHIER * > IER-AITEA * > * AERIEBIHUANME * > IR

o ARBEHME " AIERIEBMANE ", AEEE * FIEES * > BN UBHSARZ.

6. TS, WAL
FtRFEOF ... HITLAUTRME ...
SR R 2 R, SN, ARBEET—F
SAXFEI FHTEMAER; BEH*T—F %,
Zelt EEEZRTSHANEBIHEN, AREL T2
EERRIERSANES EEWRE, ARBE 5T " FFIRS N

() SAEBESHPRSE—EEHROERN o pix. o p1281% p7b)
7. 3t "Personal" X4 REESE S5,
FREX CA JEPHa4

E%:B‘?E‘ZI%H%?*ﬁiﬂiﬁ%ﬂ’ﬁ-ﬁi&%‘]?f\‘}%o RN EERENEERBIL AR ITRER/YE

PIE
1. 7 GUI ERATLUTRE:
a. WHIEP,
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b. FIEBINEEF, BE * IFAER * ET+o
C. REIFETIR, ARBE * FEEE .

d. MHERRE K47 B F 5o

e. MER-+7HERIE Z BR .

fan, NSRIELH9 "A9 09 50 2D D8 2a E4 14 33 E6 F8 38 86 b0 0d 42 77 A3 2a 7b" , MIIEMIBF=I/E
, S I "a909502dd82ae41433e6f83886b00d4277a32a7b" .

2. M PowerShell H11T LU F2E:
a. BITUTHSUTIEBELEIFPIIES, HIETIZMFNRIALEMNIER,
Get-+ In -Path Cert : \LOCALLMACHINE\My

b. EHIFELL

f#H Windows GRS ECE CA IEH
1@ RZ{EF Windows EHIHEMHRSZECE CAIEH, LUBIEELENKRTIEE,
1 SnapCenter JRER LUK EDE CAIBMFIEIELEIN EHTUTSE,

HIE
1. 17U TS, MRS SMCore Bk 8145 WINEIEBYFE :

* > netsh http delete sslcert ipport=0.0.0.0 : _<SMCore Port>"

f5lan:

> netsh http delete sslcert ipport=0.0.0.0:8145
. IBTTUTE S, BHLRENIERS windows FHIEHEARSSEE:

> Scert = “ <certificate thumbprint> ”
> Sguid = [guid]::NewGuid () .ToString ("B")
> netsh http add sslcert ipport=0.0.0.0:
appid="$guid"

_<SMCore Port> certhash=$cert

f5an:

> Scert = “a909502dd82ae41433e6£83886b00d4277a32a7b”

> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=Scert
appid="$guid"

12



RiEHFER CAEH

1&RZ7E SnapCenter RSS2 FBNIRHA EAFECE CA IEFHERE CAIET. BN IHEHF
B CAIERIIUE,
FHIaZ H
* B LU run set-SmCertificateSettings cmdlet RIS A CA IEH,
* @B LUER Get-SmCertificateSettings B RIGHFHBERIRT.
BXA5 cmdlet EEFEHANSHAEIFBIEER, v@iTIETT get-help command_name RIREY, =&, &t
ASE "  SnapCenter B4 cmdlet ZE15m) "
p
- BEMSMERS, 2E* EH
2. EENEF, B ZEEN .
3. EE—IHZMEH TN
4. B FHIRM ¢,
S. 1EHFE * BRIEBWIE *

—_

e
REFNETRENSERT—NEY, EBRIEIERT SnapCenter IR5588 5 M Z ERNERIRTS.

&R CAIUEBEERBA, RDELHEMNFEN.
* & [T CAIEBEMINEIE.
* B RTRTLIERIE CA S,
* B RATERRERES.

() mEpsrBemse, NRTRERPRESR)ER.
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