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1722301
Floating IPs
1722302
routed to VPC1
172.23.0.3 route table
172.23.04

Transit
gateway
i “\ "
,
Floating IPs
Floating IPs ket the
routed to ENIs ki el
= Mediator Client
= e
| VPC 2 (10.100.0.0/16)
. J

VPC 1 (10.160.0.0/20)

TS EGRBRINAIE B R ECE
]
1. "B XFHR VPC MIMERZRX" .
2. ¥ VPC 5&HMXERHRXKEL,
a. 7£ VPC fr$ZH, B Transit Gateway Route Tables,
b. FEAFERAHR,
C. BEXRELY, AFEFCIEXE
d. EEEXENMYE (VPC) , AEREEHEEIEXE
3. BIIEE HA JTHYFESh IP TR iKY ER R P BI B B,

@A LATENetAppiEHl S N R SHE S UE L3 EFE) P ik, LITFR—1MIF:
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

UTRAEERTPEMENEBRAR, ©8iEE/HE VPC B CIDR REVEBEFCloud Volumes ONTAP{EF

HYPONE D IP st

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated
10.160.0.0/20 taw-attach-00eba3ea: vpce- A propagated
static
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 v‘m static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB Addresses ...

4. (AR EIHIP)EIPHEIEAIVPCRIEE R,

a. JFhIPHILERINEREBR AR
b. FKREBEERME HA WEFTE VPC B9 CIDR 1R,

TENRFIEESRT VPC 2 B9ERHER, EFPEIEE| VPC 1 B9RSEFZ D IP ik,

Route state

active
active
active
active
active

active

59



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Igw-072500d01781e67df active No
/PG A4

10.160.0.0/20 1aw-015b7c243661ac279 Ao No
MUY

172.23.0.1/32 1gw-015b7c243661a0279 active No

.

172.23.0.2/32 1gw-015b7c249661ac279 Ek}atlng lp, No
=,

172.23.0,3/32 1gw-015b7c249661ac279 Addresses No
S A

172.23.0.4/32 1gw-015b7¢249661ac279 active No

5.

8
X—FREE, RNETKT VPC ZERIERH,

SEFEBIHIRER IP HUERY VPC N ARIER HA 38 VPC BIEREH R

UTRFIEGRERT VPC 1 RIERER. ©EIEEIF IP #ltAZE A imFRER VPC 2 RIERH, EHIa1EakE

HA XIBS = B a0 IP ARINEI BB R T,

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

Target
local

vpce-cb51a0az

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331

I 10.100.0.0/16 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396
172.23.0.1/32 eni-0854d4715559¢c3¢db
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. ¥ReBIREEHMAN VPC NI RE.
a. EEIBZTT, BEHFMN*

b. BFERHRRETR, A HANHEP—NFED) IP MUEERFRFRRIIF R,

(9]

- Bl TR

d. FEEFERAE LA

- BE AN,
f 7288, EEFRERE", AREE VPC IP itk
9 BIREFEAN LANAES.

7. fERFTh P iR BRI R P iR,

(0]

Ee LUBE T & SIS E R TR “Mount Command”EITEIEH & I EIEFRY 1P tthit,
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Status.

active

active

active

active

VBC2

active

Eloating
N —————

acti |B

Addresses

active



8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. MNREIEFEHEH NFS &, BELESHRBULER ik VPC BIFM,

"TRRANEIRES" o

PR HER

* "AWS HRyE Al X"
* "AWS HCloud Volumes ONTAPHIRILR & K"
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£ AWS HZFRHEZFZCloud Volumes ONTAP HA i

M 9.11.1 krAsFFi58, AWS i@id VPC =% #FCloud Volumes ONTAP HA ¥f, VPC H=
EIRRALEES S HAM AWS IKRFHZEFM, EFEAIERE, S IEEERN AWS If1E,
SAFE1ER APl ZF2 HA X

M "VPCHZE=", Cloud Volumes ONTAP HA EEE D ER- MK

* VPC FREEWKF, HEMLE (VPC. FM. EAFHMCloud Volumes ONTAPZ£4H)
c B5&MKF, Hb EC2 LHIBEARZFMHP (XBEHED HA TP NE)

NFEZ AKX EERCloud Volumes ONTAP HA BCE, HA FNRERENREA 8EE N VPC FiE&EKF H
MNEBR, SREBEIISEFM G A LFIER 1AM A SRR HX LR,

TESZRT IEBEFS RAVAM
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P o, Y
d-) Shared VPC
1AM role Route table
172.16.0.0 = £
Security
1121610
3
bt 172.16.2.0 Srop

Private subnet

2

| Private subnet

____________________________________

Ay ailabilty Zone A

ONTAP
_ONTAP |

MNode 1

Av ailability Zone B

Mediator - '
1AM role with :

“AssumeRole” I

BERUTTSERAR,

BEES5S5FBKFPHZEFN, ABTE VPC FREEWF FEIE IAM AR EA,

L& E)ECloud Volumes ONTAPZ BT, NetAppizhl&=BnhtliE IAM AEHREEKNEIFN S, AR
BIETE VPC FREEKFP AR IAM BT, LUEXS HA 3T KEXAIER R HITEN

p
1. 525&KFAHZ VPC FRBEKF FEF W,

P BRRBEHZFIRERE HA MFAAER.

"AWS X4 HEFH"

2. £ VPC FrEEM P F, HCloud Volumes ONTAPBIE— & 24,
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"I/5Z 5 Cloud Volumes ONTAPHIZ A" o 1HER, BAFEN HARNEIEL2H, EHEasNER
BZ AR 1Eo

3. 7£ VPC FRBEKFH, SIZ— 1 E2 TR IAM ft:

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",

"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"
4. {8 API BIEEFFHICloud Volumes ONTAP &4,
EAR, BRIIEEUTFE:
o ‘L2t ID”
“securityGroupld"FEENIEE G VPC FREEKFA RN T 2E (2R LENTE 2) .
° “haParams”" X & iy “assumeRoleArn”

;assumeRoleArn”$E§FEE¢£1§E VPC FRrE&EMFP FEIER IAM &R ARN (FSR LLEMNTE 3

f5an:

"haParams": {
"assumeRoleArn":
"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}

+
"7 f#Cloud Volumes ONTAP API"

£ AWS 2B o] AKX F/ICloud Volumes ONTAP HA X EC BB H G2

MRBEHCNERY, AWS RErJAKX (AZ) FHICloud Volumes ONTAPE BRI A4 (HA) &6
Er gL MFEIR, 1R Cloud Volumes ONTAPT S f1HR /T SEBIRTI A, MM EHRE!
BthakM, HEBERER, ATEEXMER, EILUEREEE, UERMEREHS
Rt BETER B E

£53[BRIIFEfG, Cloud Volumes ONTAPERE S IERIhTER, FH@AERE HOIE R
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TR
1. f5F SSH EZEINetAppiEHl 8 RIEBENHZT R,

2. BfpE /opt/application/netapp/cloudmanager/docker occm/datao

3. Y5%E app.conf WIEXZLE ‘rollback-on-placement-group-failure B8 ~false, ZEHHIE
IMER trueo

"occm" |
"aws" : {

"rollback-on-placement-group-failure" : false

4. REXHHIHEN SRR, EAFEENBMITH AN,

Cloud Volumes ONTAPHJ AWS 440 N b F0 H uh 8 m

NetAppizHl & ol AWS Z24H, HaFECloud Volumes ONTAPRIHIZ TR EEHINIGF]
HIEFIN, ErlgEREBSEIROAHITIIN, EBCESNERECNETEH,
Cloud Volumes ONTAP#N

Cloud Volumes ONTAPRY L £4HFEE N\ ULAN H uL RN,
NIEFRE
7 NNCloud Volumes ONTAPR L HIAERTIE X Z2ARY, R LUERATFUTZ—HRNRE:

* (YPRIEER VPC: NIEHREMEIEZCloud Volumes ONTAPZ4H) VPC FRSEEMITE| & IBFR1ER
VPC FMSEE, XEHEFIVIEDL,

* FRE VPC: NihfERIKIRZ 0.0.0.0/0 IP SEE,

X im0 B89
FrB e X SEFIATT ping $R1E

ICMP

HTTP 80 ERSEEIE LIF 1Y IP #ib&E HTTP 4RIONTAP System Manager Web 1=l &

HTTPS 443 EREMEE LIF Y P it 5156 & AIBZR IEEH @ HTTPS 151a]ONTAP System
Manager Web 1z &

SSH 22 T SSH iARIERETE LIF i T BIE LIF 49 IP dthhk

TCP 11 NFS BintZd 121EA /A

TCP 139 CIFS 9 NetBIOS FREAIE

TCP 161-162 s WKEERININ
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B89
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SnapMirror&e## Bl BE RIEN EIE
fEFAEEEEIE] LIF #1TSnapMirror#kiE &4
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&1 R PR E IR N

NFS =&

NFS BRSS8 PRI

NFS $isFirtiz

NFS MRS a8

NFS rquotad 1Y

BEEMRIAN, BERSRE N,

B bR

Cloud Volumes ONTAPEYFIE X 22 B 4E LA T H b,

i
Ffi& ICMP
FiE TCP
Fi%§ UDP
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NRIEH
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| Other AWS accounts e

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

[ ]
arn:aws:iam:: | :root Remove

Add another AWS account ‘

roles to use this key. Learn more [A
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [

"arn:aws:kms:us-east-

l:externalaccountid:
]
by
{

key/externalkeyid"

"Sid": "AllowAttachmentOfPersistentResources",

"Effect"

"Action":

"kms
"kms
"kms

1,

: "Allow",

[
:CreateGrant",
:ListGrants",
:RevokeGrant"

"Resource": |

"arn

raws:kms:us-east-

l:externalaccountid: key/externalaccountid"

1,

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
I
"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

GovCloud ((E) Xig



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

HBEMX

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",

"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3

"Effect": "Allow"

° Cloud Volumes ONTAPS S 14) 58K

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((E) Xig



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

BEMX
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

['}T\] AWS Markeiplace
S

Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L
Subscribe and then click Set Up Your Account to configure your account.
(2" Cloud Manager
<)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at

an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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"BETE AWS FE5HCloud Volumes ONTAP B4 53 BE" o

KeystoneiT |5

Keystonei] f@— MBI EENITIRARS . "7 5 XNetApp KeystonelJIFHEZEE" .

88


concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription

R
1. MMREERITIR, "BXFENetApp"
2. Bt ZENetApp AERIE P K P IEN—1 2 %N KeystoneiT 5,
3. NetAppEIERIMKF 5, "§EEZ891T1% LA FCloud Volumes ONTAP" .
4 TRSTIAEL, BERNAR HIZBIERIRE
a. HIEminEwEA A, %EEKeystone Subscription ZEE S .

Select Charging Method

o Keystone

Storage management

g

Charged against your MetApp credit

Keystone Subscription

A-AMRITAT
Professional capacity S
Essential S

Freemium (Up to 500 GiB)

M H K
10101
<

Per Node

"BETE AWS FEEICloud Volumes ONTAP B9 &3 BE" 6

ERIREPETE AWS FEFZECloud Volumes ONTAP
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Quick t 0 \ Advanced create
uick create
( You set all of the configuration options, including

Use the recommended and default configuration options. You can i e i 3
) specifying performance, networking, security, backups,
change most of these options later.

and maintenance.

System details

Cloud provider account

Name

ONTAP Credentials

Tags

Deployment and Configuration

Deployment Type

Network configuration

Charging and Services

Marketplace subscription

License

Data services and features

NetApp Support Site account

Instance Profile | Account ID: 2 12

(D Action required

(i) Action required

0 Tags

Single node

US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - *

Sub2-ByCapacityByNodePYGO_delete_after_1234

Freemium (Up to 500 GiB)

Netapp Backup and Recovery

No existing account

Summary
Overview
RRFAER

1.

SIRMEKS . KPP IFAE S RIRIBERENIEH S RIEEET. NREFZS MK, HXEEFERK
Fo MREHRIGRERTR, RERRTE eIEEH aLE,

. BIR: RERBIR. THAERRS (£8) KFFEERACloud Volumes ONTAPZR S Amazon EC2 244,

INREEFIZED, ERZERZBVMENTE X Z2HTFI R,

3. * ONTAPE#E* XL Z2Cloud Volumes ONTAPEEH IR RMKF HIEIE, ER LUIERAXLEIEEIONTAP

System Manager {ONTAP CLI i%#%|Cloud Volumes ONTAP , &E]LURZERIAM_admin_ A&, HF
URBEERNEEXBF B,

4. 158 AWS IRE R TR AWS FIRAITTEUE, 1£6 &R ARE A INZCloud Volumes ONTAPSEf LA 5 3% S5

XEXHIEN AWS & B, Bl Cloud Volumes ONTAPRZES, ERIUMAR RERNES 15 MiZ, ARG
AUECIEERNESITE, 518, SIBRERAN, APl AEBEREIAMNMTE, EXIrSHER, S
7 "AWS X4 : FRicf&HY Amazon EC2 &iR".
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please click here to be taken to the product's registration area.
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Volume Name i ] Storage VM (SVM)
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Volume Size o Unit Snapshot Policy

| 100 | | GiB v | default v
default policy €

CIFS i&E&: WIREIAFT CIFS thi¥, 1EI&E CIFS IRSS28.

FE R
DNS = IP HuitA14#HEh 1P Jy CIFS ARS32R{Z MR FRAERITAY DNS ARS32RAT IP Mtk 5HHAY DNS BRSS 2844

Htik MEEEN CIFS BRSZE3F MBI AT Active Directory LDAP ARS3 28 F0153T
FTEMIREZMUEIER (SRV),

ENNNB Active Directory &7 CIFS ARS328I0BY Active Directory (AD) 3389 FQDN,
15


task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html
task-connect-lun.html

FE R

AN EIE BB EBARGITENRINE AD INIEEHLS (I (OU) BY Windows T BY
BIRA R,

CIFS BRS328 NetBIOS & AD M —f CIFS BRSS 2R &,

R

LRLNBA(Y AD A5 CIFS fRSZ 28 XBXAIHL NI, BRIAEHN CN=Computers, INR¥

AWS Managed Microsoft AD B2 & #Cloud Volumes ONTAP BJAD fARs32s, M
N 7E b FEEH 4 N\ OU=Computers,0U=corp.

DNS i Cloud Volumes ONTAPZEAEEEIMAL (SVM) B9 DNS 13, AZ#HIER T, Zig5
AD 3FtE[E.
NTP ARZ523 WeE A Active Directory 13" LA Active Directory DNS EZ& NTP AR5528-

NREFEEARERIMUECE NTP ARSS 28, BALMNIZEER APl EEH
"NetAppiZfl & B> TS, B3I, RBELIR CIFS RSS20 7 8
FCE NTP ARS583, €l CIFS ARS588fE, EARRIREE.

21. FRBREEX Y. HERBEMDEERE. ERETERBEMNEINE, HEEENREESBERK.
BRER, AR EEREERBEREE S TSRS ERAR",
22. BEIZHAOE . EZHFRIAEIEE,
a. EERXBEEMNFHAERE,
b. BFEZER UEEEXIIFMITH EBMHEMN AWS FFERIFHAERE,
c. EFEBER.. *EIiEiE,
d. BEHFE"
“
1= & BEiCloud Volumes ONTAP HA X, f&a] LA it TiE L IRERHE,
WMRETEBE) HA BB EE AR, BEEERBCERE. S LUERRAH B EFHCIEFIE,
WEEZEER), 1EIAIE "NetApp Cloud Volumes ONTAP3Z 435",

SERl/E

* NREEET CIFS =, BRTFAFPSAXN M 4RANIR, HIIEXLERFEE R IARHEZEHE
Bxfto

c MNREBBEGNATE, 5EHAONTAPRSEIERRTLONTAP CLI,

FoEnft s IRBISKIRERA /. 4A5K qtree EARMET RN X HEHE,

HEXEEE
s "HMXIIZHICloud Volumes ONTAPEZE"

s "FEARIEIFEIE AWS FEZFZECloud Volumes ONTAP"

103


https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab

7€ AWS Secret Cloud 5 AWS Top Secret Cloud FZZ&Cloud Volumes ONTAP

S5 AWS KisiNetApp, ERILIZE'AWS M5 3 BFE"AWS TR 2 = EFECloud
Volumes ONTAP, AEH=TFiEREE I RINEE. AWS Secret Cloud 5Fl] Top Secret
Cloud B FEEBIRFNF XY, 201 E8YHBE{GERF AWS Secret Cloud 1 Top
Secret Cloud X,

PAR. =Tl
EFIAZHI, 1EEE AWS Secret Cloud #1 Top Secret Cloud sz F/MIRRZS, 77 fi#iEH & PFAEER,

* & AWS Secret Cloud #1 Top Secret Cloud F sz #5HI L FhiRZs :
o Cloud Volumes ONTAP 9.12.1 P2

° 1EH 8 RIERRZS 3.9.32

FERHIARIEABETE AWS FEFEFEECloud Volumes ONTAP , TG MR EEfEIEH| & IR LK
HEERIITHEI A, AWS Secret Cloud #1 Top Secret Cloud Z‘E?#?IFE'JL‘E’J SaaS ik,

* TRERNIRTU

7£ AWS Secret Cloud #1 Top Secret Cloud #, ZHIGU_FBEERN_151T. ERAERRT, FHE5S SaaS
B&EEE, EaLiEdaLinnizHlaRIENAHET Web BN AR RILRIES S,

BTRAEXRARATERENESER, B5HEH e R EEEE"

HIE 1 BN
IGBEIZH AWS M4, LUECloud Volumes ONTAPHE] LUE EiE1T,

P$IE
1. EREEEAPBETE S RIESLEIFCloud Volumes ONTAPSZFIRY VPC F1F W,
2. BIRIERY VPC FIF MG 3FEH] & 1CEEFICloud Volumes ONTAP Z [8]89iE .
3. K EEI S3 fRE M VPC Im s,

WMRIEIEER EHEMCloud Volumes ONTAPENER X R17E, NFEE VPC ifms

S 2. RENR

RE IAM FRRMAR, AEFEIS1EMCloud Volumes ONTAPIZ{HETE AWS Secret Cloud B, Top Secret Cloud
R TIRERR R AR PR,

TREFT WU TEIHIE IAM KB 1AM B!

* ITHIBIES G
* Cloud Volumes ONTAPSZl
* 3¥F HA X, Cloud Volumes ONTAP HA 7T (JNRIEFEZFZE HA *t)

p

104


https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://aws.amazon.com/federal/top-secret-cloud/
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html#private-mode

1. %% E| AWS IAM =5 8 FH 8 & K&
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",

"Wk n



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

I

"Resource": "arn:aws-iso-b:s3

"Effect": "Allow"

HEMX

:::fabric-pool-*",

3 3 3 falorie=poel=*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

IFF HA X, TNREITRIEFZECloud Volumes ONTAP HA 3, 559 HA NI SRR,

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"
1,

"Resource": "*"
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2. {$/ CLI £2#h%E#EFCloud Volumes ONTAPZA %,
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name>
4. HIRRET, NS5 A, B35 -—-——- BEGIN CERTIFICATE —--—-— B e END
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HMFETR: GET /azure/vsa/metadata/vaults
BTEMARRAY BRET F—PHIEEXLE,
"TREEXLL AP ARMESZER".

2. ERLT APl ARREURE EFRERYIR.
JFF HAXF: GET /azure/ha/metadata/keys-vault
FWFET R GET /azure/vsa/metadata/keys-vault
12 T keyName*, BEETE T —THIEEZE (URKRRERZF)
"THRBXLL AP ARMEZER".

3. fEALUT API A I Cloud Volumes ONTAP &4,
a. 33F HA Xt

POST /azure/ha/working-environments

BREGDALEUTFER:

"azureEncryptionParameters": {
"key": "keyName",
"vaultName": "vaultName"

@ B1FE “"userAssignedldentity": " userAssignedldentityld" SR ESIZ LB REN T BAT=F
&K NZ, WFE.

"THRE XL AP AANEZERE" .
b. Xt FETRRS:
POST /azure/vsa/working-environments

BREFBAELSLUTFER:

"azureEncryptionParameters": {
"key": "keyName",
"vaultName": "vaultName"

@ f1$E “"userAssignedldentity": " userAssignedidentityld" SR &SI 2L B REN T BAFF
g, WFE.
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o Add Subscription

138


https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-automation/cm/api_ref_resources.html#azure-vsaworking-environments
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#capacity-based-licensing

a. REERIGE, BAWEES N NENEERE RFRIEE

Select Charging Method

Professional Capacity A

Essential

° Freemium (Up to 500 GiB)

Per Node

i K B
{0101
<

"BETE Azure FEEICloud Volumes ONTAP B9t ER" o

ETREMNITNE

ETREMNFAIEEREEIR TIB A& {FCloud Volumes ONTAPE ., ETFREMFAIU_ 8 M iRH
. Essentials €18} Professional £,

Essentials 1 Professional ERRH LU T HERIER :
* MNetApp3EHBIFaliE (B FANE (BYOL))
* Azure TiZIRIHAVIR/ NS 2R (PAYGO) 1T
s FEEF
"THREXETAENFITNEZER"
LUTRERDNAT AR EREHE SRR,
BYOL

1833 MNetApp L A]IE (BYOL) #1704k, UEEEF=IZHiEtEBZE Cloud Volumes ONTAP &4,

@ ERH BYOL #FAIERME, EHAFLEIT, BXEZEE, 15EH "Cloud Volumes ONTAPHY
BYOL FrAI el 4= PR" o

g
1. "BEXxZ&NetApp3HE A RIRENIFATIE"
2. "“ZIEHINetApp ik Sk P RN EIEE & "

ITH = B5EE NetApp FIFAIARSS, LUREXS ERINetApp ik Rtk A AR AV IFRIIERVIFAE R, R
REHEIR, EHaeSBRBITENERINENEH S,

1B MIE I S IRBUFRIE, ZAE7 e H5Cloud Volumes ONTAP—EfE, SNRFERIE, (RETLL"

139


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://bluexp.netapp.com/contact-cds
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

FEpFIFEHERNEES 8"
S RYUTE L, BERNARSHIZRS BRI,

a. EEFAERMERE TIE L, BERERE > RNTE", ARRRIRRITN Azure iz FRYEAREIY
% o

YRR = AE MNetApp I SERVIFRIIEUR R, BINREBH TR ESITAHEREIE, NRRH7E
B \BY B R ) UL ER o

Edit Credentials & Add Subscription

Associate Subscription to Credentials

Credentials

Managed Service Identity =

Azure Subscription

OCCM Dev (Default) b

Marketplace Subscription

o Add Subscription

a. REERIGE, AEEBREAXTEMEFETRENES,

Select Charging Method

° Professional capacity R

Essential

Freemium (Up to 500 GiB)

Per Node

S B B
(0101
<

140


task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

"BETT Azure F/ZEHCloud Volumes ONTAP H9493 5 ER" o

PAYGO 17
BT R A IR AV AR S5 1R/ B 2R

=18 8IZCloud Volumes ONTAPRZEY, 1|8 =IERIEITE Azure TP IRHEBITN. RERIZITRS RS
KEXLUHITUER, @RI LUGR TR TEM AL,
TR
1. NEMSHMERES, EFEFHE>EE
2. ARG TUELE, BEHEINAGS HRRSBRIRE
a EFAEEMERETE L, BEREEE>FNTE, RAERRIETITI Azure 7R A9BIFAEMY

= O
=Ta

Edit Credentials & Add Subscription

Associate Subscription to Credentials

Credentials

Managed Service Identity >

Azure Subscription

OCCM Dev (Default) =

Marketplace Subscription

0 Add Subscription

b. xEEHIAE, EHRWESANENEFETEENES,

141



Select Charging Method

o Professional capacity

Essential By

Freemium (Up to 500 GiB) By

111

Per Node

"BETE Azure PEEICloud Volumes ONTAP F993 3 BE" o

BRI M IS E > EIR TTEBIES S Azure tKP XEXRY Azure HiAITIR. "7 fRUI{AIE 2
Azure 1K FIITIR"

FEEF
BEMWEEESESEL{TCloud Volumes ONTAP H9Z: .

pg
1. BXRIEHINetAppIHER KM I FESE.

ZERITE Azure 75 LIFAA BRI R o
NetApp 5D ZMAMRERE, EEILUERFACIZEREM Azure TIZITIRIINERFE T,

2. B RGTE L, BERNARSHIRBSBIRE,
a. EEFAEESMERE TIE L, BEwERE > NINITE"> W,
b. 7 Azure 1P, EESEH Azure IKF HEMEEITRI, ARRE VTN
c. ROFHIGE, FRARELANENERETRENER.

142


https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-azure-accounts.html

Select Charging Method

° Professional capacity R

Essential By S

Freemium (Up to 500 GiB) By v

Per Node

111

"BETE Azure PEEICloud Volumes ONTAP F993 3 BE" o

KeystoneiJ |5

Keystonei] @ — iz B F BAVITIRIIRS . "7 i XNetApp KeystonelJHIFIEZEE" 6
FTIE

1. NRERERITIE, "BEZRNetApp"

2. BxZNetApp LUITEIEH & ISR B P K P B — 1 3% KeystoneiT 7o
3. NetApptEIUERIMKF G, "85 891T1% LA FCloud Volumes ONTAP" .
4 RS TUEL, BERNASFFHIRRDEIRE

a. YIRRAFEFEB AT, iEFEKeystone Subscription ZEEE S o

143


concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
concept-licensing.html#keystone-subscription
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
mailto:ng-keystone-success@netapp.com
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription
task-manage-keystone.html#link-a-subscription

Select Charging Method

o Keystone

Storage rmanagement

g

Charged against your MetApp credit

Keystone Subscription

A-ANMRITAT

Professional capacity S

Essential

Freemium (Up to 500 GiB)

M H K
10101
<

Per Node

"B ETE Azure F/EECloud Volumes ONTAP B934 5 ER" o

7£ Azure FCloud Volumes ONTAPEHE T AME=

[Z/3F Microsoft Azure VS B A (HA) 830, LUB/ DI RISMNK &S #5819 [8]F 79Cloud
Volumes ONTAP/Z A NFSv4 #F, EILENT, ERICloud Volumes ONTAP HA 15 = 8]
PA7E CIFS #1 NFSv4 B i Ea9itRIIMEPER 2 RAE) SR IR (60 7)) AR E AT ie) B R
(RTO),

MCloud Volumes ONTAP 9.10.1 738, FA TR T 7E Microsoft Azure F3iE{THICIoud Volumes ONTAP HA 3¢
BRI IMEPELFERTIE], FFIEANT X NFSv4 BE 4, E(FEXLEERINEERIFFCloud Volumes ONTAP, BEE
£ Azure 115 £ B AR B4 INEE,

YEEE Azure ITIE EBAIZINEERY, NetApp Console SR REIRMHEXEIEAEE S,
BARMNTEI:

* f&B9Cloud Volumes ONTAP HA IS Rl B E B )dl, Itk Azure THEESONTAPIHRE L{E, LUB/LEFiG
MMERFIAIE T RIIMEPE R 4 S0 NFS iV R AR et iE].

s BALLINEERETFCloud Volumes ONTAP HA XHi& iR IR,

* TEIZ8 Azure 1715 LB B L IhBE R =48 ELfth B4 15 SR n) @

* Cloud Volumes ONTAP7E CIFS #1 NFS ¥ Fim_EAYEEEF] SVM BIE LIF BPE%1ZHAE)FE A NI Azure fa
IR,

144



* BEHAERE, £H&8E 12/ \BHEE—XRKFUEFHNEL Azure HaF9%E 25810,
BHEMEEIRER Azure AP BT LLM Azure CLI B F1ZI0EE,

B
1. "M Azure [ JF 3418 Azure Cloud Shell"
2. EMmER BB INEE

az account set -s AZURE SUBSCRIPTION NAME OR TID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

3. (FIik) WIEZINEEMERBEEM:

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLI BIREIZEIMTF U THRBRILER:

"id": "/subscriptions/XXXXXKXKXKX—XXXKK—XKXXX—XXKKXXK—
XXXXXXXXXxXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": {

"state": "Registered"

by

"type": "Microsoft.Features/providers/features"

7£ Azure H5Cloud Volumes ONTAP/EF VMOrchestratorZonalMultiFD

BHEAMITRIZESE (LRS) ERIAKX (AZ) FIPE VM 2, ERIZEE Microsoft
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T, INEER BT ER—FA BXEAN A ESFEEFERE T <o
FRIFEECEILLIIRE, BNRRKEKEEBE, HEZHIN LRS FKABERENR.
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1. M Azure I"]JFP3/18] Azure Cloud Shell, T fBEZEE, FEIA "Microsoft Azure 3X14: Azure Cloud Shell
A%
2. 3t “Microsoft. Compute/VMOrchestratorZonalMultiF D @3 iz17 LA T < K S A L IhEE

az P& E -s <Azure_subscription_name_or_ID> az IhEEE M --name VMOrchestratorZonalMultiFD
--namespace Microsoft. Compute

3. B EAPIRS Redan B 51«

az feature show -n VMOrchestratorZonalMultiFD --namespace Microsoft. Compute { “id”

. “/subscriptions/<ID>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchest
ratorZonalMultiFD”, “name”: “Microsoft.Compute/VMOrchestratorZonalMultiFD”, “properties”: {
“state”: “Registered” }, “type”: “Microsoft.Features/providers/features” }
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Volume Name i ] Storage VM (SVM)
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Volume Size o Unit Snapshot Policy

| 100 | | GiB v | default v
default policy €3
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SE—E———== 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

—rw—r-—--——- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-
9.15.0P1 azure.pem

SE—Ee——== 1 netapp netapp 8537 May 13 13:00 version readme

M Azure H1%S 4 Cloud Volumes ONTAPHJ VHD (%

—B VHD Y& % %% Azure =, TiABHNetAppEIE, HR, EXGHEGHRNETE
Azure iz, ZHMRERTE Azure hiZ EEEMAHEY, Azure =& VHD A3kHY 1 MB
?;EEI’\J 512 F1, BEWIFVHDXHHNER, FEMAzuremizSHAzure/E e /E5EIVHDE:

Feaz i

MRIREMNRS ELRET Azure CLI, SRERILUED Azure [TJP{EHH Azure Cloud Shell, BXi{E% 3 Azure CLI
HIFHER, BEZSH "Microsoft X% : #{E%%E Azure CLI"

g

1. /8 version_readme X{HHINBIE R4 EAICloud Volumes ONTAPhRZSBRETE!I Azure HiZMRRARZS,
Cloud Volumes ONTAPARZSE “buildname’Azure Ti7$EIRRASRTA “version TERRZSBRET R,

ELUTFRGIF, Cloud Volumes ONTAPHRZS 9.15.0P1 " BREYE] Azure THiHMRERARZS
*9150.01000024.05090105, Itk Azure HiHHFGMRATEHERE TFISERE URN,

[
"buildname": "9.15.0P1",

"publisher": "netapp",
"version": "9150.01000024.05090105"

2. BREECZEPWAIKIE, KIFZMAE locName IETIHEIRA URN BIHNE S, EFIHATAXE, 15

BT TR
az account list-locations -o table

FELbRF, KIEBFRHIE ‘Name i,
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$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US

3. BETFRAHERCloud Volumes ONTAPhRZSHI VM ERZEREA SKU B, SKU ZFRAE “skuName' 1% &
HiZE &R URN B ZEE,

40, PRE3RFACloud Volumes ONTAP 9.15.0 BB T3 R ERE &L/ “ontap_cloud_byol {9 SKU & #F,

* Cloud Volumes ONTAPhRZA* &I BN ERE SKU & #F

9.17.1 REShRZs Azure 17 ontap_cloud_direct_gen2
9.17.1 REBARA NetAppiasia ontap_cloud_gen2
9.16.1 Azure 1% ontap_cloud_direct
9.16.1 =5s ontap_cloud

9.15.1 =485 ontap_cloud

9.15.0 BHe, BTAEE ontap_cloud_byol

9.15.0 =He. BN (HA) 32 ontap_cloud_byol_ha

4. ?iEﬁONTAPHﬁZIKﬂI Azure Hi7IR& S, (£ Azure Cloud Shell Bf Azure CLI M Azure H1%SH VHD X

{#F Linux LAY Azure Cloud Shell &4 VHD XX

M Azure Cloud Shell, R¥Hi7&RHEI VHD XX (190, 9150.071000024.05090105.vhd) , ARRKETH
E|Asih Linux R4, BUTIATZEM Azure 1i%IREX VHD BRR,

p

1. I EHIFHEEGR URN f1EMES4, URN BN <publisher>:<offer>:<sku>:<version>, &,
f&AT LAY HNetApp iz B G R A IE BB R AR AR

159



PS /home/userl> $Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> S$SlocName="eastus2"

PS /home/userl> S$SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. \hizBR&eIE— BB LA E R AR T E A .

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
--access-level Read --name $diskName --resource-group S$diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

3. ¥ VHD XHMIEEHER S HE Azure FfiE. QIBEBGEHIHRNAFINER. EXMIFH, HIERT—
N7 vm-images 1 “Container' i5ialk5. M Azure [ 1P FREVTEEIK P iA 102550 TZEHKP >

examplesaname > i}{A1% %A > key1 > key > 271 > <copy>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$containerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$SdestContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer S$containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container S$containerName
—Context $destContext -Blob S$SdestBlobName
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4. BERMNEGTHEIEM Linux 245, EA wget THVHDXEM&HS !
wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL BTEtR AR, AT RIMBoh, EaILERENIN FAREY URL FRF8E. &, EelLUERA Azure CLI
‘az 88 $ RIKEX URL, 7=ffl URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

o BT EHE

PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
$diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

f#H Linux £ Azure CLI &4 VHD X
{ERZH Linux 24589 Azure CLI E 7% S 4 F VHD X4,

iz
1. ZRE| Azure CLI HyIHEHIZE1E:

¢

% az login --use-device-code

2. BER, 1BEHAMEN ST U@ https://microsoft.com/deviceloginFH I NIIER

(o)

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud
--sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. NEB ARG AR 7RG 8 T B R
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https://microsoft.com/devicelogin

(o

% export urn="netapp:netapp-ontap-
cloud:ontap cloud byol:9150.01000024.05090105"

% export diskName="9150.01000024.05090105-managed-disk"
% export diskRG="new rg your rg"
% az disk create -g $diskRG -n $diskName --image-reference Surn
% az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{
"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&Sr=DE&SI=XXXXXXXX—XXXX~XXXX-XXXX~XXXXKXXKXES I JXXXXXXKX XXX XXX KKXXXXXXXXKX"

}
% export diskAccessSAS="https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DESI=XXXXRKXXX~XXXX—XX~XX~XXESIJXXXXXXXXXXXXXXXXXXXXKXXKKK"

AT EZIEBE, FEMFERETIREN SAS, FS RN S LREIE S,
4. MREHRSH VHD X4,

a. RIEABEHIARARINARE. ELRFIH, B9 vm-images # Container (£ AR5,

b. M Azure TP IREXTFEIK P iFIR1ZEEH: FEMKF > examplesaname > i518)% %0 > key1 > key > 27 >
<copy>

XA LAGER "az kP BRIE Lo
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

S. 127 blob BIZAAPIRZ.

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. WEMNEGR THEER Linux ARS8,
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL EBFRERT. AT RIMBENME, ERLEREUI TR URL FRFER. 3&, ERILUER Azure CLI
‘az' TP KIREY URL, 71~ URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

7. IR EHE

az disk revoke-access --name S$diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes
IEX 4R

$t3tCloud Volumes ONTAP EJAzure Ti7MUE S ZI0IE

Azure BYRIDIEI 2@ R B VHD XHRYFFK 1 MB 4R 512 15, ARNAMER
BREMBEEX . AT REEZRER, £A_sha256_ #1755,

XHZRWIETERIEHE
T2 WU TERIZRIER,

Hash Function ——————3 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
E 3 033b9077h...

Signature Public key

* MTFEE Azure BRIR "NetApp 2 Hrih " HREUEE (sig) X, RFAIEH (pem) XHFMHEIEH (pem)
Xt IFZIR" T E Azure BGIRE X" TREZE R,

* (SEFERIILIE,

* MRERIEFR (pem) FHREXAA (pub) o

* R AARRE M E .

* RERS MEGSXHFRRIERF X 1 MB 4% E 512 F1 /G012 MG AR ERRBREEH#ITILR. W

B OpenSSL 8a 1T LRAMIT. OpenSSL CLI TRREXHILECAIHE R ME B RENATES.

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>
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IS3F Linux _ECloud Volumes ONTAPHJ Azure Hi7U&E 3
7£ Linux EIIEFHAY VHD XHZ R EIEIIEEERE. mEXGFMRIEL R,

p

1. MTFE Azure BRI "NetApp SZIFILR"FREUEE (sig) XM, AFHIEFS (pem) XHFFEES
(.pem) Xf¥.

BE "FNEH Azure MEREXH" TREZEE,

2. IIHE1EHE.

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MFR VHD XFLEY 1 MB (1,048,576 1) MLEEM 512 T, FHN tail, X -c +K EIIMXXHF
M K NETERFET. Bk, B3 1048577 £ “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o°® oo oo

rm ./sign.tmp.tail

4. {5 OpenSSL MIEBHIRENVATA, HEMERXEMAARIERIBHIXXMH (sign.tmp) o

SR TRIRERIE R TR M

Q

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. B TEX,

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

%
o
o

165


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

I$3F macOS _tCloud Volumes ONTAPH] Azure Hii7MUEE &
7E Linux EIIEFHAY VHD XHZ R EIEWIEEERE. mEXGFMRIELE,

p

1. MTFE Azure BRI "NetApp ZFILR"FREUEE (sig) XM, AFHIEF (pem) XHFFEES
(.pem) Xf¥.

BE "FNEH Azure MEREXH" TREZEE,

2. IIHE1EHE.

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MiB& VHD XHEFFLEY 1MB (1,048,576 =) MR 512 F15, FHA tail, X -c +K MG
MNE K NETERFET. Bit, ©¥ 1048577 FiB48 "tail -co IEER, £ macOS L, tail 557
BEEE ALY+ BETE M.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. {3 OpenSSL MIEBHIRENATE, HEMEBXEMAARIERBHIXXMG (signtmp) o SBLRTAIREE
IUE BRI BRI BYHE Bo

Q.

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. B TEX,

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

o oo
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M Azure T17E8ZCloud Volumes ONTAP

EET LUE A Azure I EESFE R IFRE MM EFZE Cloud Volumes ONTAP, M Azure ™
, IOZEBE T TFENAPIEZFZCloud Volumes ONTAP , HEZSHIFBEFIREZEZ OIS
'l‘i*”ljjﬁbo

BXZFMNEZER, 58" T ##NetAppizHl & FH1HHAICloud Volumes ONTAPF "

EFIES
{EH Azure TIHEIEZPEZFERICloud Volumes ONTAPRZEBXLEREM, 1515, @ Azure HiZZENIE

I SEFIBIThEETENetAppITHl B IR R IS A £ T 1L,
* 5 ¥AYCloud Volumes ONTAPhRZS (9.16.1 SESARAS) o

* Cloud Volumes ONTAPHY % ZRIFBIIE, PRHIZ 500 GiB NECERE. LhiFrIEAREiENetApp$F, HEE
BERIEEHR.

* I TNRESNATAK (AZ) FLUEATAMN (HA) BREE, HEERANFTIS. FHEEDML (FFiE VM) &
EE"RIERRHER"S

* BIAQIERAYSLHIBNER &,
s MBEBBEN 500 GiB 54k SSD v2 B, UNIBMEMEBEILE,

* BRE T — M EUREFMEEMIWL, BB NFS. CIFS. iSCSI 1 NVMe/TCP #iE RS, EREERIMERIENIMYEL
EFAERE L.

* 7NFS. CIFS (SMB). iSCSI. BEXEFHZEWMHEFHF (ARP). SnapLock#SnapMirror&Z$=iF a3k,
* "ONTAPRESUEIFENE (TSSE)". BMEBMIMNPZHEERINEHo
* REZFFLUTINEE
° FabricPool5 /2
° BECIFERE AN SR
° PRERE NR
FreaZ Al
* WREIRBER N Azure TIATT IR,
* WRIEHE 2 eI X AR R A% EE £ Azure . 7EZ 05" /7Cloud Volumes ONTAPIZ & Azure 48

o

BEEDALLT Azure BB Z—7 8EEBZE Cloud Volumes ONTAP:

° X “contributor EEBRIAMPRIVAE. MTHREZEE, 1BZIR "Microsoft Azure SX1%4: Azure NER
&

c ABLUTNRNBEENX RBAC fitE, MTREZEE, 1BEIA "Azure X1 : Azure BEEXFEE",
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» “Microsoft. Compute/capacityReservationGroups/deploy/action”

» “Microsoft.ClassicCompute/virtualMachines/networkinterfaces/associatedNetworkSecurityGrou
ps/write”, “Microsoft.Network/networklInterfaces/write”
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“Microsoft.Compute/virtualMachines/extensions/write”
“Microsoft.Resources/deployments/validate/action”
“Microsoft.Resources/subscriptions/resourceGroups/read”
“Microsoft.Network/virtualNetworks/write”, “Microsoft.Network/virtualNetworks/read”
“Microsoft.Network/networkSecurityGroups/write”,
“Microsoft.Network/networkSecurityGroups/read”. “Microsoft. Compute/disks/write”. “Microsoft.C
ompute/virtualMachineScaleSets/write”. “Microsoft.Resources/deployments/write”. “Microsoft.Ne
twork/virtualNetworks/subnets/read”. “Microsoft.Network/virtualNetworks/subnets/write”]. “notAct
ions”: []. “dataActions”: [J. “notDataActions”: []}]
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
=7
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
o
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
e
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com

Service methods: All actions
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Sevice scCount access
token creator

Storage Admin

e G Full control of GCS resources: @ 3]’13'}

Storage HMAC Key Admin
Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

C. TR IRRILARS KA BINIR : Fizh & AIERS K (EA_BRS KA B A AN EI RS KA.
WS BNNTFHIESERLFN. ENNMEFTEE,
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

T—F2M14?
fEfE 232 Cloud Volumes ONTAPR LS, EEEIRIFIRSHK o
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M
Confirm Password
Service Account Name
accountl -
o Add Labels Optional Field | Up to four labels
BEPEEMNINZEZIHSCloud Volumes ONTAPZ & 1A
&= Google Cloud Storage IR A SRTEREHIEE N Z e E#1TI0%E, BIEATLUER
AP| BIEER_F P EEMEZE_MCloud Volumes ONTAPR S, XLEREFERACEHE

EBARSS7E GCP REMMEERE R,

p
1. RTS8 RIEAR

IRTE "FOABYARSS K P AR, (BNREERRAEERSHEATE, WrIgETENA.

3

- cloudkms.
- cloudkms.
- cloudkms.
- cloudkms.

SR EFAEE ARV B R A AT E K3 R E IR,

cryptoKeyVersions.useToEncrypt
cryptoKeys.get

cryptoKeys.list

keyRings.list

2. #afR "Google Compute Engine ARSI "% 22$AEA Cloud KMS N1%228/#E 52 23R,

AR5 bk B9 R FRfE

system.iam.gservi

LTI “service-[service_project_number]@compute-
ceaccount.com”s

"Google Cloud X#4: ¥ IAM 5 Cloud KMS &4 - B F X RAR"
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3. BT IAA get SIRENFEFAM A" /gep/vsa/metadata/gep-encryption-keys APl BB @S E
GCP #ZH| &5 &R EHIZERER I,

4. IRFERATFEENNEZRRAFHHIES BRI REM, NetAppiThl& =it 5B FINESAHEZAE
FE%$H, BEELEERA Google Cloud Storage 7ZiE A BEFEAZEA:
a. FELI TP EBEI Google Cloud Storage ARSZ1LIE "Google Cloud X1%: FRENEFERSSTE"
b. SANEINIEZEEAFH A Google Cloud Storage BRZ IR AL Cloud KMS Encrypter/Decrypter A8,
BEXF¥AER, 5508 "Google Cloud 1Y : {FRZE A EENNNZZA"

S. BIIERRLAT, ATE AP iERP{ER“GepEncryption”S4%,
B+
"gcpEncryptionParameters": {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-

1/cryptoKeys/generatedkeyl"
}

B2IH "NetAppizhl & B b S "B X ER“GepEncryption” S E Z 45 B

7 Google Cloud Fi&E Cloud Volumes ONTAPiF&]

FEIEARTEESCloud Volumes ONTAP—itCERifF ekl f5, BERIT/LNTBA BT
BT RGBT TR Z A AT E DL,

RERIEE

R ERIE(ERSS, ZEEEMCloud Volumes ONTAP, &EHEI#Eft 500 GiB WECERE., "7 B xR HIEEMR
SHEZER".
p
1. MEMSHMSRF, EEFE>EE
2. FRHETEL, BEFNRR HIZENetAppiEH & RS B#HITIRIE,
a. T FAEEMERETIE L, B REEE-RNTEY, ARKRETRIT Google Cloud Marketplace
FREVBI A BN Gao

FRIEEHET 500 GiB TIECER &, SNELTTBIHZITHAME, NAGRKEMRIRN ELES

o

b. JREWFHIGE, EAUWEE SN IEmA SR REIEE .

192


https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages

Select Charging Method

Professional apacity A

Essential

@ Freemium (Up o500 GiB)

Per Node

i K B
10101
<

"&EETE Google Cloud R /E5Cloud Volumes ONTAP B9 415 BE" o

BT EROIE
BT EBNFTIREESE TB BEZICloud Volumes ONTAPEE ., BFEBMFALL_E_Haiztt

. Essentials Y Professional 2,

Essentials #1 Professional ERIRH U T HEER:
* MNetAppIEBYFRIIE (B®FAE (BYOL))
* Google Cloud Marketplace F9#&/)\6f{3 2 (PAYGO) 1T
c FEBME

"THREXETEENIFINELZER"

LUITFE R NA T iR ERSHERREE,

BYOL

1813 MNetAppEIFETIE (BYOL) #TFUIRR, LUEEEASREHELERZE Cloud Volumes ONTAPR L,

@ BRI BYOL FAIERIME., EHAFLT, BXEZERE, 15EH "Cloud Volumes ONTAPHY
BYOL iFAI el B R" o

il
1. "BX R NetAppfHE A RIREUFATIE"
2. "B IZHINetAppZHFiL =k P AR NI ZINetAppiTHl &
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c

209



210

[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

fRIEESE

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz

(D &xmE Google Cloud SHERNESES, HSH "Google Cloud 141 SHE(E

EGREEZKIE
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BTHEHD disk.raw X, EZJMEPRE—TBEFH,
3. {#F OpenSSL MIEPHIEEN A A,
4. [FRIENNAPRZEZFWIE FEM disk.raw XEHRS.
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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Change Tiering Policy

Volume_1

i ] Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

@) 53 Storage classes Standard-Infrequent Access

@) S3 Storage Encryption Key aws/s3
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a S3 Tiering i What are storage tiers?
*) Enabled Disabled
Note: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.

252



BXEFRIEHIENEER, B2 HHEERZ| ZinsiM = in S HIEUE"

B D BHIEREFMERS!

#8ZCloud Volumes ONTAP/5, &RILUBIER 30 KR IFRINARESNBUBBIF MBS RIEEREFMER A, WRE
HsEiiREdE, MipRRAsERS, FEERFERZAONEEEIX—R.

DEEENEFERFIRRYICCEDN, MAEETERN,
BXEXFFHNEFMEERINGESR, TSR SED ERR"

P$IE
1. #£Cloud Volumes ONTAP&%; L, BHHEENr, ARRE 7% o Blob FEHD E.
2. JERE—NFMHEE, ARRTRES

FRMIES B AR

RN BERFTATEILLRTE X T R EIED BRI RZFERYCloud Volumes ONTAP SSD/HDD FEEZ/DAIAT
B BIAKERE 10% WAJA=(E, BEAURERFRRARIZE,

fBan, ERILGERDTF 10% B A=E, UBEREFBMEINEE, SFEFVINFEN, EHan]UAEw
LESMNVHEE (BRIARIRESMHERE) .

@ NREEEBHTE], ABACloud Volumes ONTAPRLTC /A5 chEHE, HEERIRERIBEIERE T
BN, (EAICRZENIEIREIT. MNRERHE, BEKRNetAppZIFFRIES.

ZLEERNFREMEFSREE, ENYMTREFMIZEEIER, Cloud Volumes ONTAPE kB S Eh 3
SSD/HDD LR EFAIMRE, WR&E B8, ABACloud Volumes ONTAPFATC A8 5hEkiE. TEEXLL
FIRHEZEIX—8, WEBEENLRER,
S

1. MNEMSMEREDEIE>RIE,

2. 5 . BIECloud Volumes ONTAP R LBz 4| & R IBMEFT.

3. 3%#E* Cloud Volumes ONTAPI&&*,

253


https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html

— Organization Project - =
= M NetApp console NetAppNew Project-1 C ‘ e 0

Agents

Overview

Name 4+ | Location = | status (1) = | Deployment Type = |

LAWSAgent US East (N. Virginia) Active aws
NS eastus Active =”i (CD)]
Ll atAwWS US East (N. Virginia) Active Edit Agent

Go to local Ul [7

Agent Id: 3
HTTPS Setup
E’oud Volumes ONTAP Settings I
A=Kl «HXR A TDIE ¥ = =l 3
4 TRET, BERAFENE - WESENATATELLLE,
Overview > Cloud Volumes ONTAP Settings
Edit Cloud Volumes ONTAP settings
Capacity
Capacity Management Mode Automatic Mode N
Aggregate Capacity Thresholds - Free Space Ratio 10% N
Aggregate Capacity Thresholds - Free Space Ratio for Data
ggregate Capacity p 10% ~
Tiering
Volume Autosize - Additional Size in Percentage to Which
1000% N
Volumes Can Grow
General
Automatic Cloud Volumes ONTAP update during
On N
deployment
Azure
Azure CIFS locks for Azure HA systems off N
Use Azure Private Link On N

S IRIEENERENATATELLA, AREREERF

254



BB ERIEHYL ATHA

MR EERA BN BERTECloud Volumes ONTAPE B TEIESE, MBI LIARIEW S ERIFZEBRIASHD
HA, {R{EFONTAP CLI 1 API ZiFIHi21E,

RIHARIEEFRIA P SIEERA N L HE RN RFME Z BIA TR A E AR Eo
Bzhn BREEENL RN 31 Ko ERILURIN T A UESLL AN6Ta] .

* 9.8 HEEMRA: 2 RE 183 X

* 9.7 HERIRAE: 2KE63 K

T
1. BIERERERIME LR, IETE AP IERBEER minimumCoolingDays £%X,

ERFRIEAIMIBR S3 1Z26E1R
YIRRGIFERT, BB LIMCloud Volumes ONTAPZZHHIFRE1 4 1 B EIERY S3 1FiEi@.
NYHBUTRER, EA LU S3 126E4E:

* Cloud Volume ONTAPZ 4 E MIZHI & B flER,
* FREXREBMNIEERETRIER, FHE S3 EEHEANT,

H TR Cloud Volumes ONTAPRZEY, AZIMROIER S3 FERAWEBoIER. Rk, BHEIFMIRE
BRI EIMNIEIE R R, SR UMIREERPINSR, 2G5k S3 FiEgxs, SEFREEUERSEE
F. &% "ONTAP CLI: vserver object-store-server bucket flf&"o

MENZRZZEIZEICloud Volumes ONTAP_EAY LUN

HIEEEE iISCSI BT, NetAppiEhl a8 =BINEEIE—T LUN, @I NETECIZE
— LUN RELIR(F, BIEEFHITEAEE. eIZEHE, £ IQN MEVEZRE!
LUN,

BEERUTEI

* FHENEHAEEETRNERT LUN, ST LUN B, Ex2ABMIEKINE.
* ZE] LIMONTAP RS EIEEFHONTAP CLI Bl E M LUN,

3

1. NEMSARED, TEFEFEE>EE

2 RS TELE, WHEESESEMCloud Volumes ONTAPR S,

3. ERGFH, EFEVolumes*IEI k.

4. HIFRFENSER, AREFEES LUANENNEERSEEIR,

5. B H*EHR iQN%

6. BHEHI*LUIEH] QN BT,

255


https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description
https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description
https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description
https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description
https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description
https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description
https://docs.netapp.com/us-en/ontap-cli/vserver-object-store-server-bucket-delete.html#description

7. EI MEMNZ LUN B9 iSCSI iEZ,
"&FF Red Hat Enterprise Linux FJONTAP 9 iSCSI| R&REE : Boh5 HRRY iSCSI &£1&"
"I&FAF Windows FJONTAP 9 iSCSI RFRALE : Ban5BHraY iSCSI KiF"
° "ONTAP SAN FHEE"

fEFECloud Volumes ONTAP %4 _tRIFlexCache& IR EKE 8]

FlexCache&—MiFzliEE, ATFEEFEMNERE ()F) E&i%EX8Y SMB 1 NFS #4E. fEE
FEENE T EGER] LUINIR M Z E BRI 0] 3R E

&R LAfEFFlexCache B RNNIREIB A RIRE HEHIH R EANENRE. FlexCacheBHEENFiREMEE, 155!
EHEFImREESIHAEREN, RAATUEERESIEMEEIHNRIGS. FlexCacheBIFBEEIRENER
SANRFTIERE,

NetApp Console $£{ftFlexCache& M BEIR " NetAppEHEIF s

1SRRI LUEEFHONTAP CLI SXONTAP R A B IR K BIEM EIEFlexCachet:

* "FlexCache®& LI IREIE LR B IRS "
* "#£ System Manager F8l/i#FlexCache®"

Cloud Volumes ONT}

FIexCache with Cloud
Volumes ONTAP

~ Technical Dgemo

LB EEFlexCache

ERIBEBEMZMCloud Volumes ONTAPZR 4 LECE FlexCacheBY, EEHITEINNLSE, LIMA{RFlexCachet
A LUE MG R A EFME LR,

ez Al

256


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-rhel-cg/GUID-15E8C226-BED5-46D0-BAED-379EA4311340.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-iscsi-cpg/GUID-857453EC-90E9-4AB6-B543-83827CF374BF.html
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/ontap-sanhost/
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
https://docs.netapp.com/us-en/bluexp-volume-caching/index.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
https://www.youtube.com/watch?v=PBNPVRUeT1o

1. MEIRE: HERETSINZRAOR{E, XTFCloud Volumes ONTAPR%;, 5% EFoZHREER
SEM.

FF AWS, L_JET%"%‘U*ETEFH AWS ZIHREIBIRS (KMS), BXEE, 1BEH"#H AWS Key Management
Service BIBZA",

3T Azure, EEEHNetAppEINZE (NVE) & E Azure Key Vault, BXEE, EER"EH Azure Key Vault &
B

T Google Cloud, B Google Cloud Key Management Service, BX{E8, BFZI"EF Google FIEZ4H
EIERSEEZEH"

1. BIPAEIRERSS . T0)EFlexCacheBZ a1, BWIEFHEIEIRSEEECloud Volumes ONTAPZ4;_E IEFAED
B, IAEX FFlexCacheEMRERBRIGENHIEEXEE,
2. ¥ ] HIAE M AIFlexCacheiF aliER] FHHTECloud Volumes ONTAP &4 _EBUE,

3. * ONTAPhRZ*: HRERICloud Volumes ONTAPRZZHIONTAPHRZAS ZiFm A N ERIFlexCache » €&
#r "ONTAP A 1T EH S R A M FERE LIFRENE %15 B

4. MEEE: HIRNBRERITRIEENFlexCacheB Z BINTLERIE, XEIERIFEHHEREBEBEF DNS
fEHfTo

p

EANMZEHTECloud Volumes ONTAPZZ LBl FlexCache®, BXIFHALEMEMIEER, ESHEAUT
BB :

* "FlexCache& LI B REURE AR BIRIEFA"

* "#f System Manager F8l/i#FlexCache®"

RoERE

7iCloud Volumes ONTAPRZBIER S

ERUBTIERS, WATLIENetAppiEHl SELIZENAERIERS, BITCIERGH
YRR IERILUERIREHE X/, MR LARIEFIERN S St EIEER SR/,

@ z\oﬁaﬁwﬁﬁu‘*ﬁuuuﬂﬂlﬁﬁﬁﬁﬁzzﬂ%u%:.o EAN MEMEERET BRITIXERE, XEHRS
TINRGREY, WRERRIMEZENEED, HIEFmERRNEREEER,

gl

1. NEMISARED, TEFEFE>EE,

2 ERHFTIE L, WEBEEEREHCloud Volumes ONTAPR SR A FFo

. RGN KL, BHFMRE", AGEERGIFAGE,

257


task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-aws-key-management.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-azure-key-vault.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
task-google-key-manager.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
https://docs.netapp.com/us-en/ontap/release-notes/index.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-fc-mgmt/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-07F4C213-076D-4FE8-A8E3-410F49498D49.html

AWS

° MRAGFRTERFWELBNMEE R, IF2H"E AWS X ZBICloud Volumes ONTAPERD

"
o

* MRBTREWMARENBTEX/), WRREIEFESZHF Amazon EBS 4 EINEENECE LEIRE
o UTEREBEEZRTH gp3 HEAMNFERSHIRA.

Disk Type
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12000

o Disk Type

@ hggregate details @ Tiering Data @ Review

Select Disk Type

GP3 - General Purpose 55D Dynamic Performance

% General Purpose 55D (gp3) Disk Properties

Description: General purpose 550 volume that balances price and

performance (performance level is independent of storage capacity)

Throughput MB/s
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INFO CAPACITY|

Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled
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NetAppNew Project-1
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Agents

Overview

Name 4+ | Location = | status (1) = | Deployment Type = |
TAWSAgent US East (N. Virginia) Active aws

NS08 eastus Active =ﬂi G
L tAWS US East (N. Virginia) Active Edit Agent

Go to local Ul [7
Agent Id: 88 =

HTTPS Setup
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Overview > Cloud Volumes ONTAP Settings

Edit Cloud Volumes ONTAP settings
Capacity

Capacity Management Mode Automatic Mode N

Aggregate Capacity Thresholds - Free Space Ratio 10% s
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Tiering
Volume Autosize - Additional Size in Percentage to Which
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Volumes Can Grow
General
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Azure
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Use Azure Private Link On s
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MRIEEIE HA 3t ERIEFRE BN, BEFET S 1
3. M TREEMLIEO*HE TR eOa BY*4EO ID*

‘ = Name v Insta... Instance state ¥ Instance type ¥ Status checi:
; i
| [ danielleAws i-070... @ Running @8 m5.2xlarge ® 2/2 checl
| [_] ocem Tiering0702 i-0a7... O stopped @ m5.2xlarge — ;
cvoTiering 1 i-02a... © stopped @G, m5.2xlarge = |
[ . = = = '
L |
| = |
Interface ID Description \ i

| eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a

4. EFEMEROH B ERE>EIE P itk
5. BFF e0a B9 IP B,
6. T8I IP Hhik:
a. ITEENEH IP it E, UHMRIAEOREETIEETAEIMNY IP,

BN ZELEATN L—THHE T8 MEOZGHRAK IP #ilkE,

b. AJi%: #ZE|Cloud Volumes ONTAPHJONTAP CLI #i51T network interface show LA™ IP it
ER1EEA,

SNR 1P LR, BALETLIEESHNENME VM —EfFER.

7. IR[EAWS =G, BE HECH IP ik, RI\EMEFE VM FRBRVSRE S ECEM 1P ik,
© BURAS: FE-TARERNEBLEIP,

NREREFEEMIN LEIEERE LIF, NEERLENHEIFAR IP,
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c BAMAZ BB HARX: TR 1 EFE—NRERVIEEITLE IP,
NRIECEEFEEMN L CZEIE LIF, WEERIEIHEITLE IP,

° ZNAAXF HAX: ST REFE— T RERHEIALE IP,
8. MNREBERN AZ h HA X ESEC IP ik, BB AWERDECHEITAR IPv4 il
9. BEREF
10. NREEZPMTHEXFE—NHAY, NEEXTR 2 EEXESE,
ERTRRY L SIBEFMEEDI

XESBREBTREAS LOIZ—NHBTFMEEDNI. 82 NAS LIF FE—1TAF IP ik, MNRBCIBEIE LIF
, WEBS—ENENTAR IP ik,

pA
1. QUEBTFAE R 277 B R WAV R BB,

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 6lJE NAS LIF,

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node
Hrh private_ip_x & e0a _EREBVGHEIFAT IP,
3. Ak BIREFMEEIWIEIE LIF,
network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node
HrP private_ip_y & e0a _ERB— 1 KRIERNHBIFAE IP,
4. B—1HE N REDELTFHERIUN.
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vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

P BRLED, EAFMNEFEEMIEEIRRED—IRE, ARETEEFMEEMI LIRS,

FERNETAXMAR HA Xt _EeIEZ MM

XS BESD AZ FRY HA X ESIBR— MR EREIAL. 8UZ NAS LIF FE—11AHE IP ik, NRECIE
BELIF, WEBS—ALERFAE IP i,

XN LIF O EETR 1 Lo MRREKRFE, 0F IP U] UET R 250,

pg
1. QUEBTFAE R R 7Z B R AV RS B,

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. TR 1 EBIE NAS LIF,

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh private_ip_x & cvo-node1 By e0a L R{EANHENFATE 1P, TEIZERNBRT, 1% IP Mtk o] AT E (L
F| cvo-node2 B ela, ENARSZFERR default-data-files ZREA IP R LLUFHR B S ENET =,

3. EIE: AR 1 LEEEFHEEDWERE LIF,

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrh private_ip_y & e0a LS — 1N R{ERBHEENITAR IP,
4. B— I HBZNBEDEATFHEEML.

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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IS BERHNEN, BAFNEEEMNEZERRED—IRE, ARETREEEEEII LEIES
5. MNREFEITITAIZCloud Volumes ONTAP 9.11.1 SRESIRAS, iBEIZMEEIMNBIMNZ RS =&,

FEBHIRS, AAETLUHERCloud Volumes ONTAPETLASER iSCSI LIF #1TH Ik EIREE,

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

EZ A AXE HA 3t LRI FAERE I
XESBEESD AZ PR HA X IR — MR AEE I
XF NAS LIF R, #F5 IP HutRAFERN, M FEE LIF K, F5h IP HUER A%, XEF5) IP kR

FEIEE AWS R ECHAE IP, Bk, F5h IP =7E AWS BEXRFPETNECE NIEMERE— VPC FHEET RAY
ENlo

AT EZD IP SONTAP—ELIE, BAEENT R LNENEEENY LEEE—NMAE IP #iht, X RMELL
THEH, HPETHR 1 TR 2 L6J#E iSCSI LIF,
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p

1. QUEBTFAE R 277 AE R AT RS Fo

vserver create -rootvolume-security-style unix -rootvolume root svm 2

—-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

2. = 1 E8UE NAS LIF,

3. 7

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° FE) P AT TIEEE HA BCERY AWS XIIFRBYFRE VPC BY CIDR 3RZ5h,  192.168.209.27 &
— RBEFE 1P sk, T RRE OERE R IP IR E ZEE" .

° -service-policy default-data-files' &7 IP B LUERBEMA T =,
% TR R 1 LRIEEFEEEIMER LIF,

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. £ = 1 £BIE iSCSI LIF,

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° LIt iISCSI LIF REXFFEEPMWLAFFE IP B LIF E1%5, EXR4E iSCSILIF, BEREEREANTETRZ
EE,

° -service-policy default-data-block’ R/RIPHIN R SET R 2 iEiEH.
° private_ip 5& cvo_node1 #Y eth0 (eOa) _ERfEFRAAIEHEIFAE IP Hikit,

S. T 2 LRI iSCSI LIF,
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network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° It iISCSI LIF BEXLZIFEMEEIMANAFZS IP BY LIF 1T, BEFRHR ISCSILIF, BRERBENETRLZ
B E %,

° “-service-policy default-data-block’ " RIPHIARET = Z 8T,

° private_ip 52 cvo_node2 B eth0 (e0a) LR EARIGEBIFAR IP ik,

6. B— I HRENREDECLLTFHEE UL

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

LT BEENEN, RAMNEEEMNEZSNED—INRE, AREATEEEFREENV LIRS,
7. NRIEFTITHIZCloud Volumes ONTAP 9.11.1 SERE SRS, BERTFEMEEIMAIAIMZIRSS R,

10N

Z=HBERNIRE, FANETLUHA{ECloud Volumes ONTAPTE] LA{ER iSCSI LIF #1TH b B IEEE,
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

7£ Azure FEIECloud Volumes ONTAPHIEUEIR S 1ZAE S IMM

FEEPMEEONTAPRIZI T EIMN, AIAENE P iRiREEFEENSUEIRS . Er]sex]
EXZ—1 SVM_Z_vserver » Cloud Volumes ONTAPZEIABCE —1NMZE ﬁ%ﬁﬂim, B{&
B] LLTE Azure Fiz{TCloud Volumes ONTAPHS 8|22 E 72 (& EE Ao

BT Azure FRIEMEIEEHMEBUERSEEEDNL, EROZER AP, XZE A APl Bahb T 82 FME I
MEEFREMEZEONTIR, CIEFMEEMMY, NetAppiEHlE=EEFFER LIF ARSS, MUKREFEMHEEIMYILIL
SMB/CIFS #&{SFrEEHY iSCSI LIF,

BXIE{TCloud Volumes ONTAP API AEBEE, ESH "EE—1 AP AR
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BRI E

MCloud Volumes ONTAP 9.9.0 FH1&, RIEERIFRIE, SIFEERTEIRENZNMEEEIM. 2% "Cloud
\olumes ONTAP % 1T BA"I6IE#ZAYCloud Volumes ONTAPhRZS Sz 151977 (B 28 2.,

9.9.0 ZHIBYFFEhr4sBYCloud Volumes ONTAPERS 55— MUEARSS B RE ML — DB T R MR E B B AnTE g
REPMle WNSRIRTFREE I A LR, &P LURCE BARFMEEEIWLEITERIE G,

BIRTFAERE AN

RIBEECENIFRNERE, SR LUIERANetAppiTH] B8 API ERET RARNS A AN (HA) EEEFEIESZ D
TFRERE AL

KFItES

YHEER AP SIZTFAEEIMHECEFrRRIMASIZOR, 6] 818 R1EDY "default-data-files BT M NAS #4#E
LIF SRiBRIA T ARSS HS BRI R A F UG B IEERERY iISCSI #UE LIF, R LAEEIEFE S W LSS sREs -

* data-fpolicy-client

°* management-ad-client

°* management-dns-client
* management-ldap-client

°* management-nis-client

FrIaZ
ITHEIERIBEE B4 EMNPRABESCloud Volumes ONTAPRIZRIZFHERE M. FREMIEEESTE "NetAppiRHAYE

ERLUT APHEREST R RS LEIEFME VM.

POST /azure/vsa/working-environments/{workingEnvironmentId}/svm

EIEREEFREZUT SR

{ "svmName": "myNewSvml"

"svmPassword": "optional, the API takes the cluster password if not
provided"

"mgmtLif": "optional, to create an additional management LIF, if you

want to use the storage VM for management purposes”}

HA Xt

{EFLLT API EBTE HA Xt _E QIR TZAE SN :
POST /azure/ha/working—-environments/{workingEnvironmentId}/svm

EIERERREEZLUTSHR:
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{ "svmName": "NewSvmName"

"svmPassword": "optional value, the API takes the cluster password if
not provided"

"mgmtLif": "optional value, to create an additional management LIF, if
you want to use the storage VM for management purposes"}

BIRET RRFAMN HA Xt EBTFREE I
£ API, ER]LIEan R AMIERET = HA ECE BV RERE ML

Fraz Al
EH e IEREHENRFKEIECloud Volumes ONTAP BYTFHEREIMA. FRRINPREETE "NetAppiR HAVELR",

BB TFAEE U
EEMAFHEEMN, ENZRENEFEEIWNAFRFE SN RIREN S

TR
* AT APHEBERET R AR LEa R FHEEDMWL:

PUT /azure/vsa/working-environments/{workingEnvironmentId}/svm

EIERERFREZLUT SR

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* ERLUT AP IERES R HA X EBIFAEE I

PUT /azure/ha/working-environments/{workingEnvironmentId}/svm

EIERERPREEZUTSH:

"svmNewName" : "NewSvmName'",
"svmName": "OldSvmName"
1
IR 7 i B2 ABARTL

EETRIE HARES, MREFEEIWKEEMERE, WA LOFEMRER.
p
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* SEALLT APHERBRIERET RS LRFMEE ML

DELETE /azure/vsa/working-environments/{workingEnvironmentId}/svm/{svmName }

* FHELUT AP A RRIER HA 3 _ERITZRERE I -

DELETE /azure/ha/working-environments/{workingEnvironmentId}/svm/{svmName }

BEXER
* ERER API
* "Cloud Volumes ONTAP L{E 2"
* "RENFRERAARIRRT"

* "fEFNetAppiTHl &HY REST API"

7 Google Cloud F & Cloud Volumes ONTAPHIEIEAR S 1F6ERE I

FHEEPWEEONTAPRIZITHEIW], AT AEHNE P iGieHEENSIERS. &rJaEH
EXE—D SVM_8i vserver . Cloud Volumes ONTAPERIABRE — MEEEIL, BE
Lefil B T AN TEAE B A Lo

E7E Google Cloud FEIEMEREEMEUERSEEEMN, EROZER APl, X2EE APl Bt 7 8IE27EE
REIMVIAECEFrEMEIEONTIE, CIEEFMEEIIE, NetAppiEHlERECEFTFER LIF ARSS, LUKRIFMHEEI
HHis SMB/CIFS @{5FrFHY iSCSI LIF,

A Xiz{TCloud Volumes ONTAP API JARRIE R, 1SR "EE—1 AP AR

SIFTFAEE NI E

MCloud Volumes ONTAP 9.11.1 FF4&, IBIEERIFEIE, SIFEERERENZS NMEEEIN. BE2iH "Cloud
Volumes ONTAP %175 ER"8E 2 A Cloud Volumes ONTAPhRZS Sz 15 H97Z (& B 2 2,

9.11.1 ZAINFIA Cloud Volumes ONTAPRRZE] 32 15— EiEAR SS A EE WA — B F R E R B AR F i
REPMle WNSRIRTFREE I A LR, &R LURCE B AR R IMWLEITE IR,

BIRTFAERE AN
RIBENEENIFANERE, EAJLUER API ERETRASRNS A AN (HA) BEFEIES MNMEEEML.

XFIAES

LG AP QIZEFMEEMNHAREFIFHIMNEEON, ERISEREIR default-data-files BT M NAS HE
LIF FBR AT ARSS FRFELARINEI A T H s EIRIERERY iSCSI #UE LIF, BILAESUEFAERE I L SEhEsRRs |

* data-fpolicy-client
°* management-ad-client
* management-dns-client

* management-ldap-client
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* management-nis-client

Fraz Al

=R e REFERENRA 88/ Cloud Volumes ONTAP HA Xt BIETFERE M. FRBEINREETE "NetAppiE
HIEER"S

PSR
ERLLT APl EBERET R A% L REEME VM,

POST /gcp/vsa/working-environments/{workingEnvironmentId}/svm

EIERERFREEZLUT SR

{ "svmName": "NewSvmName"

"svmPassword": "optional value, the API takes the cluster password if
not provided"

"mgmtLif": "optional value, to create an additional management LIF, if

you want to use the storage VM for management purposes”}

HA %t

ERALLT APIERBTE HA 33 LI TFAE I

POST /gcp/ha/working-environments/{workingEnvironmentId}/svm/

EIEREFEREEZUTSH:

{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if
not provided"

}

EERTFEEIMN
£/ API, &R LIE SR MMERET R HA BECE RRITFREE ML

Feaz i
EHIaRIEEERSENRFXEIECloud Volumes ONTAP HA XHITZE I, FRrEERNIREETE "NetAppiatay
BUER"

BB TFAEE I
BEREFEEI, ERIZIREINE FEE A EEEDWB 2 REN S,
p

* ERAUT APHERERET RASR LER R FMHEEDI:
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PUT /gcp/vsa/working-environments/{workingEnvironmentId}/svm

FIEKREEFRESLUTSE

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* ERALT AP HBEdR R HA 3 _ERITEAEE ML

PUT /gcp/ha/working-environments/{workingEnvironmentId}/svm

EIERERREZUT SR

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

FRIBRAF fi EE AL
RN R HARER, NREFEEIWKEEMERE, WA LUFERER.

TR
* SEALLT APLIEBRIFRET R RS LRIFMEE ML

DELETE /gcp/vsa/working-environments/{workingEnvironmentId}/svm/{svmName}
* FEALLT APLEARRIER HA 35 _ERTERERR I :
DELETE /gcp/ha/working-environments/{workingEnvironmentId}/svm/{svmName }
HBXERE
* WER{ER API"
* "Cloud Volumes ONTAP L{EF2"
* "RENFTEHIARIRFT"

* " NetAppizTHl &HY REST API"

HCloud Volumes ONTAPI& BEZEEIMN AR E

NetAppizHl & TR EFEEIAN (SVM) KEME KB R R IF. ERITXLEES,
15fEFONTAP System Manager E{ONTAP CLI,
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WNER7E N Cloud Volumes ONTAP RS 2 [E]i& & SnapMirror SVM £, MIEFIARERD HA M RFESHHF D
BNERAZEH T, BT EE HAXNHEBET AR5 2 (8)1& & SnapMirror SVM El,

BXONTAP CLI $tHR, BSHLIT X,

* " (SVM KM E EERERIER) "
* " (SVM KM E IREER)

ZEMEIEINE
fEFINetAppINZE iR R =M% Cloud Volumes ONTAP_ Ly

Cloud Volumes ONTAPX #¥NetApp&ENE: (NVE) FINetAppR &M% (NAE)s NVE
NAE BEFHRHEMNARAZE, AIEMATE FIPS 140-2 fREMNESERSEIENS, "THREX
XEENNZRR B RNEBZER" .

NVE #1 NAE 395N A E IR 2 2 o

R def::aws[] endif::aws[] #0Rdef::azure[] endif::azure[] #1Rdef::gcp[] endif::gcp[] d1Rdef::aws[] endif::aws]]
R def::azure[] endif::azure[] YR def::gcp[] endif::gcp[]

{EH AWS ZiAEIEIRZ EIECloud Volumes ONTAPINZ 24
SR LUMER"AWS RSB IERS (KMS)"7E AWS ZBERIN AR FE P RIFIERONTAPINER

Ao
AI LA CLI 3{ONTAP REST API B AWS KMS HYZtAE IR,

/A KMS B, EFEBIABER TERLIE SYM 8 LIF 5ZAE R #HTEE. TAEEMNEATS AWS
B MIIERS HITES. NREFHNERERER, EHRETEERAAZHEERS,
Fiaz I

* Cloud Volumes ONTAPRZUIETT 9.12.0 S E SR

* BB REENE (VE) ¥FalE, HE

* BB LR RSHFANEZRAEIE (MTEKM) I,

* R E S SVM BIER

* B URE RN AWS iTiH

(D) mRErwE s RESH,

ficE

AWS

1. Bl — M E T AT EENEN IAM BERERN AWS KMS Zif, IAM AU S AT g
ERYERES

° DescribeKey
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° Encrypt
° "Decrypt 2IZW, BFSH"AWS XI5
2. "EIEHEE IAM FAERNHEE, "BEREZZHF DescribeKey, Encrypt , #l DecryptizE,
Cloud Volumes ONTAP
1. R 2&RICloud Volumes ONTAPF1E,
2. YR EISEAPRRS! :

set -privilege advanced

3. B AWS ZEEER:
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HBIURRE, WA,
5. #ai\ AWS KMS BEIEHACE :

security key-manager external aws show -vserver svm name

£/ Azure Key Vault Z¥£Cloud Volumes ONTAPIZ%54A

&R LUER Azure Key Vault (AKV) £1R$F Azure ZRERIN FBIEFHONTAPINZEZ A, 15
27" Microsoft SX14",

AKV {RETFIFRIFHIE SVM HINGtAppEIE (NVE) Bl AT IRESES, WEMONTAP 1",
LU CLI {ONTAP REST API [BF AKV Z$AETE,

£/ AKV B, FFERINBER TERHIE SVM LIF SEAERRRIEBEE. TREENERETS=IRERNG
BIIEARSS (login.microsoftonline.com) H1TE(S. NREHMEIERER, ST I EHIBREATE
BRSS.
FaZ i

* Cloud Volumes ONTAP#ZIETT 9.10.1 S E S ks

* BERESNE (VE) FAHE (NetAppBINZEFoE= BoiRETEE N EINetAppZ HFEMBICIoud Volumes
ONTAPZ %4 L)

* B URB S MEZAEE (MT_EK_MGMT) ¥Fa]iE
* BB SRR SVM BIE A
* BXH Azure T
PR
* AKV REE7E#E SVM EicE
* NAE FEES AKV —iEf#AH, NAE EEIMBZIFH KMIP BRSS25,

* Cloud Volumes ONTAPT 5258 15 £ $4Ci8—X AKV, LUIARIGRIEFZ AR A, tiiaER R AR
BN, FEERESIHESLAENE (B8 1 /06) , EELFHRIRES.
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fcE1E

HERRY 5 TR T a1 @ Azure SEARERICloud Volumes ONTAPER & LUK tl{Al 832 Azure Key Vault F122%A,
MREELTERXESE, FRECABEHNREIRE, 15T LE Azure Key Vault, FAFH4ECloud
Volumes ONTAPEZ &,

* Azure N FTZRE AR

* B Azure BEF IR

* Bl Azure Key Vault

* BIENNEZA

* Bll# Azure Active Directory i (¥R HA)

* Cloud Volumes ONTAPEZ &

Azure N B EA

1. B E SFTE Azure 1T IR 5EMEZE E Cloud Volumes ONTAPATFii8] Azure Key Vault I 2T, 1
Azure [P HR, SR M.

2. EEEHEM

3. NIENNAREFRE— N BMIFEEIFHNAREFEE, FRINRENEF B LRE Azure Key Vault BIfE
Fo #EHEEM.

4. 11 Azure BB O, EEEFMONBRER. BHRBAERF (FFH) IDMER FEF) IDEFIEIRS(
B, THEEHNIMIEFEREEET.
B2 Azure B IR
1. 1£ Azure Key Vault N FEMBY Azure TP, ERSEBNZ EiK.

2. BB IHERH, NENEPHEZIHHBA—INEEXNNET. NetAppERiXMEXMHEIN 24 MNF; BZE, &
IS E =R IE R e EEREMIRE,

3. BHRAMURIEBREFIHZH, EFETFIIHNMEFNSR, HFEEERERSNMNE, WEHEEE
FCloud Volumes ONTAPELE, HEBHZNERE, MBEBEABET.

87 Azure Key Vault

1. MNREBFWMEB Azure Key Vault, MELUEEZERZZICloud Volumes ONTAPELE ; B2, R IELS
FEFRANIR B IR IH R SRR

2. 1£ Azure I'JFP AR, Sf1El Key Vaults 2453,

3. BE+EIRHBANFMRESR, SERRA. KENENER. b, BANRBEMRMREZENIER, HERH
REELERERBRER.

4. JEET—DREF IR R,
O, WEFEELUT R
a. EIHREET, EEVault 1719 5REE,
b. EZIRIAIAT, EFAzure BEEMNZHITEMNE,
6. JEAF+ R LRI 7] REE,
7 EMEIRECE T, BETHERE, AREFEER. NEEBEEER,
8. EES I THAIRKSRE (FA. WE. IEP) , AREXRBIIRINEPEZSELIEZEFIE R BRINR, &K
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%:
° RIEPR: BiER 20 D
° MERIR: BiEE s 4
o JEPAR: BiEE 16 D
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




9. BEHT—¥, HBREE Azure FEIENFAEEMNBIEFAzure N AERE T, EET—F,

() srEmREsE— T,

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy

Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal
£ Search by object ID, name, or email address
Selected item

Mo item selected

10. BET—HFHR, BREEEZHEE, RAE, BHEIE.
M. T —# NERIET,

12. @ HHIMKRISE HESERENENEE + SIRREIBRTARERE. (WKHEHETERAER
BRI mR 2 HARE, )

13. iEREBAREE URI: EEENZAREED, SMIBRREHMEMNTIEF Vault URL, EEREEERT
FEENT B,

BIEINZEH

1. 7E&73Cloud Volumes ONTAPBIZHY Key Vault 328, FAnE Keys £,

2. EFRERIS N RO ER,

3. BEINETIE B N AR

4 REUTEER:

° NEZAZM

281



° BIAFEE: RSA
° RSAZFAAR/N: 2048
- BEHA 2
S. FEHEBIERAEMBZE A,
6. R [ElKeysH £ HiEZEENINICIZHZ A,
7. EELRRATHESRID, EEEHEM.
8. HEIFPIMRTFE. EF URI, B ERSEEBIFRE,
872 Azure Active Directory i (1XFE HA)
1. X% 1&7 HA Cloud Volumes ONTAPR 4L E Azure Key Vault B A E LT T2,
2. 7£ Azure I"]JP RS EI EANLE,
3. 3#E#FEBECloud Volumes ONTAPRSFRIEINMLE, AGIEHRE NE A MA TS,
4. MFFRFEECloud Volumes ONTAPERE R F M & Ko
5. SMEIRSIHRITH, £ FIXER, EEUTAE:
o Microsoft.AzureActiveDirectory

o Microsoft.KeyVault
° Microsoft.Storage (FJ3%)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. EERFRBREMIGE,
Cloud Volumes ONTAPHZE

1. EREEER SSH ZFIRIEETISEFEIE LIF,
2. FEONTAPHIHFNBRANRIE :
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3.

4.

5.

284

set advanced -con off

HEPTRAVEHE SYM HISIEHE DNS BiE:

vserver services name-service dns show

a. YNERFAFEEIE SVM Y DNS £ BZEHBEES Azure DNS 8, NIEE #mﬁ&m;ﬁfﬁo MREHE, &
AR SVM FhN3EE Azure DNS. A DNS s{A AR S %%E’J DNS RZe85% B, XWiZE&EEBEER
SVM 9% B ILER:

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. IGIFE JEKIE SVM 6% DNS RS

vserver services name-service dns show

ERANBRERIMEREFENE L ID F1FAF7 1D FH Azure Key Vault:

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

@ X full_key URI'NMEMZF]A “<https:// <key vault host name>/keys/<key label> &=

FIhiE R Azure Key Vault [5, HiI “client secret value' & H I $2/RBY,
EXRHEIERIRE:

securlty key-manager external azure check %t 3& a0 TR :

::*> security key-manager external azure check

Vserver: data svm name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

R service reachability WKR&FRE 0K, SVM EEBIENFHEZMINRILR Azure Key
Vault fRSS. HRIEH Azure ML HEIRFIR R SELIEEHIFAE vNet B *Azure Key Vault AH&4E S, W
%Tﬁiﬂﬂlﬂ:, 15E B A Azure Private Iim = M vNet AEBIA[E] Key Vault, fERIEERFEIE SVM _ERIMNERS
FHNFZERBERIHREFAE IP ik,

iX "kms_wrapped_key_status ¥Re "UNKNOWN E¥IAECE R, ERSETH OK F—EMZEE.



7.\ 1% BIENR % LASSIE NVE B9ThEE,

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

MNRAIEBIEH, Cloud Volumes ONTAPE Bt EEH B AEINE,

8. MINEEEROIEHME, WRENE, -is-encrypted BHEETRA true.

vol show -vserver SVM name -fields is-encrypted

9. \ik: WIREEH Azure Key Vault FHIIEIEH EHEE, BEAMUTHS:
security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

RS
* "{&ECloud Volumes ONTAPLLTE Azure H{EEE P &S IBMZRER"

* "Microsoft Azure X14: %XF Azure Key Vault"
* "ONTAPER <& E15m"

£ Google Cloud KMS &1ZCloud Volumes ONTAP/IIZ % $A

f&a] LUE AR "Google Cloud Platform BYZ$HEIERARSS (Cloud KMS) "#£ Google Cloud
Platform ZRERIMN TR RIPERICloud Volumes ONTAPHNIZ Z$H,

A] LIfEEFONTAP CLI 8{ONTAP REST API B Cloud KMS HZ5AEIE,

£ Cloud KMS B, EFERINER TEREIE SYM B LIF 5ZZATBIHRHTERES. TREEMESAT
5ZRMEENSHIIEARS (oauth2.googleapis.com) HITBE. MNREBHWELLERER, ST AER
FAZAEIERS.
FreaZ Al

* MRS ZIE1TCloud Volumes ONTAP 9.10.1 & S hi4s

* BATEREIE SYM,  Cloud KMS REETEEIE SVM EERE.

* eSS SVM BIER

* NZ1E SVM EREEMNZE (VE) iFrliE

* MCloud Volumes ONTAP 9.12.1 GA 78, TN LEZHFMEZHEE (MTEKM) FrIIE

* EEFWM Google Cloud Platform 17

fcE

Google Cloud
1. #E48M Google Cloud g, "G GCP ZAFFEA" -
2. 9 Cloud KMS Z$A#1Cloud Volumes ONTAPARS P S EEE EX A .
a. QlZEEXAE:
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt,cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—-—-stage=GA

b. HECELIBNAEXAR:
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location --member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

@ WNEEEARIZCloud Volumes ONTAP 9.13.0 XE S hiids, NEFCIRBEX AR, &
AL EEFIE X B [cloudkms . cryptoKeyEncrypterDecrypter?] A8,

3. TEARS K, JSON Z$A:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. FREEIEN SSH B IREEDISEEEIE LIF,
2. )RS RAELRF :

set -privilege advanced

3. J¥#E SVM €U DNS.
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. 83 CMEK £ 8:
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

o HIMREREY, BHMANER GCP KA HRIARSS K, JSON A,
6. WIAEFRAZRIN:

security key-manager external gcp check -vserver svm name

7.\l BIRERMIAIMNE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

HPEHR
NRFBEHITHEH R, EAUELANKER TS EHRIRERIG RESTAPI BE:
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1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

73Cloud Volumes ONTAPS FENetAppEh R4 PR R 5 5

HERVHREZRBEWAIE. FHIRMNEZE, NetAppizhl Q£ EETSSEHERITNetApp
MR RS R TN ERHRREXGT BRRBIPN B T8RP (ARP). X
LR EAF I, NS T BRI A,

DA WE R X RS

1 & _ERBZRIREGBAIPIL B I EF] FIONTAP FPolicy THAERBATEE Il B SRR ST B EL,

TE
1. 7£ Systems TiE L, WHERENFEREZRIMERIPEICloud Volumes ONTAPR LRI Z FRo
2. FEBPREI R b, BHTHEEER, RAEREHBRREGHIFZIHMHEER.
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Information

Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

3 Tags y

Hot i

Standard_E8ds v4 2
Capacity-based
Not Supported f

off &

Not Registered
Disabled 2

4

3. KHENetAppEI R FRRTSZ
a. IRENERBARIBRES, BEGBURIRIARE
NetApp Snapshot SR R 7 Al SRR (ERIEN RN BRI R, BIIMENXBEMRZRRHED
PiE, RIBEIAZRIR, AIRLESZIRARIR, tiTEA] IR HEIB RN XA BIAHTRBAEME
R R RHEREIRIE

b. ii‘ﬁ%&% FPolicy” L{/ZF ONTAP B9 FPolicy iR AR, %R AR LIARIEX 4 BRI 412
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LEFRPs R R TS FilS FE LE T BB BN AP SR B SRR S M B R AR I B9 3P

#AIA FPolicy SEEI=FRIERB AT BRAIXHF:

micro. MNZ. BiRE. NM0%E. crypt. crinf. r5a. XRNT. XTBL. R16M01D05. pzdc. ¥f. MAMG
I . OMG! . RDM. RRK. encryptedRS. crjoker. EnCiPhErEd. LeChiffre

L{&FECloud Volumes ONTAP _L3#5E FPolicy BY, JEeIRRILERE. ZIIRETELAH
TSRS, R LU Cloud Volumes ONTAP CLI B8 vserver fpolicy policy

scope 3<% BEXWALERI S B R

Ransomware Pratection

1 volumes without a Snapshot Policy

To protect your data, activate the default Snapshot policy for these volumes

Activate Snapshot Policy

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
based on a file's extension,

View Denied File Names

Activate FPolicy

EESIERNEIhE

Cloud Volumes ONTAP3Z 3} B EEIZRE B4R (ARP) Thae, ZIhaex TR BTN, UEEIHENHESH

RERBARNH RGN F EIER.

S8 AR BB RIPD T "SI E", ARP RefEA TIFAH 2 RIERNEIN =F
BEHAR AHBEREER. HRWEMIFISEN ARP ThEErI UG & EA, USMLENSTRREF.

ARP Ih8ER] 5 BV AIIE (BYOL) —i#2fEMA, FHEXTETMIMY BN I EHIHITIRAER TR,

B ARP HIERBIEERS FEIEI T IER

) ARP ELE BBITONTAPARZEIEEFIONTAP CLI H11THY,

B XUNE{FERONTAP System Manager FIONTAP CLI ZH ARP FNEZ5 8, 15815 "ONTAPX 1Y : EHEFE

ENFERIF LIRS
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Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup
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Information Features

System Tags 3 Tags

Scheduled Downtime On

S3 Storage Classes Standard

Instance Type mb5.xlarge

VNN NN VDN DN DVNND

Charging Method Capacity-based
Write Speed Normal
Ransomware Protection Off
Support Registration MNot Registered
WORM Disabled
CIFS Setup

3. fERE XML
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304



Schedule Downtime

Console Time Zone: 13:48 UTC

Select when to turn off your system:

Turn off every day at 20 : 00 for 12 haours (1-24)

Sun, Mon, Tue, Wed, Thu, Fri, Sat
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"user-private-dns-zone-settings" : {

"resource—-group" : "<resource group name of the DNS zone>",
"subscription" : "<subscription ID>",

"use-existing" : true,

"create-private-dns-zone-1ink" : true

X “subscription {X HFAHE DNS X 5156 & IEAITIRARRN A EEXHEF,
4. REXMHHFHEEH S RIE
TEEEMBD.

B RSEENR

NRIEH S TEEREIRIEREE Azure TRHEE, ©RTRE Azure TRHERERRIE R TTMZRE. €l
BRAS (B PTRIHAR) B, SEE HAX EHRITUTREN, ARSLREXMER: IEHRS. Ml
BERSFMEEREET 32 TiB B EHFMEK,

NRIEH S TELIRE Azure TATERE, ERILIBIBRBERKERRINTAN. XEPTFHREZTEETAR
MR EME,

NRBAELR, EH&REIEZREHBIRIEAZZRIEN—E D CIRNFAERIR.
&R LUBIE AP S EE#T app.conf XH3REBBEIR.
#@d APl BAER
S
1. f5/ "PUT /occm/config' A8 LU FIEREEE API A :

{ "rollbackOnAzurePrivateLinkFailure": true }

ITE# app.conf BAEIR

B

1. 1@ SSH EZRTHI A RIBENENHE

2. EfREILLFER: /opt/application/netapp/cloudmanager/docker_occm/data
3. Ym4E app.conf, FMNLATSEFNE:

"rollback-on-private-link-failure": true

. REXMGHEHES R,

REBEEMED.
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7 Azure 1548 #£5HCloud Volumes ONTAPHY Azure &JR4H
Cloud Volumes ONTAPXz #3 Azure ZE4E# 5, B T{ERIZNTE Azure ITHI & H#HTT,

&1 LU Cloud Volumes ONTAP RS ME— Azure iTIRIAMI— N RIELZENE Azure FHIB—NERH, A%
BEARREB Azure 1TIRZ B ohERE,

$HIE
1. #iB&Cloud Volumes ONTAP& 4, 1555 "Mfilf:Cloud Volumes ONTAPZRZ:"

2. 1£ Azure IEHI B HITRIRARE DN,
BT, B85 " Microsoft Azure XS BB R IRFZohRIFTEIRIRA S ITIH™S
3. RSy TEL, RMAERS,
4 ERFEEPEHRINERE,
#R
AENEZRE (BIWL. EE. FeEtkFP. WEEO. REB) UFHeERAR,

7£ Azure FEE SnapMirroriii£

{8 Azure FHYCloud Volumes ONTAP , &I SnapMirrorE flliRE S EUEMNEIER
B98. N7 ESnapMirrorEHRESHIERERS, EFEEMI—NHENEZZEOF
(NIC). —MBXHIEEEE LIF F1— N AReT B EHF M,

%xF Azure FfSnapMirrorii EfRE

BIAMBERT, NetAppizhla %Eﬁ—?lﬂt@ﬂ%moud Volumes ONTAPERZEHRIFRE NIC # LIF, TEXFHED
B, Snalerror’E%U/mE*Dy&?E*U EnEFEAERNFM, FRESnapMirrorieF BT T/ERBEIB T
ENEERENIME FMAIERIN M,

&1

TEERTHERTREPES, EAMIN NIC. XEXRISEELE LIF MARTEERF M3 SnapMirrorE &R EH1TIR
Bo HAXEZERAE ARG,
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—M New’
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Lesean Destination- T St

network security |

group

VNet routable Intercluster LIF Cluster peering

Vserver peering
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A — Source-subnet
Default Default
domain
Source
Faazai

BT ERED

(At

* 82 BEMICloud Volumes ONTAPEETI sagf HA XIEBE (VM 3251) RN NIC LASEEISnapMirroriEFE

* BAINFRY NIC, EEREBRY VM SCRIRB AR BRFERRY NIC,

RSB BATEREN Z AT LUARE— N EIMMLE (VNet), BIFREEERZ Azure FIFYCloud Volumes ONTAP £
%, TREEEALIE Azure FHICloud Volumes ONTAPZRFAELONTAP R L,

FIE 1. SIEESMY NIC FHEZZIBIT VM

TR MEAE X WEICIZENTIN NIC FHIEEMNEI B4R VM B8, B4R VM 2 Azure FCloud Volumes ONTAPH
HET R HARRSE, BEEEFIZEETIMY NIC,

PIE
1. ZEONTAP CLI #1, {E1EiZT 5,

dest::> halt -node <dest node-vm>

2. £ Azure [JFPH, BB VM (TiR) KERESERFL.

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>
-—query instanceView.statuses[1l].displayStatus

3. {8/ Azure Cloud Shell H18Y Bash IfR{E LT S,

a. 'fg.u::ﬁ-/n\o

319



az vm stop --resource-group <dest node-rg> --name <dest node-vm>

b. fEFFD T =0

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. BEENZRL2AMN, ERNFN CREFHFNMNBRERETFM) EREK,
a. T BRESMI L BIZHBY NIC,
b. EHIREEFFWAIFR 1D,

az network vnet subnet show -g <src vnet-rg> -n <src_ subnet> --vnet
-name <vnet> --query id

C. fEFIRERFMAIFM ID £ BAREM LRI NIC, EXEMAH NIC BIZT,

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
--subnet <id from prev command> --accelerated-networking true

d. {R7ZFAEIPHEtE, Ith IP #itit <new_added nic_primary_addr> FBF1E/ &1, # NIC FUEEEE] LIF,
5. J&#H9 NIC MInE] VM,

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics

<dest node-vm-nic-new>

6. BRI (TR) o

az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. 7% Azure [P HR, 33| 4R HHBIAET NIC (540 nic-new) ZEHBEMERMKZEEA.

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

XF HAXMERE, BNEEUHTNTREEXESE,
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HIE 2: 7% NIC BIEHTAY IP =ia). [ #EIANEEE%iE] LIF
858 LIF B9 IP =R NEEF B EHIRINLSITHEER M T 1B E D B
fEFONTAP CLI IfTUU TH B,
p
1. QI IP =8 (new_ipspace) o

dest::> network ipspace create -ipspace <new ipspace>

2. 73789 IP =j8] (new_ipspace) LERIE—ANT #EHFFARM nic-new ixH,

dest::> network port show

S WFBRETRAL, MANNKAOR _eOb_o MFEBILEMWERN HAXIE, FRNNIKOR e0d, WFA
BT Blob By HA XERE, FrAIlRYiRAE eleo ERATIRBAMMAREMNZI, BIIBETERTREN

node showo

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. TEFRBIT B (new_bd) FIFTEY NIC (nic-new) L BIZREEEEE] LIF,

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

o. IIEHTBYEEEFIE] LIF A,

dest::> net int show

HF HAMEBE, BMEENET SESXLESE,
$ 3. WIERASH BRASKZ BNERII ST
ATREEXNARIERRANBITRF ZEN X EX RHEA,
fEAAONTAP CLI FUITUU TH B,
Bt
1. IOTEEARSEBEAVEBEIE) LIF 2T AT LA RESBERVERBEIE] LIF $A1T ping #21F, BT BEIREERITIG S,
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b B4R 1P it 2R ERYEREEiE] LIF IP Stk

dest::> ping -1if <new dest node-ic-1lif> -vserver <new_ ipspace>
—destination <10.161.189.6>

2. IiFREERFRVEEREE) LIF BT AL ping BEAREEAVEEEE] LIF, BirEEBir LeIERHT NIC B9 1P ih

o

src::> ping -1if <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

NF HAXEE, BNEEUHFTREEXESE,

TR 4. ERAZMETARZEILIE SVM WFiEER

AN REEXMEATRERAFMBIRR R ZEEIE SVM WEFRIHE,
fEFAONTAP CLI $1TIA T &,

p

1. (ERRSEEHE LIF IP b E A BAREBin L RIBERBFNE —-peer-addrs. WF HAX, FIHAENTREVE
E848) LIF IP #3UHES -peer-addrso

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new ipspace>

2. ANFHFHIAR,

3. (FFBAREEEE LIF IP At ERIREREN P ik, EIR EOIEERINEIEIE peer-addrs, FF HA XS, 7l
HFENTI SR BAREELE] LIF IP #3tERN -peer-addrs.

src::> cluster peer create -peer-addrs <10.161.189.18>

4. W NFHINERD,
S MEBEBERNE.

src::> cluster peer show

FRINH X EEZEE AN FERPER T B,
6. 7E BT LRI SVM XWEEiERE, JR SVM F1B4R SVM #NiZ 253E SVM.
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. % SVM JFER,

src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>

8. K87 SVM EF WS,

dest::> vserver peer show

FITERE R peered* MM ENHEF E R snapmirror®.

S 5. EREASKNBIRRS ZEIRIESnapMirrorE%FlIx £
ATIRME X NAEERASH BIRR S 2 8 el SnapMirrorE il < 2 AYi% BH,
B ohI AR SnapMirrorEFIX %R, KL TRIIASnapMirrorEfIx R, AEBAIEEFISnapMirrorE filx

zJNo0

{EFHONTAP CLI iiTIU T H 2,

p
1. 7815 SVM LeIZHIRRIFSE.

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. B LeIESnapMirrorEfIx %R, HEREES HIFISnapMirrorSRBEFII1.

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5min

3. EBR LB SnapMirrorE §lIX &R,

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. 7EONTAP CLI A, BTIE{ T T i< IRiESnapMirrork 2R :
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dest::> snapmirror show

XEZIRERE Snapmirrored  XRANERERE trueo

5. B]i%: TEONTAP CLI #, BITLA a2 EA SnapMirrorkx RRVIZIEALIE R,

dest::> snapmirror show-history

5E, EAUEHFENENE, BXHENERE, ARIEEEREHEIBTRE.

Google Cloud EIE

E X Cloud Volumes ONTAPHJ Google Cloud #]28353!

7 Google Cloud H/E5Cloud Volumes ONTAPHY, & BT LAM Z A 8538 B TR,
INRIEHE LHIHMNBREE K NHAKR, TEREENTR, &o] AR E kB 23

KA,

KXFIAES
* W ITECloud Volumes ONTAP HA X E BB &E (XZAINRE) o WRAFZE, MWREFEK.

"ONTAP 9 Xt4: BFEEBIRENGS"

* EHHREBATRER MM Google Cloud AR 25,
* ZIREEFBENCloud Volumes ONTAP,

WNFRTRRSR, 1/0 WHE,
F HA XK, XTI ELHURY, HA ISR R,

NetAppfZHl &3BiT B EiE E H S B ER—RER— T, NetApp MR BRIEFMELL
SRS NAIREHT 7, 3 E8E A MBF BOEARE, EEENT
, 1 U0 RIMEE— LB, ERARMT NFSICIFS EENEREE,

p

1 B RETEL, ERERS,
2. ERRIRTR £, BEINEEER, ARRE AR S URHEET.
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EEEinR AR EESENSHIIE

ERNEER, ERILIAMNEHISIARIONTAPRA S EIERNAF BUES ML, &R LIRIEONTAPR - A&HE
[ERVIHIRNIRE S, HRIEFEEAIEASMHNIE. NMREASMNRIE, WAFRSIMNERISRRLAERE
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BAEUEREERERLRAREES,

@ IR BiE AT AL K~ RAIONTAPRE P EMERIGHIE, FTitCloud Volumes ONTAPE
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1. NEMIS3Ed, SR FEE> 818,
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Cloud Volumes ONTAP CLI £f&8EWSIZITARE B e <, NTFSRESHEESNER
CLI K, BER—MAHERNLE, ErILUERREINT (SSH) ERE! CLL,

Feaz i
f#F8 SSH %#%Z%ICloud Volumes ONTAP BYEH A TEE 5Cloud Volumes ONTAP BIMLEZEE, a0, &ATEE
TEMNSIRHBEMEPRIBEE EH#H1T SSH,

@ LEREE S AZ BB, Cloud Volumes ONTAP HA BECEBEAE 5 IP i {E N B B IREO,
XEKREINPBAARTH, BRTMMETFE—REENENHITEE,

P$IE
1. ZENetAppizHl &S, HEEBEEIZON P Hit:

a. MEMSMEES, EREE>EE,
b. £* AL T1E L, %#ECloud Volumes ONTAPZA %,
c. ERIAMERSERIVEREIE IP i,
2. £/ SSH FHEIEAKFEZFIEREIRED IP ik,
=

TEETRTEER PUTTY RIRA):

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 |22 |
Connection type:

OBRaw (OJTeinet ORiogin @SSH (O Senial

3 EERIETMT, WAEERKFNEL,

51F

Password: *****x*xkx%k

COT2::>

AGERMEM

I9FCloud Volumes ONTAP fYAutoSupportis &
AutoSupportE ST RGN E BRI H EINetAppE AL LIXEHE. BIAMBERT, 81
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= _FERE A AutoSupport , LUER HTTPS EiEhN A AT LIXEHE, RIFH
u_tAutoSupportE S A LARIE XL B

W—RENEES B EHIRCloud Volumes ONTAPE B HIAEBXNIERE, BXIFARES, BSHENSRES
FIRRE K,

AutoSupportE3Kk

Cloud Volumes ONTAPTI R ENetApp AutoSupportfI HHiE B BXMiGRIE, Erl U EsEERFANRERR
FHEINetAppF AL HFLIXHE,

EﬁEE%DBEAi REENTAIF HTTPS REEALL Fimms, LU{ECloud Volumes ONTAPH] L& XAutoSupportH &

« \ https://mysupport.netapp.com/aods/asupmessage

* \ https://mysupport.netapp.com/asupprod/post/1.0/postAsup
WNER&E A ARk B BXEIE R & iXAutoSupportiE 2, NetAppiZhl &4 BBt & EAYCloud Volumes
ONTAP%,;.,LM%%?I%J‘*Tﬂﬂ’ﬁjﬂtﬁﬂliﬂ%%o —NEREHFRITHEAENZ2AR RS IRO 3128 #
TALEE, BEEEFHAAER, EFRETHILIEO,

WNRE A Cloud Volumes ONTAPTE X 7 FEAZBIH U AN, ABAEEFZEMRCloud Volumes ONTAPZ £4H 78 1F
Bid g 3128 #H{THILERE,

YIRAEER HA XY, T HA A BB HIEEBRAI,

FHIE EEENIpRIAT ARG, & LUNiAutoSupport IR E R IALIEER. BXIEE, 155i# "ONTAPS 1S
. 1&EAutoSupport"s

HEBRAutoSupportfit & i [E

ﬂﬂ%tﬂiﬁl_?&T_IFH HEEHIBTEBEHCloud Volumes ONTAPRAELE NEAEHI & RIEBENRIEIRS
2, ERREIRBEEaERN, REN<RARZI> TiERIEAUtoSUpportiH R,

TR IE SR AT RE = E 9 S R) &,
BRI S BRARR LR,

PIE
1. 3@3d SSH E#ZFCloud Volumes ONTAPZ %, LUEEELIMONTAP CLI BIEZR %,

"7 fRI{AEE SSH iE3ZZE|ICloud Volumes ONTAP"
2. BRAutoSupportFRFRIFMIRE

autosupport check show-details

MMM F A TAS:
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

R http-https ZEFIFPIRZES A“ok”, MIFKRAutoSupportit EIEH, BILIAIEEE,
3. MBRBRER, EWIEETCloud Volumes ONTAPTS SR #9XEE URL:
autosupport show -fields proxy-url
4. NRARIE URL BEAZ, 1BFZECloud Volumes ONTAPLUERAIEHI & HIRIEARIE:
autosupport modify -proxy-url http://<console agent private ip>:3128
5. BRIGIEAutoSuUpportiRZ :
autosupport check show-details

6. INRRBNAKK, 1EIRIECloud Volumes ONTAPHIEHI & IR 2 BIR & i@id ik 3128 EIi&EHE,
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7. NRIIEEZEEIRE ID AR, NEid SSH E#ZEEIIEHI eI,
"TIREXEH B RIEEEE Linux VM FIEZ{ER"

8-ﬁﬁﬁi/opt/application/netapp/cloudmanager/docker_occm/data/
9 ITAREREXH squid.conf

TR RERIT .

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet src {EECloud Volumes ONTAPZ%:H CIDR,
10. 0% Cloud Volumes ONTAPZ 4R CIDR MRATEXHHIEEHEEN, BEFHEIFNFEE, WTFIR:

acl cvonet src <cidr>

yﬂ %u/?ﬁﬂﬂﬁﬁﬁ E ) 1ﬁ Tguﬂféﬁﬂﬂﬁﬁ% E

http access allow cvonet

UT2—MF

http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. RIEEELEXHE, U sudo BHEHBoIIERSE:

docker restart squid

iR[E]Cloud Volumes ONTAP CLI #I&3FCloud Volumes ONTAPE S A] LU & iXAutoSupportiH & ©
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autosupport check show-details

#JCloud Volumes ONTAP AR 4 ECE EMS

EHEERSR (EMS) WEHETEXONTAPAZ LAEMNEHNER. BERKEHEA]
, BRILARESHTENKESMHERM (BFEpfFitit. SNMP BB ENHZLRAE
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o Disk Type @ Aggregate details @ Tiering Data @ Review

Select Disk Type

Disk Type

GP3 - General Purpose 550 Dynamic Performance

% General Purpose 55D (gp3) Disk Properties

Description: General purpose 550 volume that balances price and

performance (performance level is independent of storage capacity)

IOPS5 Value Throughput MB/s

L]
L]

12000 250
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IHII"B aggr1 B ONLINE see

INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size  907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled
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* Cloud Volumes ONTAP 9.12.1 S{E S ARz

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.0 £ 9.11.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8 F 9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"
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ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.
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