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@ Details, Protection & Tags o Protocol @ Disk Type @ Usage Profile & Tiering Policy '® Review

Volumes Protocol

Select the volume's protocol: @ MFS Protoco D CIFS Protoco O i5C51 Protocol
Access Control Export Policy (1 rule defined)
Custom export policy Manage volume's export policy
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Cloud Volumes ONTAP Charging Methods

Learn more about cur charging methods

Pay-As-You-Go by the hour

« Bring your own license

Bring your own license type

Capacity-Based -
Package
Professional -

— Freemium (Up to S500GB)
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SR LUERFohREHEF oI EEH &I, {ECloud Volumes ONTAPIAEE MNetAppTil B HIEENE &, &
AR R FFIRA REE BT H| & K IEH Cloud Volumes ONTAP,

EEEH S HE

IREITHI ERIENEF EEREIS5| A projectld 7 netapp-cloudmanager EINB RS 14190056516 HILER
SIS

ZBZCloud Volumes ONTAP

s ITHIB RSP EES| BIRS I E R ETE projectld netapp-cloudmanager FRIEEFINE /S
14190056516,

* ZHA Google API lRESRIBHIARSZ KR EE 5| BARSIE F projectld netapp-cloudmanager 1B 4R S
14190056516 FITEMER.

THEEXT R VPC RSB EEG TR A,

VPC RS54z 110 57 518
R VPC IREIFHIMMERFIFN, BEXBERMEZEE, 15iAHIR "GCP VPC IREZIEHIBE SIS,

ZIGEEHIQFMTHERES, BSMEICALRME VPC ARSSIERIAFHRIMATREE, XEFERNS VPC RS
EHIRBEIE 4L HAETHELE, E2EE, *FrE RNEB2H4ER, HEMNERNZEROR* S,

ANEIFLY

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
=7
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
o
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
e
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com

Service methods: All actions

LTEYIETE YRS ENetApp A F 78T HI B CIEF Cloud Volumes ONTAP FYE{G:AYIN B

netapp-cloudmanager.
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73Cloud Volumes ONTAP£!?E Google Cloud fRE MK S

Cloud Volumes ONTAPEZ Google Cloud RS RKLIMFE N BB, F— N 2UREA"
HIED B E I EIED EE Google Cloud FRYER S R1EE. E_ N EUTEA
"NetApp Backup and Recovery" & & D EIRM AR RIFME,

Cloud Volumes ONTAP{E A ARSS K RiF I BIE— AT 7 BHIENFMERE LIRS — AT &0 REMER.
TR LUSE— T IRSKFAHGERTRMAR. RSKASTIEE FHEEES AR,

il
1. 7£ Google Cloud F#I& 7, "BIFRZKATIE" o
2. FEFEHIE,

3. BEEIRARSIKF HIRMAAERER.

a. IRSFIKFIFAER . WARVAER,
b. #2F ARSI E BUIRIR . SR FEEER A e,
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Sevice scCount access
token creator

Storage Admin

e G Full control of GCS resources: @ 3]’13'}

Storage HMAC Key Admin
Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

C. TR IRRILARS KA BINIR : Fizh & AIERS K (EA_BRS KA B A AN EI RS KA.
WS BNNTFHIESERLFN. ENNMEFTEE,

el
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

T—F2M14?
fEfE 232 Cloud Volumes ONTAPR LS, EEEIRIFIRSHK o
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

BE P EEMNINZZ5A5 Cloud Volumes ONTAPZ & 168

&= Google Cloud Storage IR A SRTEREHIEE N Z e E#1TI0%E, BIEATLUER
AP| SIE2EHR T EEMZZ$A_MCloud Volumes ONTAPR S, XEREFERARAE
IBARS37E GCP R4 M EEAET,

p
1. HRIZH B RIRARS K P EF R AR TR F BB 1 B K5 R E IR,

PIREEUTXHFREM: "FOARNRS KPR ENREERAEMIIRREEREARS, WAIETEN
FAtEIhEE,

PRI T :

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

2. ¥R "Google Compute Engine REZ LI W EEAESE Cloud KMS INZ23/f25 28R

RSP IR IRER LI THEIC: “service-[service_project_number]@compute-
system.iam.gserviceaccount.com’,
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"Google Cloud X#4: 3% IAM 5 Cloud KMS £& 1/ - BRF A RAG"
3. B IAA get SIRENFE AR A" /gep/vsa/metadata/gep-encryption-keys APl BB EIE
GCP i=Hl & mH# bixF EFHRERIT,

4. NEFERARTFEENNEZRHEEIES BEIXNREME, NetApp Console=Z1t A A FMBRFAMERN
R, BEE%EERHA Google Cloud Storage 7@ REfEFAZEA:

a. B\ THEBE Google Cloud Storage ARSZ1LIE "Google Cloud X1%: RENEFERSTE"
b. SAAEINNEZEEAFH I Google Cloud Storage ARSZ IR B Cloud KMS Encrypter/Decrypter AR,
BXPFMES, 15217 "Google Cloud X14: EREF EEMNMBHA"
S. BIERLEY, 1BHTE API JERAER“GepEncryption"&#1,

B+

"gcpEncryptionParameters™: {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-
1/cryptoKeys/generatedkeyl"
}

15517 "NetApp Console Bt 314" B X “GepEncryption” 23 8 Z1F {5 B

7£ Google Cloud Fi&ECloud Volumes ONTAPiFA]

EIEREEIICloud Volumes ONTAPTERMIMITRNED /S, FEHRITIL T B sefEeliE
RGN IEEIZ T RIETL,

RERIG(E
R RERIEERS, %ZEEEMCloud Volumes ONTAP, &=l 500 GiB WECERE, "7 i#E xR Faig(ERR

SWEZEE",
p
1. NEMSERES, SR EE>Eg,
2. FRGTEL, BHRRINARLS FHiZENetApp Console Y B iHITIZIE,
a. T FAEEMERTIE L, RHEREZESRMNITIEY, ASRBIRTITIH Google Cloud Marketplace
FREY B A BN = So

BRIEEHEE 500 GiB WHECERE, BNELTEBIMIAITHAMNE, KNRGREMNERANELES

[e]

b. REEHIAE, ELEWEES ATTEA TR R RIE(E .
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Select Charging Method

Professional apacity A

Essential

@ Freemium (Up o500 GiB)

Per Node

i K B
10101
<

"&EETE Google Cloud R /E5Cloud Volumes ONTAP B9 415 BE" o

BT EROIE
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Essentials 1 Professional ER R LT L5 E 2458 2 8l M 3255815 -
* MNetAppIEBYFRIIE (B®FAE (BYOL))
* Google Cloud Marketplace F9#&/)\6f{3 2 (PAYGO) 1T
c FEBME

"THREXETEENIFINELZER"

LUITFE R NA T iR ERSHERREE,

BYOL

1813 MNetAppEIFETIE (BYOL) #TFUIRR, LUEEEASREHELERZE Cloud Volumes ONTAPR L,

@ BRI BYOL FAIERIME., EHAFLT, BXEZERE, 15EH "Cloud Volumes ONTAPHY
BYOL iFAI el B R" o

TE
1. "BXZRNetAppTHE A SIREFATE"
2. "B IEHINetApp X FFiL stk P 7R INEINetApp Console”
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c



[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
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StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."



[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION
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$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

fRIEESE

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz

(D &xmE Google Cloud SHERNESES, HSH "Google Cloud 141 SHE(E

EGREEZKIE
Cloud Volumes ONTAPHY Google Cloud BR{5%5 2 I61F

EIIFSHAY Google Cloud ERRE, EHATM NSS TEBMRIHE S LIIIE disk.raw
XHMBEXHARE.
FTREGEIETERIEHE
LR =2 Google Cloud & E&IIE TERFZRIEER,
* NM'ERZ2E", THEAUTXHH Google Cloud 714!
c ZRWE (.sig)
° BENANIER (pem)
° JEPEE (pem)

86


https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://cloud.google.com/compute/docs/images/export-image#console
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab

Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

If you are upgrading to ONTAP 9.15.0P1, and If you are unsure whether your company

s w ) . ) . ) ) View and download checksums

you are in "Non-restricted Countries", please complied with all applicable legal requirements

download the image with NetApp Volume on encryption technology, download the image DOWNLOAD AZURE-9-15-

Encryption. without NetApp Volume Encryption. O0P1_PKG.TAR.GZ [7.64 KB]

View and download checksums

DOWNLOAD 9150P1_V_IMAGE.TGZ DOWNLOAD
[2.58 GB] 9150P1_V_NODAR_IMAGE.TGZ [2.58
GB]

View and download checksums
View and download checksums
DOWNLOAD

9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]
DOWNLOAD View and download checksums
9150P1_V_IMAGE.TGZ.SIG [256 B]
DOWNLOAD
View and download checksums 9150P1 V NODAR IMAGE.TGZ.SIG
[256 B]

View and download checksums

* TEHEFIRE disk.raw X4

* ERIERHERIEES

* FREEAHENIERRIESZEE
c FRNAREEENNE, LUIRIEGSHIHE
° BIEETEM disk.raw XHERIHEE
° PRI MEE S TIE

Signature
Received data Decrypt Digest e valid, when
: _ digests match
Signature Public key

£/ OpenSSL J&iFCloud Volumes ONTAPHI Google Cloud & disk.raw 15

EarLaEE LA A TUEIE Google Cloud FEEY disk.raw XESHEXMHRNA "EXLE
5" OpenSSL,

@ BT RIEE &R OpenSSL &5<5 Linux. macOS #1 Windows #1285 &

Lz
1. {EF OpenSSL WKWiEiEH,

87


https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab

88

-
,'f—\"'_\f'.:umm

# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:



ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BTHEHD disk.raw X, EZJMEPRE—TBEFH,
3. {#F OpenSSL MIEPHIEEN A A,
4. [FRIENNAPRZEZFWIE FEM disk.raw XEHRS.
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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mmm aggri B ONLINE
INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled
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FlexGroup Volume

% Volume @ ONLINE Manage Volume
INFO CAPACITY

Disk Type GP3 Provisioned 150 TiB

Storage VM svim_name EBS Used 40.2 TiB

Tiering Policy Snapshot only S3 Used 26.3TiB

Tags 3

Protection @
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ﬂmm aggrl B ONLINE oes
INFO CAPACITY
Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0GiB
Elastic Volumes Enabled
S3 Tiering Enabled
ERE LRRSENTE
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3. EREMMNZEHBEERE
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Change Tiering Policy

Volume_1

i ] Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

@) 53 Storage classes Standard-Infrequent Access

@) S3 Storage Encryption Key aws/s3

IRHAFEEBRBIESENRE, NiEFaNEEIR— T HIRE.

RBEHERIPEN D ERE
Cloud Volumes ONTAPRI LU E#EMEIBRIFED REIBRER. MNREBTE, HEERINNSENENE

HEER.

p
1. MEMSHMSRF, EEFE>EE
2. £ 7% A L, #EEEEREEMCloud Volumes ONTAPRSE, AGERKEIEMEIEREEEFFINARS,
3. BRI IRME, HRZEDENEHBRHES BN RFE,

B+
a S3 Tiering i What are storage tiers?
*) Enabled Disabled
Note: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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= M NetApp console

Agents

Overview
Agents (3 /58)

Name 4+ | Location = | status (1)

tAWSAgent US East (N. Virginia) Active
S TREES618 eastus Active
Lol tAWS US East (N. Virginia) Active

4 EBET, PHEATERME - HEHEHTRZALE

Overview > Cloud Volumes ONTAP Settings

Edit Cloud Volumes ONTAP settings
Capacity

Capacity Management Mode Automatic Mode
Aggregate Capacity Thresholds - Free Space Ratio 10%

Aggregate Capacity Thresholds - Free Space Ratio for Data

e 10%
Tiering
Volume Autosize - Additional Size in Percentage to Which 1000%
Volumes Can Grow ’
General
Automatic Cloud Volumes ONTAP update during o
n
deployment
Azure
Azure CIFS locks for Azure HA systems off
Use Azure Private Link On

S IRIEENERENATATELLA, AREREERF

Organization
NetAppNew

~

Project ~ g ‘ o e

Project-1 -

Q Deployagent | «

Deployment Type = |

aws

H )
Edit Agent

Go to local Ul [7
Agent Id:

HTTPS Setup

| Cloud Volumes ONTAP Settings I
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HICloud Volumes ONTAPI& BEZEEIMN A IRE

NetApp Console RRETEMEEIM (SVM) RIEME NIK B AmHEZ 1. ERITXEES
, 1BfEFAONTAP System Manager E{ONTAP CLlI,

WNERIEM N Cloud Volumes ONTAP R % 2 [8]i& & SnapMirror SVM £, MIEFIARERDS HA RS R
TMRAFZEFHTT. BLETE HA XFBET S RF ZIEIRE SnapMirror SVM i,

BXONTAP CLI i%B8, BSR LT,

* " (SVM K E EERERIER) "
* " (SVM XM E IREIER) "

TR
fEEFANetAppINZfi#/ R 75 ZE NN Cloud Volumes ONTAP 1Y%

Cloud Volumes ONTAPZ##NetAppEIIZ (NVE) FINetAppER &M% (NAE), NVE #
NAE BETFIHHENRSE, AILIIFE FIPS 140-2 tnERNERRSEIEINER, "THEEx
XENMBRERBRNELZEFE" -

NVE #1 NAE 395N A E IR es 2 1

R def::aws[] endif::aws[] #0Rdef::azure[] endif::azure[] d1Rdef::gcp[] endif::gcp[] d1Rdef::aws[] endif::aws]]
WNRdef::azure[] endif::azure[] d1Rdef::gcp[] endif::gcp[]

£/ Google Cloud KMS &12Cloud Volumes ONTAP/IIZ %A

&R LAER"Google Cloud Platform BV E 2RSS (Cloud KMS) "7£ Google Cloud
Platform ZPZEHI N FAZF P HRIFERICIoud Volumes ONTAPHNZZ$H,

BJLUEEFONTAP CLI 3{ONTAP REST API A Cloud KMS HNZHE R,

&M Cloud KMS BY, EFEIAE R TEREIE SYM B LIF 5EZATREIHR#TERS. TREENESAT
5 MHBENEHIIEARSS (oauth2.googleapis.com) #H1Ti@(S, WREBMEEERIEN, EEHET AL
FAZREERS.
Frea 2 Al

* B RSN 1Z5E1TCloud Volumes ONTAP 9.10.1 S{E S ARz

 ISAEREIE SVM,  Cloud KMS REETEEKIE SVM LERE,

* R RS SVM BIE R

* N7 SVM RSN (VE) Fa]iE

* MCloud Volumes ONTAP 9.12.1 GA 7118, N REZHFMEZAEIE (MTEKM) iFiE

* EEFWH Google Cloud Platform 17
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fc&

Google Cloud
1. 7£1289 Google Cloud ¥ iEdr, "QIEIHE GCP ZEAMAIZEER" -
2. }3 Cloud KMS Z$A#1Cloud Volumes ONTAPARSS 1K 9 EC B E X A B0
a. BIEZBEEXAE:

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—--stage=GA

b. PEEIRMBEEX A
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

@ NREREAAIZCloud Volumes ONTAP 9.13.0 REShA, NERLIZBEX AT, &
B AP ECTIE X B[cloudkms . cryptoKeyEncrypterDecrypter?] ffh,

3. THARSHF, JSON Z$A:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1. EREEER SSH B ImEETIEREE LIF,

2. YR EI SR RRS! :

set -privilege advanced

3. A¥IE SVM BIE DNS,

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. I CMEK %8:
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. HIMRTREY, IFRNERY GCP kP ARSI JSON 4R,
6. HINEFRERD):
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security key-manager external gcp check -vserver svm name

7. 8Nk BIBERMIANEE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

R HR
NRFBEHITHEH R, EAUELANKER TS EHRIRERIG RESTAPI BE:

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

7JCloud Volumes ONTAP/Z FENetAppEh I AP RRR T =

BRUHREREBEIAITE. FRMEE. NetApp ConsolefEERENS SLHER
MINetApp#ZRINFFRER TSR T8 MR B2 BIHIPN B EHERNAFHF
(ARP), XEEABRGZENFINE. UM BIRM T AR IR,

B MR R

6 OB RIR AR B A Y ERIFIONTAP FPolicy ThEESRRSHIE BB BRI X HHT R KA,

il
1. 7£ Systems TiE L, WHERE AFEREZFRINHEFARIPBCloud Volumes ONTAPRLRI B 1o
2. EERETE L, B ThEEER, REBEMRRGHIF SN HRERR.
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Information Features
System Tags 3 Tags y
Scheduled Downtime Off I
Blob Access Tiering Hot i
Instance Type Standard_E8ds_v4 i
Charging Method Capacity-based y
Write Speed Not Supported f
Ransomware Protection Off i
Support Registration Not Registered i
WORM Disabled 2
CIFS Setup i

3. KHENetAppEI R FRRTSZ
a. IRENERBARIBRES, BRGBUIIRIERE
NetApp Snapshot AR R 7 Al SRR EFVENRRFA R R, BIIMENXBEMRZRRHED
hiRE, RIBEIAZRIRN, ARLE#MZFIRARIT, tiTEA] URHEIB RN XHBIAHTRBAEME
R R EHEREIRIE

b. ii‘ﬁ%&% FPolicy” LA/ZF ONTAP B9 FPolicy fB/R AR, %R AR LARIEX 4T BRI 412
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LEFRPs R R TS FilS FE LE T BB BN AP SR B SRR S M B R AR I B9 3P
ARIA FPolicy SEESEIEEB U T BEBRIXH:

micro. MNZ. BiRE. NM0%E. crypt. crinf. r5a. XRNT. XTBL. R16M01D05. pzdc. ¥f. MAMG
I . OMG! . RDM. RRK. encryptedRS. crjoker. EnCiPhErEd. LeChiffre

L{&FECloud Volumes ONTAP _L3#5E FPolicy BY, JEeIRRILERE. ZIIRETELAH
TSRS, R LU Cloud Volumes ONTAP CLI B8 vserver fpolicy policy
scope % BE X HPELERIXXH BHE.

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

EESIERNEIhE

Cloud Volumes ONTAP3Z 3} B EEIZRE B4R (ARP) Thae, ZIhaex TR BTN, UEEIHENHESH
RERBARNH RGN F EIER.

S8 AR BB RIPD T "SI E", ARP RefEA TIFAH 2 RIERNEIN =
BEHAR AN BEREER. HRWEMIFISEN ARP ThEErI IS & EA, USMLENSRREF.

ARP INEER S BHVFANE (BYOL) —iefEM, #HETHFMIMIERANAIEm 71 TR &R Ak,
B ARP B)E AR IEEIRE F SIEIUH A
EH ARP ECEREIONTAPR S EIEZFIONTAP CLI 11789,

BXUNMEERONTAP System Manager #1ONTAP CLI B ARP NEZE 8., 1857 "ONTAPX Y : EHEE
RSP
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

7E£Cloud Volumes ONTAP_L 617 WORM X{4HIBFEEL Snapshot g7

&8 LA7ECloud Volumes ONTAP& S EEIE—RBE AN, Z/RIEE (WORM) X 4RI EEL
Snapshot 8lZ, HERERBEIRNLUKRBANE N REIRIER, tIeEHSnapLockiiARig
M4, FRETIIMNMIBUERIPFI SIS,

FaZ i
Eﬁﬁﬁﬁ F el Snapshot BlZ4sfY%E ESnapLockE. BX1EE _EEASnapLockiRIFRIER, 1BEIH "ONTAPS 1
. EZ&ESnaplLock”s
P
1. MSnapLock#& i Snapshot BlZs, B X{EMA CLI iR EIEE 612 Snapshot BIEMEE, EEH
"ONTAPX 1Y : EIEZAM Snapshot BIZASELR",

Snapshot BlZA4k7% T £ WORM B, EEABMEINEE. KENSnapLockix R EIHRIRRIEIEER
REBEHLERZ AR ERP, TREENRER.

2. MRFEREXLRE, ERILERRBH, MTRELER, BHSM "ONTAPXY: HERZIE"

BP{E Snapshot BIZER ERBBNZIR, EHEERMAMUMMES, EHCloud Volumes
(D) ONTAPHH) WORM FffE alE I EIE R M TIET, I, BEENEEERTUEIE
{ERTF AR WORMEIE.

EP 33z
* HX WORM WEZEE, 1BER" 7 fiZCloud Volumes ONTAP_ERY WORM 7Zfi&",

* HXSnapLockEMFEEE, HEH Cloud Volumes ONTAPHBEYIFRIAIITEE"
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Information

Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

3 Tags y

Hot i

Standard_E8ds v4 2
Capacity-based
Not Supported f

off &
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Information Features

System Tags 3 Tags

Scheduled Downtime On

S3 Storage Classes Standard

Instance Type mb5.xlarge

VNN NN VDN DN DVNND

Charging Method Capacity-based
Write Speed Normal
Ransomware Protection Off
Support Registration MNot Registered
WORM Disabled
CIFS Setup
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Schedule Downtime

Console Time Zone: 13:48 UTC

Select when to turn off your system:

Turn off every day at 20 : 00 for 12 haours (1-24)

Sun, Mon, Tue, Wed, Thu, Fri, Sat
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Cloud Volumes ONTAP CLI £f&8EWSIZITARE B e <, NTFSRESHEESNER
CLI K, BER—MAHERNLE, ErILUERREINT (SSH) ERE! CLL,
ez Al

f#F8 SSH %#%Z%ICloud Volumes ONTAP BYEH A TEE 5Cloud Volumes ONTAP BIMLEZEE, a0, &ATEE
TEMNSIRHBEMEPRIBEE EH#H1T SSH,

P
1. TENetApp Consolet, MAEEEFEIRIZOR IP foit:
a. NEMSAEER, TEFEE>EE,
b. TE* ARG TUE L, %E#ECloud Volumes ONTAP &%,
c. ERIEMERFERHNEFEIER P i,
2. £F SSH FREIE R ERTISHEIRED P it

B+
TEEZRTEER PUTTY BYRA):

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type

(OBRaw (OTeinet ORlogn @SSH (O Sesial

3 HERETA T, MABERKFHE,

B+

Password: ***xkxxxx*

COT2: :>

AGRRMEM

I¥iFCloud Volumes ONTAP AJAutoSupportig &

AutoSupportE BN ST RGBT H FEINetApp AL IFRIXHE, RIANBRT, 810
& _F#RE FAutoSupport , LUEA HTTPS EiathimaiALZ L IFEE, RIFR
IEAutoSupportiE & A] AR IR X EETH B
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W—FE2NERESREMRCloud Volumes ONTAPE B HIEEEXWERE. BEXFAER, BERAENTRM
BRI E K,

AutoSupportE:Kk

Cloud Volumes ONTAPT R ENetApp AutoSupportfy b BB 5 R R, ©r] LIEShEiE RAREBIRR
FEINetAppFH RZFFLIEHEE,

EﬁEEI*EIBEki REEATAF HTTPS SREESAL FimsS, LUECloud Volumes ONTAPH] L %4 i%AutoSupportié &

* \ https://mysupport.netapp.com/aods/asupmessage

* \ https://mysupport.netapp.com/asupprod/post/1.0/postAsup
R %A 0] FIRY ik B BX &% SR & iXAutoSupportiE S,  NetApp Console= BEHECE Z#ICloud Volumes
ONTAPRZLUEAITHI S RIREAHIERS 2R, H—HNERERFEEFISRENT AR ITELIRO 3128 i#
TNIGER, SEFFISRES, EFEFTH RO,

YR A Cloud Volumes ONTAPTE X 7 FEA&RY HIEFIN , AR AZEEEMfRCloud Volumes ONTAPLZ £4H 2 iF
\Eidim O 3128 #H1THINERE,

SRR AT, T HA AT BEHIEERMH18),

IS EERIpE A ARG, EeLUllidAutoSupport URRE R LIAIXEE. BXIHEE, ESH "ONTAPXIY
. 1&EAutoSupport”s

HiBRAutoSupportfit B i &

NRBILEEAR A, FRIEH ST EEEERCloud Volumes ONTAPZR S LAERIEH & IR E A RIEARSS 25
, ERREIRBERIGRIEN, RTENARFTEKRZAUtoSUpportH B, IEIRIR AN T BRI R,

PIE
1. {8 SSH L2 #i%E#E3Cloud Volumes ONTAPZ%:, LI{EAONTAP CLI,

"7 fRA0{AE@d SSH iE3Z%|Cloud Volumes ONTAP" o
2. &FEAutoSupportF RZRIIFAIRE :

autosupport check show-details
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Category: smtp
Component: mail-server
Status: failed

Detail: SMTP connectivity check failed for destination:

mailhost. Error: Could not resolve host -

'mailhost’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

R http-https ZKFIFPIREZ oK XEBREAutoSupport BIEMECE, RAILULIXHEE,
- BN, ERKIEECloud Volumes ONTAPTI R AY{{EE URL:
autosupport show -fields proxy-url

. MNRAIE URL B¥AZ, 1BBECECloud Volumes ONTAPLUEREHI B IEIE AR
autosupport modify -proxy-url http://<console agent private ip>:3128
. BRHiIAAutoSupportiR s :

autosupport check show-details

- INBRRESNHARKK, 1ERIECIoud Volumes ONTAPHIIEHI & IR 2 B2 T ilid if O 2 I01EE.

31286
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7.

10.

1.

12. 3

NRIIEFRESMAKRNY, 158 SSH EZEIEH 5,
T RRA X IEH e AIEEREE Linux VM IIEZ(ER"

ﬁﬁﬁi/opt/application/netapp/cloudmanager/docker_occm/data/o
ﬂﬁﬁﬁmﬁxﬁsmndcwmaﬁﬁxﬁmﬁml

http port 3128

acl netapp support dst support.netapp.com
http access allow netapp support

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

WRIEHISH A Cloud Volumes ONTAPZR A CIDR REH, ERMIHEZBEH AIFIHIN:
acl cvonet src <cidr>

http access allow cvonet

UTR—1MlF

http port 3128

acl netapp support dst support.netapp.com
acl cvonet src <cidr>

http access allow netapp support

http access allow cvonet

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

‘IBICEXHE, ERNIERES. sudo. ARG, RIBEEFEABZ Docker i£Z Podman, BITUAT&H<L:
3tF Docker, i&I&fT docker restart squide

WREEARIZE Podman, 151517 podman restart squids

IZ[EJONTAP CLI F#3&iECloud Volumes ONTAPRE 8] LA & % AutoSupportiH & :

autosupport check show-details

PR R
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* Cloud Volumes ONTAP 9.12.1 S{E S A4S

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in

high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.0 F£ 9.11.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due

to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume

' might

have changed. Verify that all recent configuration changes are still in

effect..
* Cloud Volumes ONTAP 9.8 & 9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due

to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume

might

have changed. Verify that all recent configuration changes are still in

effect.
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vol modify -volume <vol-name> -nvfail on

7 NVFAIL I8 &

vol show -volume <vol-name> -fields nvfail

#F NVFAIL %17

vol modify -volume <vol-name> -nvfail off
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vol show -fields in-nvfailed-state
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vol modify -volume <vol-name> -in-nvfailed-state false
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Ransomware Protection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effactive tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection e Block Ransomware File Extensions

50 % )

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on afile's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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