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1. 7 FEBCloud Volumes ONTAPIFIE,

2. {)iRE SRR :

set -privilege advanced

3. [BF AWS ZHETRE:
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIHEREY, BAESR.
5. Hiik AWS KMS ECEIEH:

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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9. BEHT—¥, HBREE Azure FEIENFAEEMNBIEFAzure N AERE T, EET—F,

() srEmREsE— T,

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy

Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal
£ Search by object ID, name, or email address
Selected item

Mo item selected

10. BET—HFHR, BREEEZHEE, RAE, BHEIE.
M. T —# NERIET,

12. @ HHIMKRISE HESERENENEE + SIRREIBRTARERE. (WKHEHETERAER
BRI mR 2 HARE, )

13. iEREBAREE URI: EEENZAREED, SMIBRREHMEMNTIEF Vault URL, EEREEERT
FEENT B,
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1. 7E&73Cloud Volumes ONTAPBIZHY Key Vault 28, FAE Keys £,
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° BIAFEE: RSA
° RSAZFAAR/N: 2048
- BEHA 2
S. FEHEBIERAEMBZE A,
6. iR [ElKeysH £ HiEZEENINICIZHZ A,
7. EELRIRATHESID, EEEHEM.
8. HEIFPIMRTFE. EF URI, HEERSEFEEBFRE,
872 Azure Active Directory i (1XFE HA)
1. X% 1&7 HA Cloud Volumes ONTAPR 4L E Azure Key Vault B A E LT T2,
2. £ Azure I"]JP RS EI EIANLE,
3. J#E#FEBECloud Volumes ONTAPRESRIEINMLE, AEIEZRTEALMAIFMRE,
4. MFFRF%EECloud Volumes ONTAPERERIF MR o
5. SMEIRSIHRITR, £ FIXER, EFEUTHE:
o Microsoft.AzureActiveDirectory

> Microsoft.KeyVault
° Microsoft.Storage (F]3%)



SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled
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1. EREEER SSH ZFIRIEETISEFEIE LIF,
2. FEONTAPHIHFNBRANRIE :




set advanced -con off

3. HAEFTTRIVEIE SVM HISIEE DNS BRE:

vserver services name-service dns show

a. YNERFAFEEIE SVM Y DNS £ BZEHBEES Azure DNS 8, NIEE #mﬁ&m;ﬁfﬁo MREHE, &
AR SVM FhN3EE Azure DNS. A DNS s{A AR S %%E’J DNS RZe85% B, XWiZE&EEBEER
SVM B9% B ILER:

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. IGIFE JEKIE SVM 6% DNS RS

vserver services name-service dns show

4. FRN AR IMERENZEFL ID A7 ID A Azure Key Vault:
security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

@ X full_key URI'NMEMZF]A “<https:// <key vault host name>/keys/<key label> &=

S. B INE A Azure Key Vault f5, Hi “client secret value' 2 H Iz /RBY,
EXRHEIERIRE:

securlty key-manager external azure check %t &30 TR :

::*> security key-manager external azure check

Vserver: data svm name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

R service reachability WKR&FRE 0K, SVM EEBIENFHEZMINRILR Azure Key
Vault fRSS. HRIEH Azure ML HEIRFIR R SELIEEHIFAE vNet B *Azure Key Vault AH&4E S, W
%Tﬁiﬂﬂlﬂ:, 15E B A Azure Private Iim = M vNet AEBIA[E] Key Vault, fERIEER T EIE SVM _ERIMNERS
FHNFZERBERIHREFAF IP ik,

X 'kms_wrapped_key_status IE£IRE "UNKNOWN TEVIHAECE Y, HRSET R oK E—ENZGE,



7.\ 1% BIENR % LASSIE NVE B9ThEE,

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

MNRAIEBIEH, Cloud Volumes ONTAPE Bt EEH B AEINE,

8. MINEEEROIEHME, WRENE, -is-encrypted BHEETRA true.

vol show -vserver SVM name -fields is-encrypted

9. \ik: WIREEH Azure Key Vault FHIIEIEH EHEE, BEAMUTHS:
security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

RS
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt,cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—-—-stage=GA

b. HECELIBNAEXAR:
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location --member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

@ WNEEEARIZCloud Volumes ONTAP 9.13.0 XE S hiids, NEFCIRBEX AR, &
AL EEFIE X B [cloudkms . cryptoKeyEncrypterDecrypter?] A8,

3. TEARS K, JSON Z$A:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. FREEIEN SSH B IREEDISEEEIE LIF,
2. )RS RAELRF :

set -privilege advanced

3. J¥#E SVM €U DNS.
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. 83 CMEK £ 8:
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

o HIMREREY, BHMANER GCP KA HRIARSS K, JSON A,
6. WIAEFRAZRIN:

security key-manager external gcp check -vserver svm name

7.\l BIRERMIAIMNE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

EHEER
INRBEATHIEHR, ETLUE LENRER NS ERRERRG RESTAPI B!
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1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

73Cloud Volumes ONTAP/E FINetApp#I X4 BHIF AR R 7 =

BRURHRERRBEIAESE. FHIFMEE. NetApp ConsolefEf&RETS LR
MNetAppEN ZEXF ARSI SR $HIT B BRI XA BB BINIRH B ESH R HF
(ARP), XL R ZFENFA M. MM ERE T BRI,

Bt IEN R XA R
EEa L B R AR B 2 YHERIFIONTAP FPolicy ThAESRRS S AV R T B XA,

TE
1. 1£ Systems TIE L, WHEEENERAIRREGFRIPHICloud Volumes ONTAPRLHIE FFo
2. EERED R £, BETIEEEIR, AEREE RN ZLHRERT.
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Information

Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

3 Tags y

Hot i

Standard_E8ds v4 2
Capacity-based
Not Supported f

off &

Not Registered
Disabled 2

4

3. KHENetAppEI R FRRTSZ
a. IRENERBARIBRES, BEGBURIRIARE
NetApp Snapshot SR R 7 Al SRR (ERIEN RN BRI R, BIIMENXBEMRZRRHED
PiE, RIBEIAZRIR, AIRLESZIRARIR, tiTEA] IR HEIB RN XA BIAHTRBAEME
R R RHEREIRIE

b. ii‘ﬁ%&% FPolicy” L{/ZF ONTAP B9 FPolicy iR AR, %R AR LIARIEX 4 BRI 412

12



LEFRPs R R TS FilS FE LE T BB BN AP SR B SRR S M B R AR I B9 3P
ARIA FPolicy SEESEIEEB U T BEBRIXH:

micro. MNZ. BiRE. NM0%E. crypt. crinf. r5a. XRNT. XTBL. R16M01D05. pzdc. ¥f. MAMG
I . OMG! . RDM. RRK. encryptedRS. crjoker. EnCiPhErEd. LeChiffre

L{&FECloud Volumes ONTAP _L3#5E FPolicy BY, JEeIRRILERE. ZIIRETELAH
TSRS, R LU Cloud Volumes ONTAP CLI B8 vserver fpolicy policy
scope % BE X HPELERIXXH BHE.

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

g

ONTAP's native FPolicy configuration monitors and blocks file operations
based on a file's extension,

1 volumes without a Snapshot Policy

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#$ERUAEF

Cloud Volumes ONTAP3Z 3} B EEIZRE (B34 (ARP) Thae, ZIhaeX TR BTN, UEEIENHESH
REREAMRNH G F EIER.

58 U A TURMEBIS M BB RIPD T "SI E", ARP RefEA TIFAHE 2 iRIENEIN =F
A EARAHBEEREER. BRURAHIFKEN ARP DHRERI UGS R, UK ERIBRREBF,

ARP INEER S BHVFANE (BYOL) —iefEM, #HETHFMIMIERBNAIEm71TiR &R Ak,
B ARP B9E AR IEEIRE F SIEIUH A
EH ARP ECEREIONTAPR S EIEZFIONTAP CLI 11789,

B XNaFEAONTAP System Manager F1ONTAP CLI B ARP FWE 258, 1555 "ONTAPX Y : BHEET
BERIEBRIF",
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

7E£Cloud Volumes ONTAP_L 6|72 WORM X {4HIBFERK
Snapshot Zl7x

& B A7ECloud Volumes ONTAPRZ L RIIE—R B N, Z/Xi%EE (WORM) XA4HIPRE R
Snapshot 8lZ&, HENFERBEARNURBANFENFRE R, HtIhEEASnapLockiz ALz
H24F, FIRHE T EINNBIEFRIFANESIMEE,

Fraaz Al

Eﬁﬁﬁﬁ FEli2 Snapshot BlAsHY%E ESnapLock®E. BXTEE _LEBEASnapLockiRIFEIER, 1FEIH "ONTAPS 1
. BZ&ESnapLock”s

S
1. MSnapLock# 7 Snapshot BlZs, B X*{EMA CLI iR EIELR A2 Snapshot BIEMER, HEIH
"ONTAPX1Y: EIEZ3 Snapshot Bl ZSEER",

Snapshot BIZs44 & 7 £H WORM B4, FHABHENINEE. KERSnapLockiz RAIRIRBEIEEN
REHALER ZAIZENRIP, FWmEMRIER,

2. NIRFERWEXLRER, ERILERRER. RTRESER, B0 "ONTAPX . R EREE"

BNfsE Snapshot BIZRTERIERBHIAZ RIRP, £EEIERMALURPERES, ECloud Volumes
(i)  ONTAPHH WORM st Al MER R A TET, 15, SEENEEEELLETE
{ERTE R RSB BRWORMAIE.

FARFEE
* BX WORM WNEZEE, 1H8IA" 7 fi#Cloud Volumes ONTAP_ERY WORM 7ZfiE"

* HXSnapLockEHFEHEIEE, ESIH"Cloud Volumes ONTAPHAFAIFI1+ 75"
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