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FICloud Volumes ONTAP HA %1% & AWS Lg%

KB AWS WKL IFIAIR HA B ZE)IPHINE" SR B HA XER7ERY VPC 46,

Y Cloud Volumes ONTAP HA EEE B 7EZ > AWS tJBXBY, FTEF o) IP #lt7ge M VPC RERIAIE] NAS %1
B UAEMER, XEZR) P MR IET 22 EER, BTEM VPC IMNB#ITANIAIE, BMFAE IP
HinR M VPC SMNEREVEIRIRIR], (BN R E IR,

ERFEEEOMBNERN SVM B2 LIF U EEF 5 IP ik,

MRIEIGE T AWS EHRX, MEILUM HA XERER VPC SMNERIAIEZ S P Hitlk, XEkE VPC Z 9N NAS
EFimfINetAppEIE T A /] LUAIRIEE 1P,

TEE—ERBITERNEEENF N VPC Rfl. HA RGLF—1 VPC i, MEABETS— VPC
th, S, (EEILUEAITE) IP HALTER P 8 EREE NAS %o

172.2301 |
Fioating IPs
172.2302
routed to VPC1
1722303 route table
172.23.04
Transit
gateway
Y Y
v
:1}.2_23 01 } 1722301 |
Floating IPs
Floating IPs routed to the
172.23.0.3 ) routed to ENIs transit gateway
1722304

Mediator

VPC 1 (10.160.0.0/20)
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TS ERBRINIE BRI ECE
T
1. "QIBPERMXHRE VPC MIMNELZMX" .
2. ¥ VPC 5L RMXEEHRXEL,
a. £ VPC R53H, & Transit Gateway Route Tables,
b. FEAZE AR,
C. B KEK, AEEEFEIEXE"
d. EEFEEXREMHE (VPC) , RERTEIEREE
3. BIIEE HA XTRFEh IP T F N XA B R P OIS .

& A LITENetApp Console R (s BT L3 EIEED IP ik, UITFE2—1MIF:
NFS & CIFS access from within the VPC using Floating IP
i Auto failover
Cluster Management : 172.23.01
Data (nfs,cifs) Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access
SVM Management : 172.23.0.4

UTRAIEERT PEMXARAR, EEEERHD VPC /Y CIDR RAEEHEHMCloud Volumes ONTAP{EF

AYPONE D 1P i,

Transit Gateway Route Table: tgw-rtb-OeaBee291cT7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0116 tgw-attach-05e77bd34e2ff3118 | vpe-0b2bc30elde8eldbl I h "‘.VP_.G‘z' propagated
10.160.0.0/20 Taw-attach-0Uebadeacazo0ardb | Vpe-67Jae60a propagated
\ bWC - static
172.23.0.2/32 tgw-attach-00ebaleac3250d7db | vpc-673ae603 FI t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 -—a'ugna-m\g static
172.23.0.4/32 tgw-attach-00eba3eac3250d7db | vpc-5673ae603 _I_B‘ Addresses ...

4. (BN EBEFREHPHIAVPCHEREBE R,

Route state

active
active
active
active
active

active
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a. AEEIPHINERINERRRE
b. FEBEFZBERINE HA JFF7E VPC 89 CIDR 3R,

TENRFIEESRT VPC 2 B9ERHER, EFPEIEE| VPC 1 B9ESHEFZ D IP ik,

Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Igw-072500d01781e67df active No
/PG A4

10.160.0.0/20 1aw-015b7c243661ac279 Ao No
MUY

172.23.0.1/32 1gw-015b7c243661a0279 active No

172.23.0.2/32 1gw-015b7c249661ac279 Ek}atlng lB No
=,

172.23.0,3/32 1gw-015b7c249661ac279 Addresses No
S A

172.23.0.4/32 1gw-015b7¢249661ac279 active No

S. BEMFBEIFIRIE R IP HiktRy VPC FRINEREHREDL HA XHHY VPC RIEREH R,
X—FREE, RANETKT VPC ZERIERH,

UTRFIEGRERT VPC 1 RIRRER. ©EIEEIF IP HltAZE A imFRER VPC 2 RUERH, EHIa1EakE
HA Bt = B a7 IP ARINEI BB RT,

Summary Routes

6.

20

Subnet Associations Route Propagation Tags
Edit routes
View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pex-589¢3331 active
I 10.100.0.0/16 tgw-015b7c248661ac279 I MP.\CZ
10.129.0.0/20 pex-17e1396 active
172.23.0.1/32 eni-0854d4715559c3¢db H
Eloating
172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B
172.23.0.3/32 eni-0f76681216¢3108ed Ad d resses
172.23.0.4/32 eni-0854d4715559c3cdb active

R&e2BigEEMN VPC WFIERE,
a. EEIMBTT, BEHEFMN*

b. BHBEMR"E R, A HAWHNEAP—NF5) IP bR FRRIIF R,

c. BEREA,

d. AR NIERLI

e. BRI AIAN,

f 7EKBF, B FRERE",

SRR VPC |P bk,



9 BEHREFANLANAES.
7. fERFTh P iR BRI P iR,

Ee OB T & R EIEE E R THY“Mount Command”ETTEIZH & I EIEFRY 1P tthit,

8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{?} Advanced Actions

8. MIREIETEEE NFS %, JBECESH RS LULEZR P ik VPC BIFRM,
T BRANAIREEE" o

PSS
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* "AWS FRYEa] X"
* "AWS HCloud Volumes ONTAPHIMILR & K"

£ AWS HZFRHEZFZCloud Volumes ONTAP HA i

M 9.11.1 lRZASFFI8, AWS iE@id VPC =% #ECloud Volumes ONTAP HA 3, VPC H=E
EIRRVALEE S HAM AWS IKRFHEZFM, EFEAIRRE, SN IEEEN AWS K15,
SRFE1ER APl ZF2 HA X

M "VPCHZE=", Cloud Volumes ONTAP HA EEE D ER- MK

* VPC FREEMKF, HEMLE (VPC. FM. EERHEFFMCloud Volumes ONTAPZ £4H)
s B5EWF, Hh EC2 LAIMEEHZFWAH (XEERD HA FRflFNH)

NFEZ AKX EERNCloud Volumes ONTAP HA BCE, HA FNRERENRA SN VPC FiE &K, F
MEBR, SREBEIISEIFMR S A LFIER 1AM A SRR HX LR,

TEERT IEBEFS RBVAM:
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P o, Y
d-) Shared VPC
1AM role Route table
172.16.0.0 = £
Security
1121610
3
bt 172.16.2.0 Srop

Private subnet

2

| Private subnet

____________________________________

Ay ailabilty Zone A

ONTAP
_ONTAP |

MNode 1

Av ailability Zone B

Mediator - '
1AM role with :

“AssumeRole” I

BERUTTSERAR,

BEES5S5FBKFPHZEFN, ABTE VPC FREEWF FEIE IAM AR EA,

LT 6IZCloud Volumes ONTAPZRZ:AT, NetApp Console= BNl IAM BE&FEEMMEIFN 2R, AR
AJBIEIE VPC FRIEEIKF RElEMN IAM ', UEMS HA X XREXMERTRHITER.

p
1. 525EKFHZ VPC FREEKF P FM.

P ERBEHZEFIFRERE HA WP ER.

"AWS X4 HEFH"

2. £ VPC FrEEM P F, HCloud Volumes ONTAPBIE— & 24,
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"I/5Z[5Cloud Volumes ONTAPHIZ 2AHFN" o 1HER, BAFEN HARNEIEL2H, EHEashER
BIZ AR 1R

3. 7£ VPC FRBEKFH, SIZ— 1 E2 TR IAM ft:

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",

"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"

4. {8 API BIEEFFHICloud Volumes ONTAP &4,
EAR, BRIIEEUTFE:
o “eif ID”
“securityGroupld"FEENIEE G VPC FREEKFA RN T 2E (2R LENTE 2) .
° “haParams” 3R ) “assumeRoleArn”

;assumeRoleArn”$E§FEE¢£1§E VPC FRrE&EMFP FEIER IAM &R ARN (FSR LLEMNTE 3

f5an:

"haParams": {
"assumeRoleArn":
"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}

+
"7 f#Cloud Volumes ONTAP API"

£ AWS 2B o] AKX F/ICloud Volumes ONTAP HA X EC BB H G2

MRBEHCNERY, AWS RErJAKX (AZ) FHICloud Volumes ONTAPE BRI A4 (HA) &6
Er gL MFEIR, 1R Cloud Volumes ONTAPT S f1HR /T SEBIRTI A, MM EHRE!
BthakM, HEBERER, ATEEXMER, EILUEREEE, UERMEREHS
Rt BETER B E

£53[BRIIFEfG, Cloud Volumes ONTAPERE S IERIhTER, FH@AERE HOIE R
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g
1. {#F SSH %E#ZZINetApp ConsoleXEEEMHER,

2. BfE /opt/application/netapp/cloudmanager/docker occm/datao

3. Y5%E app.conf WIEXZLE ‘rollback-on-placement-group-failure B8 ~false, ZEHHIE
IMER trueo

"occm" o {
"aws" : {

"rollback-on-placement-group-failure" : false

4. REXHHIHEN SRR, EAFEENBMITH AN,

Cloud Volumes ONTAPHJ AWS 440 N b F0 H uh 8 m

NetApp Consoleﬁ'JL AWS 224, E':F'@?ECloud Volumes ONTAPREINIEI TR HINIL
ML, EegeRESZmOLLEITINN, HELCEERFEAESHRL4E,

Cloud Volumes ONTAP32 1

Cloud Volumes ONTAPHIZ ££HE T N\ IEF H ub 710,
NI
7 NNCloud Volumes ONTAPR L HIAERTIE X Z2ARY, R LUERATFUTZ—HRNRE:

* (XPRIZEER VPC: ANIERERIRIJEZCloud Volumes ONTAPARZERY VPC FWSEEFIEHI 2 1CIEFR1ERY
VPC %l__I/B.o LIE?E?:EIJ]\;E Ilo

* FrE VPC: NihfERIKIRZE 0.0.0.0/0 IP SEE,

X im0 B89
FrB e X SEFIATT ping $R1E

ICMP

HTTP 80 fEFREEFEIE LIF B9 IP #ilb&d HTTP i4iRIONTAP System Manager Web #Z£%1&

HTTPS 443 ERKEEIE LIF 1Y IP it 5155 S RIEEIEZEH L HTTPS 74IRIONTAP System
Manager Web 1z &

SSH 22 T SSH iARIERETE LIF i T BIE LIF 49 IP dthhk

TCP 11 NFS BYZiZd 121E A

TCP 139 CIFS 9 NetBIOS FREAIE

TCP 161-162 (&R M EIR MY
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iy
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
UDP
UDP
UDP
UDP
UDP
UDP

HI& AL

Cloud Volumes ONTAPRYFIE X AT AFRrE Bk &,

pTm
445
635
749
2049
3260
4045
4046
10000
11104
11105
111
161-162
635
2049
4045
4046
4049

B89

{5 NetBIOS #EZ2EY TCP LAY Microsoft SMB/CIFS

NFS %

Kerberos

NFS ArS3288<FiR#i2

181D iISCSI #4#& LIF #17 iSCSI iAa]
NFS $isFir#iz

NFS MRS Mles

f$5F NDMP &1
SnapMirror&e## Bl BE RIEN EIE
fEFAEEEEIE] LIF #1TSnapMirror#kiE &4
NFS BVt 218 A

&1 R PR E IR N

NFS =&

NFS BRSS8 PRI

NFS $isFirtiz

NFS MRS a8

NFS rquotad 1Y

BEEMRIAN, BERSRE N,

B bR

Cloud Volumes ONTAPEYFIE X 22 B 4E LA T H b,

i
Ffi& ICMP
FiE TCP
Fi%§ UDP

S G

NRIEH
Ho
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TCP A
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TCP
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TCP

TCP
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TCP
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TCP

TCP
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EIE LIF
EIE LIF
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ELIF
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TEBELIF

#UE LIF (NFS
. CIFS. iScCsl)
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| Other AWS accounts e

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

[ ]
arn:aws:iam:: | :root Remove

Add another AWS account ‘

roles to use this key. Learn more [A

e. MEYTHREINERI SRR AWS IKF HITH IAM 155 5.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BXILIRENEZFMER, BSH "AWS 3. AFEMIKF REF R KMS &8

4. NRICFEANSE A BIEN CMK, iHE@idiECloud Volumes ONTAP IAM &I ZAAP FEH
CMK By 5ARAR,

WNRIETE Cloud Volumes ONTAP LB T #iR 7 BH AL NZEF#ETE Amazon Simple Storage Service
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
I
"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

GovCloud ((E) Xig



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

HBEMX

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",

"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3

"Effect": "Allow"

° Cloud Volumes ONTAPS S 14) 58K

:::fabric-pool-*",

:::fabric-pool-*",

INRIZT R NetApp Backup and Recovery5Cloud Volumes ONTAPZZ—iEfERE, NI =M IAM £

15N

B EEE T EERAIE RS,
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((E) Xig



"Version": "2012-10-17",

"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"

3. BE— IAM A BHRFEIR RS HINEZA R,
¢
M1, ERETUELIEFAICloud Volumes ONTAPRZIAERE IAM A,
BLER

* "AWS 314: B IAM HRER"

* "AWS X14: B IAM A"

£ AWS HiZECloud Volumes ONTAPIF ]

FEEREZX Cloud Volumes ONTAPTERMIMIF AT/, FERIT/L T B BEELIE

R GUINERZ T AIET

RERIE(E

R RERIEERSS, S2ZEERACloud Volumes ONTAP, & Al 500 GiB NECER £,

SHWEZER".

LI
1. MNetApp ConsoleHIEMISMFEER, EFFE>EE
2. R TEL, BHERNASHIZRRBLS BIZE,

"TRRXRRIEER

a. ERFRAGEMNZIETIE L, BEREFRIE> RINTRE, ARKRRETRITE AWS Marketplace HHHIED

42


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials

FAEMIARSS -
BRIEEHEBE 500 GiB WHECER E, BNELTEBINZITHEMNEE, KNRAGREMNERANELES

o

Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

['}T\] AWS Markeiplace
S

Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. REERIGRE, BIAWRERS N EER R FRIBE

Select Charging Method

Professional By capacity hvd

Essential By S

° Freemium (Up to 500 GiB)

(0101

Per Node

"BETE AWS FEEICloud Volumes ONTAP B9 &R ER" .


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages

ETEBHVAIE

ETFREMNFAIEERESIR TIB A& {1Cloud Volumes ONTAPE ., EFREMFAIU_ 8 MR
. Essentials €18% Professional £,

Essentials #1 Professional EEg AT JLM7E BRI 3 1 K 1%k .

* MNetAppMEMFENE (B 1FRIIE (BYOL))
* AWS Marketplace BY¥Z/)\B¥{J 2% (PAYGO) T[]
* 3XH AWS Marketplace BEE&E

"THRAXETAEMNFIINEZER" .

UREBANA T e EREMEERIREL,

BYOL

183 MNetApp SEIFRTIE (BYOL) #H1TFYTR, MUEEER=REELEZECloud Volumes ONTAPR S,

EFRE BYOL ¥RIIERIMIE. IERAFILSRIT. BXEZER, B "Cloud Volumes ONTAPHY BYOL 1] E] A
MERR" o

P
1. "BEXZANetAppiHE A RIRENFATIE"
2. "“BITMINetAppZiFiL Stk PRI RIS A"

EH 5= B51EE NetApp BUFAIARSS, LURENS ERINetAppSZ L Rtk A ARV IFRERVIFAE B, MR
BAEEIR, 6 eSBEFENERNEES 8.

BRI MITHI S REGEFRIE, SAEABEEHEH 5Cloud Volumes ONTAP—iE{E B, tIRZEERIE, {RaILl"
FEFLERINEAEHEIE"

S. EEHIAM RS TIH L, BEHENMAL HIRRIBIRE,

a. EEFMAEEMEITTIEL, BERESIE>MNTR, REZRBIERITR AWS Marketplace HRYE]
FHENMIARSS

YRR RS AT MNetAppM SERYIFRIIENNZE, (BNRGEBHITAAESTENEHAREIE, NEskRhizE
B9/ )\BY B R A UL BR

44


https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-cn/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/whats-new.html#restricted-availability-of-byol-licensing-for-cloud-volumes-ontap
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://www.netapp.com/forms/sales-contact
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L
Subscribe and then click Set Up Your Account to configure your account.
(2" Cloud Manager
<)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at

an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Quick t 0 \ Advanced create
uick create
( You set all of the configuration options, including

Use the recommended and default configuration options. You can i e i 3
) specifying performance, networking, security, backups,
change most of these options later.

and maintenance.

System details

Cloud provider account

Name

ONTAP Credentials

Tags

Deployment and Configuration

Deployment Type

Network configuration

Charging and Services

Marketplace subscription

License

Data services and features

NetApp Support Site account

Instance Profile | Account ID: 2 12

(D Action required

(i) Action required

0 Tags

Single node

US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - *

Sub2-ByCapacityByNodePYGO_delete_after_1234

Freemium (Up to 500 GiB)

Netapp Backup and Recovery

No existing account

Summary
Overview
RRFAER

1.
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Fo MREHRIGRERTR, RERRTE eIEEH aLE,

. BIR: RERBIR. THAERRS (£8) KFFEERACloud Volumes ONTAPZR S Amazon EC2 244,

INREEFIZED, ERZERZBVMENTE X Z2HTFI R,

3. * ONTAPE#E* XL Z2Cloud Volumes ONTAPEEH IR RMKF HIEIE, ER LUIERAXLEIEEIONTAP

System Manager {ONTAP CLI i%#%|Cloud Volumes ONTAP , &E]LURZERIAM_admin_ A&, HF
URBEERNEEXBF B,

4. 158 AWS IRE R TR AWS FIRAITTEUE, 1£6 &R ARE A INZCloud Volumes ONTAPSEf LA 5 3% S5

XEXHIEN AWS & B, Bl Cloud Volumes ONTAPRZES, ERIUMAR RERNES 15 MiZ, ARG
AUECIEERNESITE, 518, SIBRERAN, APl AEBEREIAMNMTE, EXIrSHER, S
7 "AWS X4 : FRicf&HY Amazon EC2 &iR".
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

HEX

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

I

"Resource": "arn:aws-iso-b:s3

"Effect": "Allow"

HEMX

:::fabric-pool-*",

3 3 3 falorie=poel=*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"
1,

"Resource": "*"
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name>
HIIEREY, WMAESINEANYE, B8FF -—---—- BEGIN CERTIFICATE —--—-— B e END
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YEEE Azure 1T LB ALLINAERY, NetApp Console SR REXLEFMER, H LU TEHEIN:
* #Z8Cloud Volumes ONTAP HA MBS R BB, Itk Azure THEESONTAPIHE LR, LUBEF i
M2 BRI RISMEFE B B4 S BT NFS Y F 2 R i i,
* BAILLINEER = 3FCloud Volumes ONTAP HA Xfi& AT,
* TEEHY Azure iTiH) LS ALLINRE R =44 E B IMAL TR iR L,
* Cloud Volumes ONTAP7E CIFS #I NFS & Fim EBIEEEEH SVM B1IE LIF SR ERElE AR Azure A
HI9HeR.
* BE HAERG, EHa8 12/ \NRE—XRFELUEHRMRE Azure TAEIIEZEFN,
3
BA Owner tPRHY Azure FEF BT LAM Azure CLI B B1ZINEE,

1. "M Azure [JF i8] Azure Cloud Shell"
2. EMET BB IhEE:

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

3. (EIiE) FIEZINEEMER T EEM:

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLI ROR[EIZR{IATF L TRBRILE

"id": "/subscriptions/XXXXXXXKX—XXXX—KXKXXX—XXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties™: {

"state": "Registered"
by

"type": "Microsoft.Features/providers/features"

EP 33z
1. "Microsoft Azure X#4: &7 B iR OBHAR"
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2. "Microsoft Azure X#%: Azure CLI \|7]"

1£ Azure F5Cloud Volumes ONTAP/SF VMOrchestratorZonalMultiFD

EEARMITREFME (LRS) REATAK (AZ) HEREEIMWIEG, EIiZE0E Microsoft
"Microsoft. Compute/VVMOrchestratorZonalMultiFD {&AIITIRI ThEE, E=el A (HA)
T, R FER—AXKIEHNNARBFERHEHBET =

BRAFEACELLINEE, BNAREXEERE, HEZRIH LRS FEXIHBEREX.
BXERNAAKEREBEMINGESR, BSH" Azure RIS A"
UEEFEENRNAR SHRITUTIR:

p

1. M Azure ["]JFiAiR] Azure Cloud Shell, i T##EZEE, 15517 "Microsoft Azure X414 Azure Cloud Shell
ANlT%

2. 33 “Microsoft.Compute/VMOrchestratorZonalMultiF D @13 iz 17 L Fep< 3K B B Lk ThaE

az WP I&E -s <Azure_subscription_name_or_ID> az HEE;E M --name VMOrchestratorZonalMultiFD
--namespace Microsoft.Compute

3. IIEEARES Kb H 51

az feature show -n VMOrchestratorZonalMultiFD --namespace Microsoft.Compute { “id”

. “/subscriptions/<ID>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchest
ratorZonalMultiFD”, “name”: “Microsoft. Compute/VMOrchestratorZonalMultiFD”, “properties”: {
“state”. “Registered”}, “type”: “Microsoft.Features/providers/features” }

7£ Azure H/Z5Cloud Volumes ONTAP

1&A] LLBI2 7E NetApp Console HEl# Cloud Volumes ONTAP R4:3R1E Azure HH/ZohE
-Ijln\_?r\\fFj HA Rj-o
Friaz i
FaZ BB EEZUTARR,
* BEBshHEEETTHNIEFI &R,
° fREZE—1 "5ENAGZXEKIEH 2",
o "ERNZAFRIFILIEH A RIBBRALTFEITRE" o
* THRIEHEEFERNEE,

,ufilﬁﬁ MNEEEITY, HEMNBSERPBERESHNERN Azure NZIFMAEE. BXIFAEE, 555"
@HICloud Volumes ONTAPEZE"
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Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP

Non-Restricted Countries

If you are upgrading to ONTAP 9.15.0P1, and
you are in "Non-restricted Countries", please
download the image with NetApp Volume
Encryption.

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

Cloud Volumes ONTAP

Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. 7£ Linux £, i&Z1T md5sum AZURE-<version> PKG.TAR.GZo

£ macOS L, &7 sha256sum AZURE-<version> PKG.TAR.GZe

4. I8 "'md5sum’ 1 “sha256sum {B.5 T8 Azure BR&HAY{EILED,
S. 7£ Linux f macOS t, AU T e < tar.gz X¥ “tar -xzf 5<%,

Cloud Volumes ONTAP

DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
OP1_PKG.TAR.GZ [7.64 KB]

View and download checksums

FRIESRY tar.gz X BEWME (sig) X, RIIER (pem) XHEFMFEIEH (pem) Xff.

12EY tar.gz XA SR RAIEE L :

$ 1ls cert/ -1

STAWETRE S 1 netapp netapp

9.15.0P1 azure.pem

384 May 13 13:00 9.15.0P1 azure digest.sig
SEj—Ee——== 1 netapp netapp 2365 May 13 13:00 Certificate-

—rw-r—---—-—- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-

9.15.0P1 azure.pem

SE—Rees=e 1 netapp netapp 8537 May 13 13:00 version readme

M Azure 175 H Cloud Volumes ONTAPHJ VHD BR{&

—B VHD & %% %) Azure =, EABHNetAppEIR, HR, BEAGHNEGENET
Azure Ti7 E. HBRERTE Azure T LEEFMAHRE, Azure &2 VHD ALY 1 MB #
f;)%ﬁ’ﬂ 512 F1, BIFVHDXHHNER, FEEMAzuremi7 S HAzurefEiGIVHDER

Faazan
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MBRENRS ELRET Azure CLI, SREBFLUED Azure [TJP{EHH Azure Cloud Shell, B *i{A%& 3 Azure CLI
BFAEE, 58058 "Microsoft SRS t{al%e2E Azure CLI",

p

1. {8 version_readme X{BIABIE R4 LRICloud Volumes ONTAPHRZSBRET E] Azure THiZBRERRR 7R,
Cloud Volumes ONTAPhRZSH “buildname’ Azure Ti7 RG4S TR A “version TERRZSBRET

FELLTFRBIH, Cloud Volumes ONTAPARZS 9.15.0pP1 " BREFE| Azure TiZBRERRRZAS
~9150.01000024.05090105, It Azure Hi7BERATEEATIZEEERR URN,

[
"buildname": "9.15.0P1",
"publisher": "netapp",
"version": "9150.01000024.05090105"

2. HEENZERINHIXIR, KFHZFRAE locName IREMIZEIEGR URN BHNEE, EFIHAIBXE, &

BITU TS

az account list-locations -o table

LR, KIRZIRLIE Name i,

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US

3. BETFRHHHERCloud Volumes ONTAPhRZSHI VM ERZELEAY SKU B, SKU ZFRATE “skuName 1% &
HiZE & URN BRI ZE &,

5140, FrE3RHECloud Volumes ONTAP 9.15.0 VST BB/ “ontap_cloud_byol fE/9 SKU % #F.

* Cloud Volumes ONTAPhRZA* &I EIMHIERE SKU & #F

9.17.1 XEShRZS Azure i ontap_cloud_direct_gen2
9.17.1 NEEIRZ NetApp Console ontap_cloud_gen2
9.16.1 Azure 1% ontap_cloud_direct

9.16.1 =HE ontap_cloud
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9.15.1 TElEs ontap_cloud

9.15.0 THE, BTAEE ontap_cloud_byol
9.15.0 ZHE. BN (HA) 328 ontap_cloud_byol_ha

4. BRETONTAPRRZSH] Azure THi7 /S, 1 Azure Cloud Shell 5 Azure CLI M Azure iS4 VHD X
%,

{#F Linux LAY Azure Cloud Shell &4 VHD XX

M Azure Cloud Shell, ¥MizBE&SHE] VHD X (5190, 9150.01000024.05090105.vhd) , ARRKETE
E|Asih Linux R45. BUTIATZEM Azure 1i73REX VHD BRR,

p

1. I EHIFHEEGR URN F1EMES4, URN BN <publisher>:<offer>:<sku>:<version>, (&,
1&AT LAY HNetApp iz B G R A IE BB R AR AR

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. NG eIE— A LEMEGRAIRITERA

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n $diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
-—access-level Read --name $diskName --resource-group $diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

3. ¥ VHD XHMITEHESIHE Azure Efif, SIBREBGEHHRNEFNERE. EXMIFH, HIERT—
N7 vm-images'# "Container' i5iRlk5). M Azure [P IREVEEIK P50 250 TFEHKE >

examplesaname > 5[A1%$f > key1 > key > 27R > <copy>
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PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”
PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName $storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer $containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container S$containerName
—Context $destContext -Blob S$SdestBlobName

4. BERRPEG T HEIER Linux R4, FH wget THVHDX 4RS!

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL BEtnAER. AT RIMBnh, ERILERENIN TR URL FRFE. &, ErILUERA Azure CLI
‘az' ip L HIREY URL, 5 URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

S. FIEREME
PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

{£/ Linux £HAY Azure CLI &4 VHD X¥
fERZHE Linux R245HY Azure CLI EHizM& S HEI VHD X4,

P$IE
1. &3 Azure CLI HFEHinES:

[o)

% az login --use-device-code

2. BEF, 5ERAMEN ST U@ https://microsoft.com/deviceloginF I NIIER
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(o

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud

-—-sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. ME B ARG AR 7RG 8 T B A

[o)

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o® o° o o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-
288&STr=h&SI=XXXXXXXX-XXXX~XXXKX-XXXX-XXXXXKXKESTGRXXXXXXXXXXXXXXKXKXXXKXKKK"

}
% export diskAccessSAS="https://md-
xxXxXxXXX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DE&SI=XXXXXXXX-XXXX—XX~XX~XXESIgXXXXXXXXXXXXXXXXXXXXXXKXK"

AT EZIREEE, FEMFEREIREN SAS, ESRER S LRSS,
4. MIEEHEZRSEH VHD X1,

a. QIZAREHIHRLINELR. ELRAIF, B9 vm-images'H “Container AR Ao

b. M Azure [P IREXIFfEHK AR ZREA: &K > examplesaname > i5RZ 4 > key1 > key > £7R >
<copy>

EERILAER "az LB BAVER <o
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

S. 127 blob BIZAAPIRZ.

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. WEMNEGR THEER Linux ARS8,
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL EBFRERT. AT RIMBENME, ERLEREUI TR URL FRFER. 3&, ERILUER Azure CLI
‘az' TP KIREY URL, 71~ URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

7. IR EHE

az disk revoke-access --name S$diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes
IEX 4R

$t3tCloud Volumes ONTAP EJAzure Ti7MUE S ZI0IE

Azure BYRIDIEI 2@ R B VHD XHRYFFK 1 MB 4R 512 15, ARNAMER
BREMBEEX . AT REEZRER, £A_sha256_ #1755,

XHZRWIETERIEHE
T2 WU TERIZRIER,

Hash Function ——————3 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
E 3 033b9077h...

Signature Public key

* MTFEE Azure BRIR "NetApp 2 Hrih " HREUEE (sig) X, RFAIEH (pem) XHFMHEIEH (pem)
Xt IFZIR" T E Azure BGIRE X" TREZE R,

* (SEFERIILIE,

* MRERIEFR (pem) FHREXAA (pub) o

* R AR R E M.

* RERS MEGSXHRRIBRF X 1 MB 4% E 512 F1 /G012 XA ERRBREEH#ITILR. WHE

B OpenSSL 8a 1T LRAMIT. OpenSSL CLI TRREXHILERIHE R ME B RENATE .

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>
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IS3F Linux _ECloud Volumes ONTAPHJ Azure Hi7U&E 3
7£ Linux EIIEFHAY VHD XHZ R EIEIIEEERE. mEXGFMRIEL R,

p

1. MTFE Azure BRI "NetApp SZIFILR"FREUEE (sig) XM, AFHIEFS (pem) XHFFEES
(.pem) Xf¥.

BE "FNEH Azure MEREXH" TREZEE,

2. IIHE1EHE.

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MFR VHD XFLEY 1 MB (1,048,576 1) MLEEM 512 T, FHN tail, X -c +K EIIMXXHF
M K NETERFET. Bk, B3 1048577 £ “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o°® oo oo

rm ./sign.tmp.tail

4. {5 OpenSSL MIEBHIRENVATA, HEMERXEMAARIERIBHIXXMH (sign.tmp) o

SR TRIRERIE R TR M

Q

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. B TEX,

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem
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p

1. MTFE Azure BRI "NetApp ZFILR"FREUEE (sig) XM, AFHIEFS (pem) XHFFEES
(.pem) Xf¥.

BE "FNEH Azure MEREXH" TREZEE,

2. IIHE1EHE.

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MiB& VHD XHEFFLEY 1MB (1,048,576 =) MR 512 F15, FHA tail, X -c +K MG
MNE K NETERFET. Bit, ©¥ 1048577 FiB48 "tail -co IEER, £ macOS L, tail 557
BEEE ALY+ BETE M.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. {3 OpenSSL MIEBHIRENATE, HEMEBXEMAARIERBHIXXMG (signtmp) o SBLRTAIREE
IUE BRI BRI BYHE Bo

Q.

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. B TEX,

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem
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“PPR”: [{“421E": [“Microsoft. AAD/register/action”

» “Microsoft.Resources/subscriptions/resourceGroups/write”

» “Microsoft.Network/loadBalancers/write”, “Microsoft.ClassicCompute/virtualMachines/write”

» “Microsoft. Compute/capacityReservationGroups/deploy/action”

» “Microsoft.ClassicCompute/virtualMachines/networkinterfaces/associatedNetworkSecurityGrou
ps/write”, “Microsoft.Network/networklInterfaces/write”

“Microsoft.Compute/virtualMachines/write”
“Microsoft.Compute/virtualMachines/extensions/write”
“Microsoft.Resources/deployments/validate/action”
“Microsoft.Resources/subscriptions/resourceGroups/read”
“Microsoft.Network/virtualNetworks/write”, “Microsoft.Network/virtualNetworks/read”
“Microsoft.Network/networkSecurityGroups/write”,
“Microsoft.Network/networkSecurityGroups/read”. “Microsoft. Compute/disks/write”. “Microsoft.C
ompute/virtualMachineScaleSets/write”. “Microsoft.Resources/deployments/write”. “Microsoft.Ne
twork/virtualNetworks/subnets/read”. “Microsoft.Network/virtualNetworks/subnets/write”]. “notAct
ions”: []. “dataActions”: [J. “notDataActions”: []}]
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UEJLM%H%¥EJJ§%75 EFohEPEEHI &I, {BCloud Volumes ONTAPIEEE MNetAppI B H1REXE &, &
AR R FFIRA REE BT H| & K IEH Cloud Volumes ONTAP,

EEEH S HE

IREITHI ERIENEF EEREIS5| A projectld 7 netapp-cloudmanager EINB RS 14190056516 HILER
SIS

ZBZCloud Volumes ONTAP

s ITHIB RSP EES| BIRS I E R ETE projectld netapp-cloudmanager FRIEEFINE /S
14190056516,

* BRI\ Google APl BRSBZIERIARS KR FES|FARSTIE A projectld netapp-cloudmanager F11 B 4% =
14190056516 FHEERIE %,

THEEXT R VPC RSB EEG TR A,

VPC RS54z 110 57 518

HRB& AIFFT VPC Service Controls MM #1THIS. BXHLEEAIFMER, 1EIHIR "Google Cloud VPC Service
Controls Policy 314",

RIGEEHIOFTERES, FSMEICARAE VPC ARSSIERIAFHRIMLTRE, XEFERNS VPC RS
I SRESTIE P4 M AETARA AL, EEEE, *FrE N2 HER, HERNERNZER"OR* S,

PNmES

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
=17
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
o
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
e
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com

Service methods: All actions

LTEYIETE YRS ENetApp A F 78T HI B CIEF Cloud Volumes ONTAP FYE{G:AYIN B

netapp-cloudmanager.
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73Cloud Volumes ONTAP£!?E Google Cloud fRE MK S

Cloud Volumes ONTAPEZ Google Cloud RS RKLIMFE N BB, F— N 2UREA"
HIED B E I EIED EE Google Cloud FRYER S R1EE. E_ N EUTEA
"NetApp Backup and Recovery" & & D EIRM AR RIFME,

Cloud Volumes ONTAP{E A ARSS K RiF I BIE— AT 7 BHIENFMERE LIRS — AT &0 REMER.
TR LUSE— T IRSKFAHGERTRMAR. RSKASTIEE FHEEES AR,

g
1. £ Google Cloud Console #1, "gifEARZ MK~ TiE"
2. JEENmE,

3. BEEIRARSIKF HIRMAAERER.

a. IRSFIKFIFAER . WARVAER,
b. #2F ARSI E BUIRIR . SR FEEESR A e,
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Sevice scCount access
token creator

Storage Admin

e G Full control of GCS resources: @ 3]’13'}

Storage HMAC Key Admin
Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

C. TR IRRILARS KA BINIR : Fizh & AIERS K (EA_BRS KA B A AN EI RS KA.
WS BNNTFHIESERLFN. ENNMEFTEE,

el
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

T—F2M14?
fEfE 232 Cloud Volumes ONTAPR LS, EEEIRIFIRSHK o
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

BE P EEMNINZZ5A5 Cloud Volumes ONTAPZ & 168

&= Google Cloud Storage IR A SRTEREHIEE N Z e E#1TI0%E, BIEATLUER
AP| SIE2EHR T EEMZZ$A_MCloud Volumes ONTAPR S, XEREFERARAE
IBARS37E GCP R4 M EEAET,

p
1. HRIZH B RIRARS K P EF R AR TR F BB 1 B K5 R E IR,

PIREEUTXHFREM: "FOARNRS KPR ENREERAEMIIRREEREARS, WAIETEN
FAtEIhEE,

PRI T :

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

2. ¥R "Google Compute Engine REZ LI W EEAESE Cloud KMS INZ23/f25 28R

RSP IR IRER LI THEIC: “service-[service_project_number]@compute-
system.iam.gserviceaccount.com’,
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"Google Cloud X#4: 3% IAM 5 Cloud KMS £& 1/ - BRF A RAG"
3. B IAA get SIRENFE AR A" /gep/vsa/metadata/gep-encryption-keys APl BB EIE
GCP i=Hl & mH# bixF EFHRERIT

4. NEFERARTFEENNEZRHEHIES BEIXNREME, NetApp Console=ZEi A B FMBRFAMERN
R, BEE%EERHA Google Cloud Storage 7@ REfEFAZEA:

a. BT EE Google Cloud Storage ARSZ1LIE "Google Cloud 314 KN F#ERSTE"
b. SMENMNEZHH A Google Cloud Storage ARE LIS Cloud KMS Encrypter/Decrypter 1R,
BXFMER, 158¥ "Google Cloud X14: FRAE P EIEMNZEZA"
5. BIEERLR, 15¥% "gepEncryption” B35 API i5R—it2(ER,

B+

"gcpEncryptionParameters™: {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-
1/cryptoKeys/generatedkeyl"
}

15517 "NetApp Console Bt 314" B X “GepEncryption” 23 8 Z1F {5 B

7£ Google Cloud Fi&ECloud Volumes ONTAPiFA]

EIEREEIICloud Volumes ONTAPTERMIMITRNED /S, FEHRITIL T B sefEeliE
RGN IEEIZ T RIETL,

RERIG(E
R RERIEERS, %ZEEEMCloud Volumes ONTAP, &=l 500 GiB WECERE, "7 i#E xR Faig(ERR

SWEZEE",
p
1. NEMSERES, SR EE>Eg,
2. FRGTEL, BHRRINARLS FHiZENetApp Console Y B iHITIZIE,
a. T FAEEMERTIE L, RHEREZESRMNITIEY, ASRBIRTITIH Google Cloud Marketplace
FREY B A BN = So

BRIEEHEE 500 GiB WHECERE, BNELTEBIMIAITHAMNE, KNRGREMNERANELES

[e]

b. REEHIAE, ELEWEES ATTEA TR R RIE(E .
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

fRIEESE

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz

(D &xmE Google Cloud SHERNESES, HSH "Google Cloud 141 SHE(E

EGREEZKIE
Cloud Volumes ONTAPHY Google Cloud BR{5%5 2 I61F

EIIFSHAY Google Cloud ERRE, EHATM NSS TEBMRIHE S LIIIE disk.raw
XHMBEXHARE.
FTREGEIETERIEHE
LR =2 Google Cloud & E&IIE TERFZRIEER,
* NM'ERZ2E", THEAUTXHH Google Cloud 714!
c ZRWE (.sig)
° BENANIER (pem)
° JEPEE (pem)
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Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

If you are upgrading to ONTAP 9.15.0P1, and If you are unsure whether your company

s w ) . ) . ) ) View and download checksums

you are in "Non-restricted Countries", please complied with all applicable legal requirements

download the image with NetApp Volume on encryption technology, download the image DOWNLOAD AZURE-9-15-

Encryption. without NetApp Volume Encryption. O0P1_PKG.TAR.GZ [7.64 KB]

DOWNLOAD 9150P1_V_IMAGE.TGZ DOWNLOAD View and download checksums
[2.58 GB] 9150P1_V_NODAR_IMAGE.TGZ [2.58
GB]

View and download checksums
View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]
DOWNLOAD View and download checksums
9150P1_V_IMAGE.TGZ.SIG [256 B]
DOWNLOAD
View and download checksums 9150P1 V NODAR IMAGE.TGZ.SIG
[256 B]

View and download checksums

* TEHEFIRE disk.raw X4

* ERIERHERIEES

* FREEAHENIERRIESZEE
c FRNAREEENNE, LUIRIEGSHIHE
° BIEETEM disk.raw XHERIHEE
° PRI MEE S TIE

Signature
Received data Decrypt Digest e valid, when
: _ digests match
Signature Public key

£/ OpenSSL J&iFCloud Volumes ONTAPHI Google Cloud & disk.raw 15

EarLaEE LA A TUEIE Google Cloud FEEY disk.raw XESHEXMHRNA "EXLE
5" OpenSSL,

@ BT RIEE &R OpenSSL &5<5 Linux. macOS #1 Windows #1285 &

Lz
1. {EF OpenSSL WKWiEiEH,
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-
,'f—\"'_\f'.:umm

# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BTHEHD disk.raw X, EZJMEPRE—TBEFH,
3. {#F OpenSSL MIEPHIEEN A A,
4. [FRIENNAPRZEZFWIE FEM disk.raw XEHRS.
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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