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3F HAXF: GET /azure/ha/metadata/vaults
HMFETR: GET /azure/vsa/metadata/vaults
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2. fEFALUT API JARIREVMR E FE P EATIR.
J#F HAXF: GET /azure/ha/metadata/keys-vault
WFETE: GET /azure/vsa/metadata/keys-vault
12 F*keyName*, BMHREE TP HIEELE (URREER) o
"THEEXIL AP ARMEZER".

3. fEALLT API JEFZCloud Volumes ONTAP &4t
a. 3F HA X

POST /azure/ha/working-environments

BREFBAELSLUTFER:

"azureEncryptionParameters": {
"key": "keyName",
"vaultName": "vaultName"

@ 1% "userAssignedldentity": " userAssignedidentityld" S1RE IR FBREN T BATEF
BN, WFE,

"THEBEXIL AP HRENEZER" .
b. M FETRRS:
POST /azure/vsa/working-environments

BREGVALEUTFER:

"azureEncryptionParameters": {
"key": "keyName",
"vaultName": "vaultName"
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S IE
1. "M Azure [JF i8] Azure Cloud Shell"
2. EMET MBI INEE:

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

3. (FAIik) WIEZINEEMERBEEM:

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLI MIREIZEIATF U THRBRLER:

"id": "/subscriptions/XXXXXXXKX—XXXX—KXKXXX—XXXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": {

"state": "Registered"

b

"type": "Microsoft.Features/providers/features"
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7 Azure F3Cloud Volumes ONTAP=H
VMOrchestratorZonalMultiFD

BHEAMITRIFME (LRS) BERJAKX (AZ) PEIBZEEIUNIIA], ERIZEE Microsoft
Mlcrosoft Compute/VMOrchestratorZonalMultiFD #&B9ITIHIhAE. E= ] AN (HA) iRz
, LtkIhaE BB FER—r AKX AR ES A EE T =

BRAFEACELLINEE, BNAREXEERE, HEZRIH LRS FEXIHHMEREX.
BXERNAIAKEREBEMINGESR, BHS[" Azure RIS AMEN"
BB FBEENRNARSHRITUTSE:

p

1. M Azure ["]JFiiA] Azure Cloud Shell, i T#EEZEE, 1B5SIR "Microsoft Azure X44: Azure Cloud Shell
NN
2. 3t “Microsoft.Compute/VMOrchestratorZonalMultiF D @3 iz17 LA T &< K /S A L ThEE

az K18 E -s <Azure_subscription_name_or_ID> az IhEE;EM --name VMOrchestratorZonalMultiFD
--namespace Microsoft. Compute

3. B E AR Reda B 51«

az feature show -n VMOrchestratorZonalMultiFD --namespace Microsoft. Compute { “id”

. “Isubscriptions/<ID>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchest
ratorZonalMultiFD”, “name”: “Microsoft.Compute/VMOrchestratorZonalMultiFD”, “properties”: {
“state”: “Registered” }, “type”: “Microsoft.Features/providers/features” }

7E Azure F/35Cloud Volumes ONTAP

,dx_JL,(L_L_?‘ NetApp Console H8l|# Cloud Volumes ONTAP RS 1E Azure S THEE
MAFK HA 3t
FreaZ Al
FaZ BSBEEUTAR
* BERmHEEEITIHESI &R,
° R iZBE—1 "SENAAGXRBERIEH & E"
o "INz EFRIFILIES S RIBBRAR FEITIRE" -
* THREREFERNRE.

BRZE—EEEITY, HEMNBEARIEREVNEN Azure WEIEMEE, BXIEFEMEE, BSHE"IL
&HICloud Volumes ONTAPECZE" -
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Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP

Non-Restricted Countries

If you are upgrading to ONTAP 9.15.0P1, and
you are in "Non-restricted Countries", please
download the image with NetApp Volume
Encryption.

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

Cloud Volumes ONTAP

Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. 7£ Linux £, i&Z1T md5sum AZURE-<version> PKG.TAR.GZo

£ macOS L, &7 sha256sum AZURE-<version> PKG.TAR.GZe

4. IG3F “md5sum’# “sha256sum {B5 &R Azure BR{EHBIEILELD,
S. 7£ Linux 1 macOS L, ERLI TSR tar.gz X4 “tar -xzf 85

Cloud Volumes ONTAP

DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
OP1_PKG.TAR.GZ [7.64 KB]

View and download checksums

FRIESRY tar.gz X BEWME (sig) X, RIIER (pem) XHEFMFEIEH (pem) Xff.

12X tar.gz XHFERYR AL

$ 1ls cert/ -1

STAWETRE S 1 netapp netapp

9.15.0P1 azure.pem

384 May 13 13:00 9.15.0P1 azure digest.sig
SEj—Ee——== 1 netapp netapp 2365 May 13 13:00 Certificate-

—rw-r—---—-—- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-

9.15.0P1 azure.pem

SE—Rees=e 1 netapp netapp 8537 May 13 13:00 version readme

M Azure T3S H Cloud Volumes ONTAPHJ VHD Bf{%

—B VHD Y& %% Azure =, TiABEHENetAppEIE, HR, EAXGHERGHRHNETE
Azure W17 Eo HIRMERTE Azure i L EEFMAHRR, Azure =&28 VHD A3k89 1 MB #1
g%ﬁ’g 512 1, BEIWIFVHDXHHNER, EEMAzurem17F HAzurefEe iGRIVHDER

Faz Al
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MRIRENRS ELRET Azure CLI, SRERLUEID Azure [TJP{EHH Azure Cloud Shell, BXi{E% 3 Azure CLI
HIFHER, EZSH "Microsoft X4 : #1{E%%EE Azure CLI"

p

1. {8 version_readme X{HHINBIE 4 EBICloud Volumes ONTAPhRZSBRETE!I Azure HiZARERARZS,
Cloud Volumes ONTAPARZSE “buildname’Azure TiZ$RIRRASRTA “version TERRZSBRET R,

ELUFRGIAH, Cloud Volumes ONTAPHRZS 9.15.0P1 BREYE] Azure THiHMRMERARZS
*9150.01000024.05090105, Itk Azure HiHHFGRATEHERE FISERE URN,

[
"buildname": "9.15.0P1",
"publisher": "netapp",
"version": "9150.01000024.05090105"

2. BEECZEDWAIKIE, KIFZMAIE locName IETIHERR URN BIHNEE, EFIHATAXE, 15

ETUTSS:

az account list-locations -o table

RS, KISBFRHIE ‘Name i,

S az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus? (US) East US 2

South Central US southcentralus (US) South Central US

3. BETRBHEMCloud Volumes ONTAPRRZH] VM ZBE AN SKU R, SKU B “skuName & &
Mi7HE%R URN RHEE,

5140, FrERFACloud Volumes ONTAP 9.15.0 FYEETI s B E &R/ “ontap_cloud_byol fE/9 SKU & #F,

* Cloud Volumes ONTAPhRZAS* @i AL EDE SKU &#F

9.17.1 XEEhRZ Azure 1% ontap_cloud_direct_gen2
9.17.1 MEShRA NetApp Console ontap_cloud_gen2
9.16.1 Azure 117 ontap_cloud_direct
9.16.1 =4S ontap_cloud
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9.15.1 TElEs ontap_cloud

9.15.0 THE, BTAEE ontap_cloud_byol
9.15.0 ZHE. BN (HA) 328 ontap_cloud_byol_ha

4. BRETONTAPRRZSH] Azure THi7 /S, 1 Azure Cloud Shell 5 Azure CLI M Azure iS4 VHD X
%,

{#F Linux LAY Azure Cloud Shell &4 VHD XX

M Azure Cloud Shell, ¥MizBE&SHE] VHD X (5190, 9150.01000024.05090105.vhd) , ARRKETE
E|Asih Linux R45. BUTIATZEM Azure 1i73REX VHD BRR,

p

1. I EHIFHEEGR URN F1EMES4, URN BN <publisher>:<offer>:<sku>:<version>, (&,
1&AT LAY HNetApp iz B G R A IE BB R AR AR

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. NG eIE— A LEMEGRAIRITERA

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n $diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
-—access-level Read --name $diskName --resource-group $diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

3. ¥ VHD XHMITEHESIHE Azure Efif, SIBREBGEHHRNEFNERE. EXMIFH, HIERT—
N7 vm-images'# "Container' i5iRlk5). M Azure [P IREVEEIK P50 250 TFEHKE >

examplesaname > 5[A1%$f > key1 > key > 27R > <copy>
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PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”
PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName $storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer $containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container S$containerName
—Context $destContext -Blob S$SdestBlobName

4. BERRPEG T HEIER Linux R4, FH wget THVHDX 4RS!

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL BEtnAER. AT RIMBnh, ERILERENIN TR URL FRFE. &, ErILUERA Azure CLI
‘az' ip L HIREY URL, 5 URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

S. FIEREME
PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

{8 Linux LAY Azure CLI £ VHD {4
{EAZM Linux 2RI Azure CLI $$hizME& S H 3 VHD &,
P$IE

1. &3 Azure CLI HFEHinES:

[o)

% az login --use-device-code

2. BEF, 5ERAMEN ST U@ https://microsoft.com/deviceloginF I NIIER
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https://microsoft.com/devicelogin

(o

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud

-—-sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. ME B ARG AR 7RG 8 T B A

[o)

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o® o° o o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-
288&STr=h&SI=XXXXXXXX-XXXX~XXXKX-XXXX-XXXXXKXKESTGRXXXXXXXXXXXXXXKXKXXXKXKKK"

}
% export diskAccessSAS="https://md-
xxXxXxXXX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DE&SI=XXXXXXXX-XXXX—XX~XX~XXESIgXXXXXXXXXXXXXXXXXXXXXXKXK"

AT EZIREEE, FEMFEREIREN SAS, ESRER S LRSS,
4. MIEEHEZRSEH VHD X1,

a. QIZABEHIHREINELR. FLRAIF, B9 vm-images 1 “Container AR Ao

b. M Azure TP IREXIFfEMK AR A &K > examplesaname > i5RZ 4 > key1 > key > £7R >
<copy>

AR LAER "az LB BAVER <o
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

S. 127 blob BIZAAPIRZ.

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. WEMNEGR THEER Linux ARS8,
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL EBFRERT. AT RIMBENME, ERLEREUI TR URL FRFER. 3&, ERILUER Azure CLI
‘az' TP KIREY URL, 71~ URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

7. IR EHE

az disk revoke-access --name S$diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes
A\
WIEXFE 3

$t¥tCloud Volumes ONTAP HIAzure Hi7MUE S ZI0IE

Azure BUYRIVIEI 28I R VHD XYL 1 MB 45 512 75, ARNAMAH K
PRERREX . AT REEZRIZR, £A_sha256_ #1755,

NHEEARIETERERE
T B X H4EE W TIERZRIBHR,

Signature
Received data Decrypt Digest valid, when
digests match
E 3 033b9077h...

Signature Public key

* MFE Azure B4%: "NetApp 2458 " FREUEE (sig) X AFFIEF (pem) XHEHFFEER (.pem)
X, EBIR"TEH Azure MEGHEXH" TREZE R,

* (SEFEMIL,

* MRFRIER (pem) HIREXAEE (pub) o

* FERRINARREHEX 4.

* BERS MBEGSUHFFIIERF X 1 MB MI4EE 512 FH/EEIBMIGRI S BUFT ERRTREHITIL R, kDR
@I fEA OpenSSL a8 $1TTAMIT. OpenSSL CLI TRAREXHILAM TSR KT Z/RIERAYE S

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>
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IS3F Linux _ECloud Volumes ONTAPHJ Azure Hi7U&E 3
7£ Linux EIIEFHAY VHD XHZ R EIEIIEEERE. mEXGFMRIEL R,

p

1. MTFE Azure BRI "NetApp SZIFILR"FREUEE (sig) XM, AFHIEFS (pem) XHFFEES
(.pem) Xf¥.

BE "FNEH Azure MEREXH" TREZEE,

2. IIHE1EHE.

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MFR VHD XFLEY 1 MB (1,048,576 1) MLEEM 512 T, FHN tail, X -c +K EIIMXXHF
M K NETERFET. Bk, B3 1048577 £ “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o°® oo oo

rm ./sign.tmp.tail

4. {5 OpenSSL MIEBHIRENVATA, HEMERXEMAARIERIBHIXXMH (sign.tmp) o

SR TRIRERIE R TR M

Q

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. B TEX,

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

%
o
o
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I$3F macOS _tCloud Volumes ONTAPH] Azure Hii7MUEE &
7E Linux EIIEFHAY VHD XHZ R EIEWIEEERE. mEXGFMRIELE,

p

1. MTFE Azure BRI "NetApp ZFILR"FREUEE (sig) XM, AFHIEF (pem) XHFFEES
(.pem) Xf¥.

BE "FNEH Azure MEREXH" TREZEE,

2. IIHE1EHE.

[¢}

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MiB& VHD XHEFFLEY 1MB (1,048,576 =) MR 512 F15, FHA tail, X -c +K MG
MNE K NETERFET. B, ©¥ 1048577 FiB48 "tail -co EER, 1 macOS L, tail 6557
BEEE ALY+ BETE M.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. {3 OpenSSL MIEBHIRENATE, HEMEBXEMAARIERBHIXXMG (signtmp) o SBLRTAIREE
IUE BRI BRI BYHE Bo

Q.

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. B TEX,

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

o oo
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