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Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP

Non-Restricted Countries

If you are upgrading to ONTAP 9.15.0P1, and
you are in "Non-restricted Countries", please
download the image with NetApp Volume
Encryption.

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

Cloud Volumes ONTAP

Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. 7£ Linux £, i&Z1T md5sum AZURE-<version> PKG.TAR.GZo

£ macOS L, &7 sha256sum AZURE-<version> PKG.TAR.GZe

4. IG3F “md5sum’# “sha256sum {B5 &R Azure BR{EHBIEILELD,
S. 7£ Linux 1 macOS L, fERALI TSR tar.gz X4 “tar -xzf 85

Cloud Volumes ONTAP

DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
OP1_PKG.TAR.GZ [7.64 KB]

View and download checksums

FRIESRY tar.gz X BEWME (sig) X, RIIER (pem) XHEFMFEIEH (pem) Xff.

12X tar.gz XHFERYR AL

$ 1ls cert/ -1

STAWETRE S 1 netapp netapp

9.15.0P1 azure.pem

384 May 13 13:00 9.15.0P1 azure digest.sig
SEj—Ee——== 1 netapp netapp 2365 May 13 13:00 Certificate-

—rw-r—---—-—- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-

9.15.0P1 azure.pem

SE—Rees=e 1 netapp netapp 8537 May 13 13:00 version readme

M Azure 11754 Cloud Volumes ONTAPHJ VHD M5

—HB VHD &% %% Azure =, EMAEHENetAppEIE, HHR, EAHTHNEGHHNET
Azure hiz L, HBRERTE Azure iz EEEMAHEY, Azure =& VHD A3kHY 1 MB
f;%ﬂ’\] 512 F1, BEWIFVHDXHHNER, EEMAzurem17F HAzurefEe iIGRIVHDER



Feazai
HRRENRS ELRET Azure CLI, SRERLUED Azure [TJP{ER Azure Cloud Shell, BX*i{A%& 3 Azure CLI
BUFAE R, 5805 "Microsoft SRS t{al %22 Azure CLI",

p

1. /8 version_readme X{+HINBIFE Z 45 EAICloud Volumes ONTAPhRZSBRETEI Azure FiZMRERARZS,
Cloud Volumes ONTAPhRZSE “buildname’ Azure 7R &hRASRT A “version TERRASBRET 1,

LU RABIF, Cloud Volumes ONTAPhRZS 9.15.0P1 BREFE] Azure THiZBRIERRZS
*9150.01000024.05090105, Utk Azure iR IGRATEERATIEERE URN,

[
"buildname": "9.15.0P1",

"publisher": "netapp",
"version": "9150.01000024.05090105"

2. BEECRZEPWMKIE, XIFZMAE locName I ETIHERA URN BIHNEE, EFIHATAXYE, 15

BT T2

az account list-locations -o table

FltRSP, KIRZIRHIE Name i,

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US

3. EE FERFHERM Cloud Volumes ONTAPhRZSH] VM ZREREA) SKU &, SKU ZFRATE “skuName 1% &
THiZEGA URN BIHIZE,

a0, FrE XA Cloud Volumes ONTAP 9.15.0 BYE T3 s ZREEB N/ “ontap_cloud_byol fE SKU & #F,

* Cloud Volumes ONTAPhfZs* BT EIALERE SKU &#F
9.17.1 XEEhRZA Azure 1% ontap_cloud_direct_gen2
9.17.1 NEShRZ NetApp Console ontap_cloud_gen2

9.16.1 Azure 1% ontap_cloud_direct
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9.16.1 TElEs ontap_cloud

9.15.1 =4S ontap_cloud
9.15.0 THE, BT A= ontap_cloud_byol
9.15.0 ZHEa. SAN (HA) 3E ontap_cloud_byol_ha

4. BETONTAPKRZSH] Azure TiZBM& /S, {8 Azure Cloud Shell 5% Azure CLI M Azure TS VHD X
%,

f#HA Linux _£AY Azure Cloud Shell & VHD X{§

M Azure Cloud Shell, ¥z &S HE VHD X4 (5190, 97150.01000024.05090105.vhd) , RERHRETE
B)ZS# Linux 245, HUITUUTHBM Azure Hi%FKEX VHD B,

p

1. G EHIZHEER URN f1EMES4, URN BN <publisher>:<offer>:<sku>:<version>, &,
1&AT LAY HNetApp iz B G R A IE B B R AR Ao

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> S$SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$SpubName
-Offer SofferName -Sku S$skuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. NG e)E— A LEMEGRAIITEAE

PS /home/userl> S$diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access --duration-in-seconds 3600
--access-level Read --name $diskName --resource-group $diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

3. ¥ VHD XHMNITEHE S HE Azure Efif. CIBREBEHIFNAINNERR. EXMIFH, HINMERT—
NE A "vm-images'# "Container' i8]k 5. M Azure [P IREXTEAEIK P IH0 R Z6EMKP >



examplesaname > }5[A1%$f > key1 > key > 27R > <copy>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> $storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri $diskAccessSAS
-DestContainer S$ScontainerName -DestContext $destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState —-Container $containerName
—-Context S$destContext -Blob $destBlobName

4. BERNEG THIER Linux &%, A wget FEVHDX AR

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL EEER. ATEIMBEN, EeILEREUI TR URL F/RF8E, &, ERLUER Azure CLI
“az B RFKEN URL, =il URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

S. FIEIEME
PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

£ Linux LAY Azure CLI S VHD X
fERZSHE Linux 24509 Azure CLI EHizM& S HEI VHD X4,
pZ

1. &3 Azure CLI #%IEinE % :

¢

% az login --use-device-code

2. BEF, 1BEAMSENE2EFTF U@ https://microsoft.com/deviceloginFH I NIIERS


https://microsoft.com/devicelogin

(o

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud

-—-sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. ME B ARG AR 7RG 8 T B A

[o)

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o® o° o o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-
288&STr=h&SI=XXXXXXXX-XXXX~XXXKX-XXXX-XXXXXKXKESTGRXXXXXXXXXXXXXXKXKXXXKXKKK"

}
% export diskAccessSAS="https://md-
xxXxXxXXX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DE&SI=XXXXXXXX-XXXX—XX~XX~XXESIgXXXXXXXXXXXXXXXXXXXXXXKXK"

AT EZIREEE, FEMFEREIREN SAS, ESRER S LRSS,
4. MIEEHEZRSEH VHD X1,
a. SIEAEEHIHNASNEES. ELRFIF, FA vm-images 1 "Container (£ 1HRIZK 5,

b. M Azure TP IREXIFfEMK AR A &K > examplesaname > i5RZ 4 > key1 > key > £7R >
<copy>

AR LAER "az LB BAVER <o



export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

S. 127 blob BIZAAPIRZ.

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. WEMNEGR THEER Linux ARS8,



wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL EBFRERT. AT RIMBENME, ERLEREUI TR URL FRFER. 3&, ERILUER Azure CLI
‘az' TP KIREY URL, 71~ URL: https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

7. EEREME

az disk revoke-access --name S$diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes

X HFER
ft3tCloud Volumes ONTAP BYAzure TiZIREZ ZIIE

Azure BRIFISIEIIZ@I KB VHD XHRIFFK 1 MB FI45E 512 =13, ARNARAHK
PRERREX . AT REZRIER, £A_sha256_ #1755,

XHZREIETERIEHE
U TR X MBI TERIZAIRR,

Hash Function ———3! 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
E - 033b2077h...
Signature Public key

* MFE Azure BRI "NetApp ZHFuAm " FHEEHEE (sig) X AFFIES (pem) XHMEHER (pem)
Xfo IEBFH" T E Azure EHEX A" THRESER,

* (SEFERRIE,
* MRFRIEPR (pem) HFIREXAEH (.pub) o
* [FREEM AR EREX S,

s BERS MEG ST IBRF K 1 MB F145E 512 FHEEIENIGR X HMFHEMRMNBEERITIR. P E
A OpenSSL s $1TTEMIT. OpenSSL CLI TESEX LA RLTHE LM 2B ATHE S


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html
task-azure-download-digest-file.html

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

ISIF Linux _ECloud Volumes ONTAPHJ Azure Hi7i &S
7E Linux EISIFFHAY VHD XHEZR EIEWIEEERE. mEXHFMRIEE R,

p

1. MTFE Azure UGS "NetApp 5L "FHREVEE (sig) X, AHIEH (pem) XEFMFEEP
(.pem) Xt

SE " Azure MEIEEXH TREZEER,

2. IIHEE.

(o

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. fif® VHD XEFLB9 1 MB (1,048,576 F1) MLEER 512 F 1, AN tail, X -c +K EIMXE
HNE K NMETERFED, ALt, ©¥ 1048577 B4 “tail -co

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° oo o°

rm ./sign.tmp.tail

4. {3 OpenSSL MIEBHIRENVATA, HEMERXHMAARIERIBAISM (sign.tmp) o

BT RIEIIE R IR TARSMATH Bo

o)

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

5. BETEX,


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

% rm ./9150.01000024.05090105.vhd ./sign.tmp
% rm *.sig *.pub *.pem

I%F macOS _ECloud Volumes ONTAPHY Azure Hi7BR&=
7E Linux EIIEFHAY VHD XHEZR EIEWIEEERE. mEXHMIIEE R,

p

1. MTFE Azure UGS "NetApp SZiFIE R "FHEEVEE (sig) X, AHIEH (pem) XEFMFEEP
(.pem) Xt

BE "I Azure MGHBEXH" THRESER.
2. ST,
% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. k& VHD XE4FLB9 1MB (1,048,576 FT3) MEER 512 F T, FRA tail, X -c +K IEHMXHE
MNE K NETERFET, BEitt, ©% 1048577 FiB48 “tail -co EER, T macOS L, tail 558
BEEBE ALY+ BETER.

tail -c¢ +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. {£F OpenSSL MIERHIREXATA, HERZAXHMAAEIERIBRINXM (sign.tmp) o SLRRATIRIE
YOI B RE R BINE R IMATE B

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S FIETEX,
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

o)
o
3

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem
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