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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

ViMware SEH.'HEES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.
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Restore Prometheus metrics.
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1. INRATEE, FERILMBPENBEET R, T, FERIFEETARHMBEENR (WRA) .
a. MALTF#<: ssh admin@grid node IP
b. #NFFIHIEERS Passwords . txt X
C. WA T <t EIroot: su -
d. MAPFIHAIZR Passwords . txt X

Plroot AR BHERE. IRAFTEMETR S to #

2. Z1IEAMSERSE LUBF IEESIBFHIBEX S service ams stop
3. & auditlog Xff, FHESHIIEMENEET ARNAKBEZNE M-

¥ auditlog R AM—HRSHIXHER, BHIE0 yyyy-mm-dd.txt.1 . FlE0. &6 LK audit.log X Edp
792015-10-25.txtcd /var/local/audit/export/

4. EFSIAMSARSS: service ams start

5. QIEZBRUBFIEHEZAEXHEHFI MG T = EMIGEUE: ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRTRES, BN admin BYERD,
6. EFIFFEBEZBEXH: scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIERRES, BN admin BYEED.

7. YrootlBF B FH: exit
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NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.

» Ve

Install a StorageGRID system Recaover a failed primary Admin
Node
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a. WALIT#<: ssh admin@recovery Admin Node IP
b. FNAPFIHEEED Passwords. txt X

C. WAL T an < root: su -

d. AT HAIZERS Passwords . txt XM
HrootABFR B ERGE. IRTRFEMENRN $ to #o

2. KECFREWLEEZXE: cd /var/local/audit/export

3 BREMNHEZASXAEFZEMENEETR: scp adming
grid node IP:/var/local/tmp/saved-audit-logs/YYYY* .

HIERES, Hi\ admin BYZRED,
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6. LlrootFIF 817 H: exit
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a. WAL TF#<: ssh admin@grid node IP
b. FNAFIHAIEERS Passwords . txt X
C. AL R es <t Elroot: su -
d. MAPHIHAIZ Passwords . txt X
2. NEEET AR, FIEMIRSE: service mi stop

3. NRBET . FIEBIENAREFERZEO(Management Application Program Interface. mgmt-API)AR

£ service mgmt-api stop

4. TEMENEET R ESTRUTHE:
a. ERIEMENEETR:
L BN TF®H2: ssh admin@grid node IP
ii. 3 NATIHEYZERS Passwords . txt M
i. AN TSt root: su -
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V. BNPHIHAIZR Passwords . txt X
b. {ZIEMIBRSS: service mi stop
C. {Z1Emgmt-APIfRSS: service mgmt-api stop
d. ¥ SSH TAZHAFMEI SSH K, A ...ssh-add
e. BT HAISSHILIRERS Passwords. txt X

f. BHIEENREETAEHZEMENEETS: /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g W, WAEBREMENEET R LM M #iEE,
HTEENEBEHIEREFZIEMENEET R, THEFIREE, HAREMNEMENEET <o

h. INRABRENHMARSS HITLEEDIAIE, BN SSH RIBRMFEFATH. BN ...ssh-add -D

S HREET R LEMBHIARS: service servermanager start

e FEIBT S IXFEPrometheustsin

FE, BUAIUERNBENEEET = ERE Prometheus PRI Fistn. REHE
HJ StorageGRID 2B 25— 1MEET ST, 78RR Prometheus 51T
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* StorageGRID 2N NE D EERINEET 2o
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b. FNAFIHAIEERS Passwords . txt X
C. WA T <t EIroot: su -
d. NS HAIZERS Passwords . txt XM
2. NEEETRP. F1EPrometheusfR%5: service prometheus stop

3. FEMEMEENR EEMUTHSE:
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iii. N TS ESroot: su -
V. FNAFIHEIZD Passwords . txt X
b. {Z1FPrometheusfR%3: service prometheus stop
C. ¥ SSH TAZEAARNME] SSH K2, HIA ...ssh-add
d. WAPHIHBISSHIARIZS Passwords . txt X
e. ¥Prometheus#iEEMNBEEET A SFZIEMENEET &

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP
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MERMBENEFEET R EFEZEE
NREEBMEIHENEET REFHEZAE, NNREXEQEUEFNEPRRS
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IREP R SR EZASXHENIEEET REFZ SIRMET R ERIRRIE, A, ATLUISXERERE
ZESEFEHEREERETR. FZASTEHEFZFNEET R,

RIERERE, GARRTEMAERENEETAENEZAS, IRBERE—IEEDT R, WRENEED

REFRERNEXATREFCREFZAEF, ARAMCRIVEERER. IRBEBELSSIEETR,
WAIUMS— T EET RIRERZBAE.

@ MRPELZELISENEET R LBREZAE, ErLAERRTRXEETE, FImEENR
gZE.

1. INRAJEE, FERILABENEET S, S, FERIFTEETARHEMBEESR (WNRA) .
a. AL T®H%: ssh admin@grid node IP
b. #NFFIHAIZEES Passwords . txt X
C. WAL T an < root: su -
d. MNPFIHAIZER Passwords . txt X

KrootAAFR BMERE. IRTRFHEMEN $ to 4o

2. (FIEAMSERSE ARG IEE QI IBIEEX M. service ams stop
3. B R auditlog X, FEESFFIEMENEED ARNFAEEMEXMH.

3% audit.log EMZ NME—RSHIXESR, B0 yyyy-mm-dd.txt.1 . Fla0. & LUFauditlog X E
792015-10-25.txtcd /var/local/audit/export/

4. EFSEIAMSARSS: service ams start

S. QIEZBRUBFIEEZAEXXHEHZIR MM T = LRI E: ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIERES, B admin BYZS,
6. EHIFMEFEZBEXMH: scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIIRRES, B admin BYZES,

7. WrootFBF B7F5H: exit
FIRIFEFEETR

EMEFETEETR, UINETERYIESEINE.

(R UG IS R0AE I IS SRV E R — T & LiETMREE I, WATLUE VMware HiE(T9dEE
BT A Linux EHERNES8E DHENETEESA,

ERASEANTREFNEATOLENREIE . THTRERREPE ERTHETRER) &, &IF
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TR BESEHRTIFEEETRMENT—F,

FRTR IRIESE

VMware "EiEVMware T s"

Linux "EHRLinuxT "

SG100 71 SG1000 BRSS1&%E "EIRARSILE"

OpenStack ERVERE 1% NetApp 7 OpenStack $R A REHIMIIREEE ST FIR

A, WMNREEEMETE OpenStack BEHFZITHT R, B FHERT
Linux 21ERANX . A, REBRESE TR Linux TR,

EREMEUEEFEEETR

FREFEETRE, BLNEMBERSTEEENNE, EHTREENHETR
BB R
ERENNE
* ERFUER RN BT REIMR SR,
BB L RARIH AR,
* BRFAERERDEE.
EUACHBEHREERH A,

1. EWREER . EEHIFEIPESIRE,
2. 1% Pending Nodes 5| &RHIEZFREIME RIMAET =0

TREMEER, EMEERAETIRT, EETAERETR, KRIFNREENMREHESFHITRE

3. W\ * ECEZRINEIE * o
4. BE - BRiRE
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

5. EMEMIET mRPEIEMEH#E,

@ TEMERES R TiTHAE, GrRIUEE * E8 * UBHHIHHME, RETR—NMEEME
1, ErEEERFIR BT RRBATRHERTS,

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

MRBAEERFIR REAME, YRV REREIMLRERTS, WK

Do you want to reset recovery?

° *VMware * : BIRERENENNETN R, AE, YEEEFERBHMEN, EMHBETR.

° *Linux *: TELinuxEN BTG SUEFHBIT R storagegrid node force-recovery
node-name

c %% MREEEERESE BERME. MNETRIEED REREITILERS sgareinstall 7
REJ=W

6. YN AStorageGRID ZFABAT EAER(SSO). HEEMENEERT RBNK# A EEERENFERINAE
BIZ RS 2EIEP. 1ETEActive DirectoryBx & B P IRIEARSS (AD FS)FR T (SR MBRHEF 032 )IZ T = BV
FHiEE. FRESETAMESIEFERNIHINARSSZIER,
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BRERHSEE, BENBEXEIE StorageGRID #YiHEE, EiHRIFKIARSZSIER, BEF
@ HEENRNMS Shell o ¥ E /var/local/mgmt-api BR. SAGIEE server.crt X
%

BXELS
"&I2 StorageGRID"

THEEEMTRIILE(XRTaER)"

HFEMENIFEERT R EERBEZAE
NREEBREBAFIFETEETRPEZEE, UEREHLEHEZAEER, WAL
HERZIBZMERNIFEEET R,

* IS
L

HIETEMENEET <o
* ERBEETR

WHIEERE, BRNEREZASEREIEMIE,

P =y
=
¢

MREETRUREE, REINZEETRNEZASAIRIER. TLXLLIMH:‘.MWFEE’J%EE%,FE’E%Uﬁiﬁ H
&, ARRXEEZASTERIEMENEET RKPIEBIEERR. RIEKER /R, BIRETEM R EHERYETE
TREHEZAE, EXMERT, IRBEABSINEETR, WAUMS—EETRMEREZAE, BN
HiZEBSREREFEEET R,

IRAF—NEETNR, HEALEMEETRENHFZAE, WRENEETREFEREEHCRIEZAR
» IEREZHHI—F,

TR ARRMEEET R, TEERBAEICRINEE,
1. ERFNEMENEET R

a. MALITF#<: +ssh admin@recovery Admin Node IP
b. 3 NAFIHAIEERS Passwords . txt M

C. AL R es <t Elroot: su -

d. BMANPFIERIZER Passwords. txt X
HUrootlAF S ERGE. RAFFRBEMEN $ to 4o

2. WEBREMLEZX .
cd /var/local/audit/export

3 BREMNEZASXAEHZERENEETR:
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIRTREY, % admin B9ZS,

4 ATRER, FERIFZATEEERNEFZEMENEETRE, MHIMHFERRET RPRERX
H:b'_‘-'*;- E 18N 0
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5 EHEMEEETN A LEZASXHNBFRNAIRE:
chown ams-user:bycast *
6. LlrootFAIFR B3 exit
TR BIE R EZEZENEAEERFRAR. BXFMAER, HENHEXEIE StorageGRID AYEA,

BXES
"&I2 StorageGRID"

AEMENIFEEET R LEEEERIXRE

MREBEMEMIEFEET S HFNIRBENEIRE, ZREXF AutoSupport JHEBIEIE
KixF, NWATIE StorageGRID REHEFHEBEIISE,

BREENAR
* ERIER S FBIR S B3 REINAR SRR,
* BRIMEBRERN RN,
NLZFEABTEMENEET R
p
1. SR EE>RAIRE> BRIET,
2. W EERHA - THITIRPEFEMENEET R
3. BE* MAEN

BEXES
"&IE StorageGRID"

mEEEET RN EREET REERE

MREFLIMBENEETEETR LEREBEXEY, ERMNERNHELER, WAIMME
BIENREREREET R BIERE,
ML REHITITEMERNEIED o
* StorageGRID AZMNE DB ERMEIETI Ao
* AR Passwords. txt X
* B A B EREIRIE,

MREETRUEIEE, WEFEEHEETRBEETHNAEEREER. BEEESUTER:

* ERAEIER
* BikFHEIER
* AEREMERE. BT TAE MR TTE ENERMX A RS,
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MEEET RN, RMFREIBEEMEN TR LR ENEETREERE. B2, MEENESHRE
FRE—E D HHEERMEIARSS BHARSZHES

MRERTETERET R, WETBIREETRBEEMETEET R (source Admin Node ) EHZEIMER
TRFERBEER.

@ SHIEET R HUBER R E /R E, ERT R EFIERSE, L Grid Manager LAE
BB A
1. BRIFREET S
a. AL T®%: ssh admin@grid node IP
b. HNFRFHEEY Passwords . txt XM
C. WAL T an < root: su -
d. NFRFIHAIZR Passwords . txt X
2. NREETRETUTH S, RE, BIERRANREZEIZIE, recover-access-points
3. NEEEBT AR, FIEMIPRSS: service mi stop

4. NREETAF. FIEEENAREFIZEFEO(Management Application Program Interface. mgmt-APAR

£ service mgmt-api stop

5. ZEMEMEBEN R LERUTSE:
a. HFRIEMEMNEET A:
L AL T®%: ssh admin@grid node IP
ii. NFPFIHAZERS Passwords . txt X{HF
iii. FNIL T enStI#Elroot: su -
V. FANARFIHEIZD Passwords . txt X
b. {2IEMIBRSS: service mi stop
C. {Z1Emgmt-APIfRSS: service mgmt-api stop
d. ¥ SSH TAZHAFMEI SSH K, A ...ssh-add
e. APRTIHAISSHIAIRERY Passwords. txt X

f. BHIEENREETSEHEEMENEET S /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g HIERE, BMINEEZEMENEET S LM M #HEE,
BIRENEAEHIEREFZEMENEET R, TRETHRER, LHAREHEMENEET .
h. MNRABFENHMARSHHITEZEIEIAR, BEM SSH LIBFMIFRFATH. A ...ssh-add -D
6. TREBET R LEMBaIARS: service servermanager start
mEIEE EET ST [EPrometheus}sin
Tl UEH I PERIEEBIE T S _ERE Prometheus 43RV 351
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%Zﬁfﬁ#ﬁ?ielrjﬂgm%iiqﬁnno
StorageGRID AANNELVBEER T EET R
BNTE R Passwords. txt X&

B MEBRERDEIE,

MREETRHIEEE, WESET S LR Prometheus #BIBEHREIFHIEINEERXR, MEEETRE, RHR
LI RE LR Prometheus #iBE. ERHMEMENEET ARG, ESBEINERAEERIT
StorageGRID &R,

NMBRRERTIEFTEET =, METLLUEIRE Prometheus #IEEMEEIET = ( source Admin Node ) E§!IZ1x
SENEET KRR EER.

@ £l Prometheus HUEFERIRERE— NI EKYE, EHREET R EFIERSE, FEL Grid

1.

2
3.

Manager THEERE A AT o

ERIREETR:

a. AL T2 ssh admin@grid node IP

b. NFPFIHEIERS Passwords. txt X

C. AL R en <t Elroot: su -

d. AT HEHER Passwords . txt XH

MEEET =, {Z1EPrometheusfR$S: service prometheus stop

AEMENEET R ESEMUTHE:

a. ERIEMENEED R

i N TF®%: ssh admin@grid node IP

i. FNPYIHAZS Passwords. txt XM

iil. FNLATEnS IS lroot: su -

V. BNPHIHAIZER Passwords . txt X
b. {Z1EPrometheusfRs5: service prometheus stop
C. ¥ SSH TAZEAARME] SSH K2, N ...ssh-add
d. MAPFIHAISSHIARIERS Passwords . txt XM

€. ¥PrometheusHiEEMNREET REFIZIEMENEETR:
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f HIURTES, & * WA - BIAEHEREMEEET = LAY Prometheus #3EE,

[R5 Prometheus BiEERHEGEHEREFZIEMENEET R. TRERIREE, HZFEE
MEMNEET R, ERERUTRES:

BRfERERE, EXRMRS
a. IRFBREWNHEHMIRS[BHITLERGIE], EM SSH KIEFRERA. A ...ssh-add -D
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4. EREET A EEFHBIIPrometheusfRs3.service prometheus start
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