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Prepare for node
recovery.
Replace node.
VMware Linux
No ) Yes
Linux host?
Corrective No " See the
actions taken when F:Eiﬁ;fgel_s “What next?”
restoring node? section for details.
Yes
—force flag New or changed
or force-recovery block device
Select Start Recovery to Recovering from
storage volume
failure

L configure the Storage Node.

v

Remount and reformat
storage volumes.

v

Restore object data to
storage volumes.

v

Check storage state.
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- ERS BRSSP, EIF IR EIPES T E,

. £ Pending Nodes Fl|RAIEFERE AIMIET =0

TREIKER, EMTRERETIRY, BEEEEETR, RIETREEMTEHESHFHITME,
N EEERIEEEE

- BE - BEihE o

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name 1T IPv4 Address IT state It Recoverable I
® 104-217-81 10.96.104.217 Unknown v
Passphrase

Provisioning Passphrase | sesess

Start Recovery

@ TSRS E TiTHAE, ERILURE * EE * USEHNRE, EREER—MEEXIE
1, BT EEERFSRE N R TFAHERS.

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
* For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

Do you want to reset recovery?

MREBAZERMEIR FERAME, ¥RV RERETNLRERTS, WTFR:



° *VMware * : BIRESRENENNETR. A, YEEEFERRHMEN, EMEHBETR.

o *Linux *: TELinuxEN EBITLHar S AEMBEITIR: storagegrid node force-recovery
node-name

6. HEET RUAEI "Waiting for Manual steps™ " FYEREY, B EMERIES B PHT—MES UEFIEHMN
=R LEES,

Recovery

Select the failed grid nede to recover, enter your provisicning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name Start Time Progress Stage
de2-s3 2016-09-12 16:12:40 PDT h WY Waiting For Manual Steps
BXES

TEEEEMRENIRE(IRTaER)"

B RN BRI (TR B

EEMEHRENEEEHEMRILERIRIEEESE, BONFETR MR, F—
TR EMREIRNERNE, FEMKINL StorageGRID FiEE. B _ MK ER
MAFIEEHENE, RIBEFEFEHWE Cassandra FEEIARE

BEENAR
* REERBENFEEE RN T IBIEFEENESF.

11T sn-remount-volumes HIZASA]8ER B F &M E HttEZE S,

* BERERSRENTEMTRER, NECEHETREREFEIRE . (EMREESH. S 4HipginT
S*EUHECE S )
* BERET BRREREHITR. (EMBREEST. &R HrErES T &, )

* BEERAEXEFEHTRARRRMENE S,
"BEAXRFHET RARRSEMENES

MR ZNMEET ARSI HNEET RETSE 15 KREERE, BBRARARZR. B2
@ IB{T sn-recovery-postinstall.sh s, ERPHZSMEETRLEEERE
Cassandra BY 15 KA A gER SHEIEEK,

KFILAES
BRMIRES R , BRITUTESRES:

s BRIEMENEMET R
* &1T sn-remount-volumes AT EMEHR N EMNEFEENRZA, BITIHEIAR, SERITUTRE:
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© BHMHESNMFEEUER XFS BE.
° PIIT XFS X—H 4K E,
* MRXGRZE—H, WHEFEESES NHEIERD StorageGRID ZFi#H,
© NREFESENLER, BEWREHZEFES. SLHNMEINEHIERIETE,
© BEMZE L H AR RERIR,
* JB1T sn-recovery-postinstall.sh BlZdS, BITILHIZE, BIFHITUTIEE,
BITZH. BNEMRERBEHEoHFM#ETI A sn-recovery-postinstall.sh (JAEIH

@ TR ZE[EHZA) EFRACEEFEESHERNRTHE. ZAERBHEFET R sn-

recovery-postinstall.sh SEESHEHBHINRSHE. HSHStorageGRID 8%
T RIR PR

o BN FRERMNERITZEMRESE sn-remount-volumes BT EEH AR EH.

@ MREFRANUENEEES, WizE LB SIETRER. RIKER ILM ANEE S
FREZSIUREE, WATHRITIINVRIED R LM R E A BT R SRR,

c NRFE, ETH = LEE Cassandra HiEE,
° BIFET R LIRS,
iz
1. BREIEMENEET =

a. AL TF#<: ssh admin@grid node IP
b. ENAFHIHIERD Passwords . txt X

C. AL T an <tk Hroot: su -

d. BNPRFIHBIZR Passwords . txt XM
HrootAP BIERE. RRFFRHMEN $ to 4o

2. BITE— M HAEREH AR ERNFES,

@ WNRFMETFEEE RN, FEHTHRIVE, NEFMBFESHMHIIKEE, MBIty
BHEITE A, EREINLAE EHHBEHES.

a. IBTHIZA: sn-remount-volumes
A A] BB E LN A BEE B 2R S LiB1T.

b. FEHIAIETTHE, EEWBHRERE EART.

@ TR LMRIEFRERER tail -f AT EIEHAASEXHRBNGHS

(/var/local/log/sn-remount-volumes.log) . BEXHEELLHESITHRIEEF
ARS8,



root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully

====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-
remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, 1if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======
Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd



This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? y

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-
remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device 1is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

ErRfllatd, —NMEEEERNERER, =M EFHEEHIER.

* /dev/sdb BBEXFSXHRAZ—HMNEHABEMNEE. RILEMINENRES, MRS
RIS E ERSIERRE TR,

* /dev/sdc HFFHEEEMHENEMIF. XFSXHERF—EERERK,



* /dev/sdd TEEH. RNEEBIUBYIGUEHERNBRRERIF. AT EEREFEEN,
ESWREREBETXH RS —HMNE,

. f}e%ﬁﬁ%%Eiﬁﬁéﬁﬁﬁﬁﬁ, B N EERE RS, BERUNEREE ERXAGR

 NREEEEERINARE, RS B8 * . "EaUERXHRAARENERRAERIT
BIRE, ERIGREFER /var/local/log/sn-remount-volumes.log HENH,

* /dev/sde BEIXFSXHRA—HMNEHEEEMNELEN,; BE. vollDXHHBILDRTIAID
S5tF#ET S ( configured LDR noid B/R{EINER). HHERTIERTFE —NMEHET =

3. BRI H AR MR,

@ MRFEERBED XFS XU RFE—RECEH T EER, BFHAEERETNHEIRER. &
AT FRIZITHIE X sn-recovery-postinstall.sh fEXLEE EOIZMIZS,

a. MEBELURRERTEEFFAEENFE. MRRIILERSE, BEETIRZ,
b. EEFMEEEHRENHEE. BRLBIETEEERETILEFMET RBHEIR.
LRGP, REH /dev/sde BEUTHIRHER:

Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

MRIBREENFEESETES —MEET R, BERARAEZR. NIREEB1THZE sn-
@ recovery-postinstall.sh B, FESRKEMERN. XATESSRELERER
HIBREX,

o MRFHEBEAEHLE, WETIRENEHN, AEEEABRIEE,
() reaeEsERERTLEROEEEE,

TREMSERMEIREID. BITHNEERALID repair-data AT RWNREELRIE(T—MEE
T RIS,

d. EENEMPME T EEHNILER. 11T sn-remount-volumes EMREHIALMIAFAE T E TR
NEEESIEEMER.

MRTEEHFEENFEECHRINAER, MERSEHRIT I, NIEUKItE ERE
@ ARG RBIER. WRVRBEEERTEIE, WRE—TEIE, BRISER T—MEETE
(ERMREHE) MLk

WBIMET sn-recovery-postinstall.sh RSN EEZES _ERIRBEGET A MK
(D memEmmESREM. DRENILMERERNANMOE— IR EES A
BAEHIE). TR, BRREALTH AN ERE.

S

4. BT sn-recovery-postinstall.sh flA: sn-recovery-postinstall.sh

10



IR AF BT A EFH RN ERNEAEES;, RIEFEET R LERZ Cassandra #iEE;
HEEHTFAET = LBIARSS,

EEELTE:
° EHIA AT RETR B U\ A BEIET T,
c BE, EHAEITHAE, EREMRE SSH =i,
° SSH RIFEFIEHRSET, E/MZ * . Ctrl+C*,
° NREEMEHITHZ L SSH 21E, NIKHABERRIE!T, BETUMN " HRE " TEEEHE,
° MNRFMET AR RSM RS, NMET RIRSEFBR, MATERERE 5 7. 83 RSM RSEX
BohEY, Fit=E 5 D EHRIER,

(D)  RsMESuF@21ADC BEMEHET S L,

H L StorageGRID &3 2{# A Reaper &I Cassandra 188, —BEHAXIRSHFAIERSF
()  t EaE#iTEs, gL EBIMARHTRIES " reaper " 5§ "Cassandra repar.’
" MREEIETEEARNEDEE, BT ERRETR S,

S. LI, E R sn-recovery-postinstall.sh BIZAIETTE. MiITMNIEEIRESEPMETIE,
"V " TIE _EBYH E LN ERT rIR ISR sn-recovery-postinstall. sh fil7s,
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Name Il IPv4 Address 1T state 11 Recoverable I

No results found.

Recovering Grid Node

Name Start Time Progress Stage

DC1-53 2016-06-02 14:03:35 PDT . O S N Recovering Cassandra

£2J5 sn-recovery-postinstall.sh HIABET R LEoIIRS. SR LUSH RMIBEEREIIAE LY
FEEFEES. MZIR(ELZ B HAA,

BXER
"BEAXFETRRAEDBIMENES"

"RIEEERNRBELREFEE"

11



RIEFER N REELREFES

1R sn-recovery-postinstall.sh EEFEAMAERRINU—NHZNRIEFME
. BN REGEMEMEED ST R R B ERENENE ﬁ%%o BRAEEH
BT —DHZINEEE, TURFTERITXELE,

BEENARR
* BATHIABMENTFET RVERRS N * BER « ERREERSENT > R R+ L.

RFUIES
AILUMEMEET R, [IRTRISEEDERNREUE, siREEREMBEE ILM RN, LUERLUERNER
Bl

@ R ILM MNEENEFE— I EFIRID, MZBISUTHIEENEFEES L, WEBTERE
POE 8

MEEA R —HREAGFSEMES, N StorageGRID AFE SN BERDTHA =
()  Enss TR R, ERTIRESE 281, ARRRAS MBS E e
FIHAE Bz,

IMRMRE—FIRBIAMTIIETRLE, WM IBTRERENREE. BT MINERIFETFE
@ AGORBIRRT EER. FIEMNIET RN REEEREFET R PrERETE LE MELh7Z 5
TRIERBIRER,

BRFENREIE. 151517 repair-data filds, AR RERNRIIERTIE, H5 ILM BiEEcE AU
FRAE ILM F, &R UAXHEARERED repair-data 7S, HRIBEEIERSHINVEIET M PRFFDEY
HiE. SOTAR:

EHEIE. RECRFECER I TRERNBET R LIRES. BJUEAR NS REREHIRHIE:

repair-data start-replicated-node-repair

repair-data start-replicated-volume-repair

* BIFRIS(EC)EE: RIEEERFEREBITTRERNEET R LIFES. FAIUERAM N KIERER
ELELRE 6/

repair-data start-ec-node-repair

repair-data start-ec-volume-repair

FEFRLEEET BRI, ATUFREERRREIENSIE. BERTERETNRIYURARTM. ErIUERUT
an L IRERZU M RIS EIERIE E 1B -

12



repair-data show-ec-repair-status

EC (EEIRLRITHTRA B, TELMEEHELR, ELEEERNERR. NELER
() owneH=ERFHE, ECEEFLBAK, TRIELARERRY, ECEEIFLTRES
SERIHETIR,

BXEHANFHAEE. B2 repair-data BIA. AN repair-data --help MEBETRHL1T.

pgd
1. BRI ETEENR:
a. MALIT#<: ssh admin@primary Admin Node IP
b. HNAFIHIEERD Passwords . txt X
C. AL R es <t Elroot: su -
d. BNPRFIHAIZER Passwords . txt X

HrootAP BIERE. RRFFRHMEN $ to 4o

2. {Ff /etc/hosts file. BFEHECERREHEENEET SNENR, EEENRFAETRNGIR. 1B
AUTAHZA: cat /etc/hosts

3 MNRFIEFMEHRERE, FEERIM TR, WRIAGHBIEHIMKE. BRET—F,. )

@ BIRIBIT repair-data ARM S M TRATHEE. EMESZITTR, BERAKAX
o

c NREHMIRE S ERIAVEIE. 1B5FER repair-data start-replicated-node-repair o
--nodes ATFREBNFMET RANED,

eS8 E B9 SG-DC-SN3 HIFFETI = LS HIBVEIE:

repair-data start-replicated-node-repair --nodes SG-DC-SN3

ERMNREIES, WIR StorageGRID AL AEIEHIFIN REHE, NMahAk * WREKX
@ Lo FAIRERTEBRMTARAZNFMET R LMALHR. BNBHEERRNLKERE UKEER
MUE. ESNIHEX StorageGRID MizFNHPEHEPRAYIER,

° NRMIMEE S UMRISEIE. 1B repair-data start-ec-node-repair 3% --nodes BF{&
ESEANTFMET SBE,
A 2818 E B I SG-DC-SN3BTFE T3 s _E BV SRS 243

repair-data start-ec-node-repair --nodes SG-DC-SN3

13



IREEIR O — repair ID XRLIHEATIX—R repair data #fF. 1BEALL repair 1D RER
HUHEMLER repair_data #&fF. MEIRETHME, FTREMEAEMKR.

@ ERLEEET SR, AT REERRRIENSIE. BEREMET /YR ETM.

° PNREHIMIEE B & E B REIEFRAMRIEHEIE. FETXR <L,
4. MRIEWPHEHIMLE, BFEERTMNE,

U7 HEIRIVAE Do flg0: 0000 BE—NEM 000F BF 1615, BEILIEE—1E, —MEE
EEZ MR TF— 1T FINE,

PRSI TR—MFET R L. MRFELRSIMEETRNE, BRARARZF,.

e MNBMREESEFHIIEIE. 15E start-replicated-volume-repair 3% --nodes AFARIRT
SAYIEI, SARAIN --volumes Y —-volume-range &, A TNRAIFITR.

BhE kLR RERINEIEIRREE 0002 7E89SG-DC-SN3TFETI = L

repair-data start-replicated-volume-repair --nodes SG-DC-SN3
--volumes 0002

EEHE: SR ERINSIETERESEEANNAES 0003 t0 0009 TERASG-DC-SN3FMET = £

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volume
-range 0003-0009

ZNERE—NFIH: S BERNEIEERERE 0001, 0005, M 0008 ERHISG-DC-SN3
NFEET =

repair-data start-replicated-volume-repair --nodes SG-DC-SN3
--volumes 0001,0005,0008

ERMNREIES, G1R StorageGRID RFHAZIEHRIFINKREIE, WL * WREK
@ ko FAIREREBRMTAZNFMET R LMAEHR. BNHEERRNEKERRE UKREEH
MUE. ESNHEX StorageGRID YEizFNHPEHEPRAYIER,

° MNRMEESLUMRISEIE. 15FEH start-ec-volume-repair 83% --nodes FAFHRIRT mAYIE
M, PRGN --volumes 3 --volume-range W, LA TFRBIFAR.

BANE ISR RHIRRRIDEIELRREIE 0007 7ER AISG-DC-SN3RYFME I R £

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volumes 0007

14



ﬁsl*i: tEER SRR R RIDEIEE R ESEEIRBIFIEE 0004 to 0006 £ /ISG-DC-SN3RITFETI =

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volume-range
0004-0006

ENERE—NFIF: S BETURRLIHEIELREIE 000A, 000C, # 000E FEERHSG-
DC-SN3fyFfiET m £

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volumes
000A,000C, 000E

o repair-data R{FIREIM— repair ID XFINATX—R repair data 1&fF. BEFERALE
repair ID IRERHUHEMLER repair data #fE. MEIETHE, FRREEFRIEMKIR,

@ AREFET SR, AT REERREILNEIE. BEREMET R RARETMK.
° NREHIMARERY & & E BRI BURF A MRID R EIE. BT <,
o. MiITEHHBIERNIEE R,
a. FEEF RS> EEBENFETR> ILM
b. A" "B FHEMEHECERTESTH.
EE5ERa. waiting - all BHEERO N R,
c. EEFMMIITEETIE. HEER > TR> MR
d. MR >* [ETEEE BTFET = > LDR*>*#UEFE"
e £RERAUTEL, RAGHESEHFNEEZRTETM.

() Iee#E Cassandra F—H, 3#EFEABBAMMES.

L R2REE (XRPA) . ERILBMHREEFIEENHE., SHE#ETREAEESKNYRE,
IR =B, IR IERIIE MBS EAEE SaiiataERiE (B * 3#EAE - i« BIEREM)
MFRTR ILM HEREEAT R EAMERFTEERENS KN R

() EREXRRETERSEANNE, ITUEFHEE LM BENHEK.

* * FERE - [EIHE (XSCM) * @ EALEME R EITHAR M R AN RV AR BN R *
BEXEEE © BEEINERES SaiiafkiiE, NEHREERAIEETM. FEE, FHEHR
FIREREN. * AR - &t (XSCM) * BMERZSR BIWE, 8T REEIRIREX
B. ERILEWMARR * FETEE - &1t * B IR UMEE SRR ESERE,

6. ITAMmSEIERIIEE. AREIXATREERMAMERIER,
a. HEU MRS EIREERRE:

15



" FRLLGR LA EBEEIRE repair-data 121F:

repair-data show-ec-repair-status --repair-id repair ID

- ERLLE L ATILFIAREE:

repair-data show-ec-repair-status

WHRBTIHER. 84 repair 100 AFEAMAREESITHMREEE.

root@DC1-ADM1l:~ # repair-data show-ec-repair-status

Repair ID Scope Start Time End Time State Est Bytes Affected/Repaired
Retry Repair

949283 DC1-S-99-10 (Volumes: 1,2) 2016-11-30T15:27:06.9 Success 17359

17359 No

949292 DC1-S-99-10 (Volumes: 1,2) 2016-11-30T15:37:06.9 Failure 17359
0 Yes

949294 DC1-S-99-10 (Volumes: 1,2) 2016-11-30T15:47:06.9 Failure 17359
0 Yes

949299 DC1-S-99-10 (Volumes: 1,2) 2016-11-30T15:57:06.9 Failure 17359
0 Yes

b. yNRimH B REERIERM. EEMR --repair-id EHUEIREE.

LtEr L {EREEID 83930030303133434 F XKW T RIEE

repair-data start-ec-node-repair --repair-id 83930030303133434

IS EREEID 83930030303133434 =i KM BEE :

repair-data start-ec-volume-repair --repair-id 83930030303133434

HEXES
"&I2 StorageGRID"

"MK BPEHEER"
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MEFET R AR EREFERE

MEFHET RNARRIRTIEEGE, BKIEEED REPMERSESTIRE BN, HER
BHENRWEET ARG, WRESEAEN.
ERBHNS
© IBAER ISR R T RIS E S,
* ERETREME, HUEMREEEM.
TE
1. & i > T A>T
2. B BMEEMET 2* LDREME EMERS-FE M FE RS- E1E,
XFAN B MRV ESIR B
3. N "Storage State" (FEEIRE) — "Desired " (FrE) BB HNRIE, BRMUTTE:
a. B EE *ENF,
b. M * FEMEIRT - RS * THIFIRS, 8T * B,

C. Bl MAEMN
d. S * R * EIRHHIN * FEIRE - FE * M FERS - Ha0 - NEEEHRNE.
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