MIEEEBET RERRE
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/storagegrid-115/maintain/copying-audit-
logs-from-failed-non-primary-admin-node.html on October 03, 2025. Always check docs.netapp.com for

the latest.



H=x

MIAEEEET SERRE
MRS ENIEE BB T S EHFEZAS
EREFEETS
EEEHMEUEEFEETR
FEmENEETEET R ERRFEIZASE
FEMENEETEET R LEEEIRAIXEE
MEEFEET AEREET S HUEE
MmEIEF EET RBEEPrometheustsin

N OO a B~ NN -2 -



MIEEEER T RHEFIME

EMEETEETRBEFME, EOATHUTES. —MTEETRRAEREEETR (
CMN) BRSS, MAEXEETR. REAUESITEETR, B8 StorageGRID £4:{X
BE—TEEETR. MEEMEETRYNEETEET R

HXERE
"SG100f1AMP; SG1000fRSZ1&E"

p
* "MEIHENFFEEET R EHEZAE"
* EREFEET R
* "EREmMEUEREEEEETR"
EEMENIFFEETN R LRREEZAE"
*EEMENIFEEERET R LEEEEAESE"
* "REIFEEET RIEREET R BEE"
* "REIFEEET R BEEPrometheusEiT"

MEIBPENIEFEET A EHIFEZAE

NREEBMEIHENEET R ERHEZAE, NNREXEREUEFNEPR RS
AMMERBRIER. BRI UEMENFEEEET REHETEBRENFEZAEER
T =

/"m0

IREP R SR EZASXHENIEEET REHZ SIRMET R ERIREIE, A, TLUISXERERHE
ZASEFZBEAEETR. BZATAEHERIZHMNEET R,

RIERERE, GARTEAMAERENEETAENEZAS, IRBERE—NEEDT R, WRENEED
REFRERNEXATREFCREFZAEF, ARAMCRIVEERER. IRBELSSIEETR,
WAIUMS— T EET RIRERZBAE.

@ MRPETAEHARBNEET R LHRSEZES, EAUHRRRXERS, FIEZR
gZE.
1. MNRATRE, BEERILUBENEET S, BN, FERITEETIFHMEET S RA) .
a. AL T#%: ssh admin@grid node IP
b. M NPFIHMEER Passwords . txt X
C. WAL T an < root: su -
d. BNFRFIHAIZR Passwords . txt X

Hroot AR BMERE. IRRFHEMEN $ to 4o

2. (FIEAMSERSE LUBFIEE QB IBIEEX Y service ams stop
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3. Edpf auditlog X, FHEEHZEMENEETNANFRBRINE XM

3% auditlog EMRZ NME—RSHIXESR, HU0 yyyy-mm-dd.txt.1 . Fla0. & LUFauditlog X Ed
792015-10-25.txtcd /var/local/audit/export/

4. EFBSIAMSARSS: service ams start

S. QB RUBFIBERIZEEXHER T REMET R EMNIEEIIE: ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIERTRET, N admin BYZEES,

6. SHIFTEEZAEXH:. scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIRTRET, N admin BYZEED,

7. LlrootFAFP B17EH: exit

FREFEETR

EMEFEEETR, YINETERYIESEMEBT.

TR LU IR IFE BT R BN ER—F 8 LIETHEEEET R, WAL VMware LIE1THIEE
BET R Linux ENERNRSIKE LRENEEEET R

ERSENTNREFNERTELEMNREDE . TRTRERRESE (ERTHETRER) &, %iBF
SR BESERTIFEEETRMENT—F,

S e IRED R

VMware "EifVMware T m"

Linux "EHRELinux T A"

SG100 #1 SG1000 ARS3 1% "EMARSIRE

OpenStack TRERIEARB L NetApp 3 OpenStack $RHHYEEIMARERL STFN D

X, MREEEETE OpenStack FFEFEITHT =, B FHERTF
Linux I ERFNIX M. ARG, 1RRIEESE FHE Linux TR,

EEEMEUEEIFEEET R

EHMEFEETRE, EOAENRERSFTERBHIME, UWKHTREENHET R
BN o

BEENRE
* ATE R SRR S 2R B R SR AR


https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-vmware-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/all-node-types-replacing-linux-node.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html
https://docs.netapp.com/zh-cn/storagegrid-115/maintain/replacing-failed-node-with-services-appliance.html

A BRI AR AR R,
* BRI ABREBEAEE,
* BB EEHIEEE AT R
oL
1. EMREIRRR P, EFRBEIPEIPESIRE,
2. 7£ Pending Nodes FlIF&RAIEREMRE BIMMET Mo

TRERKER, EMNFERESIRD, BELIERTR, RIFNREERREHESFETRE

3. I\ * ECEZRINEIE * o
4. BE - BHRE "

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Searct Q
Name LT IPv4 Address IT State 1T Recoverable I
o 104-217-81 10.96.104.217 Unknown
Passphrase
Provisioning Passphrase | sssses

Start Recovery

O EMEMET RERPIEITMEH#E,

@ TEIREIRES R TiTHAE, ERILRE * EE * LUSEHFNME. EEER—MEEXIE
1, ErEEERFSR N R TFARHERT.



€ Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

oo o

MREBREERMFIR REAME, YIRTREREIMLERTS, WHFR:

Do you want to reset recovery?

° *VMware * : BIFRESZHENMET R G, SEEEFERBHMEN, EHMHFET

° *Linux *: TELinuxEHN EBETIGRSUEMB TR storagegrid node force-recovery
node-name

c I%HE MREASERESE BEERME. HINETHIKETRAERETNLEIRS sgareinstall 7
REg =W

6. MR AStorageGRID ZLFA T RRER(SSO). HHEMENEET RIS EEERENERIINE
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NR=A EETR, FETEMNEETREHBEZAS, WRENEETREARREFEREFEFZES
) TMS‘R?%% ¥ﬁE’J o

BRHARRMEEET R, FEERATIERINEE.

1.

®

BERIEMENEETN A

a. BNLL @< +ssh admin@recovery Admin Node IP
b. W NPFIHEYZEN Passwords . txt X4

C. WAL T an < root: su -

d. NPT HEAZE Passwords . txt X
HrootlAF &1 ERE. IRTAFTFRMER $to 4.

B BRI

cd /var/local/audit/export
RARBNEZBEXHEHFZIEMENEETR:

scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIVRTRES, % admin BYZD,

ATREEL, FERIIEZAEESEMIEFZIEMENEETRE, MEIMHFEIRMET = FiERX
u:b?ﬁ*;- E 15N 0

- BEMEEET R LEZAEXHRAFMAEIRE:

chown ams-user:bycast *

rootAAFR B77E3H: exit

TR IEERNEZAENERAEEREP AR, BXFMESE, FENHEXER StorageGRID AR,

HEXER
"&18 StorageGRID"

AEMENFFETEET R EEEERAIXES

MREEMENETEET R HANSENEIRIER, BHRIBEFNF AutoSupport JHEHEHIE
KixF, NWATIE StorageGRID REHEFHEBEIISE,
ERBNNE

* AR ST RN 2R B R B MM B 1EES.

* A BRE AR R,

NRFEABTEMENEET R
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1. R RE>"RARE > BTET,
2.\ BEERHA  THIIRPEZFEMENEET o
3. BE*NAEN .

EESERS)
"&IE StorageGRID"

MEETEET ARNEREET REUERE

MREFHMHENFFEETR ELERBEXEN, ERMERNHEES, MWalIME
EETRTREET RHIERE,

* MAMREHETEMENEET R

* StorageGRID 2N NE D EERINEET 2o

* BWINEHR Passwords. txt XH

* B ABREREE,
MREETR/HBIEE, WEEEHEETRBEETNREESRER. HEEFEESUTER:

* BiRFAEIER
* ERAEIER
* FEREEHSE. BT ST E MG TE ERERM XA RS

MEEETRE, MEREIEZEMENT R LB TNEETREUEE. B2, FEENEaYrRE
FRE—EBIEERINBIARSS SRS HIE S,

MRERTETEET R, WaIBIREETRBEEMEEETR (source Admin Node ) EHZEIMER
TRKERHBEER.

@ EHEETNREUEETRRE/VNHEE, ERT R EFIEARSE, R Grid Manager IH&E
RARRT A,
1. BRIFREENS:
a. WALIT#<: ssh admin@grid node IP
b. BNRFIHEEY Passwords . txt X
C. AL T a2tk Elroot: su -
d. BNFRFIHAIZER Passwords . txt X
2. NREETRIBTTUTH S, AR, RIBRTEAREZEIEE, recover-access-points
3. MEREBETEH. FIEMIBRSS: service mi stop

4. WEEEBT AH., FIEEENREFIEFEO(Management Application Program Interface. mgmt-AP1AR

5. service mgmt-api stop
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5. EEMEMEBEN R LERUTSE:
a. HFRIEMENEET A
i AL T#%: ssh admin@grid node IP
ii. 3 NFPFIHAIEERS Passwords. txt X
iii. N TS iEEroot: su -
V. S NPFIHAIERS Passwords . txt X
b. {ZIEMIBRSS: service mi stop
C. {FlEmgmt-APIfRSS: service mgmt-api stop
d. ¥ SSH TAZARME SSH K, M ...ssh-add
e. FANPFIEHAISSHIARIZEES Passwords . txt X
f BHIEENREETRERZEMEMNEET SR /usr/local/mi/bin/mi-clone-db.sh

Source Admin Node IP

g IR, BMINEBSEMENEET R LR M HiEE,
HEEREDEHEFEFZIEMENEET R, THEIRERE, LHAEEHEMRENEET R

h. INRABREXNHMARSS BRHITEEDIAIE, BN SSH RIBRMIFEFATH. BN ...ssh-add -D

6. TREET R LEHBMARSE . service servermanager start

mEIEF EIBT =BT IF[EPrometheusistn
BRI U EE IS ENIEFE EIET 2 LR Y Prometheus 43R BYA 3517,

C MR EHIEITEMENEERET R
* StorageGRID RANNEVEERNEET R
* BWINER Passwords. txt X
s B AEREZEIEIE,
MREED A HIKE, NEEET S LR Prometheus FIBEREIFHIEINGEESR. MEBET ARG, TH%

FI TR EIE— IR Prometheus #iBE. EEMEMENEET ARG, ERBEMCRAEERIT
StorageGRID R4 %,

MRERTIFEEET R, WETLUBIE Prometheus #IEEMEEIET R ( source Admin Node ) EHIEIMk
ENEET REERA EIET.

@ £ Prometheus HUEFRIRERE— VNI EKEYE, EHREET R EFIERSE, FL Grid
Manager THEEXE AR Fo

1. BRIFREET S
a. BANLLTE<: ssh admin@grid node IP

b. BNFRFIHEAIZRS Passwords. txt X&



C. BN T etk Hroot: su -
d. AT HAIZERS Passwords . txt X
2. NRBEETEH., {FlEPrometheusfRS3: service prometheus stop
3. ZEMENEBEET R LR THE:
a. BRIBMEMNEETA:
i N F®<: ssh admin@grid node IP
ii. NPT HAIZER Passwords . txt X
iil. AL T arS IS Iroot: su -
V. SINFTIHAIZERS Passwords . txt X
b. {Z1EPrometheusfRs5: service prometheus stop
C. ¥ SSH THZAARME] SSH I, HIAN ...ssh-add
d. BN HAISSHIAIEERS Passwords. txt X4

€. K&PrometheusHiEENFEET REHZIEMENEET A
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f HIURTES, & * WA - BIAEHEREMEEET = LAY Prometheus #3ERE,

[R5 Prometheus BIEERHEGEHIEREFZIEMENEET R. TRETIREE, HAKEE
MEMNEET R, EEERUTRE:

BrefEkiERE, EXRRS
a. IRFBFEWNHMARS[HTEEGHR, BM SSH REFRERFAR. ¥ ...ssh-add -D

4. EREETY S LEHBsIPrometheusfRs3.service prometheus start
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