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EBHRRAEIER, *E* . MR PUT FEDERIBERK
AN X & RTE StorageGRID FENX, M&E%k
IR

* EATLAEE x-amz-bucket-object-lock-

enabled IERIFE L CIEBHE T SIHRBIETZE
ED R

BIRBEFMEDEREY, VIS S3 WRBE. LIRE
&I, BIERNER S3 WRME. S3
MRYPEF B D ERMAER], EEIBDRINZEE)
BR R A=,

£ S3 WREE"

IR ERREFEEDERIKE CORS BB, UEEMEDER
A LARMBESRIEK, BIRFRHLE (CORS) B2—
e, AF—MIPHNEFF iR Web N AERIAIR
REHEHFHREIR. B9, RIKEFERENRISIFESD
EZ images ITFMEEIF, BFIRERICORSEE
images FESEPHNEG. ERILUEMLL EBRZF
EDERFHIES http: //www.example.coms
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1B
PUT EESDERINZR

PUT FiE0 ER e AR
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SKHE

LRI BN B FED BRIRUANERS. ERF
EDEREANEE, RIRTEEDEPIEAFTNR
#HEWHITIMER, StorageGRID 3z3¥F M StorageGRID
BIENEAHITIRSSRHMNE, IEERSR[HMNEL
BFINBY. JFIRE SSEAlgorithm BEIKEH
AES256 #. BE/ER "KMSMasterKeyID &%,

MRMR EEFIEKREIEEMZREN. WMREREE). N
FEDERRINNEREGH P x-anz-server-
side-encryption-* 1EXKAREH),

IR B ATFEE DRI BN A A E S BRI
BMEmAERAECE, StorageGRID E— M4 EHARD
BFRREZSEF 1, 000 LA, SN
PEELT XML T

* ZHAEER (R, BER)

* IEHERAZEIHE (JEHFIEHER)

* fmkes (FI%%, 1id)

- Status

* ID

StorageGRID Rz LA TRE:

» AbortincompleteMultipartUpload
» ExpiredObjectDeleteMarker

o

BT EE D B s AR R EI AR (RN S ILM R
BiPARE, B2 EREEEmENEEIEERE
MRAVIEAFRY " ILM INEEXN REBNE ARG
T

o FESREGEHERENATERT S3 X
SKMERNFHEDE, BEREMEEDIRAZRF
& e A HRECE.



1BR(F SKHE
PUT 77653 E@ R HRERERIBFREXTESHERNEE XML HEFHE
DERECEE N, SN T HELUTREFAES

* StorageGRID 2P ESR@MARS (SNS) ™A
ER B, FAXFEEUTIRS (SQS) =

Amazon Lambda 5,
* B BAREE A StorageGRID i A9 URN
o AR EIERNEFEE AP IR S

ENINEEEN, KRG ATF . NRIERTF
£. M 400 Bad Request R[EIFEIZHERM
B8 InvalidArgumento

* BREEANUTEMRERE BN, XEFHRE
A * Z32HFo

° s3:ReducedRedundancyLostObject

° s3:0bjectRestore:Completed

* M StorageGRID %&1XB9E 4 @A{ERRE JSON
%, RREMNFTESFELERH, MyEMEHE
BYEE, WM TRYIRFR:

*CEHIRE
sgws:s3

+ *awsRegion*
TEtE

**o X-AMZ-id-2*

THE
e *arn*
urn:sgws:s3:::bucket name
PUT 257 B ok Bg AR PRI BN EITFE D ERATERES,
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1BR(F
PUT ZiE0EREH]
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SKHE

R MERERIERIEXPIREHNEFIEE XML HTEE
D ERXECE StorageGRID CloudMirror E%ll, T
CloudMirror 41, &R T LU TEMIFAEE

* StorageGRID {NZHREFIEERN V1 . XEK
#%&. StorageGRID AXZ##H Filter Elementd
BRI, HEREVIPEXBFRNRRENAE. B
fiﬁéﬁﬁiﬁ, BEENEXEFEERN Amazon X

* PERERIFUEDIRAZ R R D ER LERE,

* BRIUEEWEE XML 8NP EARRS
BtrFED R, — NREEIRAUEREIZTE
IRPEE D BRo

* WG BIRD BRIEENEF EER A EE AP
F3EE R StorageGRID i URN o

ERIIHITERKE, WIAFEER. WRIER
AFE. WIERFURMEIAZZEI 400 Bad
Requesto. fHIFHEER: Unable to save
the replication policy. The specified
endpoint URN does not exist: URN.

* IBLEHTIEE Role EECEXMLA, StorageGRID
RMERLLE, WRER, WEZBELHE,

* MREEEXMLAEBRIEMES. NStorageGRID
¥ MER sTANDARD RUINBER T, FiES,

* WIRMRENE D B MIFR SREIBRREFE 2 s
5, NBKEESITTAMT:

© REE TN REFED R ZAGEMIER, N
%\%’Eﬁﬁ'htl:iﬁ;% | FiEDE, SRS ELE
o

* NRFBEEFINRIFED EREEEMER, T
StorageGRID X BXIHEHIR V1 EEIRE
Amazon S3 MIBR1T A,



1BR(F SKHE

MEFE 7RI AR IEER tagging AT AFMEIERRMBEER—H
FRCFER. HINTEED ERARICHE, EEELUTR
il

* StorageGRID #1 Amazon S3 HEMEEN KBRS
FHF 50 MR,

* 5EESERRENIFCHN TN EEH—RIEEH.
—MREEBANKERZ A EE 128 1 Unicode
FfFo

* S ENKERZ LA 256 4 Unicode Fffo

* BHRMEXHANE,

PUT Zfi# 5 kiR 4s W SEHEER versioning AT IRBIBEMED ERAVAR

FEFIRSHFHER. ERIUERAUTEZ—IRER
IEHRTS

* Enabled : ATFEDERFEINRBBMRAER, 7R

INEIFESD BB MW REBP UL B ME— B AR ZS
Do

* suspended : AFED ERPBIXNRIRABRAIEHo
ANNEEED BRPBVFT A N RE=ULEIRRZSID

nullo

HEXES
"Amazon Web Services (AWS)X#14: EXigiE Hl"

"— B

"B B BRI IR EE R

"1 5 R AN I 7] SR

" S3 WRHIE"

"EZ A EPIRERR S3 1&1F"

"EA ILM BEX R

" FIRE P P

SIES3E e A HAECE

EEILLRIEE S3 EMAARLE, LUTHIfIIBYM StorageGRID RLHMIBRIFE X Ko

AT RIERERGIREET S3 £ ARREMNAEH MFTE S3 FESEPRiR (3H) FLWRMETE, &7

FERAI RS, BXOIESIE M AMRENTEIFMESE. 158 M_Amazon Simple Storage Service &
ARIER_PEXNREGEPEENET, 5 FE, StorageGRID XZIFFIEHRIE, FZIHdERIE,
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" { Amazon Simple Storage Service FF & ARIER: WREMBHAESIE) "

raEmBkE

i AHEET —HANATIE S3 DERFHIMNKIMN. S MHNERETE R MBI R LUK XL KRBV EIHARY
B (ESEB|HE—EXEE) -

StorageGRID ffT— MM AR ET RS 1, 000 £EGAENAN, SMINTUEEUT XML T&:

* BIHAEHA: MHREBNFR, ERZIIEE B AATHATITEEREETHIFRT K.

* NoncurrentVersionExpiration : MM RE NIEFFRESFIE, EARZEERIEIHFRIT R
* fhkes (AU, 1512)

» Status

* ID

NRFEmEREENATEINEEDR, WiEEIRINERERIREIIRAZEE StorageGRID ILM %
B, StorageGRID fEAFEDERN " BIHA " iIRE (AR ILM) RBEEMFERREBFENR.

Ftt, BRfE ILM AR R ERBIERTENNER, EZNKRATRESMMETRR, &, BIMEXREVEMR
ILM BEELERN, ZNRUARZARBENES, BXFAEE. BERERAGEEEGAREEEENRHN
WEARH" ILMIEX RV E e AEAFRIEIT A"

@ FEDEREmEREETRBTERT S3 NRMUENFHEDE, BIRREMFEDERAIFFE
DERES AR E,

StorageGRID AU T FED BIREREEE s AHAICE

* MIpRTEE D ERE S B ER
* SRERTEfE D EREd A HA
* PUT iFE0EREdr AR

Sl AMRE

ERCIZERBREENSE —F, EFERLB—IEE— TS MHNIEY JSON X+, 40, Ltk JSON XfHE
BN, S0FFR:

1. MNMER T SRR AR categoryl/HBEEE key2 BIE tag2o o Expiration BEIEESTH
2R ICERAI M RIF1E20204E8 B 22 A F R EIHE.

2. MN2EARTSaIBERIIR category2le o Expiration BEIEESTHiEes LAY RIFEER N
[5100K 2 HA,

@ EERKEHN SHREOBNSEEX, RGBS HNBIIN XS, WENRAE
AHEER, FIRERILENIMEFMED BRFRIFFELEN R,

3. MNBLERTF SR TEAINR category3le o Expiration SEIEEEMIERFIRASHICE T RIS
HT AHESETIRES50REZH.
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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RBEmEPREEN BT EED R
SlEEmAREXHE, EaLidd RS PUT D BRERAREREENBTEHEDE.

IIEREZRRAIX AR ERFRAREN A T2 ANFEIERPHINR testbucket: T

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

BUITRREMIEERAMREN AT EEDER, BAEREHER RIEFESBRESEER, Fla:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PR ZHEIMRNZ R 1) S 0 W sz FR B A dn A RAEC B

WiEFfE S R E B HRRIEEAT R HR

ERW PUT 3R, HEAD MR GET XMRIFGKRE, ERILAEEGAIEEER 7R PHFIMUEE 4
EMNR, MNRMNER. MEEEIE Expiration kBB TIERIT R MBS EER LK FCEZRY E ERFL NI

@ Hﬂ?ﬁﬁ%ﬁﬁxﬂi TREIEAREEILM. ALt expiry-date BBEMBERMN RAISEFREHER, BXiE
MEE. BB WMITStorageGRID BEIRAY IR WA HBE X RIRE "

g0, HEPUTHRIEREE2020F6 822K HAY. HEFBRE— TR testbucket FED K.

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FIhImR R RIGETE 100 XfE (2020 &£ 10 B 1 H) I8, #BS%daEEREERNN 2 ITE,

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

{5140, 1t head Object IERAFIREVNIR 2 E PR —HW KRB TTERHE,
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRIOMEN BLHE REVTTHIE, HIETRMRIFGE 100 X, FBSMN 2 [LEC,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

BXER
"WTFAE D R THUIR(E"

"R ILM EIENR"

NTFMED BT EE XIR1E

StorageGRID &4 157N%) S3 REST API H B ETF RAM B E X 1ZE 0 ERi21F.
T#RHHET StorageGRID 35 EE NAFHE S ERIRIE

81 Description EXFMES ..

TREN77 1% 55 Ea— Bl EER AT EEEO BN —S RS B—E R
B3,

PUT 72#4) B3—35i4 BN ATFHEEEHEOBRN—S  "PUT 75 B—Siissk
B3,

WRERTZE S 8 LB AR ia) BENBEEESBREESRA RSB ERisEEER"
ERIBRB A E

PUT & ki8S a] AFEAREASEEEIBIE  PUT 98 A aER"
R B A1

MpRTFiED BT iR BRI ECE BIER S EFMEDIRREBTHE  "IFRFME D BT EE i E AR
BAIECE XML o
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1B1F
REVFhE D B i@ M ic &

PUT D Bt iiE@MicE

NEMMEEREFEDER

RENFED ER G A%

PUT FEDERE M

BXER
"B % B EHIRERRY S3 121F"

XIFRAITHIIRIE

Description

RO S4FEFiE 7 B R EXBY TR
BAIECE XML o

ECETFE D ERBY TR @RI AR SS o

EFAAEARXSE. BLEBEERA
EMENBER T RIEMEED .

BFAEZERE. BREIHFINIE
gﬁ&éfﬂﬁ1i%ﬁ£§ﬁ MR

EFRAEEXREF: RIFEESElE
IBAREMEFE D R ST IR E,.

BXIEAER ..
"RENTFAE 7 BT SR @ M i B A K

"PUT ZiE 73 BT iR @R EC BB
*Il

"BFA. NHEASMEMESFE
3 ERIEK"

"BFA REEFMEDEREIMEEXR"

"BFH: PUT ZEDERSAIMLIE
Xu

ETIT4E StorageGRID RARIXT X R 35 S3 REST AP $21E,

* "{FH S3 WRYIE"
* "EFARRS BRImINE"
* BN R

* "HEAD 3"

* " EMRIER"

* "PUT K"

* "PUT XR—EHI"

IR HERTRRENRIEE:

* M RHPITHFREIRIEIYZKiStorageGRID —3MITHI. BLUTRIERRIM

° FREXMR ACL

° OPTIONS /

° PUT WREERE
° MEBENRERE

* HRMBEPIFIER(FIIN. mNEF RS NE—FH)EE" latest-WINS "HIRNHITEER, "latest-WINS i
{HBYBY[B]EU R FStorageGRID RGHAIBYSERRLATEIER. MAESIE F IR{al By FiaiR1E,

* StorageGRID #fiE73 FRAMIFMEMN RYATFMED RFTEEFTE, BIERERBFSEHMIKF IZNNR,.
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* ToiEBE S3 ihin)i@id Swift #E StorageGRID RAFRIEIEIT R,

A

T&

1R1F

lEPIES

mpRZ 1

T StorageGRID WA K S3 REST API 33 & #21E.

SKHE

Fo

ZREZBRIIE(MFA) MRk x-amz-mfa A2

TR IBMIBRITRIERES, StorageGRID 21X EIM
FrEEMEGI ERPRLE I ROPTBRIZAS, SNSRI,

StorageGRID =iIBIME FimREIMN, NRFTEEE
30 FAMIBRERERIZA (Flw0, BFEMIEENFA

A)

, M StorageGRID =X LERIZAHEAFRFMIER,

AR E P iR R

hR sl

EMERSERDE. BEREBNZEFED ERFIEEHE
A3 versionIid F&HiR. ERLLFIRRIGKAMBRILLR

ZiS

R versionid N FMIBRARIS. BRMER ARk

x-amz-delete-marker IREIFIEEN trueo

* MIFEREEAER versionId FRBRIESBERAMR

EHEEDER £ EEMMBRIRIS. o
versionId M FMIBRIFIE. EARIRE] x-amz-
version-id MINARKH] x-amz-delete-
marker IREIMMHNARLIEE N trueo

* IR RIS ARER versionId FRIBIEMRAE(F

COER

R

Fo

HNRE E. ESKARBREFEEN"null"RZ
Z"null"BIBRIRIS. FHEBRFTEY null"fIBRIFIS. o
x-amz-delete-marker REIMNEHNITKIEE N
trueo

D AERERRT, — I NRAEEFEES T
BRHTICo

ZRRFPWIUIE(MFA)FIMINATK x-amz-mfa A3

A TER—IERE B FRERZ TR,
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1BR(F
BRI KR ATIC

REH &R

KB & ACL

RN REERE

REVH RIRE

IREXIRITIE

HEAD 3%

[ERRIER

PUT W&

PUT M &R—E

PUT W R & ERE

MEXNRRE
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SKHE

A tagging ATF M RPMIFRFABEIRZHFE R
1EFE Amazon S3 REST API 1T F £,

* WA
Y0 versionId IERAKRIEEEINSE. IRIERM
AR B FE D R PRI REV R IR A SR IBRFR
BIRic. MRMREVHRIRAEABERITIES. WEEEA

IR [E]' MethodNotAllowed IR7& x-amz-delete-
marker MARNARSKIEE N trueo

"FRENF R

MRAKFIRET RERIHRER, Nitig/ERFRE
BEMMNUMRIMRAEER ID, DisplayName Fl1#X
IR, IETRFIEEMNNRATTEIHRNER,

"fEF S3 WRHE"
"fEF S3 MWRHE"

£ tagging FEBRLUREIFNRMPFAEIRC. EFIE
Amazon S3 REST API {T AT LhE

* hAsfEd]

R versionId IEKRPRIEEE DS, LHIRERHR
BIZhRAITHIRFE D P RO RMRAFPRFRE
FRige INRMREVHFIMRAAMBRITIE. NEERR
[E]'MethodNotAllowed A7 x-amz-delete-marker
M ARSKIZE N trueo

"HEAD X &"
"ENRIER"

"PUT H&"

"PUT H&R—EH"
"EF S3 MRBIE"

"fEF S3 MWRHE"



1BR(F SKHE

PUT X &R4rig £ tagging ATFHEIMBEXNRAIN—EIFCHFE
JB. TEFfA Amazon S3 REST API {T R FLhE

* ARCEFAMBANIT I *

£/ PUT X RITCEFH N RIFFICH, StorageGRID
REEHBATR. XBKEFSFERLE ILM FET
FRIEERY " HATTA " &L, BIEEGRS ILM #iz
BITE ILM BY, LN EANRKEERHS
#17o

XELRE, MR ILM RN ENITAER LD,
WELEREREXNRE (Fla0, BFHREENLE
REIA) , AERITEMARE. EMEINKRIRE
HYFuE, e TARARRIE L,

© FRIFRIRR

HERIUEFIHBER@GIW0. BNEPIRE ANE—Z0)%
&' latest-WINS "B RN #HITHER, "latest-WINS "I
{EAYET ] B R FStorageGRID RSABITERLA E I
K. MAESIEF in{a Y FF a1 E,

* WA=
Y1R versionId RTEULIFERPIEEEITSE. IHIR(E
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iR [E]' MethodNotAllowed A7 x-amz-delete-
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e
)

"EiZ BEHERERHY S3 1R1E"

fEF S3 WERBE

gNR 79 StorageGRID RAEBHAT 2/F S3 WRIUEIRE, WAILUZEBAT S3 WRBERN
gﬁ?ﬁﬂﬁﬁﬁ%ﬁ%, RERARMEEFEDENS I NRRAIEERSE HBRNSEREIR
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YNR 7 StorageGRID RAEEA T £/F S3 WRMUEIRE, MAILLERTEIES M ORISEA S3 WRIUE, &
AILMER M T™ME—T0A:

* EREFEIESRCEEMES B,
“EREFIK,"
* f£APUT BucketiE KM BIETZE 5D B x-amz-bucket-object-lock enabled iEKRIRE,

" TFE D ERRITRUIR ("

SIREMED RS, BXERNNZER S3 WRHE. S3 WRMEFTEDERRAES], FEIEDRNZEMERA
73 R A o

BRAT S3 WMERMMENEFHEIRAUELSAEBNTES S3 WERMERENNRAST, StorageGRID R3ZHS3%E
KMEDERFRINRBBARE . B ZHPUTH R BIEELE 7 ERE1F.

WERBNEHEIRBAT SIWRBUE
EHERSERBASISHRIE. FERARENRYEEEIFNK,
"I TF B BRI TRUIR "

EASIHRPUERELIENWNR

BERBNRIRAFINZIEAT S3 WRBMENFHEIERIIEE S3 WRMUEIRE, BEFHIA 3 PUT WK,
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* x—amz-object-lock-retain-until-date

o (RBELEBEAEMN R BRI 2020-08-10T21:46: 002, AVFER/INEFD, BRE 3 i/ (K5
EREM) . FRIFFEREM IS0 8601 o

° REELLE BHA AR K B HR.
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s3:Get* PR,

* IRELSMMEEN RIRF MR RRAIBFREFREGLE ARAHL T EERERTS, WIHIEREEW.
[EEEHMSITRBUEIRE
MRFEEFUWENSRRANESEZREHRERE, JUBITUTHRFAERIRE:
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c BAELFFEEKR (ROKNE)

o (RBBELEBEAEMN R BRI 2020-08-10T21:46: 002, AVFER/INEFD, BRE 3 i/ (K5
EREM) . FRIFFEREMISO 8601 o

° MRMZRAEEIENREB, WREEEMIERE B, HNELIERKN.

HXEER
“EH ILM BIER"

"ERTE K

"PUT 3"

"PUT HR—EH]"

"B ZEk e £ 1L

"I R AR A ]
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fEFRARSS 23 Im N ZE

ARSS2BRIRMZ R AT RIPERANREIE. StorageGRID T AN RET X #IBHITINE,
FEZI R RIS IR H I TREE

NRBEAIRSBIHME, AILURENZZANEERES AR DB /G RikFE—En:

* *SSE ({3 StorageGRID BIEMNZAHITIRS]/IHME) * | ERBHER S3 IERUFEX KRBT,
StorageGRID =AM —ZIAXNMRH#ITNE . FEiRlEHER S3 1HERUNEIRES, StorageGRID 2{FH
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& A StorageGRID 1 SREEFIENKRMEMBERIRNE, EELNERRHIVINER A,

()  REmnEmEATTAEE. IREANTESA, NEERTHR,
() TR SSE & SSI-C HMRMTINE, NAZBEMS BRI MERIIMELE,

fEEFESSe.
E(E StorageGRID EIBMME—EHAX I EHITI, EEMU TIERITL:
X—amz-server-side-encryption
MU RIBES <k
* PUT 3%
* PUT WR—EH
* BrhZEbE 1=
fEFSSE-C

B2EALERENE—FANNRHETNE, BEA=MIBERIRK:

ERERER Description
Xx—amz-server-side-encryption-customer EBEMZERZE. WEEXNINA AES2560
—algorithm

x-amz-server-side-encryption-customer BTN RH#ITNERBEZNINZEZH. ZHHN
-key BN 256 i base64 4whiT,

x-amz-server-side-encryption-customer 1R#E RFC 1321 15 EMEZEH MD5 HE, BTFHRFR
-key-MD5 MEZERANFEEEHEIR. MD5 EHENESIIA
base64 mAZHY 128 fiL,

IR IR BIESZHF SSI-C 1ERIFkL:
* FRELHR
* HEAD &
* PUT 3R
* PUT X&—EH#l
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* IRENFEDREBRRSIES, NEMNRRAFELESECHINEER, ERRRES M RRAERE
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- BT EAEER S L EBNEES, RIEEUAEES i - SR ETRRIPEE, fOBER,
()  ReHnEmEAT A, IREANEEE, NSERATTR,

* MRAFMEDRECE T CloudMirror £ll, MFEEHN SSI-C R HNEERRMK,

BXER
"RELIR"
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37


https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html

GET Object by partNumber is not implemented

AR REMNINEEZR (SSI-C) HITRSIIHMERIFRITK
NRERAERENE—ZANNREITNE, BEAME =Mk
* x-amz-server-side-encryption-customer-algorithm: &7 AES256s
* x-amz-server-side-encryption-customer-key: f8EMNRINMZZEH,

* x-amz-server-side-encryption-customer-key-MD5. ISEMNRINZBEZIAHNIMDSHEE,

C) EREPINEBRAKITAZF M. MRERNERSR, WSERENHINR. EEATFREN
BIRRIPXREIEZ A, BEEEARS[IHMEBREEEI,

FP TR UTF-8 F7F

StorageGRID A= AR P E XWTEIBEFRNFE X UTF-8 Ffe MTFRAFEXNTHIEREFEEEXUTF-
SFERIIN R, IREUBRA=IR[E] x—amz-missing-meta MREZHBREBRS A TEINFR. AR,

ERITA TS H 1%

AEZFUTIERIRL. FHiR[E] XNot Implemented:
* x—amz-website-redirect-location

hRZA<$2 51

WRH versionId RIBEFHEIE. HIRIERHREVZRASIZHINZME D ERPHX RVRIARA. TNRITRAIHH]
A RERFRIE. M=FERIRE]" not found IR x-amz-delete-marker MINVARKIZE N trueo

Cloud Storage Pool 3% GET W &1TH

MRENMWREFFEFELD (FEREXEIEREMEAREEREENRNNEA) , W GET HRIEK
BT HEUA T HRAVRS. BXFMESR, ESMN "head Object’ "

C) MRENHRIFEERFMEMET, HFEZNREO—TESPMEIABAUT RS, WRERIENK
REAMPIBHIRREE, AEBNEFEEPRREEE,

M RBRES GET MRHVTH

FHREEHN StorageGRID B FR@ES ILM #1Ti¥(E, 200 OK
WEFREERAFEANPORIERLURRD
KREFRIVEIA,

SEERRINSR, ERRTERITEQRIPRS 200 OK
RN REIA
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M RAPRE GET X&RHTTH

FWRET BT ERRIVIRS 403 Forbidden, InvalidObjectState
ﬁﬁﬁ POST MRIFFIFRFEXHRIE
EEMATRERSEETR 403 Forbidden, InvalidObjectState

F1F POST WRIZIRIERTTALo
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CEEBRHZE DI BRIR

REIRJIZRAVIA

NRELEHRZ I WK StorageGRID F—TAEWRIFDNZIEIR, N StorageGRID =@ BN F 1%
MR DHEIRRAE LN RESELFEBTITA, EREHRT. JRESEIRMEEIGETHRIFEK 200

OK MHRMFLEE S BT EITENRAVRS. BN RIFELEZD BRI R,
EXLFRT:

* GET WRIEKARESIRE—LLEHIE, EaEFREEREL,
* FJRERIREIFEMIGETXHRIERK 403 Forbiddens

BXER
"fE AR SS B8 Im AN

“fEA ILM EIEXNR"
"EXRRERE"
wEﬁ*Z E n_.\':F'EEETE’] 83 *5%1/'5"
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x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,
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39


https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html

@ ERENEBRAKITAZFME MRERNERSR, WERENHINR. EEAEFREN
BIRRIPHRBUEZ R, BEE"ERARSHFHMZPIERSEI,

P tE#EHR UTF-8 F7F

StorageGRID N f# TR A P E X RITTEE RS X UTF-8 Ffo W TR EXBTHIERRA L XUTF-
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AEZFLUTIERIRK. FHiR[E] XNot Implemented:
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* x—amz-storage-class: GLACIER

®* x—amz-restore

MNARSKIR M T B XM KRB BRI aFMEN, AEFETEEAIRERSHERRNITRERIER.
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x-amz-storage-class: GLACIER
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B{E expiry-date I8EB NFRFEMNEMNTIER 8],
R MR EMEIAARETE (B0, FED
mBEXHA) , MR ERIFRIERKHI T

?EEJZE W18, LENEEEEERILEIA, ARA
BERIIIERIEI Ro

ig%E',iii}%I TERRIVATS, MR EAREFEEMRE] 200 OK

x—-amz-storage-class: GLACIER

EEMFARERESERIITR 200 OK
x—-amz-storage-class: GLACIER

Xx—amz-restore: ongoing-request="true"

MREFTEEFRE=EFEM 200 OK
x—amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2018
00:00:00 GMT"

o expiry-date ISR RFHEBPHINRIRE
BTERRAIPRT.

SEEHPRNS BRI RIR

NREEENEZIBHIRE StorageGRID F—MAEFRIFDAZ IR, N StorageGRID =@ ENF1%
HRIVED XX REBEZNRECECFEHETAIH, EELEREAT. AESEIRMIREHEADMRIENR x-
amz-restore: ongoing-request="false" NRHIFELIH D ELEITENRIVRE. HE XN RIFLED
D ERIER,

hR s

WRH versionId RIBEFHIE. HRIERHREVZRASIZHINZME D R PHM RVRIARA. TNRITRAIHH
kA RMERFRIE. MFERIRE]" not found IR x-amz-delete-marker MINVARKIEE N trueo
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BXER
"E AR SS SR Im AN

“EH LM BIER"
"ERRIER"

"B Z B ERERERAY S3 21"

[ERRIEIR
EALAER S3 BN RERBERERFEECF BRI R,

SFFEIERER

StorageGRID X2 FEMNRIERBERRERIN R, EARXZHF sELECT B/REE, #EFREIER
XNotImplementedo

Rz 42 1

(FIEMERE versionld MRZMRAITHIITFAED FRPGEMAEN IR MRKIEE versionld. FERMER
HYERHThRZS

X DB RAITEN RIEREITH

MRENMWREREEREFELT (FEIEAEXEIEEEHAMEEEEREENRIRA) , WREXNRIR
&, BENRERIBEREBUTITN. BXIFAER, HZSM "head Object " -

@ MRENWRFEERFMEER, HFEZNRE—NHS M EIABUTHES, WEFLHE
FKIEFIBERFEREZN R, R, FILUER GET HRIFEKERQRAHEIZA,

RIS POST HRIEIRBIITH

FHREFHN StorageGRID , BiEFEL ILM #1Ti¥t 403 Forbidden, InvalidObjectState
, HEXNRAREREEMH

SEERRIINSR, BRRTERITEQRIPRS 200 OK AZHITEMEN.

AR ERERKRTEREECRIRESZE. BLE
BEH expiry-dateo
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M RAPRE POST X RERIITH

R BELEEIT ARV 202 Accepted FEIERIEXFHEEHIRIEAFTH KRB
A RBISEREICEFER, TIHRESREY, WR
FRE A RTINS,

HE. WAILUER Tier IBRTRUBERREI TR
FrEEfYBY[E] (Expedited, Standard '3 ‘Bulk
) o WIERAKISTE Tier, Standard BFERE

AR NRWRELEZRISS GlacierRE I H =17 iE
fEFIAzure Blob Storage. NIFEERTRE
Expedited Bo R[EILATFHEIR 403 Forbidden,
InvalidTier:. Retrieval option is not
supported by this storage classo

[EEMARARBERSIERBIATR 409 Conflict, RestoreAlreadyInProgress
WNRETERREFiE 200 OK

YRR IRV REXRRFTRERE. WA UERE
expiry-date I ERAFMEERLZHPOSTHRIER
BX Dayso TR BEIGAAN FIEKEE#HITEH,

EXER
“EH LM BIER"

||H EAD grj-%u

"B BEHIRERAY S3 12 (F"

PUT 3%

TR LUER S3 PUT MRIFRFG W RIARINEITFiED B Ho
R

MRINE A IRER G BNEF RS NE—BH)RIZ" latest-WINS "BIRNFHITHER, "latest-WINS™ "1T{HAY
BY{E]EUR T StorageGRID RAMBIFTEMATEIFRK. MAESIZHF IR{AIR AR,

POE SV
StorageGRID #FA/NEiAS TBRIX R,
BRPITEEAN

Amazon S3 &1 PUT IERITKF A F EXHITTEHERI ARSI 2 KB . StorageGRID XA F o3RRS
24 KiB . AAFEXBTTHIENA/NEEIRA UTF-8 fRiGHE M RIMENF TR ZMKEEM,
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P TR UTF-8 F4F

%%iﬂ\iﬁ%‘?ﬁ}%)ﬁE)‘(E’\JT_E%%EE’\J@%H%WEETEEP@% (R¥X) UTF-8 fE, MZKEX StorageGRID 17

StorageGRID A= R SARTR P EXTHIENZEHAIMAETE S X UTF-8 Fifo X UTF-8 F/F
WAL A ASCI F7F:

* MNRAPEXMTEIEGSE XM UTF-8 &, M PUT, PUT XKREIZ4~, GET # HEAD i&EXIER I,
* StorageGRID A&iR[0] x-amz-missing-meta MR ZFZ M ENERECSAAITEINZR. W

AR

ST RITICPRS
BRI LU B RS AERINARS, BeJLUSERNZIMETRH, StorageGRID #1 Amazon S3 &N IR

RZ%HF 10 Mrid. SHRKEXMINCHNEEE—RIREEH. —MIEBEHANKERZAUE 128
Unicode F7F, MFICEMNKERZALUE 256 1 Unicode . ZIAMEXHANE,

POENZIE=T
£ StorageGRID F, FRAEXWRIYIAFMEDEBRFAEEKFFRE, SEHIEFMEEKFHER AP IZNNR,

ZHFRYIE KRR
TR TIERIRk:
®* Cache-Control

* Content-Disposition
* Content-Encoding
FERER aws-chunked AT Content-EncodingStorageGRID ARIEIELL &I
° StorageGRID ARIIE chunk-signature 3 XREIE,
° StorageGRID ARIGUEE IR MHEYE x-amz-decoded-content-length XK,
* Content-Language
* Content-Length
* Content-MD5
* Content-Type
* Expires

* Transfer-Encoding
MBI, MZFSRERMID aws-chunked kI, FRXERABRATEE.
* x—amz-meta-. FER—PMRIF-EX. ZXNEEHFEXHTHEE.

NP EXBRTTHRIEEER - EXEY, BEAUTERRI:
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x—amz-meta-<em>name</em>: <em>value</em>

MR BFEHE*A P E X BRI EETEAILMAM N A S E Y8, MATER creation-time {EAGIER
RENIERITTEUE R, Fa0:

x—amz-meta-creation-time: 1443399726

BYfE creation-time WHMHEAB1970F1 B 1HLERIIFIE,

@ ILM MNARBERBSER * A E X BYRIZRSE * fFASERE], hAREREA FEE™ kIR
HITHANIT . IR ILM AR [EIFEIR,

* x—amz-tagging
* S3 WRBMEIFKRIFX
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
"R S3 HRBE"

* SSAiEKIRk:
° x-—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

"S3 REST API Z#FHYIZ/ERNFRH!"
BERIFAFZ X HF
AFFLUTIERIRK
* o x-amz-acl FEFIERIRk,
* o x-amz-website-redirect-location FAEZFHEKRIFL. iR[E] xNot Implementeds,
FHESIRIN

o x-amz-storage-class XFFIERIRKk, NIERMIE x-amz-storage-class §MMStorageGRID & A
HAEMRIP A REUER A . A StorageGRID RFEHTZMERIN RIFABIZSE(BILMIATE)o

NR5EHNTRITEEAIILMAL N ENTT A ERstrichiZIR. A9 x-amz-storage-class PR TLMo

AILAER LA x-amz-storage-class.
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STANDARD (ZRi\)

o * MR * 1 WIR ILM MM AFNITHIEE T RUREM, WEBARRE, RARILEICIEZNRE
BZNBEAHBES R EMEET R URER) - MG ILM &, StorageGRID 35 E XX IEAT
BT HEMN PR EIRBE, TN, AJEEEERRMECIERNNREIZ, HETTsEEEZMIFRY
sarhiEl AR,

o * B * : WR ILM FNFERE Balified 1£1, [ StorageGRID T3 BN MNP IsERIFFE R,
M StorageGRID =EARREMEMET R L EIEF GBI,

AR StorageGRID AJLAIZEISIZRILMAN(BZ M E)FIEERFIBEXNREIER. WEER x-amz-
storage-class PR Lo

°* REDUCED REDUNDANCY

o * IEAR * 1 IR ILM MM AEFNITHIEE 7 XIRIIED, M StorageGRID SEFH NN REYEIE—IE
BEIA (BNMER) o

° * BFE 0 R ILM ANHERE Balified e, N RBERFTEILENGIEMN PIEENFERIAH,
StorageGRID A =BI2—MEBYEIZ, 1R StorageGRID RILBRITEIFZE, NARKFEIER. -
REDUCED REDUNDANCY YIRS RITEMILMAMNIZ—MEFIEIA. NRIFERED, EXMHIER
. {#F REDUCED REDUNDANCY TR EERENIEIEREIZMMFREIMIREIZA

fF REDUCED REDUNDANCY FEEHMIER . REINEEMALLED, REDUCED REDUNDANCY IEINENHAE]
MNERBBERNNL, a0, NREVEREDBIAEFEETRERENFET =L, MFET SREEHRTT
ILM P&, MIrTReRRREKIE.

COER L AEEHEEARES - RIASERIERIRKAZRIINGL, MREIWNRIFE—EHEIE

, WEFET RIS ER LI BHEIRE, BNREER. EALAFHEPIET, EESERRENTR
B9 TRIA R,

§%E REDUCED_REDUNDANCY {NEZMIERH AN RIS SIRIIBIA . EFRSTEER ILM RESTEXN RS E!
BEAIMNREIAEE, WASSEEIETE StorageGRID R4 LIBIRN TR A FE.

AR NREEBATSIHRUENER FRMRHENFMEIEL. U REDUCED REDUNDANCY U 2K,
MREEFRYBNHNEMFEESE. NS REDUCED REDUNDANCY EULR[E|FEIR. StorageGRID G4
PATHIRRZHAN, UAFRHEESMEER,

AR S3 2RI AN R RYIERATR
TR LUER M IERIT KB AR S 2SRRI W A RF#ATINE . SSE #M SSI-C EHREFBYo

* *SSE* . WRE(FH StorageGRID BIEHM —ZEHM X RH#ITINEG, BERL TR,

° x-—amz-server-side-encryption

* *SSI-C* . MNRBEAGIRMUNEENHE—ZANNRETNE, BEAAEX =Mk,

° x-amz-server-side-encryption-customer-algorithm: &7 AES256,
° x-amz-server-side-encryption-customer-key: SEMTRIINNEZH,

° x-amz-server-side-encryption-customer-key-MD5:. FEEFMNRINZZAFIMDSEHE,

CER C BREPNERRAXKTAZEFME. MRBXNERR, WSERENHINR. EEATFRENE

46

BRI RBIEZR. BFEER" ERARSSHERMNEBFFERED. -



A SNR(EFASSESISSE-CHMRHATTNE . NEZBBIER D ERRAHMERANINE IR E.

Rz 1

MBHEFEDEBA TS, MAE— versionId S BEAFREENRIMALER, X versionId t
SEREMNHRE] x-amz-version-id MRk,

NRBAIZFIBEHE. WFENRREIFAZT versionId IRBFEThRA. MNZARAFHE .

HEER
“EH ILM BIEIR"

"FAE D R THUIRIE"
"B % B EHIRERRY S3 121F"
" AR SS 2R im0 "

"WMAEC BB i
PUT X &R—EH

EEILAER S3 PUT R - ERIEKANBEMETE S3 FRINREIERIZ, PUT WK - Bl
BRESHIT GET , ARIT PUT #21FHER.
RRR S

HRMNBZEFIRIEREGIIN. mNEFP RS NE—ZH)IEIE" latest-WINS "HIRN#HITAR, "latest-WINS "JHHAY
BY[B]BUR F StorageGRID RAABTERAEIBEKR. MAESIE F imfa By FFiGiEE.

FFRA

StorageGRID Z#FA/NEiA5 TBRIRR,

AP THIEF UTF-8 7/

%%%¢i§%‘i&ﬁ§)ﬁE)‘(E’\Jﬁ?ﬂ&ﬂ’\]&ﬁ%ﬁ% MBEPEE (REX) UTF-8{E, NIKKEN StorageGRID 1T
StorageGRID FfEFHAERF EXNTHIENERZMBIEPFEEHE X UTF-8 /. HXH UTF-8 FFF
WAL S ASCIl F7F:

* MRAPEXMTHEIEE S5 XA UTF-8 71, NMLERRRI,
* StorageGRID FR&3R[E] x-amz-missing-meta SIRMNHERRZ N ENFERER SFAHTEINFR. WA

Ao

STFFRIERARK
ZRIATIERRK:

* Content-Type

47


https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html

®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta-. FER—PMRIF-EX. ZXNEEHFEXRTEE

* x-amz-metadata-directive: ERINMEN copy. ATFEFIMRMKEXRITEIE,

SO LI3SE REPLACE EFIMRNEBEEZNM B TR IE BN RITIHIE,

* x—amz-storage-class

* x-amz-tagging-directive: EXIAMEN cory. AFEFINRIMABITIC.
&0 LI3EE REPLACE AJEEFIMRENBZMEINE. HEMITIC.

* S3 WRMEIFERIFK!
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold
"R S3 WRHE"

* SSA ARk
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
"BR 53 2R Im AN B IE RIRK"
ERIFLFE S
TR IERITK
* Cache-Control
* Content-Disposition

* Content-Encoding

* Content-Language
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* Expires

* x—amz-website-redirect-location

TSR

o x-amz-storage-class JIREEMILMIMNIETE T NERRHFEHENIT . WZFHERIRK., HE
MaStorageGRID B2 TR EIZ %L,

* STANDARD
(BHIN) 1EETE ILM FNIER IR RIEINE balanced-option R E 8132 A (8] B 2B 1T IR R F N IR,
* REDUCED REDUNDANCY
FERETE ILM FENfsE FA IR 3TN EY, balanced-option [ElIR 7 81 HiEIEI 4B T R IR XN IR(Eo

NREEBATSSHRUENBER TERNRBANEFEIE. WEER

@ REDUCED_REDUNDANCY IV 2B, MRBHHRBNIANEGHMEED R, WZER
REDUCED_REDUNDANCY EBUR[EIFEIR, StorageGRID RIAZLHITRIZRREN, UHRHRE
BAMEER,

£ PUT X & HfERA x-AMZ-copy-source —£ ffil

NRFRFEDERMEIA. IBEPFIEE x-amz-copy-source Ik 5 BIRDBRMBARRE. RMREIBENEIZRK
EPN=L7

NSRRI BAREEE. MERAHM x-amz-metadata-directive tRkISEN REPLACE. MWRBTEHIRISERIE
RPIREM TR ERHITEN. EXMIBERT, StorageGRID AEEFHHANR. XEMINEERR:

* EARREEERA PUT MR - EFM AN REITRUME, BAEEAMBENRIME, NRERM x-amz-
server-side-encryption fRElaf x-amz-server-side-encryption-customer-algorithm fR

3k. StorageGRID #E48i5KHi1R[E] XNot Implementeds

* FEEALLE ILM MNBIEER " EATTH " &, BEIEEES ILM #EEFEM ILM B, FHRftLs
AN RBE BRI H T

XEKRE, MR ILM AU ENTHERTEREDR, WELTEZREFRRNRY (Bld0, AFHRFENUER
ARA) , ARRITEAEREF. BRENNKSFREEISFUE, BRRMHITRENUENLE.

ARS3 2RI RYIERATR

NRFEARSSFIHNE, NWERARNBERITKER RN REE EMBURZE RN BRI RMNE,

* IRFENREAFARMNER (SSI-C) #ITME, WAGFE PUT Object - Copy IERABE LI T =/MF
3k, LMERTLBREHEHIEXSR

° x-amz-copy-source-server-side-encryption-customer-algorithm g% AES256,

° x-amz-copy-source-server-side-encryption-customer-key f8ETE EIEIEIT RETHZ AR
ZEEH.

° x-amz-copy-source-server-side-encryption-customer-key-MD5: ISETELIEIRITRATIE
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HAIMD5HEE,

* IREBEACRHENEENE—FANBTNR (BlF) #HITNE, FEEUT =R

° x-amz-server-side-encryption-customer-algorithm: 8 AES256,

[ S

° x-amz-server-side-encryption-customer-key. NEIRNRIEEHIINEZRH,

° x-amz-server-side-encryption-customer-key-MD5. FEEFNINZEZEFRIMDSHEE,

COEE  GIREPINEBEERKEASEE. MRERNEER, WSEREZNR. EEATFRENE

PRIFNREIEZ R BFEE ERRSH[HNBEPETEIL -

* YNREBEEFH StorageGRID  (SSE ) BEMIME—ZAMBEIRNER (BlZA) #HITME, BRIARKEERE

PUT X% - EHIEKRH:

° x-amz-server-side-encryption

= server-side-encryption TEAEMMRIE, MEFEBFHLIERIAR server-side-encryption
MMEFH x-amz-metadata-directive: REPLACE,

R

NFRFED RIS WATLER x-amz-copy-source AT ERIRMMANRNITE, EEFIFNRHN
BEMRA. BIERRHIEEEERIRARZA versionld FHiR. WRBMEFHEDBREHITRAIEH. WEEF
R[EERAIARZS x-amz-version-id MNATRSk, WIRBIFDBRARAIEHEEE. N x-amz-version-id
R[E]" null™E,

HXER
“EH ILM BIENR"

"ERRS R IRINE"

"EZ B ERERERRY S3 21"

"PUT XR"

Zabn E1TI1RME
ANTI9T48 StorageGRID SNaI sz 15 % 884 L% 121F,

BB ES L
RGeS
LR

R
RS EE LA

IR S HALERER TAA Z 8B L155181E:

* —INEESBNHASEM EERRREET 1, 000 R, EAZFHEDEER List Multipart uploads &ifjZ5
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AIRERIRAARTTREIER,
StorageGRID Xt % EB4- B4R HIS<hE AWS K/ R, S3 & F imas LS E LA TEN :
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o ZELS HERWE MO MANF5MB (5, 242, 880 FT) M5GB (5, 368, 709, 120
F1) Zide

© BIE—EHHRLUNF5MIB (5, 242, 880 FT) .

c BE, BMHAR/NNREIEER, B, 3TF 100 GiB WR, BEREMHRN S5 GB . HFSMEHERRMN
FE—NR, EIELERRARIEA/NAIER StorageGRID FTEEFIH,

° }FF 5 GIB IR, BEEEEMRIEZED L%,

* JOR ILM MNERF AR FEHNITA, WIEHAZSESDNRENES NS0 H#HTIHE, AESH2 L
RSEREMNIZMN RIFN— PN EERHITIT G, BN T XS KRB R E = £ A

° YSRTE S3 ZEp LETREF ILM REER, WESED LETME, NREFERD AT AR EH
AIRY ILM 3K, EAMER ERBIEAERSHIAER ILM E3iHE, HEEBEERNIE.

° EWMEREAEBY ILM B,  StorageGRID ZIMEZEFHIA/N, MABMRBIAN. XBHEE, WK
MELR DA UFEERHEE IR ILM BXRNMIE, fla0, NRMNIEEHRE 10 GB HEARIR
REBTFHETE DC1 R, MAAER/IHIMRTFAETE DC2 1, MIEHNES, 10 HHZEH LENS D 1GB
D EBFFHETE DC2 o TR REMRFHIT ILM iHEBY, WREVFABEDEREEE DC1 .,

* FrE %8 EE1R1E9SHF StorageGRID —HU MRl

s WO LIRIEZEERN L9 LA FERRSH[BIHNE . EFEASSE (RS 25IHINE S StorageGRIDEIEIZ ).
BMEBEEE x-amz-server-side-encryption {(IE"BEIZE G LFIBER"PERIBERIFE, EXEFIE
HIVZEAER SSI-C  (IRSB2mMNE) , ERAILE " BehZEEF LEFIEKR " MEEnE " EESEFER "
s EMEEN = MNZEHEIERR k.

121F Skt

FIhZE BT BEEN FIHZEM BT

BahZak E1% BEN "EohZEk Mt E1E"

E1EER BEN " EEEME

R H—EH BFE0 " L —E "

FERZEMG E1E BEN ST ZEME L1

b % &R 1% fEF8 Amazon S3 REST API 1T FSCHE
I AR fEF8 Amazon S3 REST API 1T FSChE
BXER

B

eIk IR

FIH a1

" ZERE BT " IRERVILE N RS RIETEEITHZEMT L%
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SFUTERSEH:

* encoding-type
* max-uploads

* key-marker

* prefix

* upload-id-marker
o delimiter Ki*%iﬁ*%%&o

hR s

ZEn LEaER LT, R LML, EEEMH, AR EERIEHUNTTR LRI, HiTR " SEo "
1&1Ff, BIRIBRNWER (HEERBER FHITRAIES) -

B ZE L%
"B EEMG L " RER AN RBEIZEME L1, HIREEZ D

o x-amz-storage-class ZFHEKITke NIRRXME x-amz-storage-class #MStorageGRID EEH N
HREMRIPHREVEN A, AR MStorageGRID Z2FAHFMEIITRIFABNEE(HILMATE).

NRS5EFH NI RICEAIILMALN X 2N 1T A EEAstrictiZI. M/ x-amz-storage-class PRl LMo
AILAER LA x-amz-storage-class.

* STANDARD (B£iA)

°* IR ¢ IR ILM MNAFNITHIEE T IRIIET, WEHANRE, RAIILAEIEZNRE
BNEEHRBED LB EMERET R (BRR) - T4 ILM /5, StorageGRID R X LEANIAImET
BIAREREMVPHHRERR. N, ARFEEARUESIRFINNREIZE, HETEZEMER
yaeRiE) &7,

o * BFfE . R ILM MNFETE Balified %W, M StorageGRID FoAIZENGIZ AN FEERIFAB &S,
N StorageGRID ZEARRIBIEFET R EEIBRRMmAT RIS,

R StorageGRID AT LAIZEPSIZILMAN(BL HE)FIEERNFIBEXNREIER. WEER x-amz-
storage-class PR Lo

°* REDUCED REDUNDANCY

o * WHEAZ * 1 IR ILM MNAFNITAIEE T Rk, N StorageGRID KEFH N RBFEIE—MIG
BRI (BNMER) o

o * B ¢ R ILM FFERE Balified e, N RBERFTEILENGIZMN PIEENFERIZAH,
StorageGRID 7 &8I —MEBIEIAS, R StorageGRID AJABATEIZKE, MIARKFEIER. -
REDUCED_REDUNDANCY SIR5 X RIEEHILMANIZ— M EHIEIA. NRIFERED, TXMER
. {£F REDUCED REDUNDANCY JHREERENIREREIZMMFREIMIIREIA,

fF REDUCED_REDUNDANCY FEEMIER T FREINEAILEI, REDUCED REDUNDANCY IEANEAHAE]
HNREEEXONL, B2, NREVKFEDBIAFEERERENFET 2 L, MILFET RREEHTT
ILM 7#4&, MeJgesEREHIE.
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COER L AEREHEEARES M RIASERIERIRXAZRIINL, MREIWNRIAFE—EHEIE
, WEFET RIS ES LI BHEIRN, BNREER. AALFEPIET, EESERRENTR
B9 TR AR,

8% REDUCED_REDUNDANCY XM ERH AN RIS EIEZMBIAL, EAIFIMEER ILM REITEIT RSS!
ENNREIARE, HAZSHEIET StorageGRID RFH LURIRHITTRESITFE,

AR NREERATSIHRUENBER TENKRHNEEDEL. N REDUCED REDUNDANCY JELUE 1K 2B,
NBEEXNRYNBNENEEDER. NS SR REDUCED REDUNDANCY EIIR[E|$E1R, StorageGRID §HA4K
RITUURREN, UAFRHESHMENR,

SRATIERIRK:

* Content-Type
* x-amz-meta-. FIR—NRIF-EX. ZXNEEHAFEXBTEE

AP EXBTERIEIEE AN - EXEY, HERALTERE:
x-amz-meta- name : “value’

MR BFEHEA P E XS EETEAILMAM N A SE Y8, WABER creation-time {EAGIER
RENICRITTEUER R, Bla0:

x—amz-meta-creation-time: 1443399726

BfE creation-time WHMHEAB1970F1 B 1HLERIIFIEL,

@ IETEAIN creation-time HFERMKAMEISAT HEMENEFHEDS BRRAAITERABRE
XH TR, LEHEIREREIR,

* S3 WRHUEIFKITK:
° x—-amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x-amz-object-lock-legal-hold
"fEF S3 WRIUE"

* SSAJERARkK:
° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

"S3 REST API 2159 EFI PR HI"
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() % StorageGRID {fTRIE UTF-8 SRR, WEI PUT RIS,

AR S5 2R IRANER AR RIT K
TR LUER U M IERIT BT R S SR IHME XN ZE A/ REITIE, SSE M SSI-C ETUEE K

* *SSE* . WMREEMA StorageGRID ERME—ZAMNMREITINE, BE " BEIZE D LEBER " HER
TR B70EE R LEEHERPIEEARH,

° x-—amz-server-side-encryption

* *SSI-C* . MNREFERAERENEENM—RANWSRHATNE, BT " BoZSEHLEBER " (UNEL
By " EEEEKR ") RERFEX= MRk,

° x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,
° x-amz-server-side-encryption-customer-key:. ISEF N RANINZEEZER,
° x-amz-server-side-encryption-customer-key-MD5. FEEF M RINZZHAFIIMDSHE,

COERC  BREPNERRAKTAZEFME. MRBEXNEERSR, WSERENHNR. EEAEFRENE
BRI RBIEZR. BFEER" ERARSSHRMNEBFFNERSED. -

BERINARZ T
AZFUTIERIRK. HiR[E] XNot Implemented
* x—amz-website-redirect-location

hR s

Lo LEEER EE, 2L, LESRMG, AR EENEEUKRTR EENERE TRITTEENSHGL
RIREN, RAREEWR (NMREM, ERHITHRAIZH) -

HEER
“EHH ILM BIEIR"

" A AR SZ 25 IR N ZR"

"PUT K"

H1RERME

" EfEERE T RFRES SEE LA RAMR LIEEE

STHRBIERITK
LT ERIRK:

* Content-Length

* Content-MD5
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AR5 2R Im AN E BB RAR K
MBEAEHSEE LEERIFET SSI-C N, NELTES D LESFERPEE U TFERIFX:

* x-amz-server-side-encryption-customer-algorithm: 7€ AES256s

* x—amz-server-side-encryption-customer-key. IBEEEBIZE M LA ERPIRENERNZ
25Ao

* x-amz-server-side-encryption-customer-key-MD5. ISERZIERENZ IR _EEIEKPIZHAIE
EIMD5HEE,

@ ERMENNEBRZAKITAZF ME. MREXNERH, WEZRENHINR. EEAETFRHEN
BIRRIPNKIIBEZRI. FEE" EARSHRIHNEFEEESI, -

hR s

ZEr LERERH R, 2L, LEEMF, HAE EEREHUKRTR EERERE. ERITTENS ML
RREN, RERCENR (NMRER, EFEITREESR]) o

EESIE

“E RS SN

EEEtE—E %)

EEERMF - ERRIFEITRFINE XN RPRIBURE FINRIERR LA RE—EE0.
D - SHIRIERIZERTA Amazon S3 REST API 179 FS2hEe
HIESRIZENFI S NFRIEE IR SR x-amz-copy-source-range EStorageGRID ARG,

SR TIERIT

* x—amz-copy-source-if-match
¢ x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since
AR S5 28w N BYIERIT K
NRENBhZEM EZIEKIEE T SSI-C &, WEKFTEE EEERMY - EFIERPEELUTIERIRK:

* x-amz-server-side-encryption-customer-algorithm: 87 AES2560

* x-amz-server-side-encryption-customer-key: IBELERBIZIH LEBEKRPIREAERME
o
[N o

* x-amz-server-side-encryption-customer-key-MD5. ISERZIERBENZ IR _EEFIERKPIZHAIE
EIMD5EE,

MRFEXNREAZTARMIOER (SSI-C) HITME, WLHHE EEEME - EFIERFESUT=MRE, U
BRI LR HE R R
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* x-—amz-copy-source-server-side-encryption-customer-algorithm: }8TE AES2560

* x—amz-copy-source-server-side-encryption-customer-key. FEETE OB R HAIINE

2tho

* x-amz-copy-source-server-side-encryption-customer-key-MD5. FERETECIEEX R
HIMD5HEE,

@ ERENEBRAKITAZF ME. MRERNERN, WEZRENHINR. EEAEFREN
BIRRIPNRIIBEZRI. FEE"EARSHIHMEFEEESI,

hR s

ZEr LERERH R, 2L, LEEMTF, HE EEREE UKL EEIRE. ERITTENS ML
RREN, RERCENR (NMRER, EHEITREESR]) o

R ZER T L%
EHZEH LEFIREETR G LA RSB RTHR N RIS £1%,

dit

Ll

RIRIAZE

HRINEFRIERGII. BNEP RS NE—ZH)BIE" latest-WINS "B R NHFHTTARR, "latest-WINS "{H{HAY
B8]V RF StorageGRID RAEAIBY TR EIBER. MAESIE P in{a By FiaieiE,

FRAN
StorageGRID Z#FA/NEiAS5 TBHIMR,
JERATER

o x-amz-storage-class WNRILEMILMIANIEE T WNERRHFEHHIHNITH. WEZEHEKIRK, HE
NigStorageGRID BRI R B A%k,

* STANDARD
(BRIN) $EETE ILM FNEFA R 3LEINEY, balanced-option [ELRE| 67 8] BIZSEH 1T IR X E N8 1Eo
* REDUCED_REDUNDANCY
FEETE ILM FLNEFE IR 223215, balanced-option EIR /9 812 AR B &I A AT IR AT HN IR,
NRBERAT SSHRMERBER FRNRBANEFESER. WEER
@ REDUCED_REDUNDANCY BV ZEL, MIRBFXNKHNBNENMEFESER. NEER

REDUCED REDUNDANCY EIUR[EIf5iR, StorageGRID AL HITIURREHN, UHAFRHAR
BREER,

() mEsHs LR 15 TR, NIHBERITENIEE, HMRGRHIRATE XHME,

@ o ETag REIMEFZHIEMMDSZH. MEEEAmazon S3 APISEHE ETag ZEFH MR

(o}
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hiRZs 42 1
IR EF M ZE D L%, MRAFEDERBRATRAES, WESTMEZHD LR EEN Rk,

NMEANFEDEBR T HRAES]. MAM— versionId B AFAEENRIARAERK. X versionId
2fERENAR[E] x-amz-version-id MR ARSk,

MRRAIZFICEHE. WFEEXNRRAN AT versionld IRBFETHAS. MNZARAFHEZ,

MRAEFEDIRBATRAIZS, WTZ 7 EERASSI@MRE, BEER—NRERL

@ ERYSERZ 87 R Ntk MRENFED BRARBRBMAESR], WAILRmZE7 £1%,
AEBNE—NREBRBMH TS — S0 LR, FIRRAIZHNEFEIRL, &AM
ZE 7 LR M.

EHl, @R THIEERRIK
MRATEIRSEE T HITZH D LENEFMEDER, NEMEXENERISUBMIRIERY, ZEo BB,
MREREXFER, WREMBEERPHNEESG (SMT) KHER. RE—1MEHESET "failed to

publish notifications for bucket-nameobject key™ " for the last object whose notification failed (BEEEILHE. 15
> EET RSB, ERMBEF LRSS, ) BSHEELEERTIWY
/var/local/log/bycast-err.loge

P A LOEE BN R TTEIERSATIC R R K I E B S0E M. AR UERREXINAE, WBREITIBE
NEE @

HXEER
“EH LM BIER"

THIRMBINY

StorageGRID &4 1FFEERAMIRA S3 REST AP 41N, ItbSh, StorageGRID 32
FER RN T 21 BE XM,

S #5HY S3 API $5IRE3

Name HTTP %A
ACCESSDENIED 403 B2
BadDigest 400 MEIRIER
BucketAlreadyExists 409 iz
BucketNotEmpagty 409 H3E

LA RSEE 400 MEIZIBR
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Name

NEREEIR

InvalidAccessKeyld

InvalidArgument

InvalidBucketName

InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithmError

InvalidPart
InvalidPartOrder
InvalidRange
InvalidRequest
InvalidStorageClass
InvalidTag
InvalidURI
KeyToolLong
Malformed XML
MetadataToolLarge
HERER
MissingContent{< &
MissingRequestBodyError

MissingSecurityHeader

58

HTTP K&

500 NEBARSS 28 3A1R

403 BEZH

400 PMEEIRIAR

400 PMEIRIBR

409 R

400 PMEEIRIEXK

400 PMEEIRIANR

400 PMEEIRIEXK

400 PMEIRIBR

416 AR BIEKRAVERE

400 PMEIRIBR

400 MEEIRIAR

400 PMEIRIBR

400 PMEEIRIAR

400 PMEIRIBR

400 PMEEIRIAR

400 PMEEIRIEXK

RAVFEER 405 7374

A1 BEERKE

400 PMEIRIAN

400 NMEIRIBER



Name HTTP RE&

NoSuchBucket KK E 404
NoSuchKey FRIXE 404
NoSuchUpload FIF) 404
R 501 RSE5#
NoSuchBucketPolicy FIF) 404
ObjectLockConfigurationNotFoundError FxE 404
EHERA 412- FHRFHRIK
BiEKRiEhY 403 BR A
ARS5 eI A 503 AR5 RIF
SignatureDoesNotMatch 403 B2 H
TooManyi#& 400 MEIRIERK
BRZHENE 400 MHIRIFR

StorageGRID BEE X iz

Name Description
XBucketL ifeycleNotAllowed IRERE D BRI e
G enAHAECE

XBucketPolicyParseException TR RN TEE D ERERR
JSON,

XComplianceConflict BRIERREEMMEIREMBIEL,

XComplianceReducedRedundancy EHNESIIEESEFAERLD T
ForZz 5=

XMaxBucketPolicyLengthExceeded {REYFEEREBH T AIFHNRAEED
ERRBEKE,

HTTP K&
400 PMEEIRIER

400 MEEIRIEXK

403 EZH

400 PMEEIRIAR

400 PMEIRIBR

59



Name

XMissinglnternalRequestHeader

XNoSuchBucketCompliance

XNotAcceptable

RSL5E

Description

R/ DR ERIE K BIARRR,

TEEE’J@%%E&%E%E%%M

WIERBEE— T HZ N T EREH
ERHnko

EIR RIS RERE R SLHERITH

akb
BEo

StorageGRID S3 REST API 12{E

S3 REST API RARIN T HFE T StorageGRID RFERVIR1E,

IRERTF(E D Er—BUEER

HTTP K&
400 PMEEIRIAR

RIxE| 404

406 RAJ1E%

501 R3LHE

ERREFMED BR—RMER, ERIUBENAFREFMED BRI —EER.

AIA—BUHERIRE A RIEREIZRNN KRB NGR.

Bt fE. BH4MEAFS3: GetBucketConsistencytXFREL MK F root,

BRI

GET /bucket?x-ntap-sg-consistency HTTP/1.1

Authorization: <em>authorization string</em>

Date: <em>date</em>
Host: <em>host</em>
Mol 2

EMRM XML, <Consistency> BHREILITEZ—:

— B
e

SBANZEINEE

SRARYIL

60

Description

FRE T RERR LRI EE, BNIERFRK.

RIEFMB R PFEEFPHIERNE NFIE—HE,

R RAFE R P imiE RS NER—Ht,



— T Description

EEE (FIN) FAFRREEBNGE—HE, HAWNRE
MiRHRA M, RESEAEMEEERIPRIL
5Amazon S3—E4RIEITED,

AR CNRNBARERMNAEFEENNRER head
BEK, ME—HZNMEET A BN, fJfEs
Y E|KE 500 MRZFARSZ 25551R. ERFIEHIIXLE
FBiR, BB —BMIEHNIEE AN "Available’ ", FRIE
REEHNF Amazon S3 —EHIFIIE,.

B WK ENREL %) 5 read-after-new-write —EHU4$&ANHEE, B
AVKIREREREL RN, NREFEDSAATA,
MAHKLIRER BT AMLL " read-after-new-
write " BEo 5 Amazon S3 —HIM4FRIERRE, E
BTN kigE

alvian ]

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

EEST]
"B

PUT =i B— 415K

Bt PUT ZEE—EMIER, ERILHEEEN AT X2 BHRITRHRERN—SE RS,
BRI —HEEHNE B A RIEF IR RNE NGEiE.

Btk fE. BMMEBS3: PutBucketConsistency R B K F root,

ER

o x-ntap-sg-consistency SHMNMEBEUTEZ—:
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— T Description

el PRET RERRILAMHEWEUE, SNIERERK,

SR ARIRRINEE RIEFFB AR FFA & P ImE RIS NER—2it.
SRARYIL RIEME RN B P IRIERNE NGRS,
BEE (BN NFINREEENER—HIE, HANRE

MRHRA M, RESTAMMEIERIPFRIL
5Amazon S3—E4 RIEILED,

COERL R AEFMAFENNRER head
BEXR, WE—IHENMFETRATRN, fJgs
WEIRE 500 TAERARSS 2R THIR. ERIIEHIIXLE
BIR, ER—BMERILEN "Available ", FRIE
MEEXMTF Amazon S3 FI—HUERIE.

A (WESKRENRE ) 5 read-after-new-write —H4ZRFI4EE, 1BX
AR R RA M. WREETRATAA,
M AR IR AT B " read-after-new-
write " Bmo 5 Amazon S3 —EIHFIERE, UE
FFINLIRE

. BEE, BNEH read-after-new-write —HM4IEFIE, MNRIBERTEERETI(E, 1BRAIGEEN
NAERREFIHENITH. &, BERFIELUSEEN AP IERH—XMEES, BXMEARE—MEEERF
D R FIGE — TS,

BRI

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

e
)

FREX 73 ER LRI R]BYiB1IER
TR R ERIBFEREIER, ERUBERNEN S BRERTRRAT LRAREEN.

ERItbiRE. X TEREES3: GetBucketLastAccessTimetNPEEL M Froot,

BERRH
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

MRz 1
R RENEMED R R LRI EIE .

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT 2 k& _bRifiRl B (a)ig sk
BT PUT 968 ERipmEtElEsR, Eal &R B ER R b xibneia @, 2 bR iasEa
1I2SMEE, TREA 10.3.0 BB SR OIZRNFIEEED BNZHALS,

BRRIRE. BRI ENMEESERIAES3: PutBucketLastAccessTimeifR. ZE Llroottk P B9& R,

M StorageGRID 10.3 hkFF8, FRINERT, FRrEMFMED ERERS AN _LRIGRE BRI B,
NRIEWTZE D B2 FHARRARY StorageGRID IR, HBEHEESHMIEINTHTE, N

@ IR A _ ER S FE S B EORIA RIEY B BT, SR LAEARTE A EIER AT PUT D ER
EBENERK, *S3>* 2k * > B ERIAIAIRE * ERAESEF BE AP BRANEAMNERRE
PG B[S ESE S

MRZAT ENFES R ERAREEEH, NS EED R EIRIERBLLTTA:
* GET MR, GET XW&RACL, GET X&RAIFEHM HEAD WRIERASEH ERiFAEIAE, XN RASHRIMNE
BT EEAGEHREE (ILM) FEAIAFTIH,

* PUT W& —XEMTHIBENEHIF PUT WRATCIERE ST LXiARETE, XMSRIGHRMEIBAT S LUH#IT
ILM 31,

s MR REFEDERZA T XN REIHIFERES, N PUT Object - Copy Requests A2 BHTRIFME D ERAY
EEiARIEE, EFIMNRASRINEREZEED LR ILM EEGAYIF, B2, XTFEIR, PUT XK - &4
ERIBLEHFH ERIARYE, IREIZRRINEIBATIA LI#HTT ILM 3$4,

* e SR EZERER LIRS E, BB RIGRINEIPAT IR LIHTT ILM 1F{,
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BRI

LR BIRE RFiED BB R R R Bt E,
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

LERBR R AT BREY LRI IRIB Bl

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

HXER
"R

M ERF g 3 BT AR B A BC B TR

MRS RTAIBEMREER, EHTUEIMREE XML REMBENMEE RINERERRS.

BRERIIRE. BRI ENZESEEIRBES3: DeleteBucketMetadataNotificationtX[E. 5 LLrootik 2 & 14 %
Fo

EXRTA

R BI BT RREME S BRI REMARS.
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

RERTFE D BT I B A BC B 1A
ERRI BTABBNRE SR, SANRRATAENDREEEREMNEE XML,

EERItIRE. BUREBS3: GetBucketMetadataNotificationtX PR K F root,

BRI
HIERIFRRR NBEFED R HRIEBANECE buckets
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

i

ML EX BEEFE D BRI TTHIEBANECE, B TiEEMNECE, BB ENMEEFEDRUHEITERE
o BtEiR, ERLUBSEREMENRERHIRS], USSEMNRTHIER XML LR <o

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

S HiEENEERSS — IS M, SMANEEEH SRR BIMR LUK StorageGRID RN R TT

BB R IZEFIM BT, HHfEMA StorageGRID = A URN 3EE BT

Name Description Required

MetadataNotificationConfiguration FFIEETEIEBMNNENBIR 2/,
BN By B ERHRICSo

BE—THZ T HMNTER,

Wl BFRRAR G HTHIERNZHEE =8
R3PS RV NI A 2RI

BEFIRESHAMN.
12=xEs

MetadataNotificationConfiguration

TTEF,
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Name

Status

IE

ko

URN
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Description Required
AR EIME—ARIR T S
BETE Rule TTEH,

WSAILUZ "ERA"N"EERA" 2.
?/ET\%%E'J%"—?H HURR BT IEfrT 4

B &7 Rule TTEH,

SHZLENMN KRB 2/
, HITE#ER R IXE e E B1T.

%IEEEFEE%‘% , IBHEE—TZH

“AXO

B &7 Rule TTEH,

M BrH R 28810 =89
B2 7 Rule TtE4,

EEFNZRTHIBIETS un . &% 2
MeEBLUTREMR StorageGRID
iHmHAY URN :

* es B E=MITH,

* URNIATE BT AR ERS |
MERLE. 18X domain-

name/myindex/mytypeo

e EAA P B  BIE
AP #1TECE, TR uT:

* arn:aws:es: region:acco
unt-
ID :domain/mydomain/myi
ndex/mytype

*urn:mysite:es:::mydomai
n/myindex/mytype

ITERRALE XML Z BiE & i =
| SNREBKKHER 404 55
1%

un B EBMRTES.



MRz 1
BEEZERIXML

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> FriEERT
AIAFEED BRI E SEREMIRRIER. LRGP, WRITEERFRIEEE HBElasticsearchZ 5|
current HHAnamed 2017 FEEERZ NWAWSIHH records,

HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

faxEs
"R
PUT Zi& 0 B oo B @AEC & 1A K

#1E PUT Bucket ST#IEBHMEEIBR, EAIUAZ I EFEDRBRIEREMRS. EEBEREXFRERTHS
EEMECE XML BT iEERETHIERZEI BMERRS IR,

B RLARE. AN ENZE D EEIHES3: PutBucketMetadataNotificationtXPR. 5¢& Llrootlk P &1 &
Fo

R

HIERAMEIBREXFESTHEENEIE, SO BN EREES— 1 HEZ M, S MNEEEE
EATE WKL StorageGRID FE 3R TTHEE & X EIM B 5o

AR REMBIBIRTHIEN R, Flo0. Er UL EREERISRHMNRITEIE /inages El—1MBEIr. UNRAEE
BIZBMITR /videos B—1o

AIRESHRELTY, TR WIESL, Fli. —MEE. HFEE—M . BTEENEIINR test
BN, BTFREENRIINR test2 R
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WIfEF StorageGRID i) URN $87E Bif. SIRIERTTHIEBMECE. HEIFRUKRMBIF X HIEFE.
MR SAZRTETE 400 Bad Requesto fEIRHE R/ Unable to save the metadata notification
(search) policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML FRYTER.

Name Description Required
MetadataNotificationConfiguration FHFIEETTHIEBNNNKINEF: 2.
BRI BY S B8R IE0

BE—MHS N TE.

Wl BFRRANSEHTHRERIZEEE =20
25| PRI RN B 2EHRIC

EEFREEHINN.
BEE

MetadataNotificationConfiguration

TTEF.

ID MM BIME—ARIR o

7]

B &7E Rule TT&H,
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Name Description Required

Status RETUR "EBE"H"EBZA" 2%
?’ETES(#E'J%"—fﬁE BRI TEEIE
37 Rule TtEH,

EIE: GHUQ’;EEEE’JR‘J%RJ&MD—'U A E~=1: S

, HiT ﬂ?E’l-:Zil_i'HaEEho
Eﬂﬁﬁﬁﬁ%,mhm— Z=HI

O

BEE Rule TTEH,

Bt M BB ERIRIC. =,
BE7E Rule TR,

URN RIEMRTEIEAIBTRE un o 6 2B

MEEBLUTREMR StorageGRID
iim s A URN
* es B E=MITH,

* URNAI AT TRV R 5|
MERLE. 8 domain-

name/myindex/mytypeo

i S EFAE P B2 s A IR
APl #1TECE, ENIRIFRMT:

®* arn:aws:es:region:accou
nt-
ID:domain/mydomain/myin
dex/mytype

*urn:mysite:es:::mydomai
n/myindex/mytype

WHTERRAE XML 2 BB i S
, BNEEERBELKHER 404 55

Ro

un B EBMRTES.

BRI
WREIETRT AEEDRERIERER. FIRAIFR, FAENRINRITHEIEERFREEIR—B15.



PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEULRAIR. BIESAELRENMRIMNRITHIE /inages KEF—MBEIR. MSAIRLRNN RN RITE
BNAXE—PBEMR /videos KXEIHB—1 BT

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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BXER
"ERAEF K/

RIS REERARSS £ RLEY JSON

NEEDBRERERERMRSE, RN, EMIMERNRTHIEHITICH, REAHSEMR— JSON X5
HRERIXE BIRm S,

HREIERT EAE AN RISA REERRIJSONTR SGWS/Tagging. txt ERNEFHEIERFEIE

testo o test ?a?ﬁ%ﬁﬁﬁiki&ﬁ#&ﬂ?ﬂ Atk versionid FRiE AT,

"bucket": "test",
"key": "SGWS/Tagging.txt",

"versionId":

"accountId"

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"u

"metadata":
"age": "2

by

"tags": {
"color":

}

mwn
14

: "86928401983529626822",

s—east-1"
{
5"

"yellow"

TTHIERAI R RSN RITE
TRIIE T BARBREMERED BinkRR JSON XHEFEENFREFE.

NHEBMEEFMEDRBIR, WRAMMARD ID QIREE) o

Type
FREIBRAMNRER

FEIRANNRER

FREDBRNNRIER

FREOBRNNRIER

EYS a6

=R i
FiEDER

key

k7 1D

region

size

Description

FED EREIR R

M RE AR

MR, AT RhRAIEHBD
PRITR

SERXIE. 40 us-east-1
HTTP B iHR] W R A (LA
FHABEA)
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Type INB&Z ¥R Description

RotiaiE MD5 MRIGH

AP tEkiE TCEUE key:value R%‘%E’\Jﬁﬁﬁ%)*' TUEHE, (FARME
X

Tags tags key:value AMREXBFREXNRITIE, A
B(EX

S WFARCHMBF THEE, StorageGRID 235 BEBIEFEAFE TR S3 BHBEMEIRLS
Elasticsearch . EFfgE Elasticsearch LU XLEF R R AR BHITET, 15I%ER Elasticsearch WiBH# 1T
SFERMRGIFNBRET BEARE T, EREEREMIRS 25, BAERS| LBRASFEME, AXHEEHIZES]
&, EBIEERS|IPREXXEHIFERIEE!,

RENTEEER B RIEK

"IRENEMEERZ "I RSEHEKF EEFERANEEEEUNRSKP XBENE N FEIBRNEFEEEE,

P REEES BERNEFEENETEHEHNGETARSIERIRE x-ntap-sg-usage EEH, FHEDERME
BE5Z%44 1889 PUT #1 DELETE 15K HIRER. RIBBERAEER, FREESTHAMELREESE—EN
IER, THEERKMHIKRERN,

AAIABERT, StorageGRID ZEAEARE/—BMNRERABRER. WRTEELNRE/—EIE,
StorageGRID R=i{ LRI R —BIEMRERBRER.

Btk fE. BXMEAFS3: ListAllMy#d A PREH roots

BRI

GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

M Rz 7= f51

WREIERT—MKF, ZIKFERMFEDERFESENNRM 12 FHHHE. ST EFEIRESRTNR
MR FTRVERE.
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

RS2 %)

FEMNEN T RIRASEIE BT objectCount M DataBytes N FME, WIFRITIEFRSHINE objectCount
I_a\-L-I_O

EETE
— B

EFAIHEIMEEERIEK

1ZAIBEEE M StorageGRID S3 REST AP| R EIBFHRE SIETHEECIEM 9 ER,

EFHEEMIETIEE

%eh1 StorageGRID hiZxH12{tHY StorageGRID S IIEIHEEEFHH, HBE#H S3 WRBIEIA.

ﬂu%‘aﬁu SRTE2REENMISE. NEFALZEIStorageGRID 11.50F, RAESBEHMERAEBESIMEKRINTIZE. LJ:

EEBEERE T AMMNBER TRIBRINGEES R, B2, ErUIRIEFEMHA StorageGRID S3 REST APl &
ﬁ&ﬁbﬁﬁ’]lﬁ%ﬂ‘ﬁ%ﬁﬁm
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"EF S3 MRPIE"

“EA ILM BRI R

"NetApp IR : F0MATE StorageGRID 11.5 HEBRAEMNESHEES K"
EFM: AHEEMMEMERTFED BRIER

SGCompliance XML TTEEFA. U, EaILUSLE StorageGRID BENXTTEBETE PUT 80 EERAA]
¥ XML IERIEXH, UEIBEFED R,

(D) ##1 StorageGRID HEAFRIE(H) StorageGRID AMMETIREEAF, HEM S3 HRMEIE.

" S3 MRBIE"
“fEA ILM BB R"
"NetApp F1iRE: #{a7E StorageGRID 11.5 HEIRRGMSMTEIE D EL"

EAEBEERAGHMENBER TRIZHEFES R, MREZHER PUT DRIERESRLIFE SMIEERKL!
BHEEMIER, NRELTHIRER:

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

HXEER
“EH ILM BIER"

“EREA KR

BFA: REFEIREMIEIEK

RFEDEREMIEBEREFH. B2, ErIUREERIIERKHELRNIE BIREMEFED RG]
MigE.

@ 4R StorageGRID hirZAH 12 {tHY StorageGRID &iIEIHREE FA, HBE#H S3 WRBIE.
"5 S3 WMRPIE"
“EA ILM EER"
"NetApp FiREE: Y0{AI7E StorageGRID 11.5 R ERRENSMEEDER"

Btk fE. EHSMEES3: GetBucketCompliancetX FRELH F root,

BRI
B RENER. ERILHAE R ANEED BRI SMIEIRE mybucketo
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

M 3 51

VIR XMLA.  <SGCompliance> FIHTHEEIBREMHNEMERE, WRHIMNETRT — M FEIBRNG
MMEIRE, MRBENKRBAMEFRE, 8MHRBRE—F (525600 0) o FEDBRUFNIZEERLHR
&, 8T HRBE—FREMER.

HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AMBLFES NN RNEREIRKE, Ua%A
B, REBHAFRMEEXRENMEETFIE.

RERAR * true @ IWEFERESEHBIRTESEREIRE. FRIEEX
HEZERYE, B ERPBRLEEDEPINR,
BN E (R BBHAR B HAtb 2 Uitk

* false : EFEDIEIFIRLETEERERS. LIt

FiE73 B PRI R B] LATE £R 55 HAPR I AR B A BRo

SRS * true | IKEFED BRI RIGIERBHAREIAAN B

shilbR, BRIFLLTFRED BRAT EEREBIRNTS,.

* false . REHREIAE, F=BMPRLLFMESD
RPN R. MRFEMFFILENR, BAFR
HFRo
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BRI

MBRBEFTEERNFMEDEE. MIMEZBHTTPRASMIEA 404 Not Found. #wES3HIZHE
XNoSuchBucketComplianceo

HXEER
“FH LM BIER"

“EREA KR

BFA: PUT FESREMIEIBEK

PUT ZEDEREMIEIEREFA, BR, BRI URSERILERENINE IRREMFEDBRNESIMEIRE, F
an, EEIURIEFESRET S ERBRSHERERBHAIR.

(i) %#i StorageGRID KRAFRIZ {0 StorageGRID SATMITHEEEHF, HEMW S3 WRBEEA,

"5 S3 MR BUE"

"EH ILM BRI R

"NetApp &1iREE: HIfAI7E StorageGRID 11.5 FEERERENEMEE SR
BSERLIRIE. ERIIAEES3: PutBucketCompliancetX BRI K F root,

& PUT FHEDESHMMERE, HAAEGHEEBNS N FERIEE—ME,

AR

LR BIERIER R HRTFE S BRI SFIMIZE mybucketo EULRBIFR. WRAFH mybucket MIEIFRE
(1. 051, 2003%h). MAB—F. MENREANREHFIR. FEDEEEERERRE, ’_/\RT%JI—H“ 3]
F 5B hiFR.

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

76


https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/ilm/index.html
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_manage_legacy_Compliant_buckets_in_StorageGRID_11.5

Name Description

RetentionPeriodMinutes ANETFAED BRI RBRBIIRKE, Ua#h
B, REHARMEXRENMIEE I8,

* 5¥E: * JJ RetentionPeriodMinutes 1§ E &R,
RITEE— N ETHATFHEIEREAIFEEREDN
B, REFMEOERNERERRG, BREER/IVZE

; IERAEENA(E,

RERA * true : IEEFMESRYAIATEEREIRS. FRIFE
HEERE, BNTERPRILFED BRFHINR,
EMfEE R EHARE S HR B2 M1tt.

* false : WWEFEDERYRIARLTEERERS, It
TFiE D BRI SR B LATE (R BB HAMR ZIRARS A ERo

EEulilliz3 * true : EFMED RPN RIGEREHAREIINE
chiflfR, FRAELEEFED R T EERBRS.

* false | REHIREIMG, ~=BoIBBRLLEFED
RPN R. MRFEMFFXLENR, BAFRF
HHIERo

BB BRSS!

HEER PUT FHREDERGHMIMEBNREN S3 FEDERINGHMIRER, StorageGRID K IHBHENMIEHZF
D ERRITTEE. BAIAER T, StorageGRID £ * 38 - £/ * —BMRIIRFRIEFMEEIEF OERUNRE S
D ERTTHIENFEFHE T REERNEMMIRETRA R - T—E%.

MRAFEN LS ERHIER OIS Z N EFET 20 BMSEStorageGRID LA X &-2F*—E 1R
. MIAEZAIHTTPIRE(AS A 503 Service Unavailable.

SNRUWLEIEPARZ, EATEXRPIRERSR, UHRFIFNEFERS RIRATA, MRMBEERTEESMLRRE
HEBHEFMET R, RAZFFARESEREETREINT * Bibm * —BIERIIREHKRMATER.,

@ PRAERAR IR G, HEETRERILR AT~ ERNRER, SUI/75REIFER * 524
= —HMRAREE PUT FEDESIMER,

H—HMLRRIFFRE * 5RiLR * B, StorageGRID (RIEEMEMEMERERMN LR PHFFAHERAB RS
[F—Et. XERE, EFFAMSRMEET RIYPAZA], StorageGRID 24tAJRERE N ALLFHEDRIRES
M—ENRE, REF—HERSBEIMIZINGTA. fli, MRERENEFEIBRETEEFRERSHR
HIFRR—EE R, WELEHIEROMER LA SR SEREFEI RS MIERE EIaEFRE) - Hit
[,S$,‘§ikﬂg%?éiiﬁ%’lﬁ?&E@Rﬂ‘%ﬂﬁ%%?ﬂ%é’a’,ﬂﬂFE%'J,HHEW&}%F'ﬂﬂ'JB,%, SEWMREAT BEpMER, BRTLM

ZoRFIEA BRI R —EHIERI. IBEMALPUTEREDERSMMEIERHMA Cconsistency-Control HTTP
BRIRK. SRR
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

BRI

* NRKOEBEFTESERNEFMDER. MIRZAHTTPIRESAIEA 404 Not Founds
* %1% RetentionPeriodMinutes fEIER/NFEREDENHFIRBEAREY. HTTPIREIE AN 400 Bad
Requesto

BXER
"BFA: NAREMEMIERFED BRIEK"

“ERREP K"
“EH ILM BIENR"

171857 ER A 2R 177 [P] SR B

StorageGRID f£H Amazon Web Services (AWS ) HERIES IF S3 FHFITHIXHXLE
BRI RIVIAIR, StorageGRID #4355 S3 REST APl FEIESH—1F5&. S3
API BYifin] SRB& L JSON LB No

Th 0] SRER LA
StorageGRID Z1F/fisin 5,

* * DERTREE * , A GET KK, PUT EXERE&HN DELETE 2EREREE S3 API 2B TECE., FHEDER
RESMIMNEITZ D ER, Eit, rILUEHITEE, LUTHIIEE D ERFrE &K S E ik P Ra9 A P 33172 6E 5
EEREMRMIAE, —MEEIERRERTR RS —NMEEDER, HARESZ 14,

© CATRER ¢, FREFEERNEFEE AP BE. ARRIMMEKFRENE, AL, XEHEREC
BARFZANRZKFIRENRER R, —MERBIN—MEHITERDR , HFEATENSIMEEDER
#H1To

StorageGRID 7Zfi& 53 BRFN4A SR ESIBEH Amazon EXBIFEIEZE. BN REPHEE—ARKKED, M5
WMEEUTTR:

*BAID (SID) (F%)

-]

CE R/ FREE

* &R /NotResource

* 1RUE RIRME

* & (RIi%)

HEIEN) S AL SENEEN, BTFIEENPR: Grant <Effic> to allow/deny <Principe> to Perform <Action> on
<Resource> when <condition> applies o
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B ERBTRBATIEIRE

Element Description

SID Sid JTTEZE A%, SID (NEEAFNREHER . ER
WizfE, BARSMW StorageGRID RFHRRR,

=L fEH Effect TEMTER T AIFIELISEIIRE, &
WAZR{ER 213509 Action Element XBFRBTE IF (
i) WTFEMED R RIITRIRE,

&I AEE EREILSRITARP, AMKP RS ERFEHRITIE
1#1E. MRBRPAES S3 TR, )nu_.[LxLl_Jj_j:EIEI_
B (%) FAZERHITERIBNE. FNMERT, R
BIKF root BAIAIEIZIKF HBEBZEIR.

BREEEFMEIRREEPIEEEMATR. WTAHR
B%, BYIMZSRESRIANRINERTER.

&R INotResource RBETEATFIMRD MR, EAILUER Amazon
RBEZFR (ARN) FIRRFER, MAFHRIELXTE
i BRI XS R BIAPR

BAUE | RIRME BRIEMBRTEZENRIRNERE 7. HEBEKRE

REY, ENSBIETIELINPIZFER. FRIEEERH
DEAXPR, BNIHEREHEAELE, BERAUERERE

4578 55 PR H A BR BRI T BIAR.
& FHTREANER, BIFE, ERTUMERIAIIL
FA7E frIBY N AR 2R B

£ Action JTTE, ERILUERBER (*) 1IEEPMBRIEFNEIIR(E, FI90, IRIES S3: GetObject, S3
. PutObject #1 S3 : DeleteObject ZAPRITED,

s3:*0Object

AHRRTER, AILERRERS () M (7)) o S (*) 50 1MRESFHLEN, RS (?) TEEE
BPFRo

7£ Principal JTTEH, BRTIREERIARNIEZIN, AZRMERBER, WNESIRFREANR. 50, &
BACRT (*) IRE N Principal {E,

"Principal":"*"

TEUTRGIR, ZEAERANZE ", "EE", "BE"MN"TR" k., EROIERT 1M wBENFHE
DERIKIBA. ZIBAER"allow"BIM R APrincipalsBNE 24l federated-group/admin FNASSHIFA
federated-group/finance. HITIRIEAINIR s3:ListBucket U FRNNFMEDEL L mybucket FIIE{E
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s3:GetObject TFEEIZFHEDERNBIFIBENR Lo

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"

FEDERERBEAI ARSI 20 , 480 F15, MAREHANEGA S5, 120 FH,
HXER

“ERFEF

RN —EtEHIRE

AIAMERT, WARBABOTAERTRAHE—HN. ATRBESF, —BARKRRE—X, FrAIER-E
BHRE 156 DHAREN. RINMERT, NEEIERREBHITHENEFRABSRE—E.

TR LURIERE B F B BRERBERN —BERIE fId, HFRERRA, ErIEFRENFME D ERRIFTIAY
BRRIREM,

EXMIERT. EEILIKE consistency-Control iR, HE LA LUERPUTFES BR—BUEIER, Bk
HEIEREY—E RS, HERE * 28 * , XAIUARE—REREERSRIL. MRE PUT ZHESER—K

PSRBT RIS E EAEM—BEESIE, WIEREHIES, RN PUT FED ERERBGIEKRIEE EMHE M

B, NILERFRZEE, FHEDRRBRE—BGE, BTRBET, ENAIERETI 8 A EE.

@ MRF—EELANRE N "all " LERFIFREFEDERRBERERN, BHERETHEEEFED R
LriEhligBERERGRE. S, AARRNEEIRIEREER * 28 * 1’E,
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EREIEAPERARN

EEBRIEAT, ARN AT Principal #1 Resource Element o
* FERLITIBAIERE S3 ZREARN ¢

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* ERAUTMEZEESMNERARN (AFRH4H)

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group_ name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

HFEED:

* EERIMERES (%) ERBER, UREMKRBHRPNENHZSNFR.

. EgME%%@%Hﬁ%EEE@%?HEﬁH% JSON UTF-8 8¢ JSON \u ¥, X FFi#1T4RID. AFFE DR

"RFC 2141 URN i&7&"

PUT 7757 BRRBRIRIERY HTTP 53R IEX W IfER charset=UTF-8 #1T4R5.

ERBEPIEERR
ESRMIEAR, R UERRRTRIEEATRIELRN D BRRHR.

° g/l\%mg EOHBE—NRBETE, TP, REHTTERT Resource ' H#&E. NotResource LUHE

* TR LUER S3 BB ARN IEERIR, Fli0:
"Resource": "arn:aws:s3:::mybucket/*"

* EHATLENRBARERRETE, Fli:

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

* FIRER] LUETE 82 4A SRBREY 5 RN E R ZE D o
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BXES
eI TR

TEREEPIEE XA
58 Principal FTERIRRRISIBEA A / FELIBOZROAF, AP,

* FHEDBRRBINESIREEIHLALE— N ERTR. ARBEPIVREEBDFAFEEETE, FNAK
BN ER,

* 1E5RB&A, FIKEBITE "Principal , * " 8 "NotPrincipal' " R URTHR,
* MIUFER ID 5¢ ARN 1IEEETIKF S5 :

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

* tRBHERTEF KA ID 27233906934684427525 , EAREIEMK, root Mtk P RRIFRE R, :

"Principal”: { "AWS": "27233906934684427525" }

* BHBEFEEMK root

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0t" }

* BRILHEE—MSENBRRSAR ("Alex")

"Principal": { "AWS": "arn:aws:1am::27233906934684427525:federated-
user/Alex" }

* BRI LSRR EREXS4E ( "Managers") :

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* BRI LUEEER EE:

"Principal": "*"

* JERI, ERILERAF UUID , MARRAA:
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arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-

eb6b9%9e546013

a0, RigAlexBF TARMAF A Alex BMIER. MRFHBIAIXIIN T ZARHIRE 7T HBRIDE Alex

BFR#&. MAF RS EIMART RGP RR,
* EMMERLUEE R LIBEFME D BRI H N FERVAE / BFR &,

ERBEHIEENR

7R, Action TEATF A / IELEXMNZRHINE, ErIUTERRPIEE—ANE, XLLAERTTE "Action”
3¢ "NotAction" RNURTHER. EFES N TtREIREIENFER S3 REST API 1#1E,

TR T AT FED BRAIRR AR N B T X R AV R

@ Amazon S3 II7EX} PUT 1 DELETE S EXEHIR1EER S3 ©  PutReplicationConfiguration X
fR. StorageGRID X&MEEERRIHBINIE, XLENRSEIE Amazon S3 #ISEILED,

()  wmRemPuT EEIAE, WSHTHR,

Iz B F 17 7 BRBIAR R

PR S3 REST API i&1F

S3 : CreateBucket BNFED B

S3 : DeleteBucket il i paas

S3: PR iE D BT iR B A ECE
DeleteBucketMetadataNotification

S3 : DeleteBucketPolicy fBRTEfE o7 ER SRER

S3: MIpR7EfE D ERE H
DeleteReplicationConfiguration

S3: GetBucketAcl JRERS3 B2 ACL

S3 : GetBucketCompliance REEFEHEIEEHNE (EFH)
S3 : GetBucketConsistency IREVIFFE T ER— 2%

S3 . GetBucketCORS IREXS) B 17 fifies

77 StorageGRID BE X

=

2, PUT #1 DELETE B9 EAR[E *

=i

=
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PR S3 REST API 21 79 StorageGRID BE X
S3 : GetEncryptionConfiguration  FXKEX/Ffi& 5 E& NN

S3 : GetBucketLastAccessTime  IREXfEfiES) B EIRifIa]ETE] =/
S3 : GetBucketlLocation RENTEE DRI

S3: IRENFFNE D B o SR E A AC E =1
GetBucketMetadataNotification

S3 : GetBucketNotification FRENTZAiE 57 BB A

S3: KRB RN EACE

GetBucketObjectLockConfiguration

S3: GetBucketPolicy SRENTENE D B SRR
S3 : GetBucketTagging RENTEE D ERTTIE
S3 : GetBucketVersioning SREXTZNE D ERhRAS 126

S3 : GetLifeycleConfiguration SRENTFfE 7 ER A dn R HA
S3 : GetReplicationConfiguration FKEXfFf&E EREHI

S3 : ListAllMy#H * FREXARSS =, ERTREREEERSE
* FRENTFREfERRE

S3 : ListBucket * JRENFEDER (FIHER)
© SLIFMEDER
* ERRAER

S3 : ListBucketMultipartUploads * IS ERF 1R
* BRRER

S3: ListBucketVersions SRENTENE D ERhR S
S3 : PutBucketCompliance PUT FEDEREMM (BFHA) =
S3 : PutBucketConsistency PUT FED B —3E =/,
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R
S3 . PutBucketCORS

S3 . PutEncryptionConfiguration

S3 . PutBucketLastAccessTime

S3:
PutBucketMetadataNotification

S3 . PutBucketNoaotification

S3:

S3 REST API 2
* MERTEfED BRET
* BNTFED RS

* WFREFES RN
* PUT &S RN

PUT 5B ERiniE]EY 8] =i

PUT i Bt iiE@MEcE =

PUT 7253 E@N

EAPUTEME D ER x-amz-

PutBucketObjectLockConfiguration bucket-object-lock-

S3 . PutBucketPolicy

S3 . PutBucketTagging

S3 @ PutBucketVersioning

S3 . PutLifeycleConfiguration

S3 . PutReplicationConfiguration

I AR T34 SR E9AR PR

PR
S3 . AbortMultipartUpload

S3 : DeleteObject

enabled: true IBEXRIRLMHLE
ZES3: CreateBucketiX[R)

PUT 2 7 ER SRR

* MERERED ERIMIST
* MEFEDRIFE

PUT fZ6& 57 ks

* WBRTEGE D ERE AT
* PUT FiE9DEREm AR

79 StorageGRID BE X

PUT FiE0 EBREH| =, PUT #1 DELETE B9IX[EAR[E *

S3 REST API 1&/E
* IS EF
* EXRIER

* BIERIR
* MRS IR
* EMRIER

79 StorageGRID BE X
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PR
S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

86

DeleteObjectTagging

DeleteObjectVersionTagging

DeleteObjectVersion

GetObject

GetObjectAcl

GetObjectLegend

GetObjectRetention

GetObjectTagging

GetObjectVersionTagging

GetObjectVersion

ListMultipartUploadPart

PutObject

PutObjectLegend

PutObjectRetention

PutObjectTagging

PutObjectVersionTagging

S3 REST API 1&1F
IBRIS R ARi2

BIFFNRITIE IREFERES)

BIEFEX R (FREVFEMRZS)

* FRENXFR
* HEAD 3R
* ERRER

FREXVFR ACL

KRB REEIRE

RIS RIRE

FRENA RATIS

PRI RITIE (WRAVFERRZS)
GET M&R (WREVFEMZS)
HIhER e,

POST M RIE/R

* PUT %

* PUT WR—El
* EHRER

© BEE L%
* SERE I L%
© BRI

© LRI —E

PUT WREERE

MEXNRERE

MEXNRITIC

PUT WRAFIE (WRBUFERRES)

79 StorageGRID BE X



PR S3 REST API 21 79 StorageGRID BE X
S3 : PutOverwriteObject * PUT X8 =0,

* PUT X% —EHl

* PUT MR

* BRI RIRIE

* SERR S LR

S3 : RestoreObject EXRRER

fEFIPutOverwriteObjectiX R

S3 : PutOverwriteObject I fRE—FEE X StorageGRID R, EMAHR fE I IANREIBZEMTR, Lt
WNRANIE BRI RE R Fineh ol MBS W RIEIE, BPREXNTEIER S3 JWRIFIC.

LA PRAYRT BB B E14E
* AT BRRAIUESENR. XERINLE,
s iEM . BPIRLEBENR. NRIEE N deny , M PutOverwriteObject A fRRI TERIEBMT :
° MREFR—BEPHIMENR:
* TEABENRIEIE, AR EXMTHIED S3 MRIFIZ.
* EERITHEAENRIESREUE, FHREHEIR,

" NRBAT S3 hxAsizdl, MW deny IRERFELE PUT MRATIEEMIFRN SATIZIRIFE R R EIE
TR ASBIATRIE o

° IRAHEMENR, AR AEIFR.
* WRAEFELNR, WHRSIKET allow BIAEE,

WRYHT S3 KRAYFES, FHH PutOverwriteObject I PRIEE S deny , MBI AE SNt
@ KEVEE, AP EXBTTHIBRSE I RING, s wNRiEA 7 *fE 1T P iR 8 1EE (BL & >
). MiZI% B KB EPutOverwriteObjecti RIS &

BXER
"S3 LA EREE B

HEE REEFPRYSR
FHRATEXRBMENEN. FHRBEEGMREEX,

FHERRENHTEG. —MRETRATUEEZNEY, SMEFHTUESESIMREN. FHERERUTE
=
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Condition: {

<em>condition type</em>:

<em>condition key</em>: <em>condition values</em>

ELUTRAIF, ipaddress F4EMA Sourcelp FZHEH,

"Condition": {
"IpAddress": {

"aws:Sourcelp":

by

SEHFRHFEEN
FHEEFONUTILE:
* string
&2
* /R{E
* IP it

- S

FHEEN

StringEquals

StringNotEquals

StringEqualslgnoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike
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"54.240.143.0/24"

Description

;@EE—E%EEE (RHKRNE) KRS FIFREBHTL
Ro

IE?EE‘EEEE (XPKRNE) BRSFHFHREHIT
Ko

RIET2LERRESFHHEHATHER (BBRANE

o

RIESENLEFRSFHIREHITIR (BREA/
5) o

RiETENE (K2ANE) BRSFHHREHTH
o LIRS M7 BECTT.

RETELE (KOANE) BRSFAHREHRTTLE
o FILIESE * MI? BECTT.



ZHEER Description

BEHER RIBEH LR RSHFEHRTIR.
NumericNotEquals RIS E LRSS HFEHITILR,

#({8 GreaterThan RIE AT " EERERSHEHRITHR.
NumericGreaterThals. BRI " RAFEHET " LR RSHEHITHR.
B/ RIE NVF " RS RS HEHITIR.

#4{& ThalEquals RIE " NFREF " LEREERSBEHITILR,

it IR "true =X false’ " LA SH/REBITHI,
P Sl BERS P #ilitsk 1P MAESEEH#TH R,
NotlpAddress E\?EEEIEEEH'E‘%H’—E IP #hhtsg IP HihSEEL#ITEL

H}

MESFIER L TXHEEFERMHEH.

SFFRFHES

el ERNFHEH Description

IP ZERT AWS : 3B Ip B5&RIXIERD IP #uth#TEC I,
B B F1E0E D ER S R IR

AR IR S3IERERIE
BT RMMXT R LR AT
2RARSS AERY, MIIBERES 5
T He3ARss LRy 1P ki
1TEb3R,

R RERE=FIEERRA
HTEes, NithiHTEsREs
Z A ET #2809 IP Hab#HITED
o f£E X-Forwarded-For
BT ERAEMENE R,
IHE4E 2 BE AR R

RIR 1 515 AWS : BFR#& ¥E5RXBKRNEF AR ZHET
?}EEO A AT EFED BRI RIE
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S3: ListBucketfll

S3: ListBucketVersionst{ R

S3: ListBucket#l

S3: ListBucketVersionst{ R

S3: ListBucketfll

S3: ListBucketVersionst¥E

ERBHIEELE

BRI HEA
S3 . DIRRFT
S3 . BAEHH
S3: §I

Description

¥5 GET 28l GET 73 EBRITRAR
g*ii%ﬁiﬂlﬂ?‘éiﬁ’\]ﬁ[‘ﬁﬁ%ﬁi&ﬁtb
%o

B 5IREN D ER T IREN 7 ER 7T &R R A
15 RFIEER max-keys SEHIT
EbE%o

R 5IRE D B BIREN 0 BRI R iR s
BRPIEERIRI RS IEITEE R

ERILERBPERTEERIANRBER. BRILUEPERRIREE Resource FNTHREMF AR

Condition Element,

FRAIF, NTE S{aws:username} eRIBRTTERN—E89:

"Resource": "arn:aws:s3:::_bucket—name/home_/S{aws:username}/*"

FELRBIR. RNLEE ${aws:username} BHRERPEFMHEN—ZS:

"Condition": {
"StringLike": {
"s3:prefix":

as
p=4

il

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

90

"S{aws:username}/*"

Description

A Sourcelp BIENIRENT =,

f£F username ZRENRENTE,
FERRETIRSHRIZZAENRENTE,
EASETARSH max-keys BIENIRENTE,

BHFR. ERFHFINF * F¥.



ellfeer2s 27 USSR N

Y, REARERRTIHNLLMEERIEIIFHRIRE (GIUBIEK,E root BF) BRERINR. 1EEREEEIE
HAig], StorageGRID S3 REST API SEHERIFRFIMEEIKTF Amazon , {BTERBEIFGLERE R,

R a) A A

ELEm B SR T3 root i
P HIERINPR

LR | ARERIR

RIVFIMNEBIK P BB
PR

SIFIMIBIKF root St
BB AR

SRVFFRE A PRE IR
BIR

BEEAANPIERIEN
PR

FHRENFENARRA

RIFTZ S3 FEDE

FRE— P AiAE

Policy type

FiEDE

‘H

FiEDER

gDk

FHEDER

FiEDER

FiEDER

‘H

FiEDER

Description

BHFN. FRFHFAXFE? Fio

BHFR. BRFHENIXF $ Fi.

Amazon {74

BXHE5EFI5LHE, 18 root
BFPtkPREFRE S3 77
B9 ERERBRRVERIAR

R RN

EETLH

B, BNRENHKER
i, MIFRE S3 EFiENER
RELIRERIN PRI =R [E]
405 Method not allowed
FHIR

B, BXFRE S3 =fif

D ERESIRERPR S A
SMNERIK A root A1 AR FIR[o]
405 Method not allowed

FBiR

B E=H KM, {8 root
RFtKFAREFRE S3 17
fiE 7 B R BRI (FRIA R

BV

B

E S0V

StorageGRID 174
G|

AEIE]

B, BNRE LR
iF, MIFRE S3 FEDER
REIRERN PRI =R [E]
405 Method not allowed

Bz

EE]

el

EE]

B
e

B
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SRR A SRR Policy type Amazon 1T/ StorageGRID 1T/

RESIRTIRFFAB B, ( FEDR B WERHGEEKS BY. WREFMEDRFR
BEERKF) HEXNR E, FEEMEIRRE BEKFRE. FESR
BN R FEMA. EIEERPON  REEER,.

ERAMR ACL AMRIETF

IR PR

—REN%1E (WORM) fRiF

BRI UBIE—RBENZiE ( Write Once Read-Many , WORM ) 3E&SRIRIFEUE, BFE XN RTEIE
S3 W& rid. EALIECE WORM ., LUESIEFH N RHGIEBEZSIMIEMERNS. BERILLCFTRN S E
2_0

NTHREREERRAWIELSL, EaTld:

* ERREESEP. B RES PR, AEEF IR P iRE S IR,
* RZALLTARNAD S3 SRk

° @) S3 FRAZZNIN PutOverwriteObject deny 121E

° ¥ DeleteObject deny 12{EARNNZE S3 HRE&H,

° [A S3 WA PUT R A IFIRIE,

@ 7 S3 HB&EHIE DeleteObject i E A deny A=FHLE ILM 7£7F7E " zero copies after 30 days™ " 3
R EHRIBR AT R

@ BMENV AT A XEMNFMRE, ENEASMEHLEN GFERIERA) o ENTRTLMLEIR
FrmiNER (FEIERB) -

*BREA D HREN (RRFEP)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—————- > OK

* 1B B* . IRFERmESE (BALh)

/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

HEER
“FH LM BIER"

"I FE R AR R SRER"
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"StorageGRID ILM FNIa0EI EIE 3T HR"

"S3 £ EREE B

S3 HRE&RAI
AT RGN S ERAIAMEE StorageGRID 1158,

S3 FiED BRI
i 70 B BRI A THEE ML ERBE BI TR NE 73 BRBVIF RN PR, 7250 B ERBRER S3 PutBucketPolicy API #1THC

=18

BILURIR LA s < e AWS ss 91T R EECEFiE 7 ERERRY

> aws

s3api put-bucket-policy --bucket examplebucket --policy

<em>file://policy.json</em>

T RSN ANENEFED BHTRIRIE

IR, AFEEESBPERNMEATILEFEDBRFIINSR, FXEESBRPOFIEXNRINIT GET
Object ##F. FREHMIRIFEGHRIEL., FEE, WWRBSAIERZISHIER, RARTIKS root 251, REH

ABNE NFEDE.
{
"Statement": [
{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket", "arn:aws:s3:: :examplebucket/*"]

Tl R —NKP RSN ATEWNRRENMEED R, ME KPR PRSI ARRIBRENFED R

FEURGIR. —MEEKF FNES DA UT2IBRENMEED R, MR —MEEKF FRNENARETIHE
& BRFH I LU LR E D ERPBI X R 11T GetObjectiRF shared/ WREHARIZ.

®

7£ StorageGRID H1, JFFAEEKFEIRMMNER (BIEERKF) 3EHEDERFIBEEKFPIE. 7
fEDERRBIERTIR XENR,
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

T RSN ARNENFESBRFITRIRGE, FATFRREAHTTREIHE

FIRAIR. RiFEiEanonymousTERAIFRE AFIHEME D ERH M EFE D ERPRIFME XN RAITGET Objectif
. MRATFAFETIZA Marketing FTEIEEKF . RIFTELRIAIR,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

T MRFFRAT IPSEER, NWAFSMANEES BHTIRE IR

ELRfIG, RFEEERAPERMNIIE ATIHEED RFRNEED ETHFREXNRIITEANRIZE, Bl
SXEERFKEIEEDN IPSEE (54.240.143.0 B 54.240.143.255 , 1B 54.240.143.188 [#5M) . FiE H{hiR(E

R e, HE P SEEILIMIFTEERERHIEL,
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

T AFEENBRE AP E2RRENMFED R

ERAIB. RIFEESEPAlex5TLhR] examplebucket FEDEEREIMR, BFE "root " TEARMIFTA Hith
BP9 ERRIE 4P G 1R(E, BIF/FE, "root " MASHIEL PUT , Get/DeleteBucketPolicy BIM PR,
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

~ffl: PutOverwriteObject X[

EIERAIF, B ETR Deny FPutOverwriteObjectFlDeleteObjectf &2 M Al Fa{R1E (] ABR R REE Z S MIBR X R Y

IR AP EXRITTHIEMSIH RATIC.
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

BXER
"WTFAE D BRI TRUIR(E"

S3 HREERHG

(HERBR A FHEEMINNLLSRERAVARYIFIRIMNPR, %HB Principal REEFWTER. AANERRIEHN, ARKRAIER
P EIESREL APl H1TECE,

Bl ERAF EEMREHRE

EREA EESERINNRIBARN, ERLORFZNMEIZARES, MEIARNMRIEREER S3 R, il
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TR

* * & S3 4R * 1 BAIAETL, WABRBIA R FTANIAIR S3 HR, PRAFERFMED BRI T IRNIR, W15k

Bk, MERIAERT, RE root BFP A EEAIR S3 HiRo

* > QikigE o WARRAR R S8 RIREBRIEIFIRNIR. HI0, APRAFAIUGIHTRHA R R
HiE, FTEIENARS, EERIED R, RIRARIKAY JSON FRBEREREXSEF, EREERIBIFN

o

**SEeipin) * o WARBAR S3 HIR (BESR) BEAR2RNR. ERIIEN/E, TeihaHaReg
f9 JSON FRF &R B REXSETR, EREERIEBILLF A&

*EEX Y AFRAFFRFEEXSEREENR.
FEURGIR, A5 REETIHHRFHEEFME D RPESEXHX (BHRIR) -

Mo 52 Access 7 A

1
k

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,
Full Access "Effect”: "Allow",

"Action™: "s3:ListBucket",

@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition”: |
"Stringlike"™: {

"s3:prefix”: "Slaws:username}/™"

"5id": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,
"Effect”: "Allow",

"Bction™: "s3:"0Object”,
"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"
|
|
l

Tl AT IRFAFED R
TEHERBIFR, BRIE bucket SRERBAFAIEL, BN AIFHPRIFAE G XWNTEA KRB RIFIE 2 EBR#H1TT 2,
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

T SRVFAXFRE 2 BEIT R iR

FURAIS, HRIFREMGERY S3 FRER RAIEMNIR, BRIF bucket SRESPAREIELE, 40, LLAFHIAF
AILFIH M RA RIS REUE, TTIEFRIC.

"Statement": |
{

"Sid": "AllowGroupReadOnlyAccess",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"

1,

"Resource": "arn:aws:s3:::%*

B ARSRITFER RIS TFED ERFRY folder " BB T2 IR

FEURGIR, AR5 REETIHFRITHEEFME D RPEEXHR (BARR) . FERS, EfEEMARRN
TED ERERBRBVRRAARY, & R LS MR BYif AR,
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

BXES
“EREA KA

"f§& FH PutOverwriteObjectiX fR"

"—RBEANZi® (WORM) fRip"

JREST APIECELZ 2
RN EHN REST AP| LN L 1856, H T HRENFAFRIPFRAAZT S,

StorageGRID #{AHREST AP {HEZ 2%
& T fi# StorageGRID R44NAA REST API LR £, SPI0IEFIEI,
StorageGRID £ LI T & 2.
* MBRAOHFERIHEREE T HTTPS , MEF S AT ERRSIBEEER HTTPS .

FoEREHTERIERET, ATLUEREBA HTTP . B30, EelgeFER HTTP ATt EMIFE~ER. &
XFEMER, BB WNAEXERE StorageGRID AYiRAE,

* BAINBR, StorageGRID £/ HTTPS S57#ET Rt TR Fim@(E, HAEMXTI =LA CLB RS,
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AILLEFEAXLIEIZB A HTTP . fl0, EraeA 2R HTTP BF A EMtIEE~BH,. EXFHAER
, 152 NEXEIE StorageGRID AYi%BE,

@ CLB IREEEH,

* StorageGRID 5& FimZ [B]AVBEEEA TLS #HI1TINE,

* TR AHTERIHREENER HTTP 3 HTTPS &, MRPRAHTERRSEFMET R ZERNEE
EH=HITINE,

* B Im@AE StorageGRID 12 HTTP B93IE IRk, 7 8EHIT REST API #21%,
REIEPME RN BEF
ERPHALUEZEEIMNXT R EET R A H T8RS, BEREEIEETRIMXT R LR CLB RS,

EFREBRT, BERmNAEFSITUFERAMEERER HENEEXIRSIHERI StorageGRID R4 RMAYIE
P17 TLS EE:
© URPIGNAREFEEIAEH TSRS, ElsERNRTEIDEZNSE A HTERiER BT
RHITIIRE, BN EECHER, IHERTUERMEEER EENBEENRSESHIER, tHalEM
REBREREIRSMTE StorageGRID A RAEP,

* HEF N AREFEEEREFET REMX T R ERY CLB fRSSEY, Ef1&fEA %% StorageGRID Z4t8Y
NEFETRERNRFEERNRSSHIES (BRAFEBMANEER) , IMEEEINNRREN—B
RE X BRS5 ERIET,
R E PR E N EEXNATRIL TLS EENEMERERBNEBMANI.

BXEBENHTERHSNER, ESNEE StorageGRID MR, UKREXNEEEEIFHET AMXT
= LB CLB BRSSAME B E X IRSS2FIEFAVIR A,

HE

TRERTIAITE S3 # Swift REST API AL £ inl#:

Security [Al@#ER SoHE REST API

EER SN TLS

RSS2 B A 105 R4 CATEM X.509 [RER[EPHEERRENE
E X PRS2

B IHEIRIE * S3: S3tkF (ARIZEE ID FHZG1R)ZRER)

* Swift : Swift ik (FEFR &%)

B P IR * 83 . EFEDERFTENRHFIAEIE BRI IR R
* Swift : BEIERAGBIAINE

BXER

102



"&12 StorageGRID"

S TLS R AMMERE

StorageGRID AAF—ABRVEREN, FEFENARFAIERILEBERZE (TLS) IEMERAXLER
BEH.

R TLS hRAs

StorageGRID Z#F TLS 1.2 M TLS 1.3,

() FEsESSLAMTLS 11 (WERMA) o

S NEREL
TLS higZs FHIEMH IANA ZFR
1.2 tls ECDHE_RSA WIT_AES_ 256 _GCM_SHA384
1.2 tls ECDHE_RSA_WIT_CHACHA20 POLY1305_SH
A256
1.2 tls_ ECDHE_RSA_WIT_AES_128 GCM_SHA256
1.3 tls_aes_256_gcm_SHA384
1.3 tls_chacHA20_POLY1305_SHA256
1.3 tls_aes 128 gcm_ SHA256
EFRATHRENS

UTEBEGEFA. RHKIRAR IR XEZBRIS R,

IANA Z 7T
tls_rsa_and_aes 128 gcm_SHA256

tls_rsa_and_aes_ 256 _gcm_SHA384

BXER
"WNAECE E F iniE"

W“ﬂ$ﬁﬁﬁ
ER B EEE M SR ET SN ESEARERE P IR TEABNNE, &
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A LUEREZH R BT E P iniR(FN S5

s SRR RN IORE
- HENEEREZEE

BIFIRBAMILEE

EAIDUESIENRPAMRRER, UK, EANRIERER. ERUEERF i
N FA#2F-7E StorageGRID RETHAINZINIEEN, 5 AMEITRIVREFK MY Z IR

Ho

p

1.
2.
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AN REREINREER,
EERMRLE, HEIMIURIEERD

ATIRLET StorageGRID 2FHITHE FIRIR(ERVHRE, hVERZIEM D FHBIFHE,

it B
MTREDR (BERF) &, BE * ARTEHSE - &R,

XEEXRER T EMEIMERAHTERERNAEEFIRRENES. ERLUEFELUNY, X, B, A%l
FRHBEMMEER, 2E, EHAILNAEEEXEMR.

- MTTRER EREBERF) B, BdWER *EHFR

HERETRTE Smm%GmD%%mﬁAﬂﬁ%L+,uﬁ?**ﬁﬂﬁﬁ*ﬁhﬁuo@ﬂuﬁﬁu
/J\ET.I-’ 9&3 E ﬁ_ﬁﬁﬁﬁﬁmﬁlﬁllaﬁn, :E%; ‘m_ILXr‘_ﬁﬁﬁEXIEﬂﬁno

- BEEREFHETRNGER, BMEMNTIRFEFRZTR, ARREE WK * EHR.

HEXRERT EET KRBV RBNERRMOTRER, AT REEENRITE, ERMRIERNTETR. &0
I8 X AR U BB X EAEIRBIE Mo



DCA-532 (Storage Mode)

Overview Hardware MNetwork Storage Objects ILI Events Tasks
1 hour 1 day 1 week 1 month 1 year Custom
53 Ingest and Retrieve Swift Ingest and Retrieve

1.00 Bps 1.00 Bps
0.75 Bps 0.75 Bps
0.50 Bps 0.50 Bps
025 Bps 0.25 Bps

0 Bps 0Bp=

08:00 0310 08:20 03:30 0E:40 08:50 0E:00 0810 0320 08:30 03:40 08:50
== |ngest rate Retrieve rate == |ngest rate Retrieve rate

Object Counts

Total Objects 0

Lost Objects ]

53 Buckets and Swift Containers 0

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

44 milizeconds

Queries - Successful 12,354
Queries - Failed (timed-out) 0
Queries - Failed [consistency level unmet) 0 [l |
Verification
Status Mo Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0
Quarantined Objects 0

. MREFEESFMESR:
a. JEF S F > TR WM.
b. & * ¥R >R > EE

API Operations #8532 RENWEHFHERE .
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C. % TEETSR _* > LDR' > * BPRIAIEE > hh >

BRIESD B REEFMET RETRERES.

MEMEERHZAE

BH1%H S B StorageGRID RSB EMHFMEEXETEHEXH P, ERZATHRET APIH
HiZHERMXENT 2N, REMYERITHE, IEETHRAFIE TR .
ERBNNE

* A BRE R RIAR,

s BWNER Passwords. txt X

s IRATEEEIED S IP ik,
ETFHAES
SEHEZAEXHER N audit. log. HEHEEEET S,

BRFEF—RESINauditlogX . HEREFE—TFXH audit. log XFERS. BREXHHNRZTLUERIER
HRFRE] yyyy-mm-dd. txto

—RZE. RENXEBIEBIVETESEMESRR yyyy-mm-dd. txt.gz. ATFRERK\BH.

WRBIERTIEDM audit. log file. BI—KRBIXH (2018-04-15.txt). UKBI—KRBELEXHE (2018-04-
l4.txt.gz) o

audit.log
2018-04-15.txt
2018-04-14.txt.gz

R

1. BRIEETA:
a. WALIT#<: + ssh admin@primary Admin Node IP
b. HNAPFIHEERD Passwords . txt X

2. HIEEHEZASXHNER:

cd /var/local/audit/export
3. RIEFEEELUAIFZAE SR EREFNEZEEXH
HiZ B EPIRERRY S3 121F
StorageGRID &1z HERIREZ MEED EBRIRIENN RIE(E,
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1% B SHIREREF(E 2 FRIR(E

* MIBRTFERESDER

* MIBRTEAE S ERARIC

* BFRZ IR

* RENEESE PIHR)
* FXEY Bucket ¥ &R hRZs
* FRENTEMED ERARIE

* KEFEEDEL

* BNTFEEDER

* PUT FEDESAM
* MEBFEDERD

* PUT #E5 hRAS

Bi% B SR IRER I R IR IE
* SERSERMEE
© EEEH (ILM NS TR\ T1T /R
© HEIMG—EH] (X ILM FNIEER ™S FE R NIT )
* BIBRITR
* FRELHR
* HEAD X%
* ERRER
* PUT 3%
* PUT X&—EH#l
HXER
"HTFE D R TRYIRE"

"X R AT THIIR(E"

A, ERMFAKL HTTP EZRILE

SNMRIECE HTTP EIZRI R R2MM StorageGRID R4tHIIERE, 1RIE HTTP EiZ S EnhiEs
ERBENER, NELBZS M HAER, BESIBATE,

ERI LAE LU R RBIR HTTP SRV REILSS

* =N HTTP &
o SETH HTTP &
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* HEHTTP &EiZ

HXER

* "RIFTIHN HTTP EEA T RS MmE"

« EEH HTTP EZM M E"

o "HE HTTP EEN LR

* "RIEENF S NIRED IR HTTP i&E&Zth"
REFZ=IN HTTP ER T RSN E

EMEE PN AERATRERS, EHREREF HTTP EEATTHARES, U FEFiE
N AREFEIH ANEERITESES, RIERARNEERMEMEZR, ERIGNERN
HTTP EZRIFTFFRERZ 10 9%, StorageGRID FIRES Hih X ARSI N Bl
T 10 95AY HTTP &%

FRIAMZ N HTTP EZEB U TR
* M StorageGRID RLAHTENLIINIT HTTP H58IBYE)4852 %! StorageGRID &4 A] LARITILEE SSAIBT(E]
ISR T EBME, LEHIEEI TCP/IP # TLS EiZEFrHAVET &) 5 HE,.

© BEERIRITHERPIES TCP/IP @R BB ARIES HUBERIRE
* BT RA SR P iRN ATEF S StorageGRID R Z EIEZAIHIEE R

- RIEFNEEEIT A Z K EEN SMA EEEXNERB NS SFERD L AL RS R RIVIER T,

JESH HTTP EZERRE

BEHEERIFETREMNXT R LR CLB ikSs (BFA) , ERIGERD HTTP EER
R EREIANRS 10 o, BME HTTP EESFEMITE S U2 t.

- ERENFERFTTRSHRKIFENEIR A T EEEF AN B SHEE D IRARNBRAZ RVIER S .
WFEFIHSEFE#ET R CLB lREZ8VEE, REIES) HTTP EZAG TR
* 1£ StorageGRID #4282 & 1 fa & T 17,
£/ CLB IR, ENFLEERK - Hy TCP/IP &R, LUEILEA StorageGRID RZMI T BT, &
NS E P imN AEFEE NIRESN HTTP EEAEF4ERE, HEISEMNEEXA HTTP EE, LUERLL
EMEMMERFE HTTP &%
EEPIRNBIEFEL HTTP E#ZRY, CLB lREBS1EEA StorageGRID R FET1%, A EAIHER

, BBERHTHERNEN, HTTP EEFARIBRREER. SFFAKNBAEFNS N ESEL LI
HTTP EZH, RASRITRENNHTE, EXSESHAERERNERNHMENKRT.

@ CLB lREEZEH,

* RFEF BN AREFE HTTP ESEREIABRIAZER LDR ARSS.
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* RWFFHRZER T,
LRI IR (N IEfDEITRY HTTP ERSTE A 2B 5.

NFEFIRS AT ERRGER, REFTHERIEIEN T RIFREEFIRIEEEER. MR
&P IEENFANE R ZIRG], W B I EhEE TR E L9 FhaedEl,

H& HTTP EZMME

@Uﬁﬁ%smmﬁ@MD%%mngmMPL%LFFW%M,uiﬂ#ﬁﬁﬁ,Mﬁ
et HTERNRERENRTEIMREE,

FH& HTTP EEEBLU TR
* ZEFEIER
FSFLIIRNEER), MAREFFEMES T,
c REEUE
StorageGRID AR R LIHITHITESHIREREFESELHE.

ZEFIRNBRRFNEIZD HTTP &R, SEFPIRNARFOIRITESN, ELUERHIAMERSFIRE
ﬁ%%mEﬁEEﬁﬁ%o

EIEREFF I TR Z AT, 81 StorageGRID 24NN THAZSNERABETRANEEETE, BEFULE
BRFHERR, MEHRR, FHEZFN WAN ERERR, IRSSB[MARSHIEELUN StorageGRID RE37H#F
N AREFIHEBEER,.

StorageGRID AGBEE TSN EF RN ARERF. TRER P RN ARFERNRAH ZERKE, NS
X—R. MREFPHENAREFESZSMRERLE, SMRMAHSLAEES StorageGRID RARILIER, NEZRNX
LA ZERMEER. TUTERT, ErRFERBHLERNRARE:
* StorageGRID AARIEINZ R MRS I UFFHIH R ESNERNRARE.

* MREFIHNAEFBIHRARNMES StorageGRID RA#HTTRRE, NAIREREREHLZEE, U
RENESEGERBERTEM.

« WS RPN ARFELE StorageGRID R4, EAlfcEEMRMAHLIZE, LUNGETRARS,
J9RENFI B NIR1ES PR HTTP &gt

TR LMER BIREY HTTP EZHRITIRE #(F, FiEhS M EZHEERVERE, B
SRR HTTP &, &R LAB G thiT Rl FE S H T s E,

FFIHNAREFAUIRERSESMU (RE) HEFESESMA (BN BHE. AT REBNEAESER
BIREY HTTP &M, FIERILURARS MNEFATREESE AESHHE.
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