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StorageGRID with S3 Object Lock setting enabled
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Two copies at two sites for Tenant A
Description: Applies only to Tenant A
Ingest Behavior: Balanced
Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Set ] I
Site 2 ﬁ
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

Name Example LM policy

Reason for change Mew policy

Rules

1. Select the rules you want to add to the policy
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I+ Select Rules '

Default | Rule Name Tenant Account Actions
- Rule 1: 3 replicated copies for Tenant A (& Tenant A (568895986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (& — x
v Rule 3: 2 copies 2 data centers (default) (8 — x

=3 )
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Netwark Storage Objects ILM Load Balancer
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« DC1-81 Network Traffic @
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3.0 Mbps

16:20 16:30 16:40 16:50 17:00 17:10
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v DC3-52
v DC3-53
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* ER-TMREETNRUEREZTRIFAER.

BXER

"MK BPEHEER"

T3 = DUE AYIETR

1 R DA TRER RV -REUR T8 M A MR RERRI A S

IR Z R Description BIE
BER * REEXE T RNERER. FrET =R
© BT SRVFTE HEIRFRIAE R,

B * BRENTRR CPU FIARMRNEFERBR FrETR
* WFRETR, #/HTEMBEHES.

w4 EFER, HRERTEIMEEOERAEE AT, S SN
R, i
o CRREAT S R EREANEAES. AT, S e
N
TS, SMESEAEE, wasgs
Rl B R SE T A TR TR R
.
4 ERAARSEIRAE B, BERNAESE  FATS
g
%% CREEX 53 Swit AR TERMEL.  HHEES, S5 S0
g

* WFEFETR, RENRITHRURE X THRIEFE
BEHMEEHIERIER.

11


https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html

EIN-EZ TR Description
ILM RUBEXEREREHEE (ILM) BIENER.
* WFEFEEDS, REEXUBRIEITRE ILM 1T
ME & WIERIFAER.

* WFEPERIMBNRNE, BR—1 ILM PAFIRERY
1B R LRI,

* WFEANME, RUTHRMNFIAENRITE LM 3
&I RS El,
AE TR B S N H TR RSAEXBMEREMISEE,

* WFE R, REZES EFRETRNAITER
VREGHE,
. g%@ﬂm%, RIEFFBIERNAITHERNREH
FaRs RIEEXIER EER S3 FaRSIBERIER.

SANtricity R E TR IR SANTtricity System Manager B9iiRI#XR. 7E
SANtricity System Manager &, &0 AEEZMHEITH
SERYRE RIS BT IR IR (2 B AR 5 K Eh2e 48 < AY B] 2,

Prometheus 1%

BHERY

TR, SNERME
A

EETRMNXTR, &
MG RN

SNy

FERETR

ED MMREF#ESE LN
EHIZSEHETF8.70. M
A& BRSANtricity R4E
iR v iy SN

BT R_EB Prometheus iS5 MFRE T R LBIARSS ISR AT 18] 5 5 11484T.

Prometheus WERTEITSTENR EIESSHNFZUEFER:

CCPANE Y PARNELRENIEN R EMNERFMERER Grafana rl{IE TEER Prometheus UER
BF %3 R, Grafana UEFHMERER ERETIEIFESIEIE, M Prometheus B{EGIHEIER.
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Metwark

£.0 Mbps

5.0 Mbps

4.0 Mbps

3.0 Mbp=

2.0 Mbps

== Received

Storage Chbjects ILM Load Balancer

1 haur 1 day 1 week 1 month Custom

Metwork Traffic @

16:20 16:30 16:40 16:50 17:00 1710

Sent

* ER 1 YIREEMA Prometheus EIRHVERMNGFHTER true , MESERE™EMRS A LR,

*  NIREE AP ¢ ISR LITE B E X EIRFN S ER Prometheus 3845, R LUERINEE b T AR KT
StorageGRID £%i. BXFTEHPrometheusigindlZR. 1BEIMEEIEAPI (FBI>* APIXHE*>*E1T%), B
AB1000ZMEIRAI . (BYSiERXENStorageGRID 121EREEMHE IR/ AIFETT.

@ BV EE private BIIETRXERERER, 7£ StorageGRID A2 BRI RES R EFH, R
SiT@E.

s TEp>T A>T TiEA X iF > TAES> SV TTE . XETETEREAIIFER. elliREfETiEZ2ITA
MER. XETEMERSER T PrometheusisiniI{E,

(D)  sErRERNREENRSREENEER, TERLESH,

BXER
"EIEMEEER

StorageGRID B4

BIEA#kE StorageGRID R4EFZINEERENIRT. B THET R, BMbRMEBENFE
e fEREME,

StorageGRID EMEMISEIREISRPINF S EER:

"“f§EFAStorageGRID 3z #3%£10"

"R SRR

CHAERE Y TaRELEETRNIFEEER StorageGRID B, ( Prometheus fEiFtE B RET A RE

£ )

ER Y HEMARIEXMEER, StorageGRID EiR (FEZRS) RBERE™ESRIMEA,
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* PIRgIRIMY . B E R RTERARIRIME TR (S > TR > R HF)
c B HREEBRMIERTRNEREEERRN, KERGEN, SENSHRFHIR

Bi%E

BUHEZRIKRE, HEAKEH, AREBERT, BUHEEFARIER, RS RIMET RBENER.
te5h, EHRERRIRERRIERB I IREIIRE. AZHBENEMESIRE EBRAEE StorageGRID R4, &
WMEIRERB/ LD HA BEERAFETREEK, HEFTUEHEAERNERERNERNHTEM.

BXES
"MK SRR

nIEMEEERK

ERARRBET AN ZTEANKE, BTN, FEFA2R StorageGRID iz1THAEI AT AE
RER AR,

ZIRA SR AT 445 StorageGRID 2RI RER EMNEMIEENETET R,

* BIRAGNETRAPRENRR, NFFEEULXENES, RATMEAER, MATFAIUL2ZE
EHS, NFRSMEAER,

* YIS A BARERER " TEHEM T —METRAEESNNALRENAE, S8R NERNE
WANFIRIFTHIRF. Hld0, EAIEFERTR / MRWNAEERETHIF, UEEPEEREEZIISE
TRe BE, ErREFERMLNENAFNERHATHIF, UEHRIFEERIEMED,

* A—XENSIERSDAT — P BFEHER, LURIBRSKE, i, 7" SaiEk "M " ERRER "
HELE, Z2MERAERENEREETA—1MH, ErTURANTEERAUSTHREEZNER, Fa, W
REMTRIRE ™ TESTR *BE "8Ik, WRESAX—HETFHH, FEERSE "S55k " TEL
Eﬁﬂg_ﬁ\éﬂo

Current Alerts B Leam more

View the current alerts affecting your StorageGRID system

l#| Group alerts. Active ¥
Name I Severity LI Time triggered ~  Site | Node 11 statusil Currentvalues
v Unable to conunicale with ntfde ) - © 2Major 9 minutes ago (newest] 3 Active
One or more services are unresponsive or cannot be reached by the metrics collection job 19 minutes ago (oidest)
: 2 Disk space available: 2.00 GB
i 25 t Data Center 1/DC1-51-99-51 Act
Minor minutes ago ata Center cive Total disk space. 21.00 GB
rtificate for St API Endpoint:
Splsllissetalaii s n‘ polm s O Major 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 14
used for the storage AP| endpoints is about to exp
Expiration of rtificate for M it Interf:
SElEmS S,EWE[ i anagemeln s .?ce : Minor 31 minutes ago Data Canter 1/DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire
¥ Low installed node memo a day ago (newest) .
v € 5 Critical Ve : 8 Active

The ameount of installed memory on a node is low.

* EIRERBEMAIR MR PAREBNEE M T ARREFA T, BB EEEXZEMT RMEREFAESE
, BIRTEN, fREIRMNAIET BN S ERBXBIETRZRI{E,

* EREBFERHERMUNL " HRIER "M " BAERER " A ERERYIREMR T RRERVEZIRE, X
BiREEE 821515[@ StorageGRID XA EREFE, MUETEHRMIHREFANKEHFIRR.
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Low installed node memory

The amount of installed memory on a node is low.

Recommended actions

Increase the amount of RAM available to the virtual machine or Linux host. Check
the threshold value for the major alert to determine the default minimum reqguirement

Status
Active (silence this alert (§ )

Site / Node
Data Center 2/ DC2-51-99-56

for a StorageGRID node. Severity
€ Critical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB
* Red Hat Enterprise Linux or CentOS installation
Condition

» Ubuntu or Debian installation View conditions | Edit rule (8

Time triggered
2019-07-1517:07-:41 MDT (2078-07-15 23:07.41 UTC)

Close

() EstsTRzaNSss, CERAGAESENS, FABSTER.

BEER

FRE StorageGRID AP EE LR, MNREEE root KD REEBLERNE, NEATLUZIN FAARERE
:

* MREFEAE—D XS NTEELS ISR IEEHRER, WET RS
Ao ERILISENIINE, BPREENTIRERRERAN,
* BRI LRIEREMIBFOAEIRAN, ERILT2FERAEIRMN, W0aTERE A R AEEETE,

" TAILIZEEXEIRAN, LURESTISRBRINESRM, HHEHEECHRZIRF. BEXBEX
LiRRFM, BEAMRERE API B " 1517 " 880 1R HAY Prometheus FEIREIERET,

REFFERAT B R E E AL 58

fuw, MEFEMELRERAME/1NF 24, 000, 000, 000 FFH (24GB) , MitRERSHALZE
o

node memory MemTotal < 24000000000

* HEXMER
"MRERIRA; FEHERR
EFISNMP (515

IR BFARPEMESIEMNIN ( Simple Network Management Protocol , SNMP ) ¥45#%

StorageGRID , AJLUERAMEEIEZAE SNMP IE,

S StorageGRID TIR#EIT—1 SNMP RIEsisrirdtis, ZAESTIR#HZARHE—EEERE (
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BXEZASXHRFRER, FRHR E’J%T, HIHRREB LN RFANEZESNIA, 3
'ljj_'EJJ
"BEEHZAE

StorageGRID T Rif 21 —24H MIB-Il 31K,
A

Management Information Base , MIB) . StorageGRID MIB & ZiRMEIRMVRMBFAENX . B

EAE

54, FRET A L#a2H SNMP ., B2E SNMP {IE8Y, Fff StorageGRID T & s EIEEMNEE.

StorageGRID SNMP fIESZ 5P E = MhRZSEY SNMP 1#hi¥e ZIRRI AEIFIRMERE MIB IHAR, HAIM

BIERSRIEIIE R BG4 IREh BB :

* *[ERt * B SNMP RIBZXEH], FEEEERARHIN. BB T BMEERSR StorageGRID RAET
EMiER, ik ZR, FiE = hR4H SNMP 392150

BN * SHEHEN, BENSEEERSMIA. 1NE SNMP RIBRERENERKEIFIA, NSEHELE

B, BIIWEIMIATOAZIRAEINENLE. SNMPv2c #1 SNMPv3 323F INFORM ,
FEUTER Ta&RIEREHAEEEEEE

PIA B EX ERFAEEATERLS L. EFRIEERR SNMP @R, RN EREICEFR.
BHHREENERRESNENEETRAE.
REER (BRS%) =7

®

R EMR RS N E R AR R
* HEXER

ARk, R
TSN ERNENER™EMELE SNMP &,

WSEERIRCA; SRR
ERHIZHERS

$&ﬁ%7ﬁ%

/J \

AN

YT i StorageGRID RFRVIEMIRIE, &R LUFEREZBEN R
T EEHEBRFH I M RE.
HERSIEEiz1THAE], Fi StorageGRID IRSBESEMBEIZES, WTFAR:

* RAEICHESHEZARAS T, WETARES, RFESCEMESENRS &HDIREREX,
B91% 4 LA B2 BT

* MREFFEHZLEES StorageGRID A RMFEMEREX, SIENREENLER, WETREIMNET R
3 S3 T Swift FP RN AREFIEKEE, BRIHRRTRE, RAZIIEREF
EEHZHEESRBARIBERIZRIEIE AP,

BT EETRESRKEZH B FEEX SR, Bz
A&,

REHEIZHS.

AT EFIHAEZAE. ERILIANFSHICIFS (B
BT R ThREZAEX .

HEAEENXMH (auditlog) KA REENHEZ
JECE R P Im 3 B A% S

HERREE, BT RINAEERZEFY
PSS

HEWIHRNR, U UEENE
215 X B2 StorageGRID AYIREA,

FE I EZ
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"&18 StorageGRID"

HRITHIFIE

&R LI IT R 4P 3 12K (E StorageGRID R A RIFRAMAHRRESNIEIT. MEEIESS
12T —T BER, aIEEENRITEIP TSR

P ER
T LU PG ER SRR ¢ B DU A AT = PR BB IR AT

* StorageGRID ¥ {4F4K%
* StorageGRID #YE*MEF
* SANtricity 2{ERFAFK

StorageGRID {44k

ﬁﬂ%ﬁ%ﬂ’] StorageGRID IhgEhRZS, IEFALIIEIGIESETM LEFEXHMALS StorageGRID #4890
2. BAAMEEET SFHRFAE BT OIL = BIFRE MR T =

£ StorageGRID AR ERE], &/ imh A2 B] LUR SRR NI RN REHE.

(2N EIE2

SNRTETNRERR A Z AN B HERR T ER R, ERIREFRETE StorageGRID RGN BEFMER.
StorageGRID E4MEFF B S EINREIEFMEF IR ZINHITRARHF B, RKIRA DS HITRFHIEL.
@] LGB T EFRAY StorageGRID £ E 2 HE _LFEEZF X .

StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, sarvices are stopped and restarted. Connectivity might be interrupted until the services are
back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @

IEAMEFSERNATEEET R, AE, BOIREREEHMEFNATFEMMNET R, EE
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StorageGRID AFFHFIET REITHRERIFRA L, ErLUBSEFEAER IR T R, METRE
BPRE MRS T Rk B E X AR o

@ BIAFTE PIET RER S ERMBMEMEFIRA TR, BEAMEFTRIKIRENRAE Tyg’ﬂﬂfﬁ
ERETR ENFERS. HlW, X MEMMEFFIER IR MFMET = LHY LDR ARSS

SANtricity 12{ERFFHLR

MREFERENFEITHIZSBEITAES, EaIsEEEFK SANtricity IRERARMF. &AL SANtricity OS X
£ L1£%| StorageGRID RZHFNEEET =, FAMNESIEENBARK,

& ey LU T HE 289 SANtricity TUE £ SANtricity #@1ERAEFHR -

SARricity 05

You can use this page to upgrade the SANtricity O software on storage controllers in a storage appliance. Before installing the
new software, canfirm the storage contrallers are Mominal (Nodes » appliance node = Hardware) and ready for an upgrade. A,
health check is automatically performed as part of the upgrade process and valid NYWSRAM is automatically installed bazed an the
appliance type and new softweare wversion. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity O on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OS5 software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
12

Passphrase

Provisioning Passphrase

©

EEXHE, ERIUESNMEFET REFET R EHUEAR BIEREIHAET R, EaIUERMRIH
Ko HEARENTRE, REFRITETRINE, NIREALRERTIRT R, WELELAR.

TRIRE

ERILUEE AN A Y8 StorageGRID £4t. RFMET R IEES, RILELWLRRINHETBIRAS T R 80RI0E
BUEIEROIE R, MNREHEFET RER SG6060 Fi#igsE, MAILURII— MM R, EhTRETFE
AEEN—ES=1

ERILERRE YR RRETHER THRITT B AT KRR, BASBERTR, ARMKNEYT RIIER
T RIREPE .
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Grid Expansion

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system

1. Installing Grid Nodes

In Progress

Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

arch Q

Name It Site It Grid Network IPv4 Address ¥ Progress If Stage it

DC2-ADM1-184 Site A 172173184/ s B Waiting for NTP to synchronize

DC2-51-185 Site A 172.47.3.185/21 'S = Waiting for Dynamic IP Semvice peers
DC2-52-186 Site A 172.17.3.186/21 y,-__‘_’i Waiting for NTP to synchronize

DC2-53-187 Site A | 172.17.3.187/21 | Waiting for NTP to synchronizs

DC2-54-188 Site A 172.17.3.188/21 '=! N Waiting for Dynamic IP Semice peers

DC2-ARC1-189 Site A 1W2.17.3.189/21 l-n N Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new grid node’s certificates to the StorageGRID system. Pending
4. Starting senaces on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

TRIkEIDIE
WREH, B, BRIERARARNEHHESED R EBTHAAE, NN R gESZEBIE,

IEMET R PBEURTFHREMET AT URMET RIEE, SMHERMMET REE—MIENTE
BREDR , BRI RERZME, B%, ESHRAIRRERENRT ARHE, BENERKETR
, A" mE " TEEEEAT R TR RBVEE,

fFan, tREEEREET RS ERPIMERESE .
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
EREE
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B, EUTERT, EAgEEEER— I HZIMET =
* BEBMAFRRNBRANEET R, HEERR— I HZPMRDWEET R, RNEREXNR,
* BERENREFMERL,

* BABRENXTRARIFEEET o
* BHMEEE— M AERNT R, BLEMELT REERMEBR.

TR LAERMR SRR " BUARE T R " WERER TR AT R

*EFETR, RS ERENTRRR AR RELEEK
* HXTR
cEFEETR
Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to leam

how to proceed.

Grid Nodes
Q
Name “ Site I Type IT Has ADC!T Health Decommission Possible
DC1-ADM1  Data Center 1 Admin Mode - @ Mo, primary Admin Mode decommissiening is not supported
™ DC1-ADM2 Data Center 1  Admin Node = &y
" |DC1G1 | DataCenter1 API Gateway Node = )
DCc1-51 Data Center 1 Storage MNode Yes @ Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services
0ca-s2 Data Center 1 Storage Mode Yes qy Mo, site Data Center 1 requires a minimum of 3 Storage Modes with ADC senvices
DC1-583 Data Center 1 Storage Mode Yes % Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services.
" | DC1-54 Data Center 1 Storage MNode Mo @
™ DC1-ss Data Center 1 Storage MNode Nao a?;
Passphrase
Provisioning
Passphrase

TR AN EERFN " FRMR " TTEMNRGR. BEREQUERSHRREL R HREBHRE, BFEE
it REASBRE RS R, ERASREHE. " BUREELR " MSRESERRtFnR, BERERFAE

B, BEILM RE., M ILM RN ERE 25 1 F AR AR AE (] 15 R SR A S A2
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remaove ILM Resolve Node Monitor
Policy Referencas Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For sxample, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity € Decommission Possible
Raleigh 393 MB
Sunnyvale 397 MB
Vancouver 390 MB Mo This site contains the primary Admin Node.
RAE£E::37PNE

TR RE R BRI TR — B4 S 6E:

* EHMEMILE LB F

* EAENR IP TABAMRHERERYISENNSEIE

* A0, MERERINZFRS (DNS) BRS5E:

© A0, MIBRSCEMMKEEDIN (NTP) ARS3EE, MMRENET R ZEERRES H#iE
* XRS5 AIEE S MR E R RET RBIMKERR

FHNERIFFEHIIE
%‘tb*’E?FLEﬁE?T Linux 3 VMware EEBEH StorageGRID T, EHFET StorageGRID fERAR B9

HeAM, Hii0, EegefmERMET TR EIEM Linux 41, 3¢3& 3% 2! Tivoli Storage Manager  (
TSM) BYARET = #LHQ’E?FO

IRETRREE
BURETAGE, CTMEMEERERONARE DR () EHNF TN SorageORID WA RRNE

2% (B4F) . IIRSBFENRERENGE, ATELRAEEUERAGSETS, FEREELTFRE
ERE RERHT B TRITHEGARIIE, HRETBERRENS

AT I FE
O EBERNEMET 2 EHITHELESIE, 50, EretEEEMBEINET R FaE EHEHR BT EMN
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BXES
"&I2 StorageGRID"

FHRL
R
RISFHIRE ()"

IEETHRESR

MEBR—IEFHN zip X, HFEERE, TR, ALMLYE StorageGRID £4t
PREBRIERE T S E o

MERHEXHEEERALTBOERENMERES, SERSEINAMN IP tULUNRRGHER, ARNYT R
EFFRIEENZNED, EMNETEERTRNKEFNE, FEERAMER,

Z4E StorageGRID R4EY, EHEE THME NG EXXHFHFIATI LUIINIFR L X HENAS. SXETEPRFA
RKITFZME LY StorageGRID RFTHIMIIEIRTINT, EER T E IS

Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two =afe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used fo obtain data from the StorageGRID system.

Provisioning Passphrase = | seses 1

Start Download

THREREOXAHIATUERANSS, $REREEXHEHERIRS, REMRUHTE,
() mEeXEIABIREF, RAEESTHETM SorageGRID RYHIMIENIIHZ AR,

EESE
FHREE

ER=LL
"RISFHRE ()

{5 FAStorageGRID %3F%IR
AR EIRRR IR T — LI, BIZBBHIZIE StorageGRID R HEIMBIAIEIAR RS RS #HF
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IE7EECE AutoSupport

1#1d AutoSupport IhgE, StorageGRID RF A AR AZIFA XTI RIS ES. £ AutoSupport BT LA
SEEMRCBVRENRRRE, BARZHEIUSITERANEFEHES R, HEEHERTEE RN Aol
=, A LU AutoSupport SEEEREE N R IZE B —1 B R

AutoSupport JHEFEESHER
AutoSupport JHEBEWMTEE:

* StorageGRID % {fhiZs
* BRERGHRA
* RAERHFUERANBEER
C EHRERAER (IBRS)
* FTEMRESHHEFIRES, SiEHEEHE
* BHER. IhES>TNR_>'EHTETT
* BETRMIBEEFRBER
* BERFREMNRIEE
* MISECEIRE
* NMS 3{&
* JEDD ILM B
* BECEMAEIEX 4
L =
BRI ITE B /RL % StorageGRID Ef/Z A AutoSupport THEEFE™ AutoSupport 121, eI UHEERRAEN]. W

1jﬁifi%ﬁ@AutoSupport « N EEREERLESET—FHEE, IWHS &M AutoSupport ECE TIHERYHE

The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

TALOUER" X "FS  LUXHAER. BN EEFE. BMfEAutoSupport M TFRERARS. WWHEEBEARZE

KRBT

{@HActive 1Q

Active IQ B—RET=HFHIE, FA NetApp ERENFUNMEDAAMAXES, HFEXLITE, Tk
Lik, MCHIESH BRI BEBEERFRLREZRHETRA, MMRERRSITRAHRSRSETA

o

WNERE(FFH NetApp ZHfuh s ERY Active IQ 15 2RHATHAE, NILAZTE A AutoSupport,
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"Active 1Q Digital Advisor 14"

Jfia]AutoSupport 15 &

1& 7] LUE R AR B 1228 A B AutoSupport (SZ3%>*T B*>* AutoSupport )o AutoSupport * TUE A - MERF: *
RE*MER,

AutoSupport

The AutoSupport feature enables your StorageGRID system o send penodic and event-driven health and status messages to technical support o allow proactive monitoring
and froubleshooting. StorageGRID AutoSupport also enables the use of Aclive 1Q for prediciive recommendations.

Settings Results
Protocol Details
Protocol € ® HTTPS @ HTTP I SMTP

NetApp Support Certificate Validation & Use NetApp support certificate v

AutoSupport Details

Enable Weskly AutoSupport & IFd
Enable Event-Triggered AutoSupport € |+

Enable AutoSupport on Demand & |

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport

BT %% AutoSupport & S HI1HMY
IRB] DL LU =Ml 2 — R &% AutoSupport JHE

- HTTPS
- HTTP
- SMTP

gg%@% HTTPS B{ HTTP &iX AutoSupport JHS, MEILTEEET Rl 2 EEEIREANIERS

WREH SMTP EJ/9 AutoSupport JHE2RIY, NMHARECE SMTP ERFARS 23,
AutoSupport 3£
SR MR U TR ERA S R ARZ R A X AutoSupport JHE

c*FF . SABMAZE—X AutoSupport ;EE. BRIAIRE: enabled
c *E4pk v B/RHALEEARKEEHITELILIZE AutoSupport SEE. ZAAIEE: enabled o
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T IRE . AR AZRIEKRER StorageGRID 24BN A X AutoSupport JHE , X7EM1IEIEE R0 &
r (T E HTTPS AutoSupport f£3aithil) BIIEEER. FINZE: disabled o

* * FAPfR% * . BERYFhAIX AutoSupport JEE.
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"&I2 StorageGRID"

"ECEMSIRE"

Y &EStorageGRID HiE
R T BRI, EEiEEERE RS XIS EERARATIE,

StorageGRID R BHEXHHREHN, ZENEEMEIRE . S 1MET RE=4R bycastlog X%, ERE
ERHPEHIRR 4. StorageGRID IF= /& StorageGRID RSB EIEBBEXH, SEEMAEIFENEXNEE
XHEURSE=HNREFBXNBEEX S,

B EHNREAIE StorageGRID RAECEZIDRIER AR B] UIEAMEEERSEPHNHEEREREX M4,
RSBUETREYUE, WERSH, BRUEE— I RE M NRIHEENER. SIESEPREHIE
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Logs

Collect log files from selected grid nodes for the given time range. Download the archive package after all logs are ready.

& A I StorageGRID Webscale Deployment Log Stat Time s ;1 _ ;; oT
A A [ Data Center 1 v v

© I” DC1-ADW

A T DC1-ARC1 Log End Time 2018-04-18 05 || 33 MDT

@ I DC1-G1 v v

@ I DCc1-s1

® I pe1-s2

© ™ pci1-s3

MNotes

@ a I Data Center 2
© I DC2-ADM1
@ I D251
@ ™ De2-s2 Provisioning
Passphrase
@I pcz-s3

© a I Data Center 3
@ I” DC3-st
® " pc3-s2
@I pcas3

BXER
"MK BPEHEER"

"&I2 StorageGRID"

fERTEIRF I TIZM
FERRER FA TGRS, BAMSRAZIAR—ER StorageGRID RAHFMIEITMER, EEAL
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are

intentionally non-functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to guery the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

« https:f

Grafana

‘metrics/graph

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signad in to the Grid Manager.

ADE

Account Service Overview
Alerimanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC - ADE

EC - Chunk Service

Grid

ILM

|dentity Service Overview

Ingests

Nede

Nede (Internal Use)

Platform Services Commits
Platform Services Overview
Platform Services Processing
Replicated Read Path Overview
53 - Node

53 Overview

Site

Support

Traces

Traffic Classification Paolicy
Usage Processing

Virtual Memaory (vmstat)

1EA] LUB S e D1 E R Prometheus Bf43 PRV 5%1EZ5 1) StorageGRID 18RRI Y AIE, HEEXLEMIEZE Y
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BBz

O Enable query history

| A

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ BIMPEE private IS RERGER, 7E StorageGRID AR Z BRI BB R EEEL, BABIT
A

Remove Graph

ErI LB 1EtR B Grafana S8 FREVEEIZIA RTIMAERE Bk, HEPEE—ERTEINAY StorageGRID 51
B,
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w > == Site ~ ot € Zoom Out

> O Last24 hours

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbp=

2.0 Mbps
1.0 Mbps l-' ) ;lh;'l‘.l‘:N’"#.?.ll’.ll'ill‘il'.Hqu’HulJﬁ.l-'NI Hbﬁ'
Obps :

E\f

0:00 8/280 87280 - 2/2808:00 8/2¢ 82812 8/28 14:00
== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata
100

75.00%

50.00% 50.00%:

25.00% 25.00%

0%
20:00 D0:00 04:00 08:00

= Used (]

00:00 04:00 08:00 16:00
= Used (%)

ILM Queue

18:00 20:00 22:00 00:00 02: 06:00 16:00
== Objects queued (from dient operations)

IZHTDIE

" U " TUES N MR HEPRSHIT —ANTERNIZIGE, EIRFIR, FEI2EILFERRS.
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Diagnostics
This page performs a =et of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

+" Cassandra blocked task queue too large v
+* Cassandra commit log latency ~
« Cassandra commit log queue depth v
+ Cassandra compaction gueue too large v

L,JWWWW\WWW
BENEHIIUEEE XIS RE SRIERIIFAER,

FURAIF, BRT StorageGRID £24HE N T RBYAT CPU #AR., BT RENRTFERNERHE,
FEIZ BT BEARS NIER .

«" CPU utilization A

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashhoard

Status «" Normal
Prometheus sum by (instance)} (sum by (instance, mode) (irate(node cpu_seconds total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus &

Thresholds Attention == 75%
€ Caution >=95%

Instance I CPU Utilization 1T

Status »
v DC1-ADMA 2.598%
v DC1-ARCH 0.937%
o DC1-G1 2.119%
DC1-51 8.708%
4 DCA-52 8:142%
v DC1-83 9.669%
4 DC2-ADM1 2.515%
o DC2-ARCH 1.152%
4 DC2-51 8.204%
v DC2-52 5.000%
o DC2-53 10.469%
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