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Dashboard

Buckets

View buckets

16

endpoints

Storage usage @

6.5 TB of 7.2 TB used

Bucket name Space used

Bucket-15 969.2 GB

® Bucket-04 937.2GB

® Bucket-13 815.2 GB

@ Bucket-06 8125 GB
Bucket-10 473.9 GB

@ Bucket-03 403.2 GB

® Bucket-07 362.5GB

® Bucket-05 294.4 GB

® 3other buckets 1ATB

Platform services

Groups User

View groups View users

View endpoints

Total objects

0.7 TB (10.1%) remaining

8,418,886

objects

Number of objects
913,425
576,806
957,389 Tenant details
133,643 Name Human Resources
SLERSS 0} 4955 9096 9804 4285 4354
5B1,226
420,726

View the instructions for Tenant
785,190 Manager.
3,007,036

Go to documentation &
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Bucket name Space used Number of objects
Bucket-02 944.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 T30.8GB 808,655
Bucket-04 T700.8 GB 420,493
@® Bucket-11 663.5 GB 993,729
® Bucket-03 656.9 GB 379,329
@ 9 other buckets 23TB 5,171,588
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ﬁ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.

NRBIECE, MNILEEFHNR,

9 The quota has been met. You cannot upload new objects.
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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NReLh, SN ITERS: AP IEKRIIRRPIEM ("8I AHSE") .

BEXEESNIEREMNER, BB "HLEBLRIEREE "

MRy StorageCRID RABMT #ABR (S0) , MUARTIRMPRAGS 8
() i EBWEESorageGRID BHBRIMBEAT 2ABR. BEN HAPIETH AR
s

* config —STAF EIE API B9/ mhRAFIMRAIE R BUIRIE, ERILATIHZARAS 325097 kR A< F1 £ API AR
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BA)

© EEMBR=TFED R

Swift RERTAEN LRS!

* "*deactived-features * - B FEERIREEEARIIIAEIRIE " o

*rinR C —ATERRRRRE. BdiRR, S3 FESERAILUERIMBARSS#1T StorageGRID CloudMirror
EH, BHEIEREM.

* 40 —RATEEATE P A MM BRI REX S 10 P ARV,
* identity-source —F FECEIMBH R FrIEL XS HM AR E S0,
s * Xig * - BFHEE N StorageGRID RSAEDE MR X AT 1E,
* *S3* —FATEIEEFARP S3 IhRE AR,
* s3-object-lock*—FAFHaE d1a] S3StorageGRID RAEIE £/ S3IMRITE (SRR 1E,
**HRF r—RTEENEERF AP EE

IRFFAER

RS APIHRERY, EAJLUERIE HTTP 12/F, iwm= URL , EAXAHEHENESHMNFIR, ERIERE (00
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

A HAPHER
fEF API XIS TIITRVE ] APl IR 1EYS A SEBTIR(E, 1B ER, FEHEIFMENE, FiaMiPRic
BB EHMEUE,

TR

1. BEHEHTTPIREAIERIRRIFAER,

2. HELIEREDFEHMSE, FINASAF ID. AG, RIXL(E, EAIRFELITHEM AP ER#H#TT
A I8, DEREXFRERRIESR.

3 WERTREEHTHRRES. MRS, LAUSH LS KT RENTRNER,
4. g A,
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o IRFFFMEMSE, WIREFEEIEKRIEN
6. BE T
7. BERN A ABEIERES RS

BXES
"B LIS R IER RIS (CSRF)”

"&EI2 StorageGRID"

TR AP SRS

HFEIR AP| R AIEHIR TR A 2R,
f5lgn, 1thER URL $5E APl ARZS 3 o

https://hostname or ip address/api/v3/authorize

MR |HRASHEHITT * FRE _* BN, WHAFEBEAP NEBRAKLEEE, R * 5IHRERS _* i
778N, WHEAEE AP BURBRAR LK ERIE, RENELSEMIFHERSFEIL. UTRARE T
EIRIEFA M EE LRI BT API RRZASHTTIBIE

API BB A EES $FkRA
5IAkRARE 2.1 2.2
SIRRARRE 2.1 3.0

BERZ% StorageGRID #48Y, (RZBRASMIRAERNEFAEZE AP, B2, 7£1F StorageGRID FALREIHINEE
hezsfz, EAhAIiARIZE D — StorageGRID IhEENRZASBYIHAR API o

B NpEREES LT ARINCHNERA:
* MARZARSL 0 "depression: true"

* JSON M/ IEX B2 "depressioned” : true

HRE S R AR A S5 HREE APIRR 2
BERLIT APHIEXRIR([EZ 574509 APl EBRRASTI&R:
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

FIERISTEAPIRRZS

SR A pathSEIEEAPIRRAS (/api/v3)Hin (Api-Version: 3) o WRFEMEEXFEAME, MARKE
REERRRE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

[ LE Bk &K 915 (CSRF)

&R L@ A CSRF $hR%3R{ER Cookie IS HI0E, #EBNBHLE StorageGRID SEIEE
hRIERE (CSRF) K, MEEESRNEFEIEScBEAItT2INEE; Hith
AP| EFina] LUEZREE RN E S BB ILtIEE.

NRREHE TR R M EMIESRIER (FIEIFER HTTP REALR) , NAILXERBERAF W cookie &
MRLEERKETRERE LHE,

StorageGRID Fl@I 5 CSRF <hEEBIFALE CSRF K. BAG, 57E Cookie AR IS 15 EARRRS T
ERVBIEXSHHNNE LA,

EEAILINEE. 1BISE csrfToken BHISEN true SR WIEERE, FRIAMERN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WNR Atrue. MAAGridCsrfToken Cookie=fERAMENEIZE NMIKEIRSME R AccountCsrfToken
CookieRERMBYEIRE N E R EIERS.
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WNER7FTE Cookie , MIAJLUEBARGEIRSHIFABIER (POST, PUT, patch, delete) EATMEIELTINZ

* o X-Csrf-Token Frk. #RLBVEIRE NCSRFZhEcookielI{E,
s WFESRBERIBIEXMIHE: AcsrfToken REFHBHIERIEXESE,

BXREMTROMIFAER, BFSEA API X1,

@ % E T CSRFLKECookieBVIF R IG5RHSLHE "Content-Type: application/json" {EAiF
KEVARA. IR FBLISONIERIEXMEAFTCSRFBUERIEIIMRIP

BEMEFBAPRRSAE

BRI LUBIEI MEX S SRS NAH D EEEENRRE T HFA MHEF KA IR RANR, &iF
o] LA RIEEAHFAF AR, BRIEFTE N StorageGRID ZR45 3L SE =2 & R(Single Sign-
On. SSO).

s ERAS MRS

I

- EIEAHA

EREHNIKE

ERS MBS UMREFANABRIRERE, AAITFEFBFAERAAEHNERERE
L T

REHASHE

" IS SRR

SRS BB

EERG BT

IR IEFEEActive Directory. OpenLDAP‘JZOracIe Directory Server&F Hith R h EIEFE
FEMBR. WUERESHEKS

BEENARR
s BATER S IFRN S 2 B RETE P B2,
s AT A B RIERIA RIAR,

* & {EF Active Directory. OpenLDAPZ{Oracle Directory ServerfEN SR 1IHIEF. MNREFERKRTIH
HILDAP v3BRSS. WBX R AL .

s NBREHRIEREHEL S (Transport Layer Security , TLS ) 5 LDAP RSZ&#H1TIEE, NHHIRHTE
FAIER TLS 1.2 5 1.3,

KFILES
REUNEFPEESHERKERSIRATEFPIKFIIZES . BHEARSHEZNINEEERKRENS DX
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GRS, MREFEHRSMHHEESTNENEIIER, WEEAIEFARERRIEKS S 0R,

o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

gl
1. R pNER > BMEKE .
2. % BRSMEE Y,
3. TELDAPHRSS 2 AIER A, %> Active Directory*. * OpenLDAP*Eg*Efth*,

INSR%EIE* OpenLDAP*. EEZBOpenLDAPIRSS 2R, 55 MHE XA B OpenLDAPARSS 22H &I,
&R * EHAth * s fER Oracle B RIRSS258Y LDAP BRSZS23ECE Bo

4 ISREFT * Hith * , i5IES LDAP BB PHFE.

°*HAFPE—R . 85 LDAP AFHE—IRRFHEMMNRIR, LWEMERTF saMAccountName &M
FActive Directoryfll uid ¥ FOpenLDAP, WRZEFELZE Oracle Directory Server. IFHIA uids

°* AP UID* : 8% LDAP AP HVKAE—IRRAFTIE N RIT. EMERTF objectcUID EA
FActive Directory#] entryUUID XfFOpenLDAP, SR EFEIE Oracle Directory Server. &N
nsuniqueido | MAPEEEBMHFHIERBOLIE— 32 i+7/NEFEF, KA 16 FTHHFRIBMSE
N, HPZEEFH.

o tHE—ZFR:. EELDAPAM—TRRFTHEMNRET. BMEFMNTF saMAccountName &R FActive
Directory#l] cn ¥FOpenLDAP, NREHAIE Oracle Directory Server. &% cno

> * 4§ UID* : 814 LDAP AKX AM—IRRFTHEMENZ . LEMFEMT objectcuiD EHAFActive
Directoryfl entryUUID 3 FOpenLDAP, WNREFELZE Oracle Directory Server. IFHIA
nsuniqueido | MAEIEERBMFIELINR— 32 i+ #H#HFIEF, KA 16 FHHFFHFHEER,
Hh 2R BRIEF o

S. (EECELDAPARSE 28 . MNFFEHILDAPRSE 2 FIMEZEIZE B,
° FH1HE: LDAPHRSS 2589ARSS 23 AR SHIPHAL,

° * im0 * . ATEREE LDAP fRS5 28RO, STARTTLS RIBRINIRJY 389 , LDAPS RYERIAIR A
636, B2, REMAMSEELER, ERe UEREMRKO,

* PR BEED LDAP RRSS|BHNAFME SR (DN) BTERE. 3T Active Directory ,
TR LS ERA AR ER B MEA P EER R,

EERNAASIERTIHAMAR UKAR T BERINR:

* sAMAccountName 3§ uid
* objectGUID, entryUUID B{ ‘nsuniqueid
" cn
* memberOf 3 isMemberOf
© * &G . 5ERPRXEKNEN,

o tAELZKDN: B RAMLDAPFIHEIA ¥R FR(DN)HSEERRR, 7E Active Directory /=il (30F)
, AIDHIRIRAEX FEA DN ( DC=storagegrid , DC=example , DC=com ) HIFREAIYFIABERKS

15



4o
*AME— R REEEFE AR ARDN R IUEME—RY,

° FRERLDN: ZEZRA P RILDAPFAYR] 5 2 FR(DN)RITEEE R 1Z,
AP E—RMEEEFRER AP EDN* RIS —,

6. FMEREL2(TLS)EAH. EFE—IR2IRE,
° {EFASTARTTLS (ZiX): EASTARTTLSIRIFSLDAPIRSZHBNEERL S, XEEINHVEDL,

o * {EFH LDAPS* : LDAPS (&7 SSL HJLDAP) &IfEMA TLS 5 LDAP RSB EEBIEE, HTFES
MRE. ZFLEDL,

* 757016 TLS* © StorageGRID £4t5 LDAP fRS5 88 Z BN RERASZEIRIF,

N8R Active DirectoryAR53 28852 HIHITLDAPE 2. MIARSZIFULIET, EAER STARTTLS = LDAPS

[e}

7. 3NR1%EHE STARTTLS 5§ LDAPS , iHERATRIPEEZT ML,
° (ERIRIERZCAILD: FERIRERZ L LREMNIVACAIEBHBFEIEL S,
c *(FHBEENX CAIEP * . FHEEXZLRIEH,
MRERINEE, BEBEXZTEIIRBEFFHIMLE CA IEPXAIES,
8. EFMIEE LIIIFLDAPRRSS SR IEIZIE B,
MREEEN. TEALABETR—FHRINEE,
9. MBEZBEM. BEFRES
T REHE ST T #AActve DirectoryfILDAPRR S 2:FIRBIECE (B
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenLDAP Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

aseeedRe
Group Base DN
DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

ﬂh%ww,w‘%wwwmww

BXES
T E IR R

"EZE OpenLDAP ARS325A9 &N

ACE OpenLDAP [R5 28R0 &N
WNREEF OpenLDAP BRSZ 25 H1TEDELES, MAAITE OpenLDAP fRSZ 28 FECE R EI&

B

[+
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NERMGEMIEEESR. BXFMESE. B2 (OpenLDAPEIRRIER) PHE XK MHEMRERLEFHIRA,

25| 4w
S E RIS ENZRS | XBEFECE LT OpenLDAP E1%:

olcDbIndex: objectClass eq
olcDbIndex: uid eq,pres, sub
o0lcDbIndex: cn eq,pres,sub
olcDbIndex: entryUUID eqg

te5h, IFHRRENABF R BEFRMIFEREFIZRS], LIRSREMERE,
B2 0penLDAPEE RIS A X R RAM R BRI HES.
SRS B IREY

StorageGRID A= EHIRYL S FEFHEBKSAHMAR . MNREBRIRE A RSIAFNXE
, AILGRHIBEIEY

TEENRS

* B AERAZ RN SRR ERIIEF B,

* BRI ABRERIFIEIRR,

* IR ABERENS DR,

|_

p
1. 3%8F * ipREE * > * SRS *

ILEEIE /R "Identity Federation"TiH, *F¥ RS e AN T RIEA LA,
@ MRKBAREFHNSNR. WEDRSBIARASLFEDIRS.
2. EEEP RS
R ETR—&WIAER. I8TREDERINER.

BXER
T EIEN R

EERASMEKE

NRAUEFEE T BMHEKERS. WA LGNSRk AZBEAANARNSHIKE, B
%%ﬁﬁAE\&W@ﬁﬂD?%%%ﬁrZ@TuLﬁ 5. BR. BEENEMZE
HGIREB TR, UERRAI RN ETBRASMIKS
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BEENRER
* BUTER IR SR REEF S8R,
* BRIMEBRFERN IR,

KFILAES

ERRBMEKEZE, BAERUTEI
* KERAPBELEER,

* HRIEBERNESAFARERBXNEFIKFIARNR. BEIESIEREANIE. BESEDSHE. tITETE
o

* StorageGRID &% 5 B RZEBIARFHITEY,
g
1. 3% * ipEE * > BMEKE .
2. BUHIE B RS M B & EIEIE,
3 EERE S
BXES
"FA BB R

EIEA

TR AN AFARENE, LIEHfEA AR URITHNES. EaIUMNSHIRE (F
Active Directory 3 OpenLDAP ) SABXG4H, ] UGIEARLA,

@ MR A StorageGRID REERATHEAER (SS0) , NAMBARBLZEFREHFAEEE, B
A AT LURIELAAR PR 3518) S3 #0 Swift &R,

AP BIEAR

TEIEBAAZE, BEEREDELZANINR, HREENRBTHERF A UERAE - EEENEFAEE
API HUITHIESS . — T RFPAUBT— T RETH, MRAFBTEZ1TAH, NRRERAN.

EERIBAEERNEHEEFAEEAPI, BRPAXABTELVEE—MURMAE, FRIERUERNEFYRTH]
TUUTES:

* EEERER
* EHCOHEE (ERTAMAR)

MNFFAENRIR, AOEERINKERBERFP BE A UEREHIITIREE, HERSREEFEXRENY

ab
BEo

@ ?g%ﬁ%)ﬁ BFZMHE, AREMARENRE, NWAPBXAEEEIREMINERR RRHIEIMN

ERILUAADEUA TR, 535, S3 /M sSwift HR AEFRNANR. HFEE, EXAIRFERKE 15
DA BeE R
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EEFRBE DR

EEinR

BXER
"3 S3"

" Swift"

AS3TEFelEA

Description

R{MEIH A EIERMIE A EE AP 52 IHER,
* i * Swift BPIAE root HRIAIRA BEE REIFHF K,

1XIR Swift A, RMEXIULIEFIKFRY Swift RN REITTR IR

* 7. * Swift BRP®IER Swift BIERINRA 8EEA Swift REST APl $1171E
fATR1E

IR S3 . AFAFEIZMMBPRECH S3 ihREHR. REUNBHAFRAS
BRI~ 7E (S3) *>* IRy S3 HRIEA * HEETL,

* S3EF: AVAFEREF EERMEF EIE AP IBMMIER S3 FHED R,
?#"'éii%ﬂ)i' bk R S3 FESRIVIRE, MAE S3 FiE0 AR
o
RERNRNBFRAZEE * 78 * BRI

* Swift /A AV Swift AP ERTEF EIE API =4 Swift BaERI—EER7l.

SR BREEEIAFEIE API I Swift BHEC " BIEFFE DL " NR. &
TREFERHEP BIRF UL R 2 BRLs Swift £,

NP S3 AP, AR EREFEERNIAFEIE AP QIR RIERS, X
= FA1E StorageGRID F & RSB 5.

RBMRRHNARASEE * FERSHR * REED,

EaLEd S NS HN B A AR EE S3 AP AR,

BREENAR

* BRIERS IR R REEF S8,
* BB FAE root RXRAIAF 4,
* MIREHHSNEKEH, WRTEEESMNKSG, HEBEENSHRPEHEFELEKGH,

p

1 &F - IpREE > A,

20



Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = D = Type = Access mode =
Applications 22cc2el7-88ee-4461-a8c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4dB Local Read-write
1
S virs =l c([FE 115

- ERR * ASHNAR * RTR ARSI, BUEESRE XA A * EIR UM R ERN S D RSANE,

gN5R 7y StorageGRID ZLIEATERER (SSO) , NEFAMANAF BT EERIEAEESE, Bfth
1A LARIEEA PR E A P tn i T2 EIEZTE P B R,

- BNARIBRT,

o * MR ¢ L WARRBHE—RT. ERILHEHREERET.

o *BXEH * . IWmAM—RFR, FFTFActive Directory. —RITESRXKEXFIBRFR sAMAccountName B4,
3t FOpenLDAP. H—RZFFESXKEBLIIZTR uid B4,

AR,

CEFRIGEE. MRAFETEZ M, HEAMAKRENRE, WAFBNREEEIRENIIEAER RER
[EJA PR

c B (RN AR UERIEAEESHAEEAFEE,

c* Qi ARREERKRENIRE. iR EEEsiir B8 AP FETEAERSHITE
a1 fE, AMRIRAFAILIENR B SRE.

- PRI A RIBA AR,
BEEIE XA EENRNER.

S vicic ol =
- EFRLA SRBE LA E L AR YRR SIORHAA TR S3 1R R,

° * & 83 iiR) * 1 BAIAME. MWARRABR TR S3 HIR, FRIFERATFHED EERIEIE T IHENIR, 1R
FERRIEET, WEGABRT, KRB root P A EEVIR] S3 Filko

o * Qiipiel o WAFMAF Y S3 FREFRIZIFIENIR, 140, HAFYAEF LT HRH BRI
SEdE, THIEMIMS, ERIETE, RIRARKEY JSON FRFHEFEREXAKET, ERaEHRIELL
FFH,
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o *SERipin) * o WWARBAARY S3 FIR (BEFDR) BERT2HPNR. ERIEniE, TehndaR
B&HY JSON FRFRIF B RTEXASIER, ERBERIBILF T &

crEEX Y AFNAFBRBEENSETEENNR. BXRAKBRNFAES, SFEESIEENRA
, 1RSI S3 &FF iR BiEF R,
10. INREF * BEX *, BRANAKR, SMEARBOR/NREN S5, 120 FH, LA BRE JSON
BINF T Ho

FUCRAISR, RIAFERGTIENIGREEFEDRTSEARS (BHRR) LERNXARX. 5, &
e Efth 2B SRESANTFAE D R RBRAVIRALRY, W& RS RAYILINR,

Mo 53 Access E e

"Statement"; |
Read Only Access

5
"Sid": "AllowListBucketOQfASpecificUserPrefix",

Full Access

"Effect”: "Allow",
uplct._-unu: ”53:MH|
@ Chistam "Resource": "arm:aws.s3::department-bucket",
(Must be avalid JSON formatted string:) " [
Condition™: {

"s3:prefix": "S{aws:username}/*"
}

]
L
{

"Effect”: "Allow",

"Action™: "s3:"0bject”,

"Resource”: "arn:aws:s3::department-bucket/S{aws:username}/™"

N RIEECIENEHSHERAMA, EF R AR

© BXS4H: * OIEEA
o ZNHBAR: * dRsE >
NRBOEAMA, FEER U5 FRERIE 4 (FNAF) o WTFEKE4E, FRERETE,

12 ERERMBEANES AR N NOEEIE, AEERE * e12A

?%,@mﬂuEK%M%F%%RTﬁﬁﬁo@ﬂuﬁﬁﬁ%F%Mﬂﬁ¢,mﬂuﬁﬁm%%FNﬁ%
H,

13. 3%4% * 2 *

EEIBMARERERYIRT. ATESF, ENARFERE 15 DHAEEN.

BXES
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"t E AR

"fEF3 S3"

Juswiftil - 824

,‘ETL,LLLv)\H%AQH‘JZﬁULZISiWHﬂ%AEE Swift Ak RIIAIRNRIR. EDBE—MHEY
MEHR Swift EIERINE, XEEE Swift K NRBIMHRFANEN.

EBRENNES

B FERZ RN R RS REIE P B,
* BB FAE root RAXRAIAF 4.
* IREHHSNEKEH, WRTEEESMNKS, HEBEENSHRPEFELEKEGH,

p
T&FIpREE > A,

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: H'oups

Name = D = Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write

1

2. EER - QUERA
3. WEFR * AR ¢ EIMR LG AMAE, FEEE - KEA © BT RUMNERIEREN S RSAE.

gN:R7A StorageGRID REBATRERER (SSO0) , NWEFAANAFA R EEREEFAEESE, Bt
IR LURIEE A PR E A E F in i AR EEE A R

4. B NAR B,
o R ¢ . MANERRVAME—RIR, &R LIEEREERETR.

o *BXGHH * . WMNMEE—RFR, XTActive Directory. M—RZ IR 5 XBEFIRIR sAMAccountName B,
3t FOpenLDAP. H—RFFESXEXIIZTR uid B4,

5. SHIE * k4 *
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials




3 RIEFEEMHIIRE,
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b. AT LB AR
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials




3.

4.

EEEEAF AREERINAR

Manage users

You can add users to this group or remove wsers from this group.

Displaying 1 resul
Username = Fulllame = Denied
User_ 02 User_02 Managers
EREZRNMEARNAR, AREEE RMAR *o
Add users X
Select local users to add to the group Applications.
Q Displaying 1 result
Username = Fullhame =+ Denied +
User 01 User 01 Applications

Cancel

NHALARET—FWIANER. BTEE, BXAES

YRIELABIT

BRI LARABAAR ERR MR, ERBEIRIBAHRIIE—R MR,

EREHNE

B AER RN R R E REIEF B,
B g FAE root RAXRAIAF 4,

TR
1EF - pREE > AH

2.
3.

prirla b2t 8= M pe R U SEAZ DG DA Sp =Rt
WERR * 1R1F > * PRIBLARIR ¢ o

IERT % B R R AR 4E B MR IEHE

BRKIEK 15 DA BEEX.
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters

‘ Ila['-|:-i Catigns

Cancel
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

’ o

Mame = 1 5 Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4d8 Local Read-write

1

2. P EMIFRAVLA I R Y E EAE,
3. WEFE *4R1E* > MIBRAE "o

31


https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html

LB 2R —FHIAE S,
4. 5 MIFRA * HIAERFRIIAE S PiEREH,
NEHALARET—FWIANER. BTEE, BENARFERKZA 15 D7 8ER.

BXES
"TH IR R

EEAMAF

e gl At B P H R Enfideaaithel, LIREXEA AR LURRIBLIEE, P EIE
FEE—NE A "root" WFIENXEMAF, ~ BARERILURINAMBIERAEF, EREE
B% root AP,

EREHNE
© BB R R E RIS B,
* EFRTFAE root HIENLREIES A A,

@ 9N StorageGRID REBATERER (SS0) , NAMAR R EZERIEF EIEEE
FEIEAPI, {EftTe] LURIBHENPREER S3 3¢ Swift & F ik A2 HEfE R NE TR,

Pl )il

e pRER > AR

32


https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-115/tenant/tenant-management-permissions.html

Users

View local and federated users. Edit properties and group membership of local users.
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.
o You will not be able to view the Access key |D or Secret access key after you close this dialog.
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Create access key

o Choose expiration time

Choose expiration time
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
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4. JFHE < 4R1F > * MIBREERR * o

BT BREIA IS IEIE,

Delete access key X

Are you sure you want to delete key ****r*erarinistDBGAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets.

Cancel Delete key

O. WEHE * MR * o

NEE LARET—FRINER. BTEF, EXFARFERE 15 DA EEN.

BXER
"TH P EIE R
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EESIFHEI R

NREFEANEEENARAISIH/ . MeTLiglE. EFEMMIERSIFME TR, BEF—
MRFNIKE. EEEBERZRHEZ(CORS). EAMER LRI EENMEE UAEESS

FaiRS.

fEF S3 WRME

NRERINROITEREHFEBGENER, WA LAEER StorageGRID FHY S3 W RIUE
ThEEo

42 $3 WRBE?

StorageGRID S3 SR BIENRER — T RFIFIEARSZE , #HEHTF Amazon Simple Storage Service (Amazon
S3) HHY S3 WRBiE,

YNEFATR, WNRJ StorageGRID RAERAT 2/ S3 WRMMEIRE, N S3 HAKFAIUERANAFEA S3 X
KMEMBR FRIREMEDER, MRENMAEDRERT S3 WRMUE, W S3 FF in AIERFF LUEENIZEF
EDERPHEMNRRAIEEREIRE. WRADTEBRENREIRE, LR S3 WRMENRF.

StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without 53 Object Lock Bucket with 53 Object Lock
Objects without Objects with
s3 client retention settings retention settings
application <

Objects without
retention settings

StorageGRID S3 M RBUEINREIR MM T —FREIRIN, 18T Amazon S3 GMIET. AIABRT, ERAFER
T A B EHMPRZRIPIIITRARA, StorageGRID S3 WMRMEINREA G ERER, HERRITFEBRHINE
ARSI REBIRBEIMEFZRIPBINR.

NRFEDERBRAT S3WRMUE, NEEIEKEMURES, S3 FF N ARERFELUEFEE U TME—SRm T
MNREHREBIRE:

*REEAHR . NRNRRANREZEARNRKBE, WAILKRZNER, BEEERIMIFE. AU
RIEFEEMNRVERBE LA, BREESREEI B,
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*EERE D WNRRENAEEAREN, SUMBMEZNR. FIM, ErEFEENSFEESERS IR
KEMREITERRE, ARELEEABAE, EERmBRZaGEEN. G2 RESREBHLTX.

BXXEGENFAEE. BEREPH"EHASSHRBE " "S3 REST AP SZHFHVIRIEFIES]"

BB EMFMEDER

S3 MRBEINEEENL T 5ol StorageGRID kR4S SFIIEINEE. R E(ER FHRIRZ<EY StorageGRID ¢l
BT SHNEESE, WSS EEXLEEFEIRINSE, BE, B iBeIBRNNEaMEESER. BXiiE
) iﬁ%m NetApp %ﬂiﬂﬁiﬁo

"NetApp 1iREE: S0fAI7E StorageGRID 11.5 FERREGMESIFED K"

S3 MRBIELIEM

TERE R/ T 7E StorageGRID H{#/ S3 XM RBIENENSRT B,

ERRA7T S3 WRPUENFR FEIRZDEEZE], WIREERMMNIE StorageGRID RABHE£BE S3 WR i
TIRE. MEEERENIRRESESEIPEE(ILM)E" compliant™; BHIURHERBE T S3HRBIENSD
EBHNER, BXFMAEE, BHANKREERREEEXELEEEMAREIEREIEMNRIITAE,

ER2RE S3MNRMUERER, ERILUERBAT S3 MRMMENIER FRIREMEDR. Als, BAUERAS3E
Fimi R AE T NRIRASIEE REIRE.
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Grid Enable global 53 Object
Lock setting

v

Maintain compliant ILM
rules and ILM policy

*-.._,...-,,,-.."-,.:
Administrator

Y
Review considerations for
Tenant buckets and objects with

Administrator 53 Object Lock

Is the global 53
Object Lock setting
enabled?

Contact Grid
Administrator

Create bucket with S3
Object Lock enabled

v

Ingest object versions
with retain-until-date and
legal-hold settings

v

Asrequired, update
object settings

HEER
“EH LM BIER"

S3 WRBERIERK

TERNFEDERBA S3 WRBMEZA, FEE S3 WRUEFEMD BN RNERUKREH
7 S3 WRBERTFED P I RBVESE .

BRT S3 MRMMETFIHEDERPIER

* W17 StorageGRID 2ABBET £/ S3 WRIIEIRE, N FRHE &8s, HPEE API 5 S3
RESTAPI S 2B 7T S3 WRBIEM TR,

HHEFPEERTHETR T —TERR S3 WRBUENTFIED Ko
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST

1
* WIREIRIEER S3 WRMUE, NMHAELIREFHEDRIIEA S3 WRBE. EREENINEFEIRER S3
M RBUTE

* S WRYMEFED KRR, NEFEDEREA S3 WRBIEE, StorageGRID =B NNREFED B BIRES
$ o

* EERAT SIHRUEMIBER T EIBEMEDERE, TERA S8 WRIEHEIFIZFMHE D ERAIARAIZH]

* BT S3MRBERIStorageGRID TFED BB EINRB AR, k. S3FF iRk A2 BT LUER 7RI
AEFESERNS I N RS EERE BEMEEREIRE,

* S3WREMABSBRX S BREREARE,
* BAT S3 WRBMERTFED RS CloudMirror £l

BRAT S3 WRBMER D ERFHINREVER
* S3EF RN AREFUHANFTEZSIHRUERIFHIE T HRIEEREILE.
* ISR LUEIIN RARAEVREBEIE B, BRERIEE,

* NREWEBXFEZRIFAHEEREREN, WA LLEI NN RS HITERFRERFREEXER. W
RHRRRELFEEZRBIRE, WFEEM StorageGRID FRIFRIZM R, BMEZMREATREBAH, —B
BUHGERE, MREXEREEH, WA LBER KRR,

* S3 WRUMEFBBERRAITHRI DR, RBIREBERTETWRRE. HRAFLUFERAERREELLER
HMEEREIRE, EFEAGHEMKE, NEMEYTRER, INRIEEFREBPREERERENREP
BRPIEERIRRD, ERTLACEITARAEIN R, MICRIARASEIN R ERIFHERTS,

BRAT S3 WRMMERTFMD PRI REREHR
REFEBAT S3 WRWENEFEIRPIETHNRBLH=1ME:

T WREAN

° EBAT S3MERBENIBRT, BHRRAEFNZFEDRES, S3 B IHNARERA LSRR
IEEFRZIRE (retene-until date , legal hold i #E) . FAfG, StorageGRID AL RAERMTEIE
, EEEE—MNKRIFRF (VUID) URENBEAFEIE,

c FARBRBRENNRRAEE, B AERELBIEN S3 AR EXBITTHE.
° StorageGRID FENNRTHIES WERHEL R, ESNENER ERFIENRTTHEIELR =187
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2. * WRIRE *

° StorageGRID REFEZM RIS MEIZ, BIZARIHATIIEMEE LUINREFHEUBERRTED) ILM RESPHY
BRI,

3. * JFSRMER *
c REMREBILBHE, FTUBERNR.
° TEMBRAF & ERBINSHIN R

BIESIFEDER

TR LMERER EEB NN RYIELE S3 0. SIBFHIERN, BItsEFED RN
RFFMXIER. GNR A StorageGRID £4IERA T £/ S3 WRBPIEIRE, WAILLEFNTFE
DEBA S3 MRBUE,
CERBHNE

© R TERR IS S E R RS,

* BB TRE " EERESE "5 " RIFR " NRAAFH, XEANPREESHNTFE D R P RINR
RE,

* NREITHIERSIHRMUE IR EFMEDER. MATME S StorageGRID RAEEAER/SIMRIMEIRE. HE
BB EESINRYUEFE D RN RIER,

"fEF S3 WRIUE"

p
18R~ 765 (S3) *>* 9",

IR ER DR TIE. EFFIETESIZMNERD K.

Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

Name % S3 Object Lock @ * Region = Object Count @ % Space Used @ = Date Created =+

No buckets found

Create bucket

2. efE * QIEFHEOR o

LB R BRI iE D R ASo
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @

us-east-1 b4

Cancel

@ ?%EFH T2RESSHERUTIRE. NEEFESREEEEFMEIBRNSIHRMENE D
Z g%o

3. NTHES BRI — BTN,
()  cEEsRE, EEEEREHEIRET,

FED ERB IR & LU AN :
° ) StorageGRID ZZMMEM—8 (MAMEHEFKF HRHE—)
° AIFTE DNS B3R,
c MMEMNEE 3NFER, HEFRERE 63 M FER-

| BB RS MFENFT, FER—ORSRITE. S MRELTUNE T ERMF XM
4R, #AREERIETE, HFAEFH.

© TS AR 1P HALE,
- FRERMEEHRERPEROR, IASER RS SERMIBHENLLRE W,
(D) Bxmss. B2 MAmazon Web Services (AWS)STh,

4. JUAFHES BRI

StorageGRID EIERHREEANKXIS, Fi#7EBRINKIE A RESFMN AT RIHIBRIPERE, HIAE
R FTEREREEFECE us-cast-1 X,

() seewssRE, EEEERER.
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5. MEiE-QIERTP A ER Bk,

* MRKREAEF/SIVNRMUERE. BEFCIBEMEDER . WWIPREIEFMED BRHARKRERNINE " F6E0
g " DUE ERIRH,

c MRBATERSINRMERE. HEF U I ERFE2S " EESIHRBE"

Create bucket

f:';/‘:} Enter details

e Manage S3 Object Lock
Optional

Manage 53 Object LOCk | This step is optional)

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is created.

If 53 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable $3 Object Lock

Previous Create bucket

6. &, EPIEEELALEFED RBASSHRME.

WRNTEED B S3 MRME, S3 FFIRNAEFAENFINEIFEDBRNNKIEERE BIINGE
REKE,

() oeemsBE, ETERARRA S3 HRME.
() WRAEHESRER S3 HRUE, MBS AL BAALS,

7R QIREEOR
LR QIR AR B IS EARINE] " 80, " DuE LRYRF,

HEER
“$A ILM BIENR"

"T R B IEAPI"

"f£F S3"
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EESIEFEDIRIFAER

EeIUEEHEP KA RS EMDRIZETIR,

EREHNE
* ERE RS RS R B P RS,

p
1. %&F 754 (S3) *>* 9K+

PR ER " 0k " UmE, HPFIHTHEPKPBRE DR,

Buckets

Create buckets and manage bucket settings.

2 buckets

Create bucket

Name #% S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ 5  Date Created =

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

2. BEBIEMEORIER.

TR UIRIE R EREMYIXESHTHR, BaEYIRFEFHR/GEEIR
° name : TFEDERIIME—EFR, TEEEN.
° SIMRBUE: BENULFEIEBRAT S3 WRHE
MRZALRF S3 WRPUEIRE, WARERIT, tIEEERERIBREMFEDENER.
° Xig: PEHNXE, BEEXK.
° Object Count : It EXFPBIITRE,

© BATE: D RFAENKIEZER. BEXNNEEERRETURRIDIRI AT R TR
FREBISEFR=S ),

° Date created : €lj27Ef#E 5 EXBY B HAFNBTIEL,
@ ERNRRITHEMERATEEAMITHE, XEGITESTHNE, MEEEMNT SURSH

Pielo

3. EEENEEFMORINKE, HERFMEIRET.
LB R B i 7 B 4R S DUE,
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WIERI A TFEEMRIEFED BRET. FiE0RINEMTFaRSHIRE,

BEENEXEEEMRENT ARSI,

Buckets = bucket-02

Overview

Name:
Region:
53 Object Lock:

Date created:

Bucket options

Consistency level

Last access time updates

Bucket access

bucket-02

us-gast-1

Disabled

2020-11-04 14:51:59 MST

Read-after-new-write

Disabled

BXER
"B B

"R AR LR AT E B
"BLE BRI IR = (CORS)"
"B2 & CloudMirrorE 1"
"EEEEHEA"

"B RENARS"

BOR—EUELRA

NREZERZE S3 P, NMeLUEREFREESTFEFP SR APl KB S3 DB+
I RMITEVIRER— BT S,

ERBHNE

* B RN SR E REIEF B

* BUHETRE " EERESE "5 " RIFR " NRAAFE, XENRE B SHNTFE D R P RINR

®E,
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KXTFULES

— LS A LIER R A S XN RERRFET Sl S Z BN —5 it 2 E# TN E. BE, Bz
EEDEER I -B-# -5 2L, NREEHEN—RERN AT EEF RN AEFIER. N
A LUBIZ BEFE D B — B RA S EARER—FHMLS Consistency-Control if#o o
Consistency-Control IRelfFEEFME 7D EE—ERK.

() Exsmssan—REEN, RARIEREHANHRFEEITEHSE.

p
1. Z ~77fE (S3) *>*DE*,
2. MFIRAPIEZEFED BT

LB R B i3 BRI 4R 5 DUE,

3. WEHR * SERIATN * > * —BUERA * o
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default)

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa
trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability
or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers

high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal

Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.

4. AEFED RPN REE— D —EH RS

—H4RR Description
2Ep FRE T RE I BMEUNEIE, BNERIG KM

SBANZEINEE RIEPFB IR FFrEE P imE RIS NER—Et,
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—E4ER 5 Description
R A AV = RIEE S NFTE & F iR E NEIR—3H1%.

Read-after-new-write (  AFNRBEIRE R, HEREANNREMTHE—BE. RESTTAMEMLEK
2R3N EBIFIPFIE. 5Amazon S3—EMARIEITED,

AR MNRNARFZRRNAEFERNE AN TheadiR(F. IBR—EHERINIRE
A . BRAEEFEEAmazon S3—EHMERIE. SN, MR—THSIMEFHETIR
A, WelgeshMAE 500 MRERARSS BFEIR.

AAWKIRENIRE— S REHSN—EELIER. ENAVSKIRERHEL B, NREED
%) RARA. WA AKEERELRERENESHNA AN, 5 Amazon S3
—EHMRIERE, NERTHKEF

o W T RTFE o

BXER
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BRSEA LRI EIEH

SIS EIES /T StorageGRID AZRIZESEMARAEE (ILM) MBS, fb{iTe7L%
FIEEMNRNREIHFNERAE RS2 RSN HMFEAE. NREFEBNZ S3
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ERBEHNE
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BItN, 7T HRBESEOHRRISERRIERL, REERRATNER— LM AN, HEUTAE:
© BE—NEREER KRB AT L

© BE—ABRRRENR RIS R 1 E.

)  wsnexEEsESAEEEREENRIHT,

AIAMERT, X ERIGEERNERGTFERRS. WRER StorageGRID RABEMERMA * _LRIFIRIETE] * 1%
TIEY ILM FR, FH BIEHBIETNY A FIEFE D ERPRN SR, WBFTZMNPEER S3 FiEsBRERX L
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3. JHFE * BRI * > * EIRIGIEIAE T ¢ o
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write ~

Last access time updates Disabled ~

Enable or disable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's last access time. The object is not added to ILM evaluation
queues,

® Requests to update an object's metadata update the object’s last access time. The object is added to ILM evaluation queues.

* Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the LM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation
queues,

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object

PR RIFER o

BXER
"TH IR R

“EH LM BIERR"

e B ISR A R = (CORS)

INRIEHE S3 @ﬁﬁﬁj\ﬁxﬁlﬂE’J??11%§J\ER$DRT%_J{,\,J@'JZEPEI’J Web W ARRZREiHE], MBI
NizEEDBREEERAREEZ (CORS) o

BEENHNE

* BAE RS RN S 2 B REA P BIEES.

BT AEE " EEMBESE " " RiAR " SIRNAF A, XA RRE S AR EME D R EREEPAIRR
12%0

XFIES

BRERFEHE (CORS) B—MEEeNdl, AF—MAFNEF iR Web KRR AR ARRIRFIER, B0,
BRILEERRNMNSIEMRDER Inages LUITEHEER, BINECECORS Images FEDERFHEIE. ERIUE
WL E B RZEFE D ERPBIEIG nttp: //www. example . coms

PIE
1. AN ARESSLIEB A CORS FrfER XML o
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RBIERT AFH S3 FESEREA CORS B XML o IEXMLAYFE IS BEED ERLIXGETIER. B1X
A1F http://www.example . com AFRIEPOSTHIMBERIEKAE, RIFFEREIAIERITk,

<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

X CORS BiE XML HyiFAE 8, iEE M "Amazon Web Services (AWS ) X#4: ( Amazon Simple
Storage Service FF & ARIEE) "o

EHFEERP, EEFHE (S3) *>*9R
MFIRAERTFE D ERB o

LRI B R g BIF (S S 0UmE.

PR * DEgIpiR ¢ > BIRERAEE (CORS) *o

% * 3 CORS* Ei%1E,

¥ CORS ECE XML #5MEEIXAER, AEER * RIFEL -
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>
«/CORSRules
<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|

7. BIEATFED R CORS B, BENXAHMERER CORS IcE XML , ERE * Bk * AR, ARFiE
B REER

8. BRTFMHEIEREFA CORS , BEUHER * 5 CORS* EifiE, AFERE * RIFEN

PRS37F &7 B
TR UERE P EEEEMPR=RY S3 FED B
ERENNE

* B AERA RN REERIIEF B
* BB TRE " EEFRESE "SRR " NRAF A, XEARRGE SHNFE D BRI FRIIR
RE,
KFIAES
L%"Fiﬁﬁﬁﬂéﬁtﬂﬁﬁﬁﬁfﬁlj EIEEMIER S3 FiEN . Etha LUERER BIEAPIZIS3 REST APIHIFRS37E(E S

EX o

9NR S3 FEDERE SN RWIFT M RS, WARERPRZFEDER. BXMAMPFSIREXNRHER. EHS
REXBESEE L AREREEREENRIH,



p
1. &F 776 (S3) *>*HE*,

AR ER " ok " A, EFIETRRENER S3 5.

Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket

Name +% S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ 5  Date Created =

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
i

2. R ERBRI = TFME D BRI N B EAE,
BB R /B PR R RS R,
3. MIRIER B, EE MR E

Actions A

Delete empty bucket
e S3 ObjectLock @ + Region % ObjectCount® + SpaceUsed® <+ DateCreated =

bucket-01 Ve us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

IR B R—REIAER,

Delete empty bucket X

Are you sure you want to delete empty bucket bucket-027

Cancel Delete bucket
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4. MNRWHEEMPRLFED R, HEFPBRFE DR
StorageGRID SMIALEFED RN ARRIBRILEFMED KR IR(FRIRERE L #hAtE,
MRFEDERANE. WRET—FEHRES. BALHRFIENR. ARZRERFREIEDER.

e Unable to delete the bucket because it is not empty. You must delete
all objects before you can delete this bucket,

HEER
A ILM BIENR"
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* "B2 & CloudMirrorE "
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* * CloudMirror 2%l * : StorageGRID CloudMirror E#IARZ A TFIEFEM KM StorageGRID 7257 EX %
FIEERIIMNEB B R0

f}lTJﬂﬂ, 1&RI LAEA CloudMirror EFRAFER FIE R 1R 15E] Amazon S3 , ZARFIA AWS BRS WEIEHRITH

() WREEESRERT S3HEKHE, WFRH CloudMiror HHl,

B . S NMEESERMEMEE B T EIEE RSN Amazon Simple Notification Service ( SNS) &iX
BRI RPITIFE IR IERER].

fan, SR UEEREERRKEEXMIEITFEDRPHNE I RVER, XENKRRRESXBRASFMHX
EXRYAEX o
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fERSMNERIR S IR D M T AR,

Fan, ERILOREED RECE N S3 WRITHIEAIXERIZ Elasticsearch ARSS. PAIG, ERILIER
Elasticsearch BETFiEDERHITIER, AW RTEIEPFENRIURITERBI D,

@ BARLIERAT S3 WRBMERNER FEFMED R EECE Elasticsearch 5£/%, B@AIER
PARZEENRH S3 WRYPETHIE (BEREBRLBPNSEZRERD)

T FaRSFHNBERUERE R StorageGRID FEF, FILFERSEIUNERMIERINIEFERR, @A
AR S5 AR SR IE R 3 W AR 55 P SR BY SR R THREA R & 1%
AIA— S3 FE D BREERATERSZHS, HIg, ERILIFE StorageGRID S3 FiEER LECE

CloudMirror IRSZFIEH], LUEFFEITREERZE] Amazon Simple Storage Service , [EIF[AE = MiTMN T2
FREB XS IENRIVGER, UEBERE AWS i,

(D) storageGRID ER RS ARG EIZRAFEEIE AP HE MAF KA ERT AR,

NAECE T IRSS

TaRSSEFERAFERESRIAEFEIE AP EENIMBIRRFTEE. B mREAR—NINBBRR, FIa0
StorageGRID S3 f7f#53E%, Amazon Web RS 73 8%, EH@HMARS (SNS) F@EsAMITE, AWS FHMM
I E M Elasticsearch &2,

tIBmRfE, ERILUBEEREFMED AN XML EEERAFED BRERF RS, XML ECEHEFED R4
BHNR, FEDBRNHITHHRELURFME D RN AT ARSI <o

BN ERENS N T aIRS ANEMRN XML BB, f40:

1. g%ﬂ’ﬂﬁﬁﬁ WNERIEFAILUFFK /images BEHIEIAmazon S3EFEDEL. ST RLREFME D EAINE B A

2. IREEFLEEXERNRIFMEIFE D RIS REER, WAFTRINBRIEE.
3 &fE, MREANXLENRITEHIERFIRS], WATURINEFELEERERNTHERNLE.

e E XML MIH& T A F 327 StorageGRID F&ARSEH S3 REST API #5541 :

T LIRS S3 REST API
CloudMirror E41 * JRENEEDEREH
* PUT EiEDERE

A * FRENTFE D ERE R
* PUT 7253 B@N
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TERSE S3 REST API
BREN * REXFE D BT ERIECE
* PUT g B iimEr i E

XLt ER StorageGRID BB E X I21F,

X StorageGRID W{ASLiEXLE API BIFAE R, BSIE XK S3 & N AT,

BXES
"fEF3 S3"

"7 fi#CloudMirrorE HIAR 5"
"7 fRTEE S BOE N

"T RS REM RS
"EATARSEESEI"
T fRCloudMirrorE 1R SS

INRIEAHEE StorageGRID FARME| S3 FED ERAVIEEN REHE —MHZ P BEIRFED
Bz, WRILUAZZF D BB A CloudMirror £l

CloudMirror E #1317 FMHEAYESN ILM ERE&IE1T. CloudMirror IR RTERX RIFMEERTZ0E D EE AT E HlXLE
MR, HARPFGERZNEIBIRFEDR. MRANRNGE, RARMAERNRETIE,

MRANMBEEFEIERER CloudMirror £, MRAZERIAMENZEFEDREFITR. FRERIFEIRPIE
ANENR. ERHFHEFNENR, ERLLESHITHREHRERMNE N RO TEE.

YNREREMA CloudMirror EHIEIHREFIEI AWS S3 Bir, EEE Amazon S3 &4 PUT iEK
() ik hBAE N ETEAURIA RSN 2 KB » MBXRIBAENTTHIBAT 2KB , NFSE
IR

7 StorageGRID /1, ERILUFRENMFED RPN REHFEZS N BEIREFEDR. Ak, BAEHEE XML
B MNEE BT, FRERFNREIERIZZMFMED K.

tE5h, 8RR IR R AR AIE B SR R A= 9 72 E2_EECE CloudMirror £, F R LUEER IR AIZH 2R = hi
KEHIBIDEREN BT, SR LUERMAEHRMARMRAIEG R RIESHS, HIg0, ErILUEMRAEHIEITFE
DEAEENRRTIZRIBREFE D ERIIBIR, RZINA. EE A LIERMRAEHRTFME D R Z B#ITE S,

CloudMirror £ #lIARSSEIMFRTT IS Amazon S3 fRMHBIEXIHER] (CRR) ARSZBIMIBRITHMERE—MIFRIRFE
RPN RERZMEREFFIEF TR, NRIFM BIRFMED BRE B HIThAIZH], WSEFIRERTIS.
RERDERREITHRAIES], WHERERD B HEIN RAFERIBRTICE B2 BAR 2 RS FR B R Ro

HXREFFEIRFEME DY, StorageGRID SREANRICH replicas » B#r StorageGRID EEDEASE

REFIPMCHRNERIR, MMBFLEEINEHIIFE, LLEIAFRCE StorageGRID BIAEBIRIE, FA=PEIEETERE
F3 Amazon S3 7ZfiE 2 ERE BRBYFIAE AWS CRR .
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@ BFRCRIERBBEENXIRKN x-ntap-sg-replicao WARICRIPHIEZREXFR&, StorageGRID
S SZIFTER G Z B1fSE A XX CloudMirror o

TERIEBREMED BRPSEANE—EMINF. BT ABRMIIRMAMRITIRE, JRESFE—TENRNZ D
HREBIASFIXE BiR. EIRDVERERT, MRMENHEZARER StorageGRID R FEBSEMHE—XR, ME
IRFE ) B L BVIR(EIRF AT BE S IR B D B E RV IR A LA,

CloudMirror EFBEEENFERIME S3 FEDEENEMR. BE, BHAUKEFRENMMERS—
StorageGRID ZE K {EA5 S3 #ARIRS.

HXEE
"B2 & CloudMirrorE #l"

T fRTEE S BOER
WNRIEFLE StorageGRID BB 4T Amazon Simple Notification Service (SNS ) &RiXH %
IEESMHRVERN, MAI A S3 EFiED B HESEHEN,

A LB IS B R BEXMLES RIFME D ER R EXRECE 4@, BHECE XML E1E S3 ELBEFiE 0 EBAmg
E, FHIEBHR SNS TIFHEE N SA URN o

FHEMERENEEPEERREEDRAEIE, HEXEIBR. IRSENMNRIXENSEMML, WtES
KiZE BRI HHBAEFRFEZ.

AMRIEERBIME—ENINF. BFARIEMRINRZAMRITIRE, ATRIRERAESNEFEN. ATRUZ
FTH, EIETEFRIEB R BN EIRFSREED R EFHNINF—E, THENTRERE
StorageGRID IARHVR(F. ERILAER sequencer BAFHHBUMEREXNKRHNEFEHIRF. d0Amazon S3
XHEFFmR,

SHERIEAIAE S
StorageGRID E{EH1:&1& Amazon S3 API , {BTF7E L TREHI:
* EREEAUTEHRAEE B, XLEFEHXRE - R * L

° s3:ReducedRedundancyLostObject

° s3:0bjectRestore:Completed

* M StorageGRID RKZXMEMHBHMEMAITE JSON B, RARENFESELEEN, MYEMBAERINE
8, SRR

IR R R StorageGRID &
EMHIR sgws:s3
awsRegion EE
X-AMZ-ID-2 REIE
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HEARIR StorageGRID &

ARN urn:sgws:s3:::bucket name

BXER
"EeEE @A

TR REMARSS

ﬁg%giﬂa‘%ﬁ:iﬁ&ﬁ%9#%5*%?%!1%&?&5&1‘&5&%, AT S3 IFE T ERBREERE

RREMRSE—MBEX StorageGRID kS5, SHEMNKRIETHRIEN, ZRSEHFZEoIRT U S3 3
STBELXEBNER. AR, EAUEABMRSEHNERER, BiEOH, TRLINSEFITARE
R, DITHREIEHMNPIRIFEE.

TR LA E AR AT RIS R A =R BT 6E D BB IR RERARSS . IERERZ BRI THRERNEE XML 5
B EEEN LI RHITIRIERITFE D R LU R #ER B AR i T XECRECE BV,

BHILL JSON STV NER, ZEERDERBM, WRAVMARA ID (JIRE) 8. R XNRIFAER
AR THIEZIN, B tdiEENTEE s —HINERNNR ARG TR,

W FARCH AP TTidE, StorageGRID ¥ HEAMBE(ENFERRT S3 FH @ IRLA

@ Elasticsearch . EAZE Elasticsearch UG XLEFRT R FRFE N HEZENF, 153%R Elasticsearch
WERHI TR F RGNS HEAME . EREEREMRSE 281, HNIAERS| LERIEFER
BREY, AXMEEBIZRS|E, BT EERS|IPRIENXEINFERRE,

SHHLIUATRRE, MEMEMAFEAAUMHEZIE:

* BEIENR.
* BIFRNR, SIERMEE ILM RERIEIEMMIFR X R AETE,
* AN, ERETEMERN RITHIEEITIC. EMIGA R AE— AT RN THRIENRNE, MAEELE

o
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ILM JXTZHHT XS SR ER

HAER
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URN I F—PRATHEEFEIRSHIRE, WTFAR:

RS Type
CloudMirror £l S3
B SnS
EREMR ES

a0, E4kLE N StorageGRID EFEERICloudMirroriim =38 EURN. EEEFRM s3 FREX urn:sgws:s3o

URN MRE— 1 c=BTHRR B4R URI ERSE BARE R,

ARSS BFERIR

CloudMirror £l SEEIR

1BH Sns-topic-name

ERERN domain-name/index-name/type-name

* ER:. * YR Elasticsearch EBEECEN * £ * BEhgIER5], N4
TR IR Z A FERIRERS

AWS _EHEERARSSBurns
HFAWSEAE, TEHMURNZBEHHIAWS ARN, fid0:

* CloudMirror El:
arn:aws:s3:::bucket-name
* EA:
arn:aws:sns:region:account-id:topic-name
* IEREMN:

arn:aws:es:region:account-id:domain/domain-name/index-name/type-name

(D) HFAWSEZEMBA. # donain-nane BABAXFFHE donain/. HTFHIT
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ERAAMIETENRSMIFRMRSE, RE URN EE=TMHERE—MIEBEFRFENTE, e LUAEAA

1EE URN LIBIEBEMEM—RY URN , ERILURFIETRES, WralbliB3EAARIEEXLETR, UK
FRMRZRHEE URN EEM—%, $I90:
* CloudMirror E4:
urn:mysite:s3:optional:optional:bucket-name
33 FStorageGRID E3EERICloudMirrorifm. Ea] LIEE AFFKBIBZIURN urn: sgws:
urn:sgws:s3:optional:optional :bucket-name
* BA:
urn:mysite:sns:optional:optional:sns-topic—-name

* FRREM:

urn:mysite:es:optional:optional :domain-name/index—-name/type-name
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UREEF T Ho.
IRT AR
HREDEIE— P EREENER, AR EERFaRS.
BEENAR

© R RN NSRS RIE A IR,
* StorageGRID EEGZHA4MAEHNHEFIKF BRTE SRS,
s BB T BE RSN RN AP H,
* MBI FEIRSIHRS I BNER:
° CloudMirror £ll: S3 FE7DE
° BB SnS &
° #Z@H: Elasticsearch index , IR BErERKREE NEMEIERS,
* B EERAXBRERNER:
° F—ETWFAMIRTT (URI) BENAIHO
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(D SNRIEIHXIFER StorageGRID R4t EHEEMNEEDEREAN CloudMirror EFIRIRR, 18
BAMREER UBEFTERANE,

° ME—%RZM (URN)
"8 T 8RS iH A FURN"
o BPIIEEE (NRFE)
* JFIREREA: iFIREEA ID MAEIAIE A
* HARHTTP : AR ZMEE
° RREH (MNRFEABEENX CAIEP)
S8

1. 8%~ 765 (S3) *>* FaRSH=*

o

LEBPR 2R & AR S5 ik R DU

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ ~ Lasterror @ = Type @ =~ URI® = URN® =

Mo endpoints found

Create endpoint

2. iR+ QRS
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3.
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Create endpoint

. authentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

Cancel

WMANETRRMUERGRPRERMERE.

RN TERSEEZERERRUE LIHNERZMEYL, AEEFERIFREELES,

- 1£ * URI* FERH, IEERRBIE—RFARRRT (URI) o

BEAUTEAZ—:

https://host:port
http://host:port

MNRKIEFEIHEO, MiEO 443 FAF HTTPS URI, #8080 BF HTTP URI,

540, StorageGRID L EERIZEESERRY URI BJEES:

https://s3.example.com:10443

FURBIR, s3.example.com FnStorageGRID &R A (HA)AHBIEIAIP (VIP)FIAIDNSEH 10443
FRRELNHFERIH R P ENXBIEO,




() ERTEEEEERNTEEAN AL, bes R,

B, AWS EHEMNEFMEDERR URI AIREN:

https://s3-aws-region.amazonaws.com

@ MR AT CloudMirror EFIARSS, 1BE707E URI REEDERZFR. ERILITE * URN* FE&H
BEPERRTR,

5. B RAIE— RS (URN) .
() clmgss, GREERHAN URN,

6. HF ~ s
7. I BHEIEREER—ME. ARRMARENERE.

Create endpoint

@ Enter details e ?f-!_lr:_w.:i:.authentlc.atlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

:Anonymous v

Access Key
Basic HTTP

Previous Continue

ERENEELNEE BIRE RIS MR,
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Authentication
type

EZ

IRE A

HA HTTP

Description IR

RN BIFNERIBE. (NERTERR THHRILE.
T2 MERmRo

£/ AWS RSB SRS+ HIEH D
TRHE. - MBI

EJ%J%F%%DEEE%NEﬁﬁ?ﬁi&ﬁ%{ﬁ% + Username
s « Password

Create endpoint

@ Enterdetails ————

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate
Use operating system CA certificate

Do not verify certificate

Select authentication type o Verify server
nal

Previous

IERIRIERYEEY
fEFRBEEX CAIEH

Description

ERAEEXZEIUER, MREFWIKE, B * CAILEH * XAMEFE
HllFRENE B E X ZEIEH.



MEPIIERYSERY Description

fEFRRIER Y CAIES ERRER S L RERBIACAIE R RRIFER,
B/DIIEIEF RIIERATF TLS EEZAVER, ERARE,

10. %% * MidH IR m = *
* MRAUEREERENANRR, WEET—FENER. RASMENERIN— T RIIES KRR
Eo
* IRHERIVERK, MEER—FBIRHEE. NRFEENHRUBEHEIR, HiEEF © ROZKERIFH
S8 HEMLER. AR, & IidHtIR RS

()  wmRRNEPKPERTARS, NBSAEEAK, A5 SorageGRID ERRRR.

FEihmE, ERILERR URN BCETA5ARSS

HXEER
e E T 8RS Ha N URN"

"B2 & CloudMirror & 1"
"ELEE M EA"
"EEEIEREMIRS"

ML & AR SS i R B

ﬂﬂ%’ﬁ" IRSSHVERLZEEN, EALUNRERRER, NRIEBRRRREFEMUR
AR LfEREEERNERIRINE,

BEENAR
* B AERA RN RSEEREIEF B
* R TFABEREGEANRNAF A,

XFIES
StorageGRID A=IIEXLEEREE S BB ERIINIR,

p
1. %&F*F (S3) *>* FERSHS

IR ERTERSHRNE, HPERT EEENTERSHRYIR.
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use.

4 endpoints

Display name @ =  Lasterror @

T Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-3

my-endpoint-4

53 Bucket

my-endpoint-2 € 2hoursago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. EERENEHEEENGE R,

78

ﬁtEj1§EﬁTﬁﬁuﬁ/§i¥gm{§,§\ﬁﬁo

Overview

Display name:

Verify connection @

resolved error, select Test connection.

Test connection

my-endpoint-1 #

Type: 53 Bucket

URL: http://10.96.104.167:10443

URN: urn:sgws:s3:::bucketl
Connection Configuration

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a




3. EHR * MR ~

* NRAILEREERENNRR, WsER—

EZo

° MRERIVIERK, MEBR—5E
Bo Afa, &HF > WAHREFENR ",

RETERSHR

TR LRI T G RSS In —BVBCE LAE R E 2 7R,

HEEIRS WS URN

ERENNE

Hai3l

EREY

* BRAERA RN RSEERIIEF B
* B AE TR ERRANRIAR A,

p

1. %8~ 7% (S3) *>* TERSHR

*

o

HEo MNRFBERRLUELES

8%, BEE C BCE * HENGE

FHINHE . RASMEB TR — T RIS KRR

URI Sk E x5 2. 0, EARERE
EH ST AR EIESEDR URI LUER&E D Elasticsearch 25| LU TR S, TR EEE

R B R TakSHEmIE, HRERTEBEENTARSHERTIR

use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® = Type® = URI® = URN® =
my-endpoint-1 $3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. EERBYRIERIR R
B B i = 1R RS B DU

3. EEEE .
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate




4. RIEREBENHRNEE,

() cimsss, GTEERHRN URN,

a. BEENIRRNERAN, BERREBER £
b. RIEFEELL URI o
. RIEFEERSNIIERE,

* WFEAK HTTP BMRWIE, FREFEENAFA B, RIEFEESEN, HARERE * HIETD
HENHEL, NRFEBUHPTHBIEDL, BIEE * BRBRHRE * -

* WFIAREAS MW, BIREFEELNEH, HARERE © HiE S3 A © HHEILFHBILIEESA ID
MNFR R ER. NRFBEBUEFMBBVEDR, 151EE * EIR S3 BA%MmIE * o

d. IRIEREE A TRIEARS B %,
o. W * MAFHREFEN * o

c IRAUEREERENNER, WEET—FENER. RASAENERIN— M T RIIES KRR
.

* IRHRIIERK, MEETR—FEIRER. BURRUEEHEIR, AEER * MHHREFENR ",
BXER
"R aRSHR"

WERT ERRSS hR

MREAEBERAXREKIIT SRS, A LRRRS.
CERBHNE

© R TERR K S R RS,

- EAARTRA * GRS * AVRIAS A,
B

1 MR 7 (S3) *>* FARSHA .

IR ERTERSHRNE, HPERT EBEENTERSHRYIR.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Display name @

£ lLasterror® < Type® =

URI® =

Create endpoint

URN® =

my-endpoint-1

my-endpoint-2

my-endpoint-3

my-endpoint-4

53 Bucket

0 2 hours ago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

AR E A BREY i s X B Y B R AR

NRMPREEERNTEIRS KR, WERLLERBER D ERER

SRAXBKNTERS. £

() AEREROERBERER. MEMERIEAELCH, BIEENEESRERENTE
3IMEMIH URN A1k, StorageGRID SEERIR S AR Al MEHISHIZ,

PR ¢ 1RIE > HIFRIRR o

LB 2R — R HIAE S,

Cancel

external resources.

Delete endpoint

This might take a few minutes.

Delete endpoint

Are you sure you want to delete endpoint my-endpoint-10?

When you delete an endpoint, you can no longer use it to access

PR BIFRIHR * o




ERT BIRS R EIR

YNRTE StorageGRID 2S5 FERZIHRBENLAERIR, EEREEER—FER. £
TERSHERUEL, RE—MEIRVIETREIRLZEZKITEF, NRSHRERXBEN
NEARIER, NAREREREIR.

HREREREHIR

MRAELE 7 RAREEATERSHEREIR, WEFEESREERBER—FERER, EAILUEITAR
SR NENEEEXILHRNESFAER.

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

ERRLEETHR—HREZEREFERSHEANENINE,. BEEEFANEIRER, BRITUTERE:
p

1. Mg FIRE, EFHREIRR R,

2. EmAFAEENE L, EF EE . ETNRYETHERNSENER, HEnERAENRE, B840
& X BtrRYEIR @ RERETE 7 KRR,
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

WERIRE RN &R

BMEAAR T REHR, * RE—1HIR * VAR SSE B RXERIR, BEEEHIREE N IR HEIREIREI MK
PHERERRAVIEIR, BHRITLUUTRIE:

IR I% B R = 1R 4 (E B U,
2. WEER R > 7 EERE

privs }LJiitiiﬁ% 51 StorageGRID IIFFERZ R m R FEURE T UERYFIEIEARE. RESM
BN LS — T R RIESiE S EE,

B R R IR

@A) LAE A i ,.\\1¥QE’EI1.:.UJ\EJ:EI’J RE— IR HERBPRESBHRNRE. XLEHIRAEFEERIER
R RERRRIPIEER o 5140, WNSR StorageGRID HF&A IEMRYIIRANPRE IR 2 A B S HAM A A 1410 B4R

84



S3 77 E, MAJRES= &S CloudMirrorbuc2 RiR. HEA "HREEMkR TEHBRAR, ", FHAEEN
"AccessDenied” " 3 "InvalidAccessKeyld o " "

NREFBRER R UBRUTHEIR: « MWERIIRAHRFER = EStorageGRID IIEEH /G ImR. FHFIA
AILMERSRRELNE. RASNENERBN—MT RIIES KR AEE.

p
(Bpviz=o )
2 ERAFAERNEL, BEFEEE .

3. IRERERER-IE.
4. 5 R > MEERE
R R IE = iR
Y StorageGRID IIETF SRS KR, ERMIAGRNEREABRTFERABMAR, HARITESNREE, B2

, StorageGRID ARIRIERLEF SARSFSIZEFAFENFIENIR, Hit, MNREFEZHEAF SRS (Fla0 403
Forf A" ") BYREIIR, BRES IR EHEXEKAIIIR,

HAthF & RS HFEHR
BXEMER MFARSHITHEHRRNER, 152N EXEIE StorageGRID BYtHH,
"&I2 StorageGRID"

BXES
"BIBTERSRR"

MR T & AR S35 i L A S
"RETERSHR"
EZE CloudMirrorE

CloudMirror EfliRZS =% StorageGRID F&ARZ Z—, ERILUHER CloudMirror E
B REohEHIEIIMNB S3 FiED .
BEENHNE

* StorageGRID EEGHA4MAEHNHEFIKS BRTE SRS,

* BB eIE— 1o, FREREERIIR.

* ZR{E CloudMirror EFIBrNIERANEEE, FHESMAEBH URN,

BB TAER " EEFRESE "I " RGN " ANRAFA, R TFEEIEHEFIKF RS S3 2

B, EREFAEERIEEFEDBRE, XENERSBZHANEFMED EREPINRIGE,

KXTFULES

CloudMirror EFIS R RMREFHE D BREH ZliF R PEEN BInEEDBR. BANFMHEIEER CloudMirror £
hll, BAEIBHNAEMNEFEDERERRE XML, EFEE XML B8N BIREER S3 FiEnERin=a
URN .
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K StorageGRID dNfAISLHES3EFE D R EFIECEAPIRVER. 1BSNLES3%E P ini BIZFrYER.

NRE @aﬁ%ﬂ’]ﬁﬁ%ﬁﬁﬂ:ﬁ% CloudMirror 21, NZERFMEIEFED RFEIFNR, EREHEFED
BHRIAENR. ERIEFRNENRT GEMREE R,

NRESFIEE XML FIEFAESE, N StorageGRID 7EXf B1T S3 in I TIRIEINRERZEL. BfifimRIEY
MZFFEERTFMESL. BSPERE E#‘T%éﬁﬁif“ IR AR,

p
1. WEFEDERBRER:

ERXARIEZSRCIRE S3 Efl API PIEENBRAERIFIFRHNERIEE XML, & XML B

° 57 E, StorageGRID (XZ#FHEFIEEN V1 . XEKE. StorageGRID A% #FER Filter Element
EE’JHU‘J HEREVIHPE XBBRHREENAE. BEXFMES, FENEXEFIERERN Amazon X

° f£F S3 FE D ERIR =AY URN R B 1R,
° WAJLUAIN <StorageClass> 7o FEEU TRz —:
* STANDARD: BRIATFEE., MR EEMNRETKRIEEFMELE. WS 2R sTANDARD EEAFHEE.
* STANDARD IA: (fME—AREiIHRE, )X FihRIERRENFEEEREN RIS RIAEIE. 5ER

tETF i,
* REDUCED REDUNDANCY: RUtFEEXATFEMEAREEMTIIEXRE. AIEINEHE STANDARD
FiE%,

° YNRIEE Role EECEXMLA. IHEHUIGHKBER, StorageGRID AMERALLE,

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. FAFEESRD, wEFE (S3) >0k,
3. EHIRTFED ERRIR R,

LB R B i3 B 4R B DUE,
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4. R FERS > 8.
o. i * BREH * ik,
6. WEFIEE XML KEMLEIXAER, AFERE * REFEEH

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ

@ StorageGRID EIE GG EIRS NS EIE APl A MAFPKF BEFERS. @0
RFREFRE XML BT L4 551R, 15EXR StorageGRID EIER,

7. WIS HECE ST IER:
a. MFEFEIBRRAI—IHER, UWkEERREREENEFIER,



ERIEE RGP, SRS 2020 " LEHHR.
b. HIAMREEHIF BIRTEHES o
HFNEHER, EEHRIERREHTT.
BXER
"7 fi#CloudMirrorE HlIAR 5"
"fiEF S3"
"B T RS IHR"

FCEE @

BHIARSS B = StorageGRID F 8RB 22— EBALUAFM@ESEBABEN, LUEEEXE
EEHME B &1XEI5Z3F AWS Simple Notification Service (SNS) HIBHRARSS.
BRENHNES

* StorageGRID EEGZMMALENHAF K ERTEERS.

s B slE2—MEED R, AeERERHIR.

* ERESHEMNBERNERSINBEEFE, FESTIEEH URN,

* BB TAEE " EEFESER "SRR " NRARA, RAFEEERF KA FFRE S3 0K
iKE. EREFEEREEFHEIREN, XENREBERANFEDERRBPINRIRE.

XFIAES

EERMMENE, SHRFEIRTHIEINRREEESMAN, BIEMR—TEN, HBEELXEREENR
RREEERARSS (SNS) T, BEANFMREDRBAGEH, UICIEHNAEMAENLE XML, BHNRE
XML RS BARRISEF @R <EY URN o

BXREHEMURINAREXLEENN—ARIES, FEU Amazon X, HX StorageGRID IfRISChE S3 72 fiE
DEENECE API BIER, 152K S3 &FF iRk AR,

MRANEENERNEFEDERBASMHEN, WXSNEREFEMEEFRITHRELEE.

p
1. FRTFES B R @A .

° FRANXARIBERAIER A S3 @K API HIEENEHEHFAENEHEE XML .
o BgE XML B, 15EREMEMESM URN fEABIRE,
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- EHEPEESRS, EEFEFE (S3) >k,
IR E D BRAI R R,

LB R B g7 BRI 4R S TUE,

SR FERS > FHEA
R BRASMMER - Sk E,
- FrBAECE XML #5MEEISXAHESR, FAEER * RIFEN o



Bucket options Bucket access Platform services

Replication Disabled v
Event notifications Disabled ~
Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)
# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.
Enable event notifications
Clear
L Lal
<NotificationConfigoration>
<TopicConfiguration>
<Id>»Image-cregteds,/ Id>
<Filter>
<5 3Key>
<FilterRules
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterRule>
</ 5G3Key>
<fFilters
Lo
< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

@ StorageGRID EE R HFEH MK EIEZHMIEEIER API A& MEFKFBEFERS. W
RFRFECE XML BY A4 551R, 1BEXAR StorageGRID EIE R,

7. WIER A EIEHEESHEA:
a. WEEFESRPASEE XML FEERML BRI Z RN RAITENE.

FEURAIR. SHERENRE. BESRKEXFEMHER inages/ A%,
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b. #INBRBR SNS EF KR IX @A,

pan, MRENERETITET AWS BEERMARS (SNS) L, MeILORIARSECE AE A EER Y

M8 R IX B FHR o

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

WMREBREDUEER, NRTEERMINA StorageGRID iEHAC & IRTE#E 52 ERo

RS ERS)
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T RRTEfE S EE AN
"fEF S3"
"BIRTERSRR"
ERRREMARS

BEREMARSS @ = StorageGRID F5iRSZZ— ERILIBRALLARSS, LUEELIE, MR
R E M E TSR SATIC I R N R E AR B RERS .

SR LAEAE P EER R EE X StorageGRID ECE XML N A FEFED ERECE R RERK.

@ HTFEREMRS SN RTHIELXTIBin, HLEEE XML #¥F/9 metadata notification
configuration xml . LEECE XML 5RFERASEHENB notification BELE xml RE.

BXLUTEEXStorageGRID S3 REST APHEERIFME B, 1B N IHESIE F imi AIERF8YHER:

PR D BT SRR EC & B K
* RENFfE D BT EERECE AN
* PUT i D B o SR @ A ACEIE K

BXES
"ATEREMVEE XML

"FTEEE A P E S RTHE"
"B REMARSS ERHY JSON"
"B RERARSS"

"£F S3"

FFIEREMNEE XML
RREMRSERPESH—ANMNHITRE

<MetadataNotificationConfiguration>

</MetadataNotificationConfiguration> #5ice S NHNERISEMNIEAIAHE B

X MZBIITR ARz StorageGRID R IXEE 3R B TR & X 2 RY B 7o

AT LIRS RBIRVRIRTHEN R, FI80. BRI LA XEGRIRNNRIITEIRE /inages — 1N ER. HAHEEH

SR RIBETEHIR /videos B—1 BIREESHNEELTY, ERXNSWIES, flon. —MEEE. HHPES
— P EIRAINI RN test MEZNMN. BFEBAZHITR test2 FRF

AIER IR RER RS CIEEAY StorageGRID s AY URN 18E Bi%., Xitkimm 215 Elasticsearch 8% FENX
RS IFI2EE,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description
MetadataNotificationConfiguration  FfF457E s #URIERI AT R A B ARAIFL NI B9 A 234
120

BE—THES T HNTE.

AL BT RRRG H TSR AN S E 2R 5 | FRIX KRB
M EY A ZEARIC

BEFIZESHIAN.

& 1E MetadataNotificationConfiguration JtZ&

ID M BYE—FRIR T o
BE7E Rule TtEH,
Status KSAILUZ "ERA "N " EER" . FTaNEREAN

MR TESATHRFo
BE7E Rule TTEH,

Required

=i

=i

iyl

=
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Name

GIE:

Bt

URN

Description

SHLERN RZ UMM BRI, HEoisiEikix
E¥sE B17T.

BENERENR, FHEE—TTIR.

B &7 Rule TTEH,

M B ARRY A 2RI
B ATE Rule TTEHF,

RIZFNRTHIENEIRA urn . XTEEBLUTEM
A StorageGRID 529 URN :

* es UIMEE =N,

* URNZUAFETTEIERIRS IFIRBLEE . A

domain-name/myindex/mytypeo

im AT BRSSP EIE AP #H1TEE., T

AT

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty

re

WITERRECE XML ZRiicEiRR, SNEERRW

HER 404 2,

un BEEBMRTES,

ERRGITTEIEENEE XML T RENEAEZB 2RI XML .

BT ER7F AN THEENEE
LRI, FREXN RN R TEIEE R ZEEIE—B 1.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>

<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>

BER MMy THRERECE

HFLTREIP. RIESHSKLENMROITRITIHIE /inages KEF—P BN, M5 HILLEEIIFTRIITR T

BNEZEEI—NEME /videos EEEIB— 1M EIRo

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

GRS ENS)
"fEF3 S3"

"EIEREE R ARSS £ RAY JSON"
"ECE R RERARSS"
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EERREMRS

BY0E, RN REEHETIHIERATICH, ERERRSESENRTHIELIXEE
PMERES,
TEBHNAR

* StorageGRID BEANMAEHNIEFR KPR BRFEESRS.

c BB RIEBEANERNAREFIZES M S3 FED .

s BREEERERRS BIrNmEANNEEE, HEXTEEH URN,

BB TEE " EEFEIER "I " RihR " SERMEF YA, IINRAFEEEEF KA RARE S3 9k

FIRE, FERAFEIESIEFMED KRN, XENREBEEHARIFMHE D ERREPINRIZE,

RFUAES
NIRFEDREEERREMRS G, SIZNKRENRNRITEREIATC AL BREE B RG2S R T
. MRNEESHRNEEIRERERENRS, WAZEMANRENRLIETIHIEEN, EUREHXLE
RENR, URERETHEERNEBIRMERERSIF,
g

1. EAX AR C)E R B REMFIFRTEESERN XML

c BEENEXATERERNEE XML BEE.
° BgE XML BY, BEREREMIFESL URN £ 815,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. FAFEESD, ®EFhE (S3) >k,
3. EHEIRIFED ERRIR R,

LRI B R gD BOIF (S S 0.

4. R TERS * > BREN
o. i * BREREMR * EiEE,
6. BriEBECE LRI AET, AFEE - REENR
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

@ StorageGRID B G AEAMIR SRR EIE APl A MAFKFP BBRTEERS. NRR
FECE XML Bt A4 $51R, 15BKA& StorageGRID EIER,

7. BIFE R E IR E R REMRSS:
a. MIRFESERAIN— TR, UHRERE XML iR TiEaM A E R,

ERE SRR, FNEEFED R N RE SRR T EE.

b. HINE XN RITTEIEFIRIZH JSON XISE RN E KRR EERRSIF,

e
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RIERE, EaUERUTE—AA2RAEES BRAIEREMR:
CEECFEME (S3) >R, AREUEETR * BREREMN * EiEE,
* WIREEEMER S3API, BERMERDBRTTHEIEEIER, BESNE XL S3 FF hNAIEFBINER.

BXER
"7 RIS REE R AR S

"ATFIERERIECE XML"
" S3"
"BIERF SRS HER"

HIEREMARS LMY JSON

NEEDERERERERRS G, SRR, EMSBERNRITEIESNIRCH, RAEHS
EM—1 JSON XA H & IXE B iRim =0

R FERT EREEHEN RIS AT REE B AYJSONRA sGWs/Tagging. txt FER AMEFEME D EEFEIE
testo o test FMEDERHFITHRAIZSH]. Flt versionId FFIEAT,

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

TAIRBAI & M R TT AR
TRIIETERRRENGERIZEBIRGRR JSON XEREEHIFTE FE.
NHEBMEEFEDRBR, WRAMMARD ID WIREE) -

Type 512 2 FR A Rl A
FEIRAMNRER bucket: TFETERAIZRTT
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Type T 8 2 RA0 () e
key: MNREARZIN versionID: MRhZA. AFRIRAEHIEIDERPHR

region: U0, BucketXiE us- AR ITEUE

east-1

size: HTTPEFIHAI AR RK mds5: WREHE

TN Jo 28 1)

R Tz metadata: MNREFFERFTHRE. (FAREXN
key:value

Tags tags: ANREXBIFAIEXRITIC. (FRREXN

key:value

FFARICH AP TE#E, StorageGRID 38 HEAFIEFENFE R R S3 B @E %A

@ Elasticsearch . EAZE Elasticsearch UG XLEF TR AR N HEAZEF, 15I%IR Elasticsearch
PRI TRIAS FERIRET AR ST HHANR . ERLBIEREMRS 2/, HNERS| LEANSFR
BRET, ANXARFIRSIG, BT EAERS|IPREXEINFTERIEE,

{5/ S3
T RE P IRN REFINAEEEAS3 API5 StorageGRID R4HRIEE,

* "#S3 RESTAPI"

* "EREFE P i A

* "StorageGRID #{a]32HES3 REST API"
* "S3 REST AP| Z1FHVR(EFIPRH]"

* "StorageGRID S3 REST API 1&{E"

* "TEfES ERFNLA R SRER"

* "AREST APIELEZ £ "
SIS ANER IR IE"

* “EDH, TRIHE HTTP EEHNMAE"

%1%S3 REST API

StorageGRID ¥R EZE#ERSS (S3) AP, Z APIEA—HARTIREEE (
Representational State Transfer , REST) Web ARSSFHE, @33t S3 REST API By
X1, ERILURES S3 Web RSB H A EMARSSBIN B2+ 58 StorageGRID RZ4HIAN
I RIFFEEIRHIC R, XEEWNK P InN BIERF Ha1{ER S3 REST AP ARNER# TR
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DEYE,

* "X S3 REST API 238"

* "SZRFHYRRZAS"

* "%3F StorageGRID F & AIRSE"

3t S3 REST API 1M EX

&N T i StorageGRID R&4ixf S3 REST AP Bysz35 & & T HRLE TS 1k,
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s3:0bjectRestore:Post HHFRE,

* WTE, ZEMHFRY AWS K/NREIEIRGIK . ZE6

7 LERRNS T E AT T 5 MB M 5GB Z
8o wE—TEMFEILUNF 5MIB,

* EINT X TLS 1.3 M5, HEH 7N TLS

BEEMIR.

* CLB IREEFH.

* EINT WEARFRANE (SSI-C) R

EHITARSS SR IR N AT SZ 1.

© BN T XIMIER. FREXANNE 73 B A an A HRIRE(1X
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FRko
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10.0

S FFHYRRZS
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N7 XMBETFoEEINENRERNZE, 1EmT
SHTELEMFE D ERSRBE P EA AWS 1B/ IE ARN

, REEEKHERPANRRTENZ . HXHFFER
StorageGRID &AMV A AFN1F#E 50 ER R,

* AR ZHEMECE JSON/XML HERA
ARN/URN MBS BERE, BIEEBEX
StorageGRID ThEEHEABIIE .

EINT MERAFELE (CORS) , S3EFIHEIN
BT RIERR HTTP UNREED R LRSI ERY
<Ho

EINT HAEESEREEF AR ( CloudMirror
, MHFN Elasticsearch &R &E/M) WIZ#HF, ILsh, &
EINT MHEE SRR RITEAI BLI R AR AT A—E

IS BRI,

T Ik AES], mARRTIEER, KPR
HHTE, KRB PutOverwriteObject 1 FRAY
ILM 3 FE 2 H5,

YEONT I hRAS =R S S o

BN T WEBMEFED BGOSR SRER AR S8R EIA (L
fREbF - Efl) B9

BT WNZED LT, EHTEREIUERN v4 FHE
IERYSZ 5o

StorageGRID #4igx#152#F S3 RESTAPI . HAEIZ#HF
B _Simple Storage Service APl &£ jyZs g 2006-03-
01,

StorageGRID Z#FA FHFERRZASHY S3 1 HTTP o

mE

S3 e

version

_Simple Storage Service APl &% _ 2006-03-01
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e version

HTTP 1.1

BXHTTP H¥AEE, 55 HTTP/1.1 (RFC
7230-35) o

* ¥ *: StorageGRID F~3%#F HTTP/1.1 Ei&k.

HEER
"IETF RFC 2616 . BXAEwinY (HTTP/M1.1) "

"Amazon Web Services (AWS) X#4: Amazon Simple Storage Service AP| &&"

S #% StorageGRID F &8RS

i@id StorageGRID F&0RsS, StorageGRID FHF K Bl AR FHITiE S3 fFiEDEL, &R
BHIARSS (SNS) sl Elasticsearch S EIMBARS K BMISIRHIIARS

TREETAUANTERS UNATFEEXEARSSHI S3API

AR =y FFERERSH S3 API

CloudMirror £l B RMIF StorageGRID ZiERDE PUT EEDEREH!
EFFIE R ENTIE S3 FEDER.

BEN ¥HB X8 StorageGRID FEDEEH PUT FE9 BN
EHENAIXE B ERE SR
HBRs% ( Simple Notification
Service , SNS) U,

BRER BTFMETE StorageGRID FESZELR  PUT 720# 53 BT #UEE AN
R RTEHIELXZIEEE
B Elasticsearch &5, * F: * X2 StorageGRID B
X S3API,

MBS NEFKF BRATERS, AR7eERAXERS. AL, AP EEIXAEHEFKF IR
—PMRTZEERSHIRER. BRERS, DIRITHTE,

ERTERSHIEIN

EERTaRSZA, ST R EIY:

* NetApp i, XFHEE#HTT CloudMirror £, BHMFMILREMAY S3 EK, EAVFRENEFFED 100
o SNSENFAFEET 100 1, MEJEEZFE S3 B IRIERE T o

* 901 StorageGRID R4HRY S3 ZiE ERFEIR BB T hra<i=#IF1 CloudMirror %!, NetApp BiXBirimm
A S3 FEN AT, X#E, CloudMirror EHIFERT LATES 5 4 B IKBI XN KRR A,

* MIRBEFEDRERT S3 WRME, NMARZHEF CloudMirror £l
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MR R EERTN, MRE— Etag , % Etag B3 REIEHIGH
4. FIHEFE#DBNANS USRI R E EEENR.

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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RaEamEREN A TEEDS R
SIREMEREEXHE, EaliEd kL PUT FEDEREGARRIEREENATEES K.
IEERSRRFIX PR LB EN A T2 ANFED ERPRIINR testbucket: T

aws s3apl --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-

configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

BUIIRREMINRESAMERENRTEED R, BAEREER REEFED BRESEER. fla:

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

BRINBYPERZ IG5 H S RINIR ARy E an A HRECE.

WiEFfED BREmBREIEERTR W]

E&H PUT KR, HEAD MR8 GET WRIEKE, TR UMEELSEAPEEERTR PRSI
EXNR. NRMNER. MR RKE 8 Expiration IWBEA TR KA ZIEI LU LA EIERRL A,

(D HTFEESEREMEABPSBSILM. ALt expiry-date ERRIEMBRMNRIVEFREHER. BX1F
AES. FSIHITStorageGRID EIRMIHBAFR" IIAIAE W RIRE ™

a0, HEPUTHRIERZEE2020F6 8228 &K HBY. HEFBE— TR testbucket FiED Ko

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

BRI R RIGTE 100 K (2020 £ 10 B 1 H) I8, HESEEEARERNFMN 2 i,

{

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",

"ETag": "\"9762f8a803bc34f5340579d4446076£7\""
}

{540, 1tk head Object 1EK AT REUNIA 7 ERFRE—X KRBV TTEHE.
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRIOMEN BLHE REVTTHIE, HIETRMRIFGE 100 X, FBSMN 2 [LEC,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

BXER
"WTFAE D R THUIR(E"

"R ILM EIENR"

TATEAE S BRI T B R SRAE

StorageGRID &4 157N2) S3 REST APl H B ETFRAM B E X 1750 R 121,
THFIHT StorageGRID 59 EE XIF 5 BRIB1E,

1R E Description BXIEFAEE ...

IRENTEE D ER—E%E BRENVAFHREFEIEN -  "REFES E—EEER
K5o

PUT 7Zfi&5 B —2% REVATIREEHESBRN—EM  "PUT EE92E—EIHIER"
E5Ho

SRENIZfE 57 ER L oRihim1BY 8] BREINGEFESERBATERER "R ERiGREEERK"
ERIA R (B EE o

PUT 92 E& ERipia)ESaE] BTERRZAREEESRN L  "PUT 2B ERihRlatEliER"
ARIF 18] B (8] B T

WpRTFiE D BT iR BRI ECE MRS EFMEDIRREATHE  "IIFRFME D BT EE i E A K
BAIECE XML o
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81 Description HXEMES ..
RENTFE S BT IR B R SRS AT RS BT R E R
SEEEIE XML .

PUT D Bt iiE@MicE REEFMED BRI TTEIEEMARS. "PUT FESETEUERIELEE
*Il

NEMMEEREFEDER EFAEAXE: BLEBERR "BFA NREaHIEMETFiE
EMENBER T OIEMEHEDR.  SRIEK

RENFFfE D EREMIE EFAER%SE. RESFNINE "BFA REEFEDSERSHMEEK"
gﬁ&éfﬂﬁ1i%ﬁ£§ﬁ MR

PUT FEDERE M EFAERXRE. ATRENRIE "EFA: PUT FEDRESIME
RAREMEFEIRIEIMIRE, K"

BXER
"B % B EHIRERRY S3 121F"

I RNITHIIRE
RT3V 4E StorageGRID RAUNEIFI TR S3 REST API ##1F,

* "fFEH S3 WRYIE"
* "EFARRS BRImINE"
* BN R

* "HEAD H&"

* ' ERRER"

* "PUT X&R"

* "PUT H&R—EH]"

I RHERTRRENRIEE:

* W RPITHFTE 121235 StorageGRID —214#54. [BLATIRERRIM:
° FREXM R ACL
° OPTIONS /
° PUT WREZERE
° MENRIRE

 HRMEFIHFER(GIN. mPNEFIHE ANE—ZH)EE" latest-WINS "HIENHITHRER, "latest-WINS "
{HBYET BBV R F StorageGRID RAEMIBYISERLATEIFR. MARSIE F infalB FFiaiR (.

* StorageGRID T#iED ERFRIFAE N RIYAFEDRFIBEEME, BEHEER AP SEMKS ZINR.
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* ToiEBE S3 ihin)i@id Swift #E StorageGRID RAFRIEIEIT R,

A

T&

1R1F

lEPIES

mpRZ 1

T StorageGRID WA K S3 REST API 33 & #21E.

SKHE

Fo

ZREZBRIIE(MFA) MRk x-amz-mfa A2

TR IBMIBRITRIERES, StorageGRID 21X EIM
FrEEMEGI ERPRLE I ROPTBRIZAS, SNSRI,

StorageGRID =iIBIME FimREIMN, NRFTEEE
30 FAMIBRERERIZA (Flw0, BFEMIEENFA

A)

, M StorageGRID =X LERIZAHEAFRFMIER,

AR E P iR R

hR sl

EMERSERDE. BEREBNZEFED ERFIEEHE
A3 versionIid F&HiR. ERLLFIRRIGKAMBRILLR

ZiS

R versionid N FMIBRARIS. BRMER ARk

x-amz-delete-marker IREIFIEEN trueo

* MIFEREEAER versionId FRBRIESBERAMR

EHEEDER £ EEMMBRIRIS. o
versionId M FMIBRIFIE. EARIRE] x-amz-
version-id MINARKH] x-amz-delete-
marker IREIMMHNARLIEE N trueo

* IR RIS ARER versionId FRIBIEMRAE(F

COER

R

Fo

HNRE E. ESKARBREFEEN"null"RZ
Z"null"BIBRIRIS. FHEBRFTEY null"BIFRIFIS. o
x-amz-delete-marker REIMNEHNITKIEE N
trueo

D AERERRT, — I NRAEEFEES T
BRHTICo

ZRRFPWIUIE(MFA)FIMINATK x-amz-mfa A3

A TER—IERE B FRERZ TR,
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1BR(F
BRI KR ATIC

REH &R

KB & ACL

RN REERE

REVH RIRE

IREXIRITIE

HEAD 3%

[ERRIER

PUT W&

PUT M &R—E

PUT W R & ERE

MEXNRRE
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SKHE

A tagging ATF M RPMIFRFABEIRZHFE R
1EFE Amazon S3 REST API 1T F £,

* WA
Y0 versionId IERAKRIEEEINSE. IRIERM
AR B FE D R PRI REV R IR A SR IBRFR
BIRic. MRMREVHRIRAEABERITIES. WEEEA

IR [E]' MethodNotAllowed IR7& x-amz-delete-
marker MARNARSKIEE N trueo

"FRENF R

MRAKFIRET RERIHRER, Nitig/ERFRE
BEMMNUMRIMRAEER ID, DisplayName Fl1#X
IR, IETRFIEEMNNRATTEIHRNER,

"fEF S3 WRHE"
"fEF S3 MWRHE"

£ tagging FEBRLUREIFNRMPFAEIRC. EFIE
Amazon S3 REST API {T AT LhE

* hAsfEd]

R versionId IEKRPRIEEE DS, LHIRERHR
BIZhRAITHIRFE D P RO RMRAFPRFRE
FRige SNRMREVHFIMRAAMBRITIE. NEERR
[E]'MethodNotAllowed A7 x-amz-delete-marker
M ARSKIZE N trueo

"HEAD X &"
"ENRIER"

"PUT H&"

"PUT H&R—EH"
"EF S3 MRBIE"

"fEF S3 MWRHE"



1BR(F SKHE

PUT X &R4rig £ tagging ATFHEIMBEXNRAIN—EIFCHFE
JB. TEFfA Amazon S3 REST API {T R FLhE

* ARCEFAMBANIT I *

£/ PUT X RITCEFH N RIFFICH, StorageGRID
REEHBATR. XBKEFSFERLE ILM FET
FRIEERY " HATTA " &L, BIEEGRS ILM #iz
BITE ILM BY, LN EANRKEERHS
#17o

XELRE, MR ILM RN ENITAER AL,
WELEREREXNRE (Fla0, BFHREENLE
REIA) , AERITEMARE. EMEINKRIRE
HYFuE, e TARARRIE L,

© FRIFRIRR

HERIUEFIHBER@GIW0. BNEPIRE ANE—Z0)%
&' latest-WINS "B RN #HITHER, "latest-WINS "I
{EAYET ] B R FStorageGRID RSABITERLA E I
K. MAESIEF in{a Y FF a1 E,

* WA=
Y1R versionId RTEULIFERPIEEEITSE. IHIR(E
SIARIC AN EI R A =R BT AE 2 ER PRI R VAR
Whlas. SR RBIHRIARAAMERTIS. WEEER

iR [E]' MethodNotAllowed A7 x-amz-delete-
marker MMVARKIZEEN trueo

e
)

"EiZ BEHERERHY S3 1R1E"

5/ S3 WRHIE

1R A StorageGRID £2LABRHT 2B S3 WRBIEIRE, WA LERET S3 WRIER
’{g?ﬁ?ﬁﬂ@@ﬁ%ﬁ %, SARARMEIEES NS N NRREIEERE BBRNESEFEIR
BT S3 WEKRHE, BAILUEENREFIANIEE, LM LEXNREEEREA S TTREA R R B =
StorageGRID S3 MR MEIRERM T —MEREEN, #HETF Amazon S3 SR, BRINERT, EFABFE

T EBERMPRZRIFHIM RARA, StorageGRID S3 MRMMENRERZFFIR BRI, HERATFRABRHHINE
ARSI REBIRBEIMEFZRIPBINR.
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NEFEDBRERSIRME

gN5R 7y StorageGRID Z4IEA T £/F S3 WEMEIRE, WEILIERELIRENDERITEA S3 WRBE. &
AR T E—77A!

* EREFREERCIEFES .
“EAEF S
* f£APUT BucketiE KM BIEZE 5T B x-amz-bucket-object-lock enabled iEKIRH,

"X EE D BRI TRYIRAE

BIREFEDRE, BRERNNER S3 WRBE. S3 WRUMEFTEIERIMAES, EIZSBRNEEHERA
73 ERhiR A4z o

BRT S3 WMERMMENEFHEIRAUESEENTES S3 WRMERENINRAST, StorageGRID R32#S3%
KME T ERPIONKRIRINRE. AAZFHPUTH R MERE 7 FRig(F.

HRERBNEMEIRERATSIWRIE
EHESSERASIHRIUE. BEARENRIUEEEIFNR,
"FAE D R THUIRIE"

EASIHRMEIRELIBITR

BERNRRARINZISAT S3 WERMERNFMEIRIFIEE S3 WRMEIRE, BEEER X PUT WK,
PUT W& - EFIEehZEH EEFIER, BEAUTIERIF.,

() lEemssn, SRR S3MRUE, REESRE, CEERINRER S3 HKHE,
* x—amz-object-lock-mode. %iﬁ?&éﬁﬂi(zﬁtd\g)o

@ YNRIETE x-amz-object-lock-mode. EEMNIIEE x-amz-object-lock-retain-
until-dateo

* x—amz-object-lock-retain-until-date

o (REZE IF HEAEN R AMRTL 2020-08-10T21:46: 0020 AMFER/NEFD, BURE 3 i/ (&5
ERZ) . ARVFEREM 1ISO 8601 o

° REHLEBHHARL AR B .

* x—amz-object-lock-legal-hold

MRBTFEERBRES (KDANE) , WNKKETEERERS. NRXHATEERE, WARHTE
ERE, EEHMERHSSE 400 #FHIRIFEKR (InvalidArgument ) $Hixo

NREER EREIERIRK, EETLATRSE:

* . Content-MDS WIRHB. NMNIERIFEAMEAD x-amz-object-lock-* PUTHRIBEKRPEEIFKRIT K,
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Content-MD5 PUTHR-EH| B L2 LERFTE,

* MNRFMEDEERBASIHRBUEN x-amz-object-lock-* IFIEIERIRkL. IR[E400551R1E
K (InvalidRequest)&iRo

* PUTH&RIERZH#EMA x-amz-storage-class: REDUCED REDUNDANCY LAILECAWSTTH. B2, WE
TERAT S3 MRYUENER TRHNKRENFEIEL, N StorageGRID FIBLHITIIERE N,

* RERGETHHEAD N RIRZASIMR & B IEFRE x-amz-object-lock-mode, x-amz-object-lock-
retain-until-date, M x-amz-object-lock-legal-hold(MIREERE)UAMIBERLIESESEEH
s3:Get* PR,

* MNREERMBFN RRAIRFNRRAIERBFREB L ABAHA T ESERERE, WIERGEK,
FHEEMSIHRUEILE
MRFEEMNENRRENSEREHRZIRE, AIURITUTHRFHRRIZE:
* PUT Object legal-hold
RIS ERBER on , WHREEFEEREGRS. MRESERGERN off, WEUHEERE,
* PUT Object retention

c BAELAFEEKR (ROKNE) o

° REBLEREAEXIRANI 2020-08-10T21:46: 002, FSRVFER/NETD, BIVRE 3 i/v#k (+5HH
ERNERW) o FARIFEREM ISO 8601 830

* IRMNREAEENERREDL, NIRBEEMILERE B FNELTERFKH.

HXEER
“EH LM BIER"

"{E IR P

"PUT 3R"

"PUT MR—E "

"B S a1

"I R AR AT ]

" { Amazon Simple Storage Service FBF$5RI: £/ S3 WRPUE) "
fEFARRSS Rik

ARSS2BRIRMZ R AT RIPERANREIE. StorageGRID RTEE AN RET X #IBHITINE,
FEZI R RIS EIRH I TREE

NRBEAIRSBIHME, AILURENZZANERES AR B /FEm kR E—En:

* *SSE ({3 StorageGRID BIEMZHAHFHITIRS]/IHME) * | ERBHER S3 IERUFEX KRBT,
StorageGRID =AM —ZIAXN M RH#ITNE . FEinlEHER S3 1HERUNEINRES, StorageGRID 2{FH
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TAERVER AR X SR TARE

* *SSI-C (EAZEFIRMEMNZAHITIRSRIHME) * . EEHER S3 IFERUFMEMRE, ERIURMED
BNZER . MR, G UEBERPREEERINEZ R, MRXEMMNBERLE, WK
THRE, FHREENTRSE.

E7X StorageGRID H1 SREEFIANKMEMFERIRNE, EELNERRHIVINER A,

() cRemmMBEEXLFRaEE. NEEENEESR, N2EAATNHER,

() TR SSE & SSI-C HMRMTINE, NAZBEMS BRI MERIIMELE,

fEFESSe.
Z(EH StorageGRID BN —ZAX W RHITNE, BHFEAUTIERIRX:
x—amz-server-side-encryption
T RIBESFFIth e <k
* PUT 4%
* PUT WR—EH
* BrhZ b 1=
fEFSSE-C

BEALEENE—RANNRHAITNE, BEA=MIBERFK:

JERIRA Description
x—-amz-server-side-encryption-customer IBEMBEE L. MMBEXRNA AES2560
—algorithm

x-amz-server-side-encryption-customer IR TR RHITNEREZENNZEZH, ZHHN
-key BN 256 {iI base64 #wh5,

x-amz-server-side-encryption-customer 1R#E RFC 1321 15 EMEZEHR MD5 HE, ATFHRRF
-key-MD5 MEZANFEREHEIR. MD5 EENEXNIIN
base64 RIZHY 128 fil,

AT X SR #&1EZ 5 SSI-C iBERATRk:

* FREXIR

* HEAD #&

* PUT %

* PUT WR—EH
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© EEEH

© EEERG—EH
KRS 2[BIHMESZ RN (SSI-C) EEFERNERED
£/ SSI-C Zl, EERU T ERSIL

* WIER https o

{8 SSI-C AY, StorageGRID &31E42i@id http A HAMEMEREFLELERE, BNEEFE

@ F http BINLERERERZEIRIF. EFZEH, HREFTER.

* MR AR ETag FEX REHERT MD5 -

* B EENEZERTIN RS, StorageGRID RFEMZEZ R, EBAFREANSINREHIINEE

Ho

* MREHFEDREBBIRAIES], WETHRRAFEHNES B CHMEEHR, ERRRES M RRAERE

PRI & tHo

* BFEEEF G LEENERR, RbEEQIEs s L EREREMERPER, fINRARHR.

@ TR BRRKTARF M. NRERNEESR, WSERENHTR,

* MRAFEDRECE T CloudMirror £ll, MFEHN SSI-C R, HNRIERRMK,

BXER
"RENR"

"HEAD 3 &"

"PUT X%

"PUT M &—EHI"

"B ZE M LT

" AR ER

"Rt —E "

"Amazon S3 FFR AR1ER: ERAEFIRMENMERZS (SSI-C) FEMIRSBRIHMERIFEUE"
AR

R LAERS S3 GET MRIERM S3 FHEDTERINENR.
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REHEFEIR. HERUTHER:

GET Object by partNumber is not implemented

FRARTFRHEIMZEZS (SSI-C) #HITRSJ/IHMBINIERIF.
NRERAERENE—ZANNRETINE, BEARE =Mk
* x-amz-server-side-encryption-customer-algorithm: }§%E AES256,
* x-amz-server-side-encryption-customer-key: 8EMNRIMZEZTH,

* x-amz-server-side-encryption-customer-key-MD5: IEEXN RINEZHARIMDSHEE,

@ EIRENMEZRKTARE E. MNRERRNEBZE, WRERENHXNR, EERATFPREN
RPN RBIBEZ A, BEEFERARSH[/IHMNZBRAEEREI, -
B t#iE+FH UTF-8 /¥

StorageGRID F=f#Mfr St A P E X BTTEIEREE X UTF-8 F1F, WTFAFEXBTHERFER X UTF-
BFFIMIIR. REUERARIR[E x-amz-missing-meta NRBIABTHEC SR HTEINFRF. WARE,

ERIFKAZZHF
AEZFUTIERIRK. FHiR[E] XNot Implemented:

* x—amz-website-redirect-location

RS2 %)

WRA versionId KIEEFRE. IIRIEIGRIZRAIZHINEE D RPN RIERFTRA . WNRIROEHF
A RMERFRIE. M=FERIRE]" not found IR x-amz-delete-marker MINVARKIRE N trueo

Cloud Storage Pool 3%/ GET X&1TH

MRENMHREFBEEFELD (FEREXEIEREMAREEREENRINA) , W GET WRIEK
BT HEUR T RAVAS. BXFMESR, ESN "head Object’ "

@ MRENWREFEECEE LD, FRZNRE— ISR BATRESR, MR RIEKR
KM PIREE, ARBNaEFEEPRREE.

MRV GET X&RHTTH

HREEHN StorageGRID 1B K@ ILM #1Ti¥fE, 200 OK
B FETE R AFME MR RS A LU 4R
RN RIE A,
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M RAPRE
SEERRINSR, BRRTERITEQRIPRS

MNRETEETFNRIVRE

EEMRAREREE RN R

HNRETEERE=EFE

CEENTHZE DRI R

GET HREVTAH
200 OK

WESSEN:NE PN

403 Forbidden, InvalidObjectState

£/ POST MERIEFIBERFE W REREI AT LRI

Y[A%Ye]
403 Forbidden, InvalidObjectState
F1F POST WRIERIFEKFTEM.o

200 OK

MERNRBEIA.

INRE LEHIRZSEBNOXRE StorageGRID F—MAEMRIFDNZ KR, N StorageGRID Zi@SENF %
WNERHMAHXRKBEZNREEERFE TR, AREBERT. AESEIRMREGETHRIEXK 200
OK WRAVELE D BELBEITEORIVRS. HEWRIFELER D HRIER,

EXEBERT:

* GET MRIFEKAIRERRE—EHiE, EEFEIRERFL,

* ATRERIREIFLIIGETHRIEK 403 Forbiddeno

BXER
" AR SS SR Im AN

“EH LM BIER"
"ERRIER"

"B Z B ERERERRY S3 21"

HEAD %

&E] LAfEA S3 head Object IE K MM RIRITHIE, MEAEBEREIMNERAET, MNRWRFMHE
E=EFENT, NWAILER head MRIATE M RINTIFIRE,

FEREFRMNMEZ (SSI-C) #HITRSJBIHMBAVIERIT.
INRWREACRENE—ZARITNE, BEAFABEX=Mr%o

* x-amz-server-side-encryption-customer-algorithm: }§%E AES256,
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* x-amz-server-side-encryption-customer-key: 8ENRIMNZEZTH,

* x-amz-server-side-encryption-customer-key-MD5: IEEXNRINZEZHARIMDSHEE,

@ CIRENNEBEZRKEAREE, RELMEBER, WEERENHHNR, EEREFREDN
FIRRIPXRBIEZ A, BEE" ERARSH[/IHMNBRAEEREI, -

B t#iE+HH UTF-8 /¥

StorageGRID A& fRFEAERA P EXMTEIETRME N UTF-8 /. MFRPEXMTHIEFAEGE X UTF-

BFRTHIMR. IR ZIREAHNKIERK. MAZIRE] x-amz-missing-meta NRFZHBMRHABE S A OIFT
ENRFFF. AR,

ERIFKAZZHF
AEZFUTIERIRK. FHiR[E] XNot Implemented:

* x—amz-website-redirect-location

Cloud Storage Pool & HIMEN ATk
MEMREEEREENT (BELEXESEEEMEAHREEREEXNRINGAE) , MiREILFMMNRk:

* x—amz-storage-class: GLACIER

®* Xx—amz-restore
MR FRkiR it T B XM RSB =EZEMN, AR EIRAIRRRESHEXRRNIREHER.

THREPRZS 3 head 3 B9
KR BHA StorageGRID B F@T ILM 3#1T3FE, 200 OK (FREMEM4SHAIHRAT K. )
BT TEE SRRt o A% 5 5 155 A 4L 45

SHEEHNFHINSR, BERSEITECRORS 200 OK
x—amz-storage—-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2030
00:00:00 GMT"

ERMNRSEILECRIRESZF. HiREE
expiry-date IRBEARFKNEMNTIERTE], I
JERYIE) R StorageGRID RFHEHl,
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M RAPRE Xt head 3R AN

WNERETEIRANTRE, EMELEEDBEE— 200 OK
P ElZ

x-amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2030
00:00:00 GMT"

B{E expiry-date I8EB NFRFEMNEMNTIER 8],
R MR EMEIAARETE (B0, FED
mBEXHA) , MR ERIFRIERKHI T

R 01, UENSEFENERIRIE, AT
BERIIIERIEI R,

ié%ﬁiiﬁ%ﬂ?&iﬂﬁ%ﬂ’ﬂﬁ?& MM ERFEEME] 200 OK

x—-amz-storage-class: GLACIER

EEMFARERESERIITR 200 OK
x—-amz-storage-class: GLACIER

Xx—amz-restore: ongoing-request="true"

MREFTEEFRE=EFEM 200 OK
x—amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2018
00:00:00 GMT"

o expiry-date ISR RFHEBPHINRIRE
BTERRAIPRT.

SEENFRNZE D DRI R
INRE LEFHIRZED RN StorageGRID F— M AEMRIFDANZ TR, N StorageGRID =i@SENFF %
WNRHVEDHXRRHEZNRERECFENFAR, EREERT. TRIHERMREIHEADIRIER x-

amz-restore: ongoing-request="false" R RELE S BB EORIVRE. HE N RIFELEES

hRZA 42

WRA versionId KIEEFARE. IIRIEGIRENZRAIZHINEME D RPN RIERFNRE. MR REEHE
R s AfipRARIE. MSERIRE]" not found ™IRZ x-amz-delete-marker MMNATKIEE N trueo
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BXER
"E AR SS SR Im AN

"M ILM EEMR"
AR RER"
' * EIL,\EPEEE/TE’] SS *9!311;

EMRER
ERILUER S3 BN RIERIERIEREFEECFHEBFINR.

SFFRIIEREE

StorageGRID X2 FEMNRIERBERRERIN R, EARXZHF sELECT B/REE, #EFREIER
XNotImplementedo

RS2 %)

(AIEERE versionId RERRAITHINEME D ERPRERENITR, WMRKIEE versionIid. BFHEEFTR
BB FThRZs

N S EBTRBITENRERETTA

ﬁﬂ%%/\i‘f%?' EEREENT (FEIEXETEREHARSESEXE ﬁﬂa‘%ﬁﬂ’\ﬁ%ﬁﬁ) , MRIEXSRETIK
D, BXRAEFEREGUTTAH. EXFHER, BEEL" head Object

@ MRENHREFEERFMEMT, FEZNRE—THS M EIABAUT RS, WEFLZHE
SFERBRRERZN R, 1R, AJLUER GET HRIFREZQRAME A,

W RAPRZS POST MRIERBIITH

HREFH N StorageGRID , {EHiE KRBT ILM #1TiFti 403 Forbidden, InvalidObjectState
, HENRIECEFERF

SHEFEHNFHINSR, BERSEITECRORS 200 OK A=HITIEMEN,

AR EENRTEITENRIRESZEI. BT
FNHE expiry-dateo
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M RAPRE POST X RERIITH

R BELEEIT ARV 202 Accepted FEIERIEXFHEEHIRIEAFTH KRB
A RBISEREICEFER, TIHRESREY, WR
FRE A RTINS,

HE. WAILUER Tier IBRTRUBERREI TR
FrEEfYBY[E] (Expedited, Standard '3 ‘Bulk
) o WIERAKISTE Tier, Standard BFERE

AR NRWRELEZRISS GlacierRE I H =17 iE
fEFIAzure Blob Storage. NIFEERTRE
Expedited Bo R[EILATFHEIR 403 Forbidden,
InvalidTier:. Retrieval option is not
supported by this storage classo

[EEMARARBERSIERBIATR 409 Conflict, RestoreAlreadyInProgress
WNRETERREFiE 200 OK

YRR IRV REXRRFTRERE. WA UERE
expiry-date I ERAFMEERLZHPOSTHRIER
BX Dayso TR BEIGAAN FIEKEE#HITEH,

EXER
“EH LM BIER"

"HEAD X &"
"EHiZHEFRRER S3 1R(E"

PUT W&

TR LAER S3 PUT WMRIBRIEM RIAMEITFE R

RS

MRAEFIRER G BNEF RS NE—BP)RIZ" latest-WINS "BIRNHITHER, "latest-WINS "1 F{HAY
BY{E]EUR T StorageGRID RAMBIFTEMLATEIFK. MAESIZH A IR{AIR AR,

POE VN
StorageGRID ZHFA/N\EiA5 TBRIX R,
P TEdEAN

Amazon S3 B&1 PUT i5RIrkF B EX B TEHIER ARSI 2 KB o StorageGRID 3 F o 3ERFI A
24 KiB . FAPENXMTTEIENA/NSELIFRA UTF-8 RIEMNENBINENFZ TR ZMREEM,
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BRI+ UTF-8 F5F
MRFMEREAFEXWTHRNEHBMREFES RIEX) UTF-8 8, WSAREX StorageGRID 17

o

StorageGRID N 2T e A P E X BT HERN Z AR M EPE S8 UTF-8 FiF. XA UTF-8 F1F
#WMA ASCIl FH/F:

* MMRAFREXWTHIEESHE XM UTF-8 F5F, M PUT , PUT XREIZ, GET Ml HEAD IR,
* StorageGRID F&iR[E] x-amz-missing-meta MR ZAZMUENERESS T EIITEINFR. W

AR

IFRIFICPRE!
1EA] T EEFN KR AERMNITE, el LUEERMBIIMBRNERF, StorageGRID # Amazon S3 JE MR

BZXHE 10 MRt SHRXBMIFCHNETH—MITMEEH, —MACBENKERZAUZ 128 D
Unicode F7F, MFCEMNKERZALUE 256 1 Unicode . ZiAFMEXHANE,

MERFTE
7 StorageGRID F, FRAEXWRIYAFMEDERFAEEKFFE, SEHIEFMEEKFHER AP IZNNR,

S FEHERIRK
SR TIERIRK:
* Cache-Control

* Content-Disposition

* Content-Encoding
FERER aws-chunked IEBAF Content-EncodingStorageGRID ARIEIELL &I

° StorageGRID AEIIE chunk-signature 3 XREIE,
° StorageGRID ARIUEE IR MHEYE x-amz-decoded-content-length XK,
* Content-Language
* Content-Length
* Content-MD5
* Content-Type
* Expires

* Transfer-Encoding
NBHI. MZFHFHRERMRID aws-chunked kI, FRERABRATEE.
* x—amz-meta-. FER—PMRIF-EX. ZXNEEHFEXBTHEE.

NBFEXBTTHRIEIEE R - EXE, BERUTEARI:
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x—amz-meta-<em>name</em>: <em>value</em>

MR BFEHE*A P E X BRI EETEAILMAM N A S E Y8, MATER creation-time {EAGIER
REFICRITTEUE R, Fa0:

x—amz-meta-creation-time: 1443399726

BYfE creation-time WHMHEAB1970F1 B 1HLERIIFIE,

@ ILM MNARBERBSER * A E X BYRIZRSE * fFASERE], hAREREA FEE™ kIR
HITHANIT . IR ILM AR [EIFEIR,

* x—amz-tagging

* S3 WRHME BRIk
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold

"fEF S3 WRHUE"

* SSAiEKIRk:
° x-—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
"S3 REST API VIR EFPRHE"
BRI AR Z T H¢
AEZFUTIERIRK:
* o x-amz-acl AZFFERITK,
* o, x-amz-website-redirect-location AZFHFKIFK. KRB XNot Implementeds
FhEZEIRI

o x-amz-storage-class XFHEKITk, NIRZME x-amz-storage-class #MStorageGRID EEH N
HREMRIPMREVEN A, AR MStorageGRID Z2FAFFMEIITRIFABNAE(HILMATE).

NRS5EHNTRICEATILMALN X 2N 1T A EEAstrictiZI. A x-amz-storage-class PRl LMo

AILIER LA x-amz-storage-class.

143



STANDARD (ZRi\)

o * MR * 1 WIR ILM MM AFNITHIEE T RUREM, WEBARRE, RARILEICIEZNRE
BZNBEAHBES R EMEET R URER) - MG ILM &, StorageGRID 35 E XX IEAT
BT HEMN PR EIRBE, TN, AJEEEERRMECIERNNREIZ, HETTsEEEZMIFRY
sarhiEl AR,

o * B * : WR ILM FNFERE Balified 1£1, [ StorageGRID T3 BN MNP IsERIFFE R,
M StorageGRID =EARREMEMET R L EIEF GBI,

AR StorageGRID AJLAIZEISIZRILMAN(BZ M E)FIEERFIBEXNREIER. WEER x-amz-
storage-class PR Lo

°* REDUCED REDUNDANCY

o * IEAR * 1 IR ILM MM AEFNITHIEE 7 XIRIIED, M StorageGRID SEFH NN REYEIE—IE
BEIA (BNMER) o

° * BFE 0 R ILM ANHERE Balified e, N RBERFTEILENGIEMN PIEENFERIAH,
StorageGRID A =BI2—MEBYEIZ, 1R StorageGRID RILBRITEIFZE, NARKFEIER. -
REDUCED REDUNDANCY YIRS RITEMILMAMNIZ—MEFIEIA. NRIFERED, EXMHIER
. {#F REDUCED REDUNDANCY TR EERENIEIEREIZMMFREIMIREIZA

fF REDUCED REDUNDANCY FEEHMIER . REINEEMALLED, REDUCED REDUNDANCY IEINENHAE]
MNERIBBERNNL, a0, NREVEREDBNAEFEETRERENFET R L, MILFET SREEHRTT
ILM 7Ff&, MrTReRRREKIE.

COER L AEREHEEARES - RIASERIERIRKAZRIINGL, MREIHRIFE—EHEIE

, WEFET RIS ER LI BHEIRE, BNREER. EALAFHEPIET, EESERRENTR
B9 TRIA R,

§%E REDUCED_REDUNDANCY {NEZMIERH AN RIS SIRIIBIA . EFRSTEER ILM RESTEXN RS E!
BEAIMNREIAEE, WASSEEIETE StorageGRID R4 LIBIRN TR A FE.

AR NREEBATSIHRUENER FRMRHENFMEIEL. U REDUCED REDUNDANCY U 2K,
MREEFRYBNHNEMFEESE. NS REDUCED REDUNDANCY EULR[E|FEIR. StorageGRID G4
PATHIRRZHAN, UAFRHEESMEER,

AR S5 28 Um0 BYIERAT K

TR R U TIERIF OB RS R[IRMEBRN N RFHAITIMNE, SSE M SSI-C EIHZE K.

* *SSE* . WMRE(EMA StorageGRID EIEHME—E RN W REITINE, BEAUTIRE,

° x—-amz-server-side-encryption

* *SSI-C* . MNRBEAEGIRMUMNEENE—ZANMNRETINE, BEAAEX =Tk,

° x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,
° x-amz-server-side-encryption-customer-key:. ISEH N RANINZEEZER,

° x-amz-server-side-encryption-customer-key-MD5. FEEFIMRINZZIAIIMDSHE,

COEEL  EIRMEPNNEBEEIRKEAEE. MRERNBER, WSEREZHNR. EEATFRENE
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A SNR(EFASSESISSE-CHMRHATTNE . NEZBBIER D ERRAHMERANINE IR E.

PRS2 %l

MEANFEEDEBR T HRAES]. MAM— versionId KB NFAEENRIARAERK. X versionId 1
SEAEMNAIRE] x-amz-version-id MAMNARSk,

NRIRAEZEFIDEE. WEFEEXNRRA AT versionId MREBFETRAE. MZRABHRES,

HXEER
“FH LM BIER"

TS BRIAT ORI
"% B SR IRERR S3 1R(F"

"EFIIR S SR

"R EE P

PUT X —EH]

ERJLAGER S3 PUT MR - ERIIERNEFMETE S3 PHMNREIERIA. PUT WX - £l
BIESHIT GET , RABFHIT PUT BIFHERL

R

HROEFFIRIER(GIN. BNEF RS NE—ZH0)BIE" latest-WINS "BIRNFHITER, "latest-WINS "H{HAY
BY 8] BT StorageGRID RGBS TERLAEIE K. MAESIE - im{alBt FFi5i%{E,

MRA/

StorageGRID Z#FA/NEiAS5 TBRIXR,

P TH#3ETEY UTF-8 F57F
MREMEREAFEXHTHRNZHBMHEREE CR¥EX) UTF-8 8, WRKEX StorageGRID 17

o

StorageGRID N 2T e R A P E X BT HERN Z AR MEEPE S8R X UTF-8 FiF. 3 XA UTF-8 F1F
W79 ASCIl F7F:

* NRAPEXMTTHEIEE S5 XA UTF-8 75, NMEIRII,
* StorageGRID F&3R[E] x-amz-missing-meta SIRMNBERRZMENBEREC S TEHTEINFRT. WA

PR

SFFBIIERITK
LU TERARK !

* Content-Type
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®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta-. FER—PMRIF-EX. ZXNEEHFEXRTEE

* x-amz-metadata-directive: ERINMEN copy. ATFEFIMRMKEXRITEIE,

SO LI3SE REPLACE EFIMRNEBEEZNM B TR IE BN RITIHIE,

* x—amz-storage-class

* x-amz-tagging-directive: EXIAMEN cory. AFEFINRIMABITIC.
&0 LI3EE REPLACE AJEEFIMRENBZMEINE. HEMITIC.

* S3 WRMEIFERIFK!
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold
"R S3 WRHE"

* SSA ARk
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
"AR S5 2R IR AN BYIE AR K"
BRIRER AR ZHF
FZFF AT IERIF:
* Cache-Control
* Content-Disposition

* Content-Encoding

®* Content-Language

146



* Expires

* x—amz-website-redirect-location

TFESIETRN

o x-amz-storage-class YIRITEAILMINIFIEE 7 NERR N FEENITH. MZIEFERIFK. HE
MEStorageGRID ST R B 425,

* STANDARD
(BRIA) FBRETE ILM NI EEAIERZIEIE balanced-option ER E 8 &R 4SBT TR E IR,
* REDUCED REDUNDANCY
FETETE ILM FNE AR 3ZIEM S, balanced-option [E& 78I H B BIZAB AT R IR R ENIRE,

NREFTBA T SSHEUERBR FTRERBANFEDIER. WEER

@ REDUCED_REDUNDANCY TV R, MREFWRBNIANSHMEED K. WEER
REDUCED REDUNDANCY EIUR[EIF4iR, StorageGRID AL HITIIRREHN, UHEFRHAR
BAMEER,

7 PUT W& H{ER x-AMZ-copy-source — & il

NRIRFED BRANEIA. IBEFIEE x-amz-copy-source k5 B0 BRMEBIBARRE. BN REIENEIAR
EEPNEE

WNRBEFM BARICES. MERAH x-amz-metadata-directive #Rk3EEN REPLACE. MWMERBTEEISERIE
KRR TTHIBEHITEN. EXMMERT, StorageGRID AEEEMHANR, XERMNEEFR:

* BB PUT MR - EFMIMARRF#ITRUMNE, BAEEXMBERRIME, NRERM x-amz-
server-side-encryption fR@laf x-amz-server-side-encryption-customer-algorithm fR
3k. StorageGRID #5415 KHiR[E] XNot Implementeds

* AERLE ILM MNPEER " HATTH " &0, BIERREE ILM #EIEEHITME ILM B, EHiAR
EANRRE B HITo

XERE, R ILM AU BNITAERM LD, WELEREFRRENRE (Fld, BFREENUETR
AA) , AERTEMRE. ERENNKRIREELRIME, BRRLUHTRENMENLE

AR 5528 Um0 2 BYIE RAT K

NREARSF|/IFNE, WEREBIERIFKEUR T RN RES EMEUREE TR IR RN,

* MRFENREAZTFRMEANER (SSI-C) #HITME, MHBIE PUT Object - Copy IERFEELUTF =R
3%k, LMERTBREHEFIEX R

° x-amz-copy-source-server-side-encryption-customer-algorithm {85 AES2560

° x-amz-copy-source-server-side-encryption-customer-key SEE BRI REFIRHAIM
B,

° x—amz-copy-source-server-side-encryption-customer-key-MD5: EEELIBREX RV
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HAIMD5HEE,

* IREBEACRHENEENE—FANBTNR (BlF) #HITNE, FEEUT =R

° x-amz-server-side-encryption-customer-algorithm: 8 AES256,

[ S

° x-amz-server-side-encryption-customer-key. NEIRNRIEEHIINEZRH,

° x-amz-server-side-encryption-customer-key-MD5. FEEFNINZEZEFRIMDSHEE,

COEE  GIREPINEBEERKEASEE. MRERNEER, WSEREZNR. EEATFRENE

PRIFNREIEZ R BFEE ERRSH[HNBEPETEIL -

* YNREBEEFH StorageGRID  (SSE ) BEMIME—ZAMBEIRNER (BlZA) #HITME, BRIARKEERE

PUT X% - EHIEKRH:

° x-amz-server-side-encryption

= server-side-encryption TEAEMMRIE, MEFEBFHLIERIAR server-side-encryption
MMEFH x-amz-metadata-directive: REPLACE,

RS2 %1

WMNRREEDERERRAIES]. MBI LIER x-amz-copy-source AT EFIRMRATRMIGE, BEEFIXNRN
BERRA. KIERABHIEEEE SRR versionTd F&BR. NRBEREMEDBREHITARAES. MESES
IREIEBIAMRA x-amz-version-id MNARk, MRBERDEMRAIZEFIEEE. N x-amz-version-id
IR[E]" null "{E,

HXEER
“EH ILM BIER"

"E AR SS SR Im AN

"B 1Z B ERERERAY S3 21"

"PUT H&R"

ZERD EfR1RIE
ANT37T4E StorageGRID d{AISZ4F S ER {4 L 1E1R1F,

BB L5
RIS A L1
LA

A= L
RIS LA

U TR AMERER TE 280 LE1R1E:

s —NMEEDERNALRZEH LERRNEEIT 1, 000 K, ERZIFEDEER List Multipart uploads )45 R
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o ZELS HERWE MO MANF5MB (5, 242, 880 FT) M5GB (5, 368, 709, 120
F1) Zide

© BIE—EHHRLUNF5MIB (5, 242, 880 FT) .

c BE, BMHAR/NNREIEER, B, 3TF 100 GiB WR, BEREMHRN S5 GB . HFSMEHERRMN
FE—NR, EIELERRARIEA/NAIER StorageGRID FTEEFIH,

° }FF 5 GIB IR, BEEEEMRIEZED L%,

* S0R ILM MNERF AR FEHNITA, WIEFAZSESDNRENES NS0 H#HTHE, AESH2 L
RSEREMNIZMN RIFN— PN EERHITIT G, BN T XS KRB R E = £ A

° YSRTE S3 ZEp LETREF ILM REER, WESED LETME, NREFERD AT AR EH
AIRY ILM 3K, EAMER ERBIEAERSHIAER ILM E3iHE, HEEBEERNIE.

° EWMEREAEBY ILM B,  StorageGRID ZIMEZEFHIA/N, MABMRBIAN. XBHEE, WK
MELR DA UFEERHEE IR ILM BXRNMIE, fla0, NRMNIEEHRE 10 GB HEARIR
REBTFHETE DC1 R, MAAER/IHIMRTFAETE DC2 1, MIEHNES, 10 HHZEH LENS D 1GB
D EBFFHETE DC2 o TR REMRFHIT ILM iHEBY, WREVFABEDEREEE DC1 .,

* FrE %8 EE1R1E9SHF StorageGRID —HU MRl

s WO LIRIEZEERN L9 LA FERRSH[BIHNE . EFEASSE (RS 25IHINE S StorageGRIDEIEIZ ).
BMEBEEE x-amz-server-side-encryption {(IE"BEIZE G LFIBER"PERIBERIFE, EXEFIE
HIVZEAER SSI-C  (IRSB2mMNE) , ERAILE " BehZEEF LEFIEKR " MEEnE " EESEFER "
s EMEEN = MNZEHEIERR k.

121F Skt

FIhZE BT BEEN FIHZEM BT

BahZak E1% BEN "EohZEk Mt E1E"

E1EER BEN " EEEME

R H—EH BFE0 " L —E "

FERZEMG E1E BEN ST ZEME L1

b % &R 1% fEF8 Amazon S3 REST API 1T FSCHE
I AR fEF8 Amazon S3 REST API 1T FSChE
BXER

B

eIk IR

5 BB 1%
"I ZERE BT " R ERVILE N FE D RIETEEITHZEMT L%
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SFUTERSH:

* encoding-type

* max-uploads

* key-marker

* prefix

* upload-id-marker

o delimiter NEFEKREE,

RS2 %)

ZEn LERERM R, 2L, LEEkt, AE R UKRTR EERE. hiTR " 28D LEE "
1#1FE, BIRIENR (HEERER FHIThRA D) -

RENSEM S L1
" B ZEkt LT " RPN R B ZEkME LT, FHREI L ID,

o x-amz-storage-class ZHFBERIRL, NIERHIE x-amz-storage-class MHStorageGRID TEE N
HAEMRIP I REUER A, A HStorageGRID GBI RIFABIZSE(BILMIATE)o

NR5EHNTRICEAIILMAL N X N TT A ERstrichiZIR. A x-amz-storage-class PR TMo

AILUER L FE x-amz-storage-class:

* STANDARD (ZRIA)

°*IURR ¢ 1 IR ILM MNAFNITHIEE T IRIET, WEHANRE, RAZILAEIERZNRE

BNBRIAHRED LB EMEET R (RR) - 114 ILM /5, StorageGRID R X LEANIAIRET
BB EREMNPRRERR. SN, AIRFEEARUELIBFNNREIZA, HAAJEZEMERY
saepiE) RIS,

o * B * . WIR ILM MNIEE Balified 1%, M StorageGRID FTo&IZENRIZEMNIFIEEMFIERIZS,

N StorageGRID ZTERERITFAET = L IZEM MImEYEI 48,

1R StorageGRID A LAIZEISIZRILMAN(BZHE ) HIEENFIEXNREIER. MEER x-amz-

storage-class TR LMo

¢ REDUCED REDUNDANCY
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° *IRAZ * 1 AR ILM RNAHNITAIEE T WIR3TED, N StorageGRID ZTEHAMREISIB—MiE

BRIA (BMERD) -

° * B ¢ . R ILM ANHETE Balified 2T, N RBERFTAILENGIEMN PEEFIERIAH,

StorageGRID 7 =82 —MaBYEI4s, W0R StorageGRID AJLUHITEIZHE, WIARKFEER. -
REDUCED_REDUNDANCY IR 5 RITERILMAN IR — N EFIRIAS. NRFERED, TXMER
. {EF REDUCED REDUNDANCY FCHREERENIEEREIZMMFRESIMINREIA,

f§£F REDUCED REDUNDANCY FEEMER . RENEALLED, REDUCED REDUNDANCY IZfNZLANHAIE]
WNERBBEERNL, I, NREVBEDBAFEERERENFET R L, MILFETRREEHRTT
ILM 3, MeJgesEREIRE.



COER L AEREHEEARES M RIASERIERIRXAZRIINL, MREIWNRIAFE—EHEIE
, WEFET RIS ES LI BHEIRN, BNREER. AALFEPIET, EESERRENTR
B9 TR AR,

8% REDUCED_REDUNDANCY XM ERH AN RIS EIEZMBIAL, EAIFIMEER ILM REITEIT RSS!
ENNREIARE, HAZSHEIET StorageGRID RFH LURIRHITTRESITFE,

AR NREERATSIHRUENBER TENKRHNEEDEL. N REDUCED REDUNDANCY JELUE 1K 2B,
NBEEXNRYNBNENEEDER. NS SR REDUCED REDUNDANCY EIIR[E|$E1R, StorageGRID §HA4K
RITUURREN, UAFRHESHMENR,

SRATIERIRK:

* Content-Type
* x-amz-meta-. FIR—NRIF-EX. ZXNEEHAFEXBTEE

AP EXBTERIEIEE AN - EXEY, HERALTERE:
x-amz-meta- name : “value’

MR BFEHEA P E XS EETEAILMAM N A SE Y8, WABER creation-time {EAGIER
RESICRITTEUER R, Bla0:

x—amz-meta-creation-time: 1443399726

BfE creation-time WHMHEAB1970F1 B 1HLERIIFIEL,

@ IETEAIN creation-time HFERMKAMEISAT HEMENEFHEDS BRRAAITERABRE
XH TR, LEHEIREREIR,

* S3 WRHUEIFKITK:
° x—-amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x-amz-object-lock-legal-hold
"fEF S3 WRIUE"

* SSAJERARkK:
° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

"S3 REST API 2159 EFI PR HI"
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() % StorageGRID {fTRIE UTF-8 SRR, WEI PUT RIS,

AR S5 23RN EAIIERIT K
TR LUMER U MIERITKBIAR S 2RI E XN ZE AN REITIE, SSE 1 SSI-C iETUEE FHY.

* *SSE* . MRE(EMA StorageGRID EIEHM—EANMRFITINEG, B " BEIZEHD LEER " PEA
TR 18707 LEEHBERPIEE ARH,

° x-—amz-server-side-encryption

* *SSI-C* . NRBEAGIRMMNEENHE—ZANNRITNE, B " BEHHIZEMHFLEBER " (UKES
B " EEEMHER ") PRERFAEX=MRko

° x-amz-server-side-encryption-customer-algorithm: 87 AES256,
° x-amz-server-side-encryption-customer-key. ISEH N RIINZEEZER,
° x-amz-server-side-encryption-customer-key-MD5. FEEF I RINZZIHIIMDSHE,

COEE  EIREPNEBEEIRKEIASEHE. MRERNEER, WESEREZNR. EEATFRENE
PRIPFNREIEZ R BFEE ERRSHHMNEBPESEIL -

ERIFKAZZHF
AEZFUTIERIRK. FHiR[E] XNot Implemented

* x—amz-website-redirect-location

RS2 %)

ZE0 LERERM R, 2L, LEEME, HAE EEBEEURTHR EERRE. ERITEENSHMFL
RN, RAREEWR (NREM, ERHITHRAIZH)

HEER
A ILM BIENR"

"fE AR S BR Im AN
"PUT XR"

fEERE
" EEE T RE @I SR E LED AN R EEERMT

SEFRIIERAT K
LT ERARK !

* Content-Length

* Content-MD5
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AR 55 280w 0% BYIERAT K
WRENBEZ B LRERIEE T SSI-C &, WEBFES D LEHHERPEELUITERIR:

* x-amz-server-side-encryption-customer-algorithm: &7 AES256s

* x-amz-server-side-encryption-customer-key: 8ELIEBNZIBH _LEFERPIZENERNZ
#5Ao

* x-amz-server-side-encryption-customer-key-MD5. IEEEERBNZEHF _ LEIERFPIRERIE
[EIMD5#EE.

@ ERENMEZERRXEASFME IRFAMEZRR, WERENHNNR. EERETFREM
ZRFRIPHREIEZ R, BERERRSHSHENEFEIEE.

Rz 4%

Ly LEEER EE, 2L, LESRME, HAE EENEE UKL EENERE. TRITTENS G L
RREN, RASCENR (NRER, EHITHRAESR) o

HXER

"ERAARSS 2R Im A"

L EER—E

FEEME - EFIREETRINAE XN RPEIRE S N ETERER LE T RI—E 9.
B - EFIRIEAEFRE Amazon S3 REST API 478 F 5L H.
LIERIZERAN S NIRRT REIE x-anz-copy-source-range fEStorageGRID Z4iH,
FHRUTIERITK:

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since
AR S5 28 tm AN ZZ Y IE KAT K
NRIEHBNZEM LEIERIEE T SSI-C ME, MWEKFEED LEEMY - EFERFEEZLUTERFK:

* x-amz-server-side-encryption-customer-algorithm: 87 AES256,

* x-amz-server-side-encryption-customer-key: I8ELZIEBNZIHE _LEFRPIZENERNZ
%A

* x-amz-server-side-encryption-customer-key-MD5. IEEEERBNZEHF _ LEIERFPIRERVE
[EIMD5HEE.

MRFERNREAZTARMIER (SSI-C) #HITME, WHME EEEMG - EFIERFEELUT=MRE, XA
BRI AR H E RIS
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* x-—amz-copy-source-server-side-encryption-customer-algorithm: }8TE AES2560

* x—amz-copy-source-server-side-encryption-customer-key. FEEE OB EN R HIINE

2tho

* x-amz-copy-source-server-side-encryption-customer-key-MD5. FERETECIEIREI RATHZ{H
HIMD5HEE,

@ ERENEBRAKITAZF ME. MRERNERN, WEZRENHINR. EEAEFREN
BIRRIPNRIIBEZRI. FEE"EARSHIHMEFEEESI,

RS2 %)

Lo LEEER EE, 2L, LESRMG, AR EENEEUKRTER EENERE TRITRENS G L
R1REN, RARCEWR (NMREM, ERHITHRAIZH)

e
TENZE M LEIREET RS LEREAH RN RIS E D L%,
IR

MERMEFIRERWGIE. RPEF RS NE—ZR)FE" latest-WINS B[R NEHI TR, " latest-WINS " LAY
B B]EUR FStorageGRID RARBIFEMLATEIFK. MAESIHF IH{AIR FI51R1E,

TR/
StorageGRID Z#FAK/NEiA5 TBRIMR,
TERITER

o x-amz-storage-class YIRETEMILMMNIEE T WEIRRRHFEHENITH. WZHEFFERIRK. HE
MEStorageGRID ST R & 425,

* STANDARD
(BRIN) 1EETE ILM MINMERIGEIEM S balanced-option [EiR E 8 a] I 4SBT TR R ENIRIE,
* REDUCED_REDUNDANCY
1BETE ILM MINMER IR IEM S balanced-option B3R A B B G 4SBT T B IR R ENIRIE,
MREBETRATSSHERMENBER TRIHRANFEIR. WEER
@ REDUCED_REDUNDANCY TV R, MREBFWRBNIBANEMEED K. WEER

REDUCED REDUNDANCY EIUR[EIF5IR, StorageGRID AL HITIURREHN, UHAFRHAR
BAMEER,

() WRBEH LR 15 KRS, MIREETINIEE, HMRGERRIRATE XBEE,
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@ ?E ETag REREFZHIEHIMDSZH. MEEEAIAmazon S3 APISLHE ETag ZE 73 I RAY

PRS2 %)
LR ER e Z 87 Eff. MRNFEMEDRER T iRAEH], WETMZED LIEREEIBM KRR,

MR ANEEDEREA T ARAIES. MAM— versionId EEMNFAEENRBIRAER . X versionId t
2FAEMMNHIR[E] x-amz-version-id MNFRk.

MRIRAZFIEEE. WFEENRIRAN AT versionId MIREBFEETRAE. MNZARAGHES,

MRANEFEDRBA T RAIZR, WTZH0 EEIBERI@NhRE, BEER—NRERL

@ ERYSERZE 7 e a0k, MRENFED BRARBRBMAESR], WAILkBmZH7 L%,
AEBNE—NRERBNHTHSE — 1S L. FIRRAIEHNEFEIR L, RETHH
ZEy LR M.

S, BRI THIERAIRK
MRATFEIRSEE T HITEZH D LENEED R, WEMEXBRNERISNBNIRIERY, S0 EEHBIAII,
MRREZMER, WEEMBEERFHMSESF (SMT) ZHER. RE—TMFHHEEER "failed to

publish notifications for bucket-nameobject key" " for the last object whose notification failed. (BEEFILEHE. 15
EE RS> EFEET RSB, ERIEEE LRSS ) B ERLREPRIILH
/var/local/log/bycast-err.logo

P A LOBE Ef R T HIESIME R R RN EH @A, HATUENRRRIEE, NERHITIVE
BB,

HEER
A ILM BIENR"

FEIRME R

StorageGRID &4 #HFEERAMIRAE S3 REST AP $41=MAN, LtkSh, StorageGRID 3£
FEIRZIN T 24 BE X MR,

F 150 S3 API (RS

Name HTTP %
ACCESSDENIED 403 B
BadDigest 400 PMEIRIER
BucketAlreadyExists 409 Az
BucketNotEmpagty 409 H3E
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Name

LR TR

MEpEEIR

InvalidAccessKeyld

InvalidArgument

InvalidBucketName

InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithmError

InvalidPart
InvalidPartOrder
InvalidRange
InvalidRequest
InvalidStorageClass
InvalidTag
InvalidURI
KeyToolLong
MalformedXML
MetadataToolLarge
T EREER
MissingContent{< &

MissingRequestBodyError
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HTTP K&
400 PMEEIRIAR

500 NERARSS 2R R1R

403 EZH

400 PMEIRIBR

400 PMEEIRIER

409 Az

400 PMEEIRIANR

400 PMEEIRIEXK

400 PMEIRIBR

400 NMEIRIBER

416 TTAm IR REVERE

400 MEEIRIAR

400 PMEIRIBR

400 PMEEIRIAR

400 PMEIRIBR

400 PMEEIRIAR

400 PMEEIRIEXK

400 PMEEIRIANR

RAVFER 405 /5%

411 BEKE

400 NMEIRIBER



Name

MissingSecurityHeader
NoSuchBucket
NoSuchKey
NoSuchUpload

RS
NoSuchBucketPolicy
ObjectLockConfigurationNotFoundError
M ERA
EEKRER

AR5 AR A
SignatureDoesNotMatch
TooManyi#@

RRZEAEAE

StorageGRID B X iR

HTTP K&

400 PMEEIRIAR

RIxE| 404

KRIKE 404

RXE 404

501 R3:hE

KikE 404

RIKE 404

412- BRI

403 EEH

503 kS5 ARIA

403 EXH

400 MEIZER

400 PMEIRIBR

Name Description HTTP k&
XBucketLifeycleNotAllowed AR EMEE D ERARZIFEMEDER 400 MEIRIEXK
tn AR E
XBucketPolicyParseException T L BRI EI BT 0 ER BR S 400 MEIRIBER

JSON ,
XComplianceConflict BRIEREEESMMEIREMBEEL, 403 EEZH

XComplianceReducedRedundancy REMEMEFEDIERARIFRELTT 400 MEIRIEK

ForZz F
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Name

XMaxBucketPolicyLengthExceeded

XMissinglnternalRequestHeader

XNoSuchBucketCompliance

XNotAcceptable

RSETE

Description

TRIRBREL T AFRISRAEFED
BRRBEKE,

5 SN R i

TEEE’\JY?ﬁ%ﬁJ‘EQiEE}%}?ﬁé%m

WIEREE— PRSP TEREL
BRIk

R EBIERERE RS HERITH

ab
AEo

StorageGRID S3 REST API 12{F

S3 REST API RN T4 E T StorageGRID RGHVIRE,

IREVFAE D B — B IER

HTTP K&

400 PMEEIRIAR

400 PMEEIRIEXK

RIKE 404

406 RAJ1E=

501 R3Eh

ERRBEFHED BR—BMIER, ErIUMENATFREFMED BRIN—H L.

AIA—BEE IR E N RIER 2N RIE NG,

BRI E. EHMEES3: GetBucketConsistencytX R MK F root,

BRI

GET /bucket?x-ntap-sg-consistency HTTP/1.1

Authorization: <em>authorization string</em>

Date: <em>date</em>
Host: <em>host</em>
I 5z

EMR XML, <Consistency> BHREILITFEZ—:

— B
e

SBANZEINEE

SRAHRIIAR
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Description

FRE T RERR IR ERE, BNERFRK.

RIEFMB R FFEE P HIERNE NEIE—1E,

R RAFE R P imiE RS NER—Ht,



— M|

a5

AR (NXRENRL—HIE)

UGVt

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT

Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345

Content-Length: 127

Content-Type: application/xml

Description

(FIN) FAFRREEBNGE—HE, HAWNRE
MiRHRA M, RESEAEMEEERIPRIL
5Amazon S3—E4RIEITED,

AR CNRNBARERMNAEFEENNRER head
BEK, ME—HZNMEET A BN, fJfEs
Y E|KE 500 MRZFARSZ 25551R. ERFIEHIIXLE
FBiR, BB —BMIEHNIEE AN "Available’ ", FRIE
REEHNF Amazon S3 —EHIFIIE,.

5 read-after-new-write —XU4Zk5I4EE, 1BX
AVKIREREREL RN, NREFEDSAATA,
MAHKLIRER BT AMLL " read-after-new-
write " BEo 5 Amazon S3 —HIM4FRIERRE, E
BTN kigE

<?xml version="1.0" encoding="UTF-8"7?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>

EEST]
"B

PUT FiED ER—EME1ENK

B PUT 2 BR—EMI1EK, ERLUIEEEN AT 2 ERHRITHRER —EUEE .

AIA—BIEEFIRE N RIER 2N RNE NG

BRI E. EMMEES3: PutBucketConsistency R I K F root,

AR

o x-ntap-sg-consistency SHWMNIMEEUTEZ—:
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— T Description

el PRET RERRILAMHEWEUE, SNIERERK,
SRR EEINEE RIEFTB LR PR B P IRERINE NEIE—Ht.
SRARYIL RIEME RN B P IRIERNE NGRS,
BEE (BN NFINREEENER—HIE, HANRE

MRHRA M, RESTAMMEIERIPFRIL
5Amazon S3—E4 RIEILED,

COERL R AEFMAFENNRER head
BEXR, WE—IHENMFETRATRN, fJgs
WEIRE 500 TAERARSS 2R THIR. ERIIEHIIXLE
BIR, ER—BMERILEN "Available ", FRIE
MEEXMTF Amazon S3 FI—HUERIE.

A (WESKRENRE ) 5 read-after-new-write —H4ZRFI4EE, 1BX
AR R RA M. WREETRATAA,
M AR IR AT B " read-after-new-
write " Bmo 5 Amazon S3 —EIHFIERE, UE
FFINLIRE

. BEE, BNEH read-after-new-write —HM4IEFIE, MNRIBERTEERETI(E, 1BRAIGEEN
NAERREFIHENITH. &, BERFIELUSEEN AP IERH—XMEES, BXMEARE—MEEERF
D R FIGE — TS,

=l

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

BXER
"—E

SRENSY R E ik il A jE]iE sk
I IR ER EoRapiapdialiEsk, ERUBERNENDERERATEEZEAT ERipnetEEH.
ERRRIIRIE. BN EAES3: GetBucketLastAccessTimeAN PR M F roots

BRI
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

M 3 51
R RENEMED B R ERREEIE .

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT 9 E&_ERiAia)BY[ElE K
B PUT ER BXRipiRIBYENER, EAUAZ N RERNEZA L RIAENEERH. 2R LRiGRYEEHE]
IE=EEE, ERMFEM 10.3.0 AESHRACIENIEEFEE D RNEINEE,

B LRE. AN ENZEDEEIHES3: PutBucketLastAccessTimetfR. =& Llrootik P &R

M StorageGRID 10.3 ikFF48, ERAINERT, FRrEfHFfED EREBSEAMN LRGP BRI EH.
WNRIENTZE D BB FHARRZARY StorageGRID IR, #HBEHFEBSHNEINTHTE, N

@ WINBRIH R A RS NMEME D BBV _ERIB RIS B E . &R AEAFAF EIEEFRY PUT R EXR
IBEIEENER, *S3>* kg *>* B EXIARIRE * EkENEF EIE AP BRRERN RS
PN ESESE S

MRBRATENEFES RN LRiARNEER, WENEFED R ERHRIENAUTTA:
* GET WX, GETWRACL, GET XR#ricHl HEAD WRIFEKRAZEMH _LXiFRIESE, W RARRIME
BFEREmEHRERE (ILM) ITHEBIBATIH,

* PUT WR—XEFHTHIBNEFIA PUT WRIFISIERE S E R LRIAEEL, XRGRINEIPAT R LUHTT
ILM 3,

* NRIWBRIFE D ERZR T XN REHnalfIEH, N PUT Object - Copy Requests R B HTR1E &S ELHY
RiEihnE, EFINHKRASHFNBREED RN ILM IMEAT G, B2, HFBF, PUT XR - EH
ERIBELEIH ERipREtE, XMRENAERMEATIFLGHTT ILM 3${H,

* SERE B ELEREH _LRIARIE B, ESTRRIXN SRR ARINEIATISLUETT ILM i,
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BRI

R B A FRE D B A L Rh R Y El
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

R B EE R FE D BBy L oRm Rl B [E],

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

BXER

"EREF KA

MpR7EfE D ERTTE R @ N EC BB R

I MEREFE D R BIEEMEEER, ERLLBIRFREE XML REAEIMEED R REMRS.

BRRIRE. BRI ENMEESEEIRES3: DeleteBucketMetadataNotificationtXPR. 3K Llrootk A &) &
Fo

1ERTHI

BB T RRFED RIS REMRS.
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

RENFE D B o SRR A EC & B K

ERRN D BRTHIEENEEIBER, EUURERTAZS T IREERREMNEE XML
LEMUIIRIE. BUMEABS3: GetBucketMetadataNotificationi RS F root,

BERRG

HEIERIFRERR NBEFED BRETTHRIEBNEE buckets
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

I &z

MR IE X BUEFE D RV TR BRI ECE., @l cHiEaNiE, ErUMENMEEFEDRIUETERSE
o RLER, ERILUBEEREMLENRERHRS], USENRTHIEL XML R <o

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SN THEBNRETES — 1 HZ N, SMMUEBIEEHZERTSE IR UMK StorageGRID RIAGFRIT
BIEAIXEIRB AR, HIfEA StorageGRID U5 URN $87E B 1ro

Name Description Required
MetadataNotificationConfiguration FHFIEETTHIEBHNNNZRINEF: 2.
RIFLN Y A 884712,

BE—MHS TN TE.

Wl BT RRAREHTHIERMEEE 26
25| PRI RBIMN BB 2EHRIC

BLRSRESHIAN,
BEE

MetadataNotificationConfiguration

TTEHo
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Name Description Required

ID FU B ME—FRIRRT o S
&7 Rule T4,

Status REAUZR "EBA"H"EZE" 2/
o AERWEZAMMNHITE/IR
o
&1 Rule o,

EIE S5 MENFMRZHMUEZE 2689

, HITE#ER R IXE e E B1T.

%IEEEFEE%‘% , IBHEE—TZH

“AXO

BEE Rule TR,

B M BB SRR, /%
B &7 Rule TTEH,

URN RIEMRTEIREAIBTRE un o &6 2B

MeEBLUTREMR StorageGRID
iHmHAY URN :

* es B E=MITH,

* URNIATE BT AR ERS |
MERLE. 18X domain-

name/myindex/mytypeo

e EAA P B  BIE
AP #1TECE, TR uT:

* arn:aws:es: region:acco
unt-
ID :domain/mydomain/myi
ndex/mytype

*urn:mysite:es:::mydomai
n/myindex/mytype

ITERRALE XML Z BiE & i =
| SNREBKKHER 404 55
1%

un B EBMRTES.
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MRzl
BEEZIERIXML

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> #RIEERT U
AIANFESREESIEREMIRERIIER. FIRFIHR. WRITHIER &1XE%E fRElasticsearchZ 5|
current FEAnamed 2017 FEEERB NBAWSIEA records,

HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BXER
"EREF KA
PUT i e iR @A ECE IE R

#Z PUT Bucket STEEERECEBR, ERILUAZ M EEDRBRIEREMRS. BEIEKEXFRHIITHR
EEHECE XML BT iEERE TSR R E R BTHMERRS IR

B RRLIRE. AN ENZE D EEIHES3: PutBucketMetadataNotificationtXPR. 8¢& LLrootlk P 514 &
Fo

AR

HEIERBIEIFERIEXFEETEHEBRNEE. SN THEENREREE— 1 T2 M. SN IEEE
ERTE IR LUK StorageGRID R MR TR & X EIR BT

AR RBMBFIRFIEN R, Fla0. EBAIULIZEGRIRANRIVITEIE /inages FI— 1B, UKRES
BIZBIIITR /videos B—1

AIRESNEETN, ETRIXNSEIESE, Flil. —MEE. HREa2— 0. BTEERZNNR test #
FEZMAN. ATFEBEIEBHNR test2 R
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WIfEF StorageGRID i) URN $87E Bif. SIRIERTTHIEBMECE. HEIFRUKRMBIF X HIEFE.
MR SAZRTETE 400 Bad Requesto fEIRHE R/ Unable to save the metadata notification
(search) policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML FRYTER.

Name Description Required
MetadataNotificationConfiguration FHFIEETTHIEBNNNKINEF: 2.
BRI BY S B8R IE0

BE—MHS N TE.

Wl BFRRANSEHTHRERIZEEE =20
25| PRI RN B 2EHRIC

EEFREEHINN.
BEE

MetadataNotificationConfiguration

TTEF.

ID MM BIME—ARIR o

7]

B &7E Rule TT&H,
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Name Description Required

Status RETUR "EBE"H"EBZA" 2%
?’ETES(#E'J%"—fﬁE BRI TEEIE
37 Rule TtEH,

EIE: GHUQ’;EEEE’JR‘J%RJ&MD—'U A E~=1: S

, HiT ﬂ?E’l-:Zil_i'HaEEho
Eﬂﬁﬁﬁﬁ%,mhm— Z=HI

O

BEE Rule TTEH,

Bt M BB ERIRIC. =,
BE7E Rule TR,

URN RIEMRTEIEAIBTRE un o 6 2B

MEEBLUTREMR StorageGRID
iim s A URN
* es B E=MITH,

* URNAI AT TRV R 5|
MERLE. 8 domain-

name/myindex/mytypeo

i S EFAE P B2 s A IR
APl #1TECE, ENIRIFRMT:

®* arn:aws:es:region:accou
nt-
ID:domain/mydomain/myin
dex/mytype

*urn:mysite:es:::mydomai
n/myindex/mytype

WHTERRAE XML 2 BB i S
, BNEEERBELKHER 404 55

Ro

un B EBMRTES.

BRI
WREIERT AEEDRERIEREN. FIREIFR, FAENKRINRTHEIEERFRKEEIR—B1T.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEULRAIR. BIESAELRENMRIMNRITHIE /inages KEF—MBEIR. MSAIRLRNN RN RITE
BNAXE—PBEMR /videos KXEIHB—1 BT

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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BXER
"ERAEF K/

RIS REMARSS ERET J

SON

NEEDBRERERERRSE, SRR, EFMIMERNRTHEIESHITICH, RAHSER— JSON X5
HRHEKREEBIRHR.

WREIERT ERE RN RIS A BEAERRIJSONTR SGWS/Tagging. txt ERNNEFHEIERFEIE

testo o test FMEDERERHITHRAITSH]. Ft versionId FFIEAT,

"bucket": "
"key": "SGW

"versionId":

"accountId"

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"u

"metadata":
"age": "2

by

"tags": {
"color":

}

test",
S/Tagging.txt",

: "86928401983529626822",

s—-east-1"
{
5"

"yellow"

TTEEE A PR S BN RITERIE
TRIIE T BRARREMEREEBinERR JSON XHEFEENEFER,.

NHEBMEEFMEDRER, NRAMMARD ID WIRET) -

Type
FEDEMWRIER

FREDBRMNRIER

FEIRAMNRER

FREIBRAMNRER

RYLTTERE

T &R
FiEDER

key

hR7s 1D

region

size

Description

FED ERBIRR

X RERAR

MERARAS, BT RMRAEHIEIDE
REIITR

SERXIE. 40 us-east-1
HTTP EFiHR AR R AN (KL

FIREBN)
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Type INB&Z ¥R Description

RotiaiE MD5 MRIGH

AP tEkiE TCEUE key:value R%‘%E’\Jﬁﬁﬁ%)*' TUEHE, (FARME
X

Tags tags key:value AMREXBFREXNRITIE, FA
B(EX

S WFARCHMBF THEE, StorageGRID 235 BEBIEFEAFE TR S3 BHBEMEIRLS
Elasticsearch . EFfgE Elasticsearch LU XLEF R R AR BHITET, 15I%ER Elasticsearch WiBH# 1T
SFERMRGIFNBRET BEARE T, EREEREMIRS 25, BAERS| LBRASFEME, AXHEEHIZES]
&, EBIEERS|IPREXXEHIFERIEE!,

RENEEERBERIER
"REVFMEERE " IERSEMEKF EEFERANEESEURSKP XBNE N FED EBRNEHESE,

bk R ETFE D ERE VB E BB ERIGETARSSIERIRTF x-ntap-sg-usage BISH, FHEDERRE
FAE5ARSAIER PUT 1 DELETE RO FRER. RIFIEKLGERER, EAEESTHAELRERERE—EN
IER, THRERZNHRER,

AAIABERT, StorageGRID ZRAEARE/—BMNRERBRER. WRTEELNRE[/—HIE,
StorageGRID R=i{ LRI R —BUIE R RERBRER.

Bt fE. BXMEAFS3: ListAllMy# AR PREH roots

BRI

GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

LGVl

WREIERT—MKF, ZIKFERNMEEDRFESENNERM 12 FUHHE. 8IMFEIREERITINR
MATFHHERE.
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hR s ¥

FHENE NI RRAERFEA T objectCount M DataBytes MNAHBE, MFFRTIEARSHME] ObjectCount
Bito

BXES

"—

EFAIHEMEFED AR

T A REER EfE A StorageGRID S3 REST API REIRFEHRE A MMEINEELIEN D L.

EFAEAMINEE

$eBi StorageGRID frZAsH1R{EAY StorageGRID &MMINEEEFER, HE#H S3 WRBUTEEU,
MRGRIBRET2BEEMMEIRE. NEALKEIStorageGRID 11.58f. RASBEMNBRALBESIHRITEIRE. &

TEEBERRAT aMENER T eIBMINEFHESR; B2, ERILURIEFEMERM StorageGRID S3 RESTAPI &
BEAIENIREREED K.
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"fFEF S3 WRBIE"

“EA ILM EEXR"

"NetApp %1iRE: WfAI7E StorageGRID 11.5 HEEREMNSMFED K"
BEA: AWEESMMTMIEKEED BER

SGCompliance XML TtEEFH. LAT, EalLU%IE StorageGRID BEXTTE B ETE PUT FiE 9D BRI T
¥ XML IERIEXH, LUBIREMEED .

C) 48 StorageGRID hitdsH{Z 1Y StorageGRID & IEINEEEFA, HEH S3 WMRBITEH A,
"EF S3 MRPIE"
“EA ILM BRI R
"NetApp #1iRE: S0fAI7E StorageGRID 11.5 P ERREGMNESINFED K"

EAREBEERAGIMNBER TRIRFHEFES R, NREZHER PUT DERIERERLIAE S MIEERKE!
BRSO, WRELTHIRER:

The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.

HEER
“EHH ILM BIEIR"

"EFREP KA
BFA REFEIREMIEEK

REFEDEREMIEBEREFH. B=, ERIUSSERIIERKHE LRGBS RFED BRG]
MigE,

C) #c#l StorageGRID FRZsH$2{#tH9 StorageGRID SMMINAEEFA, HEM S3 MR BT,
"EF S3 MRPIE"
“EA ILM EIEM R
"NetApp IR FAA7TE StorageGRID 11.5 HEBRAEMNESHEES R
TR E. BMMEES3: GetBucketCompliancet PRI F root,
BRI
B IR ANER. Ee]UE 2 ANEHEDENEMIEIEE nybucket,
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

M Rz 751

AP XMLA.  <SGCompliance> FIHTHEFEIBREMHNEMMEIRE, WRHAIMNETRT — M FEDERNG
MEIRE, MENRFEAREFR, 8TNREERE—F (525600 0) o WEHFIERIEFISEERE LR
B, 8T HRBE—F LB

HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEILFED RN RNRBHIARKE, UDHHA
B, REARMETIRENWIEE IR,

RETAAR * true | LEFEDEAFILTEEFRERES. FRIER
HEERE, ST ERPRLFES PR,
BMEERBHAFRE S HAth 2 W1t

* false : WWEHESEIRIARLTEEFRBRS. It

FiE 57 B R BI% R BT ATE (R B3 HAPR 2 BA BT B

Ehaniles * true : WWEFEDEPINRGEREHAREIEANE

chiflfR, FRAELLEFED R T EERBRS.

* false | REBEHAREIEE, ~=BBBRLLEFED
RPN R. MRFEMFFXENR, BAFRF
HFRo
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£IRI

MRRBIBFTESERNFMED . WIMMNAIHTTPARESREIEA 404 Not Found. HAS3FHIRG

XNoSuchBucketComplianceo

HEEE
“EA ILM BIENR"

"EREF KA

BFA: PUT FHEIERSHMIER

PUT FEDEREMIEIBEREFH. BR, ErIURSERIIBERENINE BREMFMEDRIGHIMEIRE, §
an, EEIURIEFESRET S ERBRSHERERBHAIR.

(i) %#i StorageGRID KRAFRIZ {0 StorageGRID SATMITHEEEHF, HEMW S3 WRBEEA,

"5 S3 WMRPIE"

“EA ILM EER"

"NetApp FiREE: Y0{AI7E StorageGRID 11.5 HERRENEHMEEDER"
Btk fE. ESMEEFS3: PutBucketCompliancetX FREHK F root,

&t PUT FEDEBREMMIERE, BINEGMIERENSIFRIEE—1ME.

BERRH

LERBIERIERE ANEFED BN EMIMEIZE mybucketo ELRFIR. MRAFH mybucket MIERKRER
F(1. 051, 2003%H). MAB—F. MENKEAWBHIE, WEFEDERLIEERZLNRE. SIHRBER
F e B hiER.

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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Name Description

RetentionPeriodMinutes ANETFAED BRI RBRBIIRKE, Ua#h
B, REHARMEXRENMIEE I8,

* 5¥E: * JJ RetentionPeriodMinutes 1§ E &R,
RITEE— N ETHATFHEIEREAIFEEREDN
B, REFMEOERNERERRG, BREER/IVZE

; IERAEENA(E,

RERA * true : IEEFMESRYAIATEEREIRS. FRIFE
HEERE, BNTERPRILFED BRFHINR,
EMfEE R EHARE S HR B2 M1tt.

* false : WWEFEDERYRIRLTEERERS, It
TFiE D BRI SR B LATE (R BB HAMR ZIRARS A ERo

EEulilliz3 * true : EFMED RPN RIGEREHAREIINE
chiflfR, FRAELEEFED R T EERBRS.

* false | REHIREIMG, ~=BoIBBRLLEFED
RPN R. MRFEMFFXLENR, BAFRF
HHIERo

BAIERERN—EIEERS!

SR PUT FHEDERGIIMEIBERER S3 FHDERNEMIEIRER, StorageGRID ZRIAEME M HE
fEDERAITTEHE. BAIAER T, StorageGRID f£f8 * 38 - £/8 * —BMRIRFRIEFMEHIEF OIERUNE S
FEDERTHIENFIEFET REERNEMMIRETAAR - T —H%

MERBFEN LS _ EREHIRR OISR HZ NMEET 2 A BMSEStorageGRID L&A 8- F*—E 4R
. MpZAHTTPIRESEE A 503 Service Unavailable.

RSB, EABEXRMREIES, UHRFIFENEERSRRATA. IRNREEITEESNLRR
HEBHEFMET R, RAZFFARESEREETEGRT * B4R * —EIERFIREHKRMATER.,

@ PRAERA IR EX N, HEETRERLLR AT~ ERNRER, SUTI75EEER * 52k
= —HMRFRERE PUT FEDESHMER,

SRR IFFEE * 5RibR * B, StorageGRID RIEEFMEHEMERER ML R PHFFIHERAFIRE
F—E%. XEWRE, EFAMLSMEET RISEAZA], StorageGRID Z24tAJsEnEN AFHEDRIRES
PM—ERE, REF—HARSBEIMIZINGTA. fli, MRERENEFEIBRETERERSHR
R R—EE R, NWRELEHER LR EARMESSSEREEDRANNEMERE (AISERE) . Eit
[,‘;&?iUU%ﬂ:éiﬂ%%ﬁ&ﬁ’ﬂiﬂ‘%ﬂﬁ‘éﬁ&%%ﬁﬂﬁE;EtIJ,HHEW&%F'ﬂﬂ'JB,%, HEMREAT BoiMlER, ] U

Eog bR R R — R IBEMALPUTEMEDERSMMIERHIMA consistency-Control HTTP
ERIRK. WTFFIR:
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

IR
* MRKREEFEERNFMEDER. NIMNEZBHTTPIRESRAEZ N 404 Not Founds
* %1% RetentionPeriodMinutes EIBEXR/NFEED RN L aIRE AR, HTTPIRREREL I 400 Bad
Requesto
HXERE
"BREA: AHEEIMEMEREE S ERIEK"

"EFREF KA

“EH LM BIEMR"

TFES) ER AN 1R SR AR

StorageGRID f§£/ Amazon Web Services (AWS ) HRBRIES AiF S3 AP EHIAHXLETE
D ERFIX RAVIFIR), StorageGRID £4:3LHE S3 REST APl KEIESH— 1 F5%, S3
API 8917 10]5RB& L JSON & E Ao

1517 SR BS LA
StorageGRID Z1Ffisin 5,

s * ERTRBE *, A GET KK, PUT ERERE&HN DELETE EREREE S3 API 2B TECE., FHEDER
RESMINEITZEDER, Eitt, rILEHITAE, LUTHIIEME D ERFrE &K S E ik P R A P 317 6E 5
EEREMRMIAE, —MEEIERRERTR RS —NMEESER, HARRESZ 1M 4E,

© ATRER , EREFEESRNEFEE AP BE, ARBIMMEMKFRRIENE, Ath, XEREEE
BRARFZARRZKFRENRER R, —MERBIN—NME#HITERYR , HFEAENSIMEEDR
#H1To

StorageGRID 7xfi& 53 BRF14A SR ESIBEH Amazon EX B EIEE. BN EREPHEE—ARKKED, M5
HMEBELUTTR:

*BEID (SID) (\H%)

-

CEE/FEE

* &R /NotResource

* IRUE RIRME

* & (RIi%)

HERIEA) S AL SENEEN, BTFIEENPR: Grant <Effic> to allow/deny <Principe> to Perform <Action> on
<Resource> when <condition> applies o
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B ERBTRBATIEIRE

Element Description

SID Sid JTTEZE A%, SID (NEEAFNREHER . ER
WizfE, BARSMW StorageGRID RFHRRR,

=L fEH Effect TEMTER T AIFIELISEIIRE, &
WAZR{EF 213509 Action Element XBFRBTE IF (
IELE) WTFEMED R RIITRIRE,

&I AEE EREILSRITARP, AMKP RS ERFEHRITIE
1#1E. MRBRPAES S3 TR, )nu_.[LxLl_Jj_j:EIEI_
B (%) FAZERHITERIBNE. FNMERT, R
BIKF root BAIAIEIZIKF HBEBZEIR.

BREEEFMEIRREEPIEEEMATR. WTAHR
B%, BYIMZSRESRIANRINERTER.

&R INotResource RBETEATFIMRD MR, EAILUER Amazon
RBEZFR (ARN) FIRRFER, MAFHRIELXTE
i BRI XS R BIAPR

BAUE | RIRME BRIEMBRTEZENRIRNERE 7. HEBEKRE

REY, ENSBIETIELINPIZFER. FRIEEERH
DEAXPR, BNIHEREHEAELE, BERAUERERE

4578 55 PR H A BR BRI T BIAR.
& FHTREANER, BIFE, ERTUMERIAIIL
FA7E frIBY N AR 2R B

£ Action JTTE, ERILUERBER (*) 1IEEPMBRIEFNEIIR(E, FI90, IRIES S3: GetObject, S3
. PutObject #1 S3 : DeleteObject ZAPRITED,

s3:*0Object

AHRRTER, AILERRERS () M (7)) o S (*) 50 1MRESFHLEN, RS (?) TEEE
BPFRo

7£ Principal JTTEH, BRTIREERIARNIEZIN, AZRMERBER, WNESIRFREANR. 50, &
BACRT (*) IRE N Principal {E,

"Principal":"*"

TEUTRGIR, ZEAERANZE ", "EE", "BE"MN"TR" k., EROIERT 1M wBENFHE
DERIKIBA. ZIBAER"allow"BIM R APrincipalsBNE 24l federated-group/admin FNASSHIFA
federated-group/finance. HITIRIEAINIR s3:ListBucket U FRNNFMEDEL L mybucket FIIE{E
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s3:GetObject TFEEIZFHEDERNBIFIBENR Lo

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"

FEDERERBEAI ARSI 20 , 480 F15, MAREHANEGA S5, 120 FH,
HXER

“ERFEF

R —HEIEHNEE

AIAMERT, MARBABOTAERTRAHE—HN. ATRBESF, —BARKRRE—X, FIRIEXR-E
EFEE 15 DHAREER. MIABERT, WEEDRREHITHENENRZBEFRE X

TR LURIERE B F B BRERBEEM —BERIE. fHId, HFRERRA, ErIERENFME D ERRIFTIAY
BHRRIREN,

EXMIERT. ERILIIKE Consistency-Control frgl. BB W AT LUERAPUTEEDER—IMEIER, BX
IHIERI—EEEHIR, HOERE * 230, XOUARE—RMREESHFRIE. WERE PUT FEIE—X

MIERFRAPISEEMEM—EEEFIE, MIEREHIESL, WNRA PUT FE 92 ERBIEKRIEEEMEM

8, NILESHZE, EEIBRERERF—NGE, BTREERE, EXIGREENI 8 M4 EEK.

@ NRR—BELRANZE N "all " LERGIFRIFED R ERERY, BHERETHREFEEDER
LpizhligBERERRE. S, AARRNEEIRIEREER * 258 * k&,
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ERBHIEAPEAARN

E5EBRIBAH, ARN AT Principal #1 Resource Element o

* ERLUNIEEISRE S3 IR ARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* EARUTEEEESMARARN (BFAMA)

arn:
arn:
arn:
arn:

arn:

aws :
aws :
aws :
aws :

aws :

HFEED:

iam:
iam:
iam:
iam:

iam:

raccount id:root

taccount id:user/user name

raccount id:group/group name

taccount id:federated-user/user name

taccount id:federated-group/group name

* EEILMERES () FRBER, URRENKRBHRPNENHZSNF.
* AIUENREZPRPIEENEFRF IR ER JSON UTF-8 3% JSON \u B X FFI#ITHID. FAZIFE 7R

o

"RFC 2141 URN i&3&"

PUT 72080 EXSRBRI2/ERY HTTP &R 1IEXXAER charset=UTF-8 #1T74mF%,

ERBEPIEE SRR
ERBIEAD, EAUERRRITRIEEATSIELNRHN R R,

c BIERBBOHBTE—INRBETE, TEREP. HRATERT Resource A,

Bo

* fEEILAGER S3 AR ARN fEE A TR, 5I40:

"Resource":

"arn:aws:s3::

:mybucket/*"

* BHAUENREATERARKEE, Fi0:

"Resource":

"arn:aws:s3::

:mybucket/home/${aws:username}/*"

© WRERLUETE 82 H RS 5 A ENEFED B

BXER

*NotResource LAHE
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TR T R

ERBEPIEE R
£ Principal TTREIMRRIRIEQ RITF / ELIHRFFNAR, HEFKF,

* FESERERBPINEMERBIEGRLNES — N ERTHR. ARBAVRBIEDGAIFTELATER, FNARK
BN ER,

* 1£5RB&H, FIKEBITE "Principal , * " 8 "NotPrincipal' " R URTHR,
* WAER ID 5 ARN 1IEEEFIKFA S % :

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* tRBMERTAF MK/ ID 27233906934684427525 , EAREIEMK, root Mtk P RRIFRE A, :

"Principal”: { "AWS": "27233906934684427525" }

* BHBEEEMK root

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

* BRILMEE—MSENBRSAR ("Alex")

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-

user/Alex" }

* ERLIEERERECGLE ( "Managers") :

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-

group/Managers" }

* BRI LEEER ER:

"Principal": "*"

* JERI, ERILERAF UUID , MARRFA:
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arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-

eb6b9%9e546013

a0, RigAlexBF TARMAF A Alex BMIER. MRFHBIAIXIIN T ZARHIRE 7T HBRIDE Alex
BFR#&. MAF RS EIMART RGP RR,

* EMMERLUEE R LIBEFME D BRI H N FERVAE / BFR &,

TERBEHEE R

TR, Action TEATF AT / IELEMNZRAINE, ErI UTERRPIEE—ANE, XLLAERTTE "Action”
3¢ "NotAction" RRURTHER. EFE N TcREREIENFER S3 REST API 1&1E,

TR T AT FE D BRAIARR AR N B T X R AV R

@ Amazon S3 IITEX PUT A1 DELETE 73 EXEHR{EfER S3 . PutReplicationConfiguration 4%
fR. StorageGRID X&MEEERRIHINIRE, XLEMNRSEI Amazon S3 FSEILAD,

()  wmRemPuT EEIAE, WSKTHR,

BT E5 ERBIAR

R
S3 . CreateBucket

S3 . DeleteBucket

S3:
DeleteBucketMetadataNotification

S3 . DeleteBucketPolicy

S3:
DeleteReplicationConfiguration

S3 . GetBucketAcl

S3 : GetBucketCompliance

S3 . GetBucketConsistency

S3 . GetBucketCORS

S3 . GetEncryptionConfiguration

S3 REST API i&1F
BNEFESDER

MpRTFiE D B

WIpRTFiED BT iR E R ECE

TIBRTFfiE 7 Ex R B

MIpR7EfE D EREH

FREXSEZ ACL

REREES RGNS (EFA)

RENFiE D Er— B %

REN T ER T fifies

IRENTFAE D ER NN

79 StorageGRID BE X

=i

2, PUT #1 DELETE B RFFE *

=0,

=i
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PR S3 REST API 21 79 StorageGRID BE X

S3: GetBucketLastAccessTime  JREXfFfi#ESY B _EIRifInIETE] =
S3 : GetBucketLocation RENFED I E

S3: REVFfE S B sEB A & =8,
GetBucketMetadataNotification

S3 : GetBucketNotification IRENTF & 53 BB AN

S3: R R EEE
GetBucketObjectLockConfiguration

S3 : GetBucketPolicy SRENTEAE D ER RER

S3 : GetBucketTagging FRENIFfE 7 &R

S3 : GetBucketVersioning SRENTFE 57 ERhR AN i

S3 : GetlifeycleConfiguration SRENTZfE 7 ER E n A A
S3 : GetReplicationConfiguration FREX/Zfi& 5 ERE

S3 : ListAlIMy##@ * JREXARSS &, BRTREEFMHEERZ
* JRENVIFfEfERE

S3: ListBucket * FREVFERER (FIHIR)
© LTFEDER
* EXRER

S3 : ListBucketMultipartUploads * FIH S A LR
* BERRIER

S3 : ListBucketVersions IRENTF i &l s

S3 : PutBucketCompliance PUT EERD &MY (BEFA) =1,
S3 : PutBucketConsistency PUT TZfE 7 ER—3% =
S3: PutBucketCORS * BIEREFAED ERELT

* MNFEDERAE
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U
S3 : PutEncryptionConfiguration

S3 . PutBucketLastAccessTime

S3:
PutBucketMetadataNotification

S3 . PutBucketNoaotification

S3:
PutBucketObjectLockConfiguration

S3 . PutBucketPolicy

S3 ! PutBucketTagging

S3 @ PutBucketVersioning

S3 . PutLifeycleConfiguration

S3 . PutReplicationConfiguration

RT3 R BIAR

PR
S3 . AbortMultipartUpload

S3 . DeleteObject

S3 : DeleteObjectTagging

S3 REST API 1&1F
* WFREFRES RN
* PUT FEDERINE

PUT 9 E& L oRif a) B E]

PUT i B o e @ MicE

PUT 7253 E@N

EAPUTEMEDEE x-amz-
bucket-object-lock-

enabled: true IBXRIRLMHLE

ZS3: CreateBucketi¥R)
PUT Ef# 57 ERRES

* MEREFRED ERIMIST
* MEFEDRIRE

PUT &5 ks

* MEREFED ERE AT
* PUT FE D ERE A HA

PUT Zig EREH!

S3 REST API 121F
* RIEZED BT
* ERRIEIR

* BRI R
* BERZ PR
* ENRER

BRI KR ATIC

79 StorageGRID BE X

=

=

&, PUT #1 DELETE BIXPRAE *

79 StorageGRID BE X
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PR
S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

184

DeleteObjectVersionTagging

DeleteObjectVersion

GetObject

GetObjectAcl

GetObjectLegend

GetObjectRetention

GetObjectTagging

GetObjectVersionTagging

GetObjectVersion

ListMultipartUploadPart

PutObiject

PutObjectLegend

PutObjectRetention

PutObjectTagging

PutObjectVersionTagging

S3 REST API 121F
ERN RATID (FFREVEFRERRZS)

BIFFXN R (3 REVEFERRZS)

* FREXHR
* HEAD W&
* EXRER

FREI &R ACL

RN REGERE

R RRE

REH RARIC

REMERITIE (WRIFERE)

GET W& (WRBMFERRZS)

FILERE, POST WRIER

* PUT 4%

* PUT WR—EH
* ERRER

* BEhBEHLE
* SERRSERM LR
© HEERH

© HEERH—E

PUT WREEIRE

BREXNRERE

MEMNRIRIC

PUT M&Riric (FHREVMFERZ)

79 StorageGRID BE X



PR S3 REST API 21 79 StorageGRID BE X
S3 : PutOverwriteObject * PUT X8 =0,

* PUT X% —EHl

* PUT MR

* BRI RIRIE

* SERR S LR

S3 : RestoreObject EXRRER

fEAAPutOverwriteObjecttX R

S3 : PutOverwriteObject I fRE—FEE X StorageGRID R, EMAHR @I INREIEREMTR, Lt
WRAIE BRI RE R Fineh ol MBS N RIEIE, BPREXNTEHIER S3 JWRIFIC.

LA PRAY AT BB B E14E
* P RFT D BRRAIUEENR. XERINLE,
c B4 ¢ . BPIRLEBENR. HIRIEE N deny , M PutOverwriteObject IR TERIEINT :
° MNRER—BEPRIWENR:
* TEBENRIVEIE, AR EXHTTHIES S3 WRIFIE.
* ERPITHEEBEANRESSECHE, HiREHEIR.

" NRBAT S3 hxAsizhl, MW deny IRERFELE PUT M RATICSMIERN SATIZIRIFE N R R HIE
ERAThRASBIATRIE &

 NRKRIKFIIMBEXR, HAPRIGAREER.
* MRRFELUNRE, NMRERE T allow BSHE[EL

WRYHT S3 FRAFES, FHH PutOverwriteObject I PRIEE S deny , MBI AE SNt
() zovmE, APEXETARERERITID, It5h, MREHR T I E P RSN E i (R E >
FMIEI*). MiZI% B KB EPutOverwriteObjecti fRRYIS &

BXER
"S3 LA ERBE B

EE RV
FHRATEXRBMENEN. FHREBEEEGHNREEX,

FHERRENETIHE. — I FRUTRAUUEEZNEY, SMFHITUEEZ M REN. FERERUTHE
=
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Condition: {

<em>condition type</em>:

<em>condition key</em>: <em>condition values</em>

ELUTRAIF, ipaddress F4EMA Sourcelp FZHEH,

"Condition": {
"IpAddress": {

"aws:Sourcelp":

by

SR EERN
FHBEEAFIRUTILE:
* string
- W
* /RME
* |P Hihk

- s

FHEEA

StringEquals

StringNotEquals

StringEqualsignoreCase

StringNotEqualsignoreCase

StringLike

StringNotLike
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"54.240.143.0/24"

Description

?E%éﬂﬁ(&ﬁk¢§)ﬁ%5?ﬁ$ﬁﬁﬁ%
Ko

?EEEEE(Z%#&E)H%%?%%@EG&
Ko

RIETELERREFHREHRTHER (BBRANE

e}

RIESENLRFRSFIBREHTIR (BB
B5) o

RiETERE (KOANE) BRSFAHRERTTL
o FILIESE * MI? BECTT.

RETELE (KOANE) BRESFAHREHRTLE
o FILLEE * MI? BECTT.



ZHEER Description

BEHER RIBEH LR RSHFEHRTIR.
NumericNotEquals RIS E LRSS HFEHITILR,

#({8 GreaterThan RIE AT " EERERSHEHRITHR.
NumericGreaterThals. BRI " RAFEHET " LR RSHEHITHR.
B/ RIE NVF " RS RS HEHITIR.

#4{& ThalEquals RIE " NFREF " LEREERSBEHITILR,

it IR "true =X false’ " LA SH/REBITHI,
P Sl BERS P #ilitsk 1P MAESEEH#TH R,
NotlpAddress E\?EEEIEEEH'E‘%H’—E IP #hhtsg IP HihSEEL#ITEE

H}

MESFIER L TXHEEFERMHEH.

SR ER

%51 ERANFRMER Description

IP ZEFRF AWS : & Ip RBE5RIXERD IP #Hb#ITEER,
A RATFEED BRI RIE(E

R IR S3IEREBIEE
BT R MMXT R LR T
2RSS AERY, MIIBERES 5
T8RS LikERy 1P thiibi
1TEbAR

T MNRERAE=FIEERAR
HTfes, MithiHTEssEs
Z B T2 P Hilb#1TEL
%, £E X-Forwarded-For
HF A RERER AN
L6382 B AT R

RIR | Bin AWS . BFR#& BE5RXBERNEHEABFRHT
}:/l;’i?&o A AT EED BRI R IE
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S3: ListBucketfll

S3: ListBucketVersionst{ R

S3: ListBucket#l

S3: ListBucketVersionst{ R

S3: ListBucketfll

S3: ListBucketVersionst¥E

TSR T

BRI HEA
S3 . DIRRFT
S3: BRAEH
S3: §I

Description

¥5 GET 28l GET 73 ERITRAR
g*ii%ﬁ?qﬂ?‘é‘iﬁ’\]ﬁﬁ%ﬁ%%&iﬁﬁtb
Ro

B 5IREN D ER T IREN 7 ER F T &R R A
15 RFIEER max-keys SEHIT
EbE%o

R 5IRE 7 B BIREN 3 BRI R iR s
BRPIEERIRI RS IOEITEE R

ERILERBPERTEERIANRKER. BRIUEPERRIREE Resource FNTRMF AR

Condition Element,

ELERBIP. NTE ${aws:username} BRIFRTTRI—Z7:

"Resource": "arn:aws:s3::: bucket-name/home /${aws:username}/*"

FURAIF, ATE ${aws:username} e FIRAPFZEGEN—I7:

"Condition": {
"StringLike": {
"s3:prefix":

as
p=4

il

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

188

"S{aws:username}/*"

Description

€M Sourcelp BIENRHEHNEE,

f£F username ZIRFNRENTE,

FERRE TIRSHRIZZAENRENTE,
ERRE TIRSH max-keys BIEAIRENTE,

BHFR. ERFHFNINF * F¥.



B R RLIEAVERRS

Description

BHFN. FRFHFAXFE? Fio

BHFR. BRFHENIXF $ Fi.

Y, REARERRTIHNLLMEBERIEIFSRIRE (GIUBIEK, Y root BF) BRERINR. 1EEREEIEIE
HAiE], StorageGRID S3 REST API SZHERYFRFHIMEEIKTF Amazon , {BTERERIFGERIE] R ™M,

ERB&IR) IR

ELEm B SR T3 root i
P BEYERINER

LR | ARERIR

FRVFSMNERIK P AB4RE fE
PR

SIFIMEBIKF root LA
ABERNR

SRVFFRE AN PRER(ER
BR

BRI ANPIERIEN
PR

FHEAFENARNA

RIRTZ S3 FEDE

FHE— 1A

Policy type

FiED

‘H

FiEDER

FiEDER

FiEDE

FiEDER

FiEDE

‘H

FiEDER

Amazon 175

B EEFISLHE, {8 root
RFtKP{REPE S3 &7
fiE ) B R BB 1R (ERIAR R

B3 B 5E K5

E SV

B, BNREN KR
i, MIFRE S3 FiENER
RELIRERIN RIS =R [E]
405 Method not allowed
R

B, BXFRE S3 =fif

DRI ERI R =
MR root F1FE FIR[o]
405 Method not allowed

FBiR

B EEH KM, {8 root
RFKFAREFRE S3 17
fiE 7 B R BRI FRIAN R

EETH

B

EETLH

StorageGRID 1779
1E[E

EIE]

B, BMNREHRER
iF, MIFRE S3 FEDER
REIRERN PRI =R [E]
405 Method not allowed
Bz

EE]

E] G

el

B

AEE]

B
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SRR A SRR Policy type Amazon 1T/ StorageGRID 1T/

RESIRTIRFFAB B, ( FEDR B WERHGEEKS BY. WREFMEDRFR
BEERKF) HEXNR E, FEEMEIRRE BEKFRE. FESR
BN R FEMA. EIEERPON  REEER,.

ERAMR ACL AMRIETF

IR BRS

—REN%E (WORM) R
BRI LLBIEE—R B N%i% ( Write Once Read-Many , WORM ) 3 ERRRIFEIE, B EXBINRITEIE
S3 WRITIB. EEILUELE WORM £EL, LUESIEMMN KA ILEBESHIRRIMEAS, BERLFTRI G
Z_o
NTHRBEERAIRIELS, EaTLL:
* EMEERESSP. BEPEE > MED. ARIERPELIEE P RES 8 IEE,
* NZAALLTAINIAD S3 5Kk :
° A S3 FRA&ZNIN PutOverwriteObject deny 121E,
° ¥ DeleteObject deny 12{EARNNZE S3 HREEH,
° [A) S3 HREZANN PUT MR A IFIRIE,

@ 7 S3 HEEHIE DeleteObject i B A deny A=PHLE ILM 7E7F7E " zero copies after 30 days™ " 3
FLEHRIBR AT R

@ BMEN AT FrAEXEMNFRE, EMEASHEHLEN GFERIERA) o ENTRTLMLEIR
FrepiiEE (BERERNB) -

*BREA D HREN (RRREFP)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 - —————-— > OK

1B B* . IRFSERmESE (BhL)

/mybucket/important.doc
PUT#1 —-—-—————- > PUT#2 ---X (denied)

HXER
“EH ILM BIENR"

"I FE R AR R SRR
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"StorageGRID ILM FNIa0EI EIE 3T HR"

"S3 £ EREE B

S3 AR
ERATRBRAF N7 BB StorageGRID 58] 5RE&.

S3 TFiE 7 R ERBE R )

gﬁ%ﬁﬁ&%%%??ET‘EWUD%%E@E’\JTﬂiﬁﬁﬁ&ﬂ’\]iﬁ PR, 75 ERSRB&EMA S3 PutBucketPolicy API #1TAC

FILURIRLL T ap 9 52 AWS sr 91T EECEFiE D FRERE.

> aws s3api put-bucket-policy --bucket examplebucket --policy
<em>file://policy.json</em>

T AFETARNENEFED BRHITRIRTR

FURAIFR, AFEEESAPERNMEATILEFEDBRFINSR, FXEEDBRPOFEXNRINIT GET
Object $#&F. FREEMIRIFEGHRIEL., FEE, WRBSAIERAISHIER, RARTIKS root 251, 2EH
ABNENFED R

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

T AW —MKFA NS N ATLLRENMEED KR, MH—KA NS NARRIGRENMEED K

FURGIR. —MEEKF RS NS UT2ILRENMEED K. M —MEEKF RSN ARETIHE
& BRI LU LR E D ERPBI X R 11T GetObjectiRF shared/ WREARIZ.

@ 7f StorageGRID 1, FFFAIBEKFEIEMINSR (BEERIKF) 3EFEIBRFIEEIKFPFRE. 7
fEDERRIBIERTIR XENR,
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

T RSP ANENMFESBREITRIRGE, FAFEERAHRTREIHF

FUTRAIR. RiFEEanonymousERBFRE AFIHEFE D ERH M FE D ERPRIFME XN RATTGET Objectif
. MRAFAFRBETFIZA Marketing TEIEEWF . RFZLIAT,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

T RFEFIRAT IPSEEAR, WATFS M AMEFEDEH#HITIRE AR

FIRAIS, RFEEERRAFPERNREATILEED RHNEFEIRPHAENKRIITERNRIZE, iR
EBIXLEERRBIEER IPSEE (54.240.143.0 £ 54.240.143.255 , 1B 54.240.143.188 BRIM) o FREEHMIRIE

EHRWIELS, HE P SCEUIMIFIEIEREBIGRIEL,
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

T AVFEENEKE AR T2nRENFED R

FRBIF, RIFEEESHEFPAlex5ELihA] examplebucket IFEDEEREIMR, BFE "root " FTERMIFTA HAth
P94 ERRIE PR G 1R(E, BIBFE, "root " MASHIEL PUT , Get/DeleteBucketPolicy BIM PR,
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

~f5]: PutOverwriteObject 1X[R

EItRBIF, EER Deny FPutOverwriteObjectf1DeleteObjectBI g2 M A MR E A A R REE S MIFR T R B9

HHE. AP EXRTTHIEMS3H R ATIE.
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

BXER
"WTFAE D BRI TRUIR(E"

S3 ARG

R ZERE AR FHEE MIAN L SREEAVLEMIA RIAPR. '&H Principal HEEHPHITE. ARNEERN, HHEKAIER
TP EIE2EE APl HITECE,

. EREF BRI EH RS
EREA EESERINNRIBARN, TR LOREENMIEIZARES, MEIARNMRIEREER S3 MR, il
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TR

* * & S3 4R * 1 BAIAETL, WABRBIA R FTANIAIR S3 HR, PRAFERFMED BRI T IRNIR, W15k
Bk, MERIAERT, RE root BFP A EEAIR S3 HiRo

* > QikigE o WARRAR R S8 RIREBRIEIFIRNIR. HI0, APRAFAIUGIHTRHA R R
HiE, FTEIENARS, EERIED R, RIRARIKAY JSON FRBEREREXSEF, EREERIBIFN

o

**SEeipin) * o AARBBFR S3 FHR (BENR) BEAT2HRNR. EFRIIENfE, TeihaHaReg
fY JSON FRF R B REXSETR, EREERIEBILLF A&

*rEEX Y AFRAFRERFEEXSEREENR.

FEURGIR, ARG REETIHFHRIFHEEFME D RPEVEX X (BHARIR) -

Mo 53 Access
Read Only Access

Full Access

@ Custom

(Must be avalid JSONM formatted string:)

"Statement": |

"sid™: "AllowListBucketOfASpecificUserPrefix”,

"Effect”: "Allow",
"Action™: "s3:ListBucket",

"Resource": "arn:aws.s3::department-bucket",

"Condition": {
"s3:prefix”: "Slaws:username}/™"
}
}
L

{

"5id": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,

"Effect”: "Allow",

"Bction™: "s3:"0Object”,

"Resource”: "arn:aws:s3::department-bucket/${aws:username}/*"

. RFASTERIRRIPTEEFED B

TEUR B, BRI bucket SREKBATEIELZE, [NAVFAFRIFIE R SEMEF K RERRE 2 E#HITZEIE.
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

T RVFEXFRE 73 BT R

LRGP, HARFRBRGIERY S3 FIRAE RRIAMIR, FRIF bucket SRESEAHEIEL, FlN, LLAFRAR
BTN RIS R ISR, TR,

"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1y

"Resource": "arn:aws:s3:::*"

T ARV R FE D BRI folder "B AT 2 IHRIR

FURAIR, LR REEFILHInREEFEIRPIFEXHE (BHRR) . HEE, THEEMHAREN
FRED ERRBRBVRRAARY, W& XS RAYISIN R,
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

BXES
“EREA KA

"f§& FH PutOverwriteObjectiX fR"

"—RBEANZi® (WORM) fRip"

JIREST APIFCEZR 21

BN EE REST API Ll L £, H TRNAFRIFAARZ S,
StorageGRID $1{fAAREST APHE & 24

&N T fi# StorageGRID £Z4i90fA19 REST API SLHER 21, BPIRIEFHRA
StorageGRID fEA U TR 218,

* MBANHFERIEREET HTTPS , NEFImS A H T EERSABEFER HTTPS 6

EENHTESRERE, AJLUERBA HTTP . fli, ERIEERER HTTP BTN EMIEE~EN. B

XIEMEE, BB NEXER StorageGRID AYi%FE,

* BAUABLT, StorageGRID £/ HTTPS SFE T Rt TR P imR(E, HEMXT R LMER CLB kS,

FILUER N XEERER HTTP o B, ErIsERER HTTP BFIIXEEMIFE~BRN. AXIFHESE,
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B2 NAEXEIE StorageGRID BYiEA,
() cLBmSERA.

* StorageGRID 5& Fix [B)HBEER TLS #1TIZE,

* TR A BT HREREENER HTTP 5 HTTPS &%, MEHHNAHTERRSHEET R ZEEE
H=HITINE,

* B Im@AE StorageGRID 12 HTTP B{p30iiEdnsk, 7 8EHIT REST API #21F,
REBNE PN AEE
BERHA LUEZEINXT R BET R NGO T8RS, BERERIFEETRIMXT S LR CLB RS,

TEFRBEERT, ERIHENAEZFERR UEAMEEIRR EEREEXARSZFIETE StorageGRID R4t4EMAYIE
P17 TLS &
* SR PIRNAREFERIAHTESRRSN, ENSERNATRIDERISE M 3T &S~ iEERIES
KHITIHRE. BN HREEECHIES, ERAIUEMNREER EEHBEEXRSIIESR, BalLIEN
BEEREALEKRTE StorageGRID FERKAVIEH.

* HEPIENAREFEREEIFET RRMX TR LN CLB RS, Efl&fERARE StorageGRID R4HY
NEETRERNRSERNRSSFIED (RAFRERMEANEER) , SNREERNIRNREREN—E
RE X ARS5ERIUETo
R % FIRECE AR A FEIL TLS EENAEMIER I A MIEBMANM,

BEXREMHTEHRHANER, 5SS NEIE StorageGRID M, UNEAXNEZEZEIFET SaMxT
= LR CLB BRSAMNEN B EX RS SFIEHRINA.

BE

TRERTUEITE S3 1 Swift REST AP RSCHEL a3

Security [AlEER S2HE REST API

EETet TLS

RSS2 S0 I0IIE A% CATZERH X509 [RE|BEPHEERRMENE
EXARSS2RIUEH

B R mS 5B * 83 : S3MKF (IHRZEEA ID MY ALRZER)

* Swift : Swift kP (BB &%)

B IR * S3 @ 7EHES ERFTERGIFIG IS A S S Es
. Swit : BERMEFHA

BEXELS
"&I2 StorageGRID"
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5 TLS ERMAMNESE

StorageGRID AAF—ABRNEREN, FEFENARFAUIERILEBERZE (TLS) IEMERRXLER
BEM,

S TLS A7

StorageGRID #F TLS 1.2 #1 TLS 1.3,

() FEsEsSLEMILS 11 (WERMA) o

SFNEREMS
TLS hR7s ZIEMHH IANA ZFF
1.2 tls. ECDHE_RSA WIT_AES_256_GCM_SHA384
1.2 tls_ ECDHE_RSA_WIT_CHACHA20_POLY1305_SH
A256
1.2 tls. ECDHE_RSA WIT_AES_128_GCM_SHA256
1.3 tls_aes 256 _gcm_ SHA384
1.3 tls_chacHA20 POLY1305_ SHA256
1.3 tls_aes 128 gcm_SHA256
EFRAERES

UTEBEGEFA. RFKIMRAR IR XEZBIS T,

IANA Z 7T
tls_rsa_and_aes 128 gcm_SHA256

tls_rsa_and_aes 256 _gcm_SHA384
HXER

"W ECE E F iniEE"

Iy PR E

AL EIEEE M NERTIET MM$£ﬁ§%M TEFPIRRERN TR HINE, &
A LEAREZE R BT P IRIRENES

* TR A A ZR "
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* BRI EEFEZET

BENREANERER

TR LUSIERN RPAMRRER, URNRITE, EENRIERNER. EEUEER i
[ FAF2F-7E StorageGRID RLIFAINZIR RN, B AMEITREVREMK MBI =R

9&0

p

1.
2.

202

EASFHN R EREIMR SRR,
EEEMRLE, HEIMIURIESED

ATIELT StorageGRID RGHAITHIR P IRIR(ERVEE, MIVEREIER D 8 TIE,

EETIR

MTIREDR (BERF) &, BE - AHTES * &R

XEERER T EREIMNERAHTERGERNAEERRAENED, ERILUEFELUNE, X, B, A%
FRHBMMEER, :E, EHAILNAEEXEMR.

- MTIRER ERBEF) F, B WK EHR.

ﬂl%¢?7¥¢smm®GmD%&WﬁAﬂﬁ?ﬁﬁ,uﬁﬂ**Wﬂﬁﬁ*Wﬁﬁuo@ﬂuﬁ%u
/J\Ej: 9&; FEJ ﬁi@ﬁﬁiﬁmﬂjlﬂlﬂﬁm, _2%3 ‘&__[L/U_‘_EHQIEXE—I”KMO

- BEEREFRETRNGER, BMEMNTIRFERZTR, ARRE * WR * &

HERER T EET KRB RBNERNOTER, LER-REEENRITER, EWMIIERET. &
PABR E X AR U BB X EAEITRBTE Mo



DCA-532 (Storage Mode)

Overview Hardware MNetwork Storage Objects ILI Events Tasks
1 hour 1 day 1 week 1 month 1 year Custom
53 Ingest and Retrieve Swift Ingest and Retrieve

1.00 Bps 1.00 Bps
0.75 Bps 0.75 Bps
0.50 Bps 0.50 Bps
025 Bps 0.25 Bps

0 Bps 0Bp=

08:00 0310 08:20 03:30 0E:40 08:50 0E:00 0810 0320 08:30 03:40 08:50
== |ngest rate Retrieve rate == |ngest rate Retrieve rate

Object Counts

Total Objects 0

Lost Objects ]

53 Buckets and Swift Containers 0

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

44 milizeconds

Queries - Successful 12,354
Queries - Failed (timed-out) 0
Queries - Failed [consistency level unmet) 0 [l |
Verification
Status Mo Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0
Quarantined Objects 0
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(HA) 48, MZFIRNARZREUER HA HRVED IP ik TiERE,

BiEFimERFIRNESRS

TRELT EFIRERZE| StorageGRID BIARE A UKL SMERZLRFRERR IP titMim . BXIFMAES,
755 StorageGRID EEREKR, HESNAEXEEREER StorageGRID BViRPE, T EIIFAITEMEERSET
EHUIER.

BIEENUE & PR IR S IP it Port

HA ¢f AEIRZL T HA HRYEEHA 1P sthiit * AH TR RImO
HA 48 CLB HA £ARIEEH 1P stk ZRIA Swift #E

* ¥ *CLBRSBEH * HTTPS : 8083
Fo
* HTTP : 8085

BT AR BET R IP Hik * AT RO
WX TT = ARt I3 Ay 1P Hudik * AT 2R s
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BIEEANUE B P in iR EIARSS IP it Port

WX CLB W xT5 Y 1P ik ZRIN Swift B0
. %: *CLB IRZEF EFE: *RIAMERT, * HTTPS : 8083
° CLB #1 LDR #9 HTTP )
R 2 L HTTP : 8085
TS LDR FHET SRY IP it ZRIN Swift 0

* HTTPS : 18083
* HTTP : 18085

ANl
i Swift P ImEZEIMXT R HA AN EFEsinn, EERU TSR URL :
* https://VIP-of-HA-group:LB-endpoint-port

B0, SR HA ARVEIA IP #i3iE)9 192.0.2.6 , Swift faE FE2FIH AR S ) 10444 , M Swift ZFFEHATLL
fEALLT URL %#%£%| StorageGRID :

* https://192.0.2.6:10444
A LIAE P s T i%EEE StorageGRID B9 IP #ihitEZE DNS &#F, 155 AMEZEIEREX R

REERAHTTPSHHTTPIE RS

ERM T ESRG AR ImEEN, BAERNEREERNY (HTTP B HTTPS ) #1T&EE, ZEA
HTTP B EEFMET REM XTI = _ERY CLB ARSS, WAUSA HTTP

AINMERT, SEPIRNARREFERIFET REMXT R LR CLB iRSSHY, e TFrE EEERME

HTTPS . EHAILUAEMREIRSE TR * BA HTTP & * MRETCRERAA KL 2R HTTP &%, i, 7=
FFEFHRRNRSEFET RERR, BERRNAEFAIEERER HTTP,

() mEFmsEm HTTP BB, EREREURNESR L,

@ CLB RSB EH,

NEREIRT * B HTTP & * %0, NEF I HTTP FRENREOMTS I HTTPS FRAMNIEORE. B85
B XE12 StorageGRID AYi%BE,

HEXER
"&18 StorageGRID"

fESwift APIECE ARl

EEILAER Swift 59175 ENIRS StorageGRID RGERVERE, HIIER S A LUIARFIEINEAX R,
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TBEENRR
* BB FEFH LA python swiftclient , B Swift S5 1T& P .
* BAITNTE StorageGRID R4 AR Swift FAF KA,

KFIEAES
MBEREEREM. WHFRMN --insecure REXLERLSHNE S,

P
1. Z1#) StorageGRID Swift ZBEHIZS URL :

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/info
capabilities

XA Swift B3BRSBIERIET. BBEIFENRHA—FNAKFESE, BASRITHEMBI R,

2. BRBAB RS

touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object
--object-name test object

3. REVAFRIENERHNEES:

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. BB
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swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object

S. MipRALS:

swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container

HXER
"Bl AN ELE SwiftFE Ik

"NREST APIECELZSE"

Swift REST APl #5932 1E

StorageGRID #%t7E OpenStack Swift API RSz 1K ZEIR(E. 7ERF Swift REST APl &
5 StorageGRID &2 A, BEERIKF, BIMIRIRENLHIFARE S

StorageGRID Az #HY1R(E
ZHEFLLT Swift APl 121E:

KPR
R
TSR
P R E BB MRIIT K
StorageGRID R4F] 3 OpenStack Swift XIR1ZE API v1 R XIS FHH{F SRR A BTk,

HEEE
"OpenStack : FRTEE API"

S5 Swift API i =

StorageGRID ZHiLAT Swift APl imm=: {58 URL , S43IE URL fI7FfE URL .
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=& URL

Eo] LB AHE finfo BRIREY Swift B URL & H GET 15KKHE StorageGRID Swift SLAERITHEEFI PR o
https://FQDN | Node IP:Swift Port/info/

TEIEK:

* FODN =2 REHZ.
* Node IP s&StorageGRID W& _E7FETI =X T5 mAvIPHIE,
* Swift Port T TEHET REM XTI R _ ERISwift APIEZERIE S,

B0, LUTFEE URLEM IP H#itk)g 10.99.106.103 B{EAiHM 18083 MIFMET HiEKEB.
https://10.99.106.103:18083/info/

IEPERY B35 Swift SSEERIZNRE, FIA{E JSON Rl8, FF i T AR LUFEAT JSON Mai LAFAE SSHERIZNEE, FHiF
HARERSFEIRERIZR,

I S5 StorageGRID ,  Swift BJIAXHE S URL #1TREZE SR IIERTIAIE,

F1HIIE URL

ERPime] LUER Swift BAI9IE URL fEATEFMKF B P #1TE 5 IIE.

https://FQDN | Node IP:Swift Port/auth/v1.0/

AT PIRETEA KD, AR BHZEBERNSE x-Auth-User Fl X-Auth-Key BRI, I TFFR:
X-Auth-User: Tenant Account ID:Username

X-Auth-Key: Password

TEEKRARE A

* Tenant Account_ID f&StorageGRID 7£8IZSwiftiA A B ECRIIKFID, X5TAF EIRRERNE LEH
AYREF KA 1D A8,

* Username 2B EERTRENEFRBFRNEIR, LLBEFPXTETEE Swift BIERANRIA, &
BB root AP ECE JMEH Swift REST AP,

MRAEPIKPER T BEXE, B5M LDAP IRSSFRMXSAFNAR2MER, W&, WrATLURH
LDAP BFBYi#. Hla:

X-Auth-User: Tenant Account ID:Username@Domain Name
* password eiAF RPN, AFZBEEHEF EEEPEIEMEE,
X RLENEY S 0 BIEIE RN R EHFiE URL 1S MIIELHE, TFR:

X-Storage-Url: https://FQDN | Node IP:Swift Port/vl/Tenant Account ID

216



X-Auth-Token: token

X-Storage-Token: token

RINMBRT, SHETEERE 24 /NTRBEK.

NEEEFKAENSHE. —MKPIERSEAIBENAR RS — K,
7 URL

& P imN TR AT LOEE Pl Swift REST AP JERM WX T R BfFiE T BTSSRI, B RIg
F. FEBERSRIXDIFHIEMEFIREINTZFRE URL . EIEREXNEE MFHIIEERIREIR X-Auth-
Token #13KF{Eo

https://FQDN | IP:Swift Port/vl/Tenant Account ID

[/container] [ /object]

X-Auth-Token: token

REQSEARRAIHE BNFEMNAT K AT E R R E IR RAVERS T ERINRFEIRFE/LSD
W BE BN TEX AR,

KA M A LFEERI LU TR AR B S ER B RAITHE S BRA):

* X-Account-Bytes-Used
* X-Account-Object-Count
* X-Container-Bytes-Used

* X-Container-Object-Count

BXES
"WAECE E P imiEE"

"Bl BC & Swiftdl i

"iH R A

"SR

SR

R AE

XK HAITELT Swift AP #24%.

SRENbK P

IHRIERIRR Stk P Mk P ERIERSAIHE B XK B E5R.
AT IESRSE A EI
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* Account
AT RARSK 9 R

* X-Auth-Token
U ZHIERE NS HRE LN

* Delimiter
* End marker
¢ Format

* Limit

* Marker

* Prefix

WMERIINIT, WEREIL TRk, FEZKP R RRE B85 RATHHRE] "HTTP/1.1 204 No Content’
"N ; WRIIEZKF BREVIRA AT, MRE] "HTTP/1.1 200 OK™ " MR :

®* Accept-Ranges

* Content-Length

* Content-Type

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
¢ X-Account-Object-Count

* X-Timestamp

* X-Trans-Id
Eya
LR R Swift K ZRIKF E BRMARITHER.
U TERESH A AT
* Account
AT IERARSK A R
* X-Auth-Token
FYIHATRAREI LA TARL, FH 278 "HTTP/1.1 204 No Content™ " I :

®* Accept-Ranges

®* Content-Length
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* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
®* X-Account-Object-Count

* X-Timestamp

* X-Trans-Id

BXER
"B Z B EFRERERRY Swift #21F"

BERE

B Swift IKF &% %35 1, 000 1NA28. StorageGRIDITEZSHITILT Swift API 1
=

bR 2%

L3R E= M StorageGRID REEHEY Swift tk P P — =& 25,
FELTERSE:

®* Account

* Container
AT IERAR K 9 At E I
* X-Auth-Token
FRINHITIEIRE LU ARSAH 2R "HTTP/1.1 204 No Content" IR :
* Content-Length
®* Content-Type
* Date
¢* X-Trans-Id
RIS 23
IHHIREBRES IR X RFIR LUK StorageGRID R4 A284511HE B TEUERE,
FELUTEKRBH:

®* Account

* Container

LA IESRAT K A A R T -
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* X-Auth-Token
MR ZHIERE RS HE IR

* Delimiter
* End marker
¢ Format

° Limit

* Marker

* Path

* Prefix

BRI ITIEREI L TRk, HER "HTTP/1.1 200 successful" 8 "HTTP/1.1 204 No Content" MRz :

®* Accept-Ranges

* Content-Length

®* Content-Type

* Date

* X-Container-Bytes-Used

* X-Container-0Object-Count
* X-Timestamp

* X-Trans-Id
IS
IEI2EIE M StorageGRID R ERA 81T E BEMTEIRE,
FELTIEREE:

¢* Account

* Container
BURIERAR K S BT

* X-Auth-Token

BRI TSR E L T ARSAFHE R "HTTP/1.1 204 No Content" MY :

®* Accept-Ranges
* Content-Length
* Date

* X-Container-Bytes-Used
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* X-Container-0Object-Count

* X-Timestamp

* X-Trans-1d
NS
LEiRER 79 StorageGRID RFEHFHIHKF BIE—1 B 28
FEUTIERSH:

®* Account

* Container
BURIERAR K A ET0 :

* X-Auth-Token

RINHATIGREI L TARSL, FH 8 "HTTP/1.1 201 Created " 5% "HTTP/1.1 202 Accept” (MRt FEEME

A2 Pan:

* Content-Length
* Date
* X-Timestamp

* X-Trans-Id

A2 RAVRTE StorageGRID S 2 T REIFAIUEME—RY, MRBH[ATEMIKS T, WREILAITIRK: "HTTP/1.1

409 conflict o, "

HEEE
"Bz BEFRERR Swift IR1E"

THRIBIE
X IFRFITLT Swift API #24E.

IR R

HARIEREM StorageGRID R hIBSX REIM A TTHIE
S TSR

®* Account
* Container

®* Object

AR IERAT K A A R T -
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* X-Auth-Token
BIDH TSR B LA RN AR50 HTTP/1.1 204 No Content MARZ:

* Content-Length
®* Content-Type
* Date

* X-Trans-Id

ERERERITRIEREY, StorageGRID =1 R M EFELEMIPRLILX REVPRFERIZE, WMRKI,
StorageGRID RIZEIAE FimiREIPEN, WNRIETE 30 WAMPRPIERIZA (Fld0, BFENMIEZENARAIA)
» N StorageGRID =R XLERIAHAFGRER, AEHETE P inpIIMFR.

BXOAMFNRFAES, FEREXBEIEEEMEAREEREENRBNH.

RERISR
IHRERIORRRABHM StorageGRID RLFREN R ITEIE,
FELUTIERSH:

®* Account

* Container

* Object
BURIERAR K S A ETI0 :

* X-Auth-Token
BAURIEKRARk 2 AlERY

* Accept-Encoding

* If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since

* Range
FR TR TRARE LA FARSAF] HTTP/1.1 200 OK MMRZ:
®* Accept-Ranges
* Content-Disposition. RBEHILLIEREAIRE] Content-Disposition BIZETTEIE

* Content-Encoding. RETEHIULFERIYAIRE] Content-Encoding BIZETTEIE

* Content-Length
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Content-Type
Date

ETag
Last-Modified
X-Timestamp

X-Trans-Id

head 3%

HEIR/ERE M StorageGRID RFHCRFAFH AN R TTEIERNE L.

FELUTIERSH:

Account
Container

Object

LA IERAT K A R T -

X-Auth-Token

FRIHHATIEIRE LA AR H 2R "HTTP/1.1 200 OK" MRy :

Accept-Ranges

Content-Disposition. RBEHIMIIERESARE] content-Disposition BIRETTEIE
Content-Encoding. REFEHIIERESZARE] Content-Encoding BI&E TR
Content-Length

Content-Type

Date

ETag

Last-Modified

X-Timestamp

X-Trans-Id

PUT W&
ISR EREUEM TR MNR, HEBMEXNREMA StorageGRID R BIEIEFTTEIE,

StorageGRID Z#FA/NEIXS5 TBRIF R,

MRIEFIHERGI0. BAB—EBHRNHENEFHR)SR" latest-WINS "B R N #EH1THE
HRo "latest-WINS "L AIBYE]EUR T StorageGRID RAAIBISEMLATEIER. MAESWIftE i
fRIB FFIa1R1E,
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FELUTIERSH:

* Account

Container

Object

LU IS RATSK A9 R T -

X-Auth-Token

AR IERAT LAY iERY

Content-Disposition

* Content-Encoding

BNERSIR content-Encoding SARILMANER I RFITIEAIT R k. HEBNERRD K
B (BTFENTHBFET ™ EIED),

* Transfer-Encoding

BNERESES IR Transfer-Encoding SIRILMMNER WM KF#ITER TR k. HEHNER
EZRE (BT EHNT AR FE T HRIED).

* Content-Length

NRILMANHRANTFEI RHATEHNISERE D RE. MBHIEE Content-Lengths

NRRNEFEXLEEN content-Encoding, Transfer-Encoding, # Content-

@ Length. StorageGRID AL REFZMR. RAEAERENRANFMBILMAN, RE2
, StorageGRID AEIANTEH NI RBIGESEIZS, HFEiR, StorageGRID @471
M ENITA AR ITIED,

BXEAZHEM ILM ANEFAER, BENAXEIEREmEHEEREEN RV,

* Content-Type

* ETag

* X-Object-Meta-<name\> (53 REXTTEIRE)

NREEA AP EXBEEEMETEAILMMR NN S E Bt 8. WA ZEFEEZ NBRAPE XA
F X-Object-Meta-Creation-Timeo 30

X-Object-Meta-Creation-Time: 1443399726

B 1970 £ 1 B 1 BRUK, FERAITHEER,

* X-Storage-Class: reduced redundancy
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NRSFAHANRILECRY ILM FNETE 7 WER IS FHRIEAITN, MNIARK SR StorageGRID £
BRI R B

° *IRAZ * 1 R ILM RNAFNITAIEE T WIR3TIED, N StorageGRID ZTEHAMREISIB—MiE
BRI (BMER) o

° * BFE 0 R ILM MNAETE Balified T, N RBEERLTAILEISIEMN PIEERFAA BIZARY,
StorageGRID 7 &EIZ—MIEEJRIZS, 3NR StorageGRID BILITRIZRE, WIARKFEIER.

o reduced redundancy SIRSMRILEMILMARNEIZ—NIEFIEZA. NRIFERTH, TXME
ST, £ reduced redundancy THREBRENRIEPEIZEMMBIBFEIMIITR BIZ,

£ reduced_redundancy EEMER FRENERITK. EAEIEMBNRHEERITREIERIX
b2, BN, WMREARKENBIAFEERERENFET R L, MILFET RREEHTT ILM &, W
RERERIIE,

FEAE A — ERBHEI ) R Bl — MBI A AR A IR A B LR, IIREAN TR —
() tESEE, WEEESAHTREREIT BN, EHREEL, EARSET
T, B SERTAEHHKABITR.

HER. BT reduced redundancy (XEMMERHAN R CIZNEIARL. EFRFRITEEDD ILM 2R
BTN RS SR REI AL, WAZFIEEIEE StorageGRID R24H LURIRBI TR 78,

BIhHITEREIL ARk, FH 2R "HTTP/1.1 201 Created " MAIRY

* Content-Length
* Content-Type

* Date

* ETag

* Last-Modified

* X-Trans-Id

HXER
“EH ILM BIENR"

"Bz BE R Swift iR1E"

PETER

ETER = E R Swift lRSBIRTAME. EIIEKE URL FHEENFET RENXT R
R,

options 757&

Ban, &P imhAER A MEARRE Swift SHIIEERENER FRIETUSKREEER BI7FET = LAY Swift i
O, MREFETREE TR, EeIUERIER#ITIRE, eIt o & T E2siHnE F0ET s et
o

58 URL 3 7Z# URL E£& AT, options A7ERIR[EIZAFE URL ZHFRISHIASIZR (5190 head , get,
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options # put) o EMFEREES BHIIE URL 5516,
U TRIERS IR

¢ Account
U TIERSEHE %R :

* Container

* Object

R IIATRIREI LA T RSK, HER "HTTP/1.1 204 No Content” " MRz, X17#fi# URL FUEDUERAE R BinfF
o

* Allow ((FREURLZHIRVENIASIZR. flilhead. get. options. FIPUT)
* Content-Length

* Content-Type
* Date

* X-Trans-Id

HXER
" FEHY Swift API iR "

%t Swift API (R SEIRINR
T RRRTREBVERIRMBIN A B TSR M E AT P& kR
INRIREHRIELRE IR, FTAESIEEI T HTTP RS

Swift HIZ B R HTTP A&

AccountNameToolLong , ContainerNameTooLong , 400 M&iRiEXR
HeaderTooBig , InContainvaliderName ,

InvalidRequest , InvalidURI ,

MetadataNameToolLong , MetadataValueTooBig ,
MissingSecurityHeader , ObjectNameToolLong ,

TooManyContainers , TooManyMetadataltems ,

TotalMetadataToolLarge

ACCESSDENIED 403 B2 A
ContainerNotEmpty , ContainerAlreadyExists 409 AR

NERsEIR 500 AERARSS 2R HH 1=
InvalidRange 416 TE B IBRAGER
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Swift $5IR BN
iEARER

MissingContent{< &
RHEE

KKK
MEMHERA

ResourceNotFound

RIFIR

UnprocessableEntity

StorageGRID Swift REST API i&{E

HTTP K3
AAVFER 405 7%

411 BEKE

KRIKE 404

501 KSEHt

412- AR SR

K3 404

401 RN

422 Ro]RMESL{K

7£ Swift REST API BRI T EF StorageGRID &Z4tHI1E1E,

RENASZ—HIEBENK

— %5 A IEN KRBV A B SXEN RAEREEFET /bR 2B —BME 2 E## T E . ERARIER—

AR, ErUMENATISES SN —BEER,

ER

iER HTTP #5k

X-Auth-Token

x-ntap-sg-consistency

Host

AR

Description

EEZRTIERAIKF R Swift SHIRIELH,

FEEIERAZEE, HA true =3KENAS—ME. A
false =3RENR 25

ERAEMEENE,

GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cbl1801587bfa9050£29
x-ntap-sg-consistency: true

Host: test.com
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e 2

MRz HTTP ARk

Date

Connection

X-Trans-Id

Content-Length

x-ntap-sg-consistency

LGVl

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: O
x-ntap-sg-consistency: strong-site

BXES
“EREF KA

228

Description

MRz B9 B #AFIEY i8]

5hRS BBEREITFIER XA,

BREIME—F SRR

MEIRE IE SR E o

NATFERN—BMEERIRR . SZFUTE:
* 2B AT RHIEMNEREE, SNERE

KM

* R -2 RIEFMBERPAIEEFIRIERE

E)\EE’E_E&'HEO

*FRIER YL RIEGRABEEPmEKRNENG

BRI,
CIREMEAN Y ARNREMIERES N,

HELDNRBEHEH—EE. RESHTREMIK

ERIPRIE,

COER D RN AEF M AFENNRER head

BXR, WE— RSP EETRARAN, Ak
WeEIKE 500 TAERARSS 2R H1R. EP7LEH XL
IR, JEEA "Available’ " &l

AR WEKRENRL—EM) | 5 read-

after-new-write —M4&FHERE, BRI
IRFRERAL M. IREFEETRATA, N
TN BRI B%LL " read-after-new-

write" EBEo



XA —HMIER

fEF PUT Bas—HMIBR AT LUEE BN AT XN A28 ITIRE—EIMELRS ). ZOANBRT, £ read-
after-new-write —EMRKFICIEF D5,

IER

&R HTTP #5k Description
X-Auth-Token ERTFERKABY Swift B2 I0IESHE,

x-ntap-sg-consistency ENVATAS LIREN—BMERIES, ZRFUT
&:

cr2E . AT AYIEMEEIR, BUEKRRE
KMo

* R -2F Y RIEFMBIESPREE P ImEEKD
E)\Eii_nyllﬂzo

* *ERIAR Y ! RILLMSRNFIEEFIRERNE NG
I

* T EEMENY D AARREMIREE N,
HELANRNKRERRH—E, RESATAMEREK
BARIPRIE,

AR MRNARERNAFENTRER head
/R, WE—IHZNFET AR, IR
EIKE 500 TMHEBARSS2REE1R. ERLEHINXLE
%gi%; i%ﬁﬁﬁ " Available™ " 2&%']0

cEAY (WESKIRENRE—HY) | 5 read-
after-new-write —EM4Rk5HEE, BRI
SRR ERA . NREFEEDRAATHE, N
TN BRI ST B%LL " read-after-new-

write" EI%O

Host BERFIE@EIRNENR.

—EUMEFEHIFD ILM FLN A0 3 B LR Im R E R P
IERFR—HEITHEIF ILM N E M RFEIF S . XEIRGE R LIHI TR E,

Flan, FENRHMERN—EEHITHSR N RITHIENIBRINE, MR ILM FLNLERENENIT ARSI R
BRI E, BT StorageGRID ZEIFRIFNRITTEIEREHIE R A EEZE P IFIAKR, FtA—I4ERHIF
ENITHIEFLAEC Y RIPR S AT LR E B T B SRR P A nl TN EY R G0 R o

ILM AT LAER LA R ENTT 0

o R Y L IEIE ILM MNARISERFTERIA, A EERINREIZAE P ik,

* * 5 * . StorageGRID ZHFEH NG ILM ANPIEERFIEREIZS; NRTECIE, NEIRIRIEIZAHF
RRINRESEF iR, EAENERT, FelE ILM N PEEREIZ.
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* * WIRAR * . StorageGRID S EIAMNREIZIGETEIZS, FHREMINREILEF iR, WNRATEE, FEIE ILM )
Mg ERE A,

@ R ILM RNEREHAITRZE], BFEE eI EREmAREEEENRIVGBARE R XL
RERFTEREER o
—HMEEHIFN ILM RN IR R B ARG
BRIgEE— LSRR, EREEUT ILM RUF LT —H4ERNEE :
*FILM AR ¢ BB NREIE, —NMEAMIER, —PMERRBE R HRPRERTRBBNITA.
*F—HMEH ¥ . strong-global (WRITHIEZIUAINREIFIBIER. )

HEFP RN RFMEEINEET, StorageGRID ZEIEM M REIAHBTHIED KEIW MR, ARBEER
iR Bl R Io

EHANRIERN, ENSRERET2ERF, F2EKR. 0, IRFMIEQTEHNEFAESR, WiTigibs L
MFENREIENN RTHIENRI A, LEHNRTEFARNER,

NRECHAMEERY ILM AN strong-site —EMELRSI, NMERBHRBIEERZIZELRZE, ERENKRT
BED KENZRRIERZA], FRHATERWEI—FAINER. EXMERT, NRTBIENRIFRR SR
ERVRIPRRIAFEC, WMRAMIE[ERNEIAER, WHRTHIEFER, TERRIEHR,

—HMELHIF ILM BN Z BRI X RATRERE S, WMFEHE), 1BELR NetApp o

BRI

PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587b£fa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com

e i

MR HTTP #R3k Description

Date M) &7 A9 B BBF0 A jE)
Connection 5RE[BERR T FFIEE X Ho
X-Trans-Id BROOE—FSZIMRRT.
Content-Length Mie) &7 1F S RY B

e Rz 7~ 51
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HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0

BXER
"EREF KA

JFREST APIFCE LR £
&N EEFEN REST AP| SIEMNL 18, H 7 HRINARIPAAEZ S,

StorageGRID #1fAIAREST APHR % 214
&N T fi# StorageGRID R440{A/ REST API SRS, BHIIEFMIREN.
StorageGRID £ L TR 218,
* MRAGBTERHEREET HTTPS , NWEF RS AR TH2ERSHBEKMER HTTPS o

FoEMEHTERIERET, AJLOERBA HTTP . B30, EelgeFER HTTP At EMIFE~E/RN. &
XFMER, 15BN AEXERE StorageGRID HYiRAE,

* BAINBLR, StorageGRID £/ HTTPS S57#ET Rt TR Fim@(E, HAEMXTI =LA CLB fkS3.

A LUERAXEEZBRE HTTP . i, EREHREE HTTP BF s EtIEE~BH. BXFHAEE,
E2 A XEE StorageGRID AYi%FE,

@ CLB RSB ZEH,

* StorageGRID 5&FimZ [BIF@E A TLS #HTNE.

s Tt A EHFESin il B NES HTTP o HTTPS &%, MIRHaHhEFEiessiREMEFMET = ZEEE
=TI,

* B ImAE StorageGRID 12 HTTP B{918IE Rk, 7 8EHIT REST API #21E,

ZRIEPNEF RN BRERF

FFRIHALUEREINX T RSEET R LA TERRS, BERERIEHETRIMEXTIR LN CLB RS,

TEFRBERT, ERIHENAEZFER UCEAMEEIRR EERYEEXARSZFIETHE StorageGRID R4t4EMAYIE

FFH1T TLS i&E#EE:

* SR PIRNAREFERINHTESRRSN, ENSERNATRIDERISE M3 TS~ iEERIES
RHITIERME, BN HREEECHIESR, ERAIUEMNREER EEHBEXRSIIESR, BalLIEN
BEERERERANTE StorageGRID FERAVIEH.

* HEFPIENAREFEREEIFET RRMX TR LM CLB kRS, Ef&fERRE StorageGRID R4HY
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NEFETRERNRSEERNRSSHIER (BRFEBMAVEER) , IMWEEERAMEREN—
BE X ARSS2HIEFo

R E PR ENEEXNATRIL TLS EEEMIERERBNEBMANI.

BXEBENHTERHANER, ESNEE StorageGRID MR, UKREXNEEEEIFHET AT
= LB CLB BRSSAME B E X ARSS2FIEFAVIR A,

HE
TRERTUEITE S3 1 Swift REST AP AL £ in)#:

Security Al SCHE REST API

EEReH TLS

RS 28 S 1P I0IE A4 CAEEZM X509 fRE[IEPHEERIRHNE
EX RS 2RIUET

B imS M * 83: S3tkF (IARIEEA ID MHZHIRZ4A)

* Swift : Swift kP (B KFZE)

B P imigi * 83 : FEDERFAENFIFRE &AL HI RS
* Swift : BIERAEAIGIN

BXER
"&12 StorageGRID"

S #5 TLS B AR AMMERE

StorageGRID AAFF—ABRVEREN, EFEVARFAIERILEHERZE (TLS) IEMERAXLER
BEMH.

S#589 TLS hieas
StorageGRID Z#F TLS 1.2 M TLS 1.3,

() FmsfEssLBMILS 11 (WERMA) o

LIFNBBES
TLS hikzs ZILEMR IANA 2R
1.2 tls ECDHE_RSA_WIT_AES 256 _GCM_SHA384

tis ECDHE_RSA_WIT_CHACHA20 POLY1305 SH tls_ ECDHE_RSA WIT_AES_128 GCM_SHA256
A256

232


https://docs.netapp.com/zh-cn/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/admin/index.html

TLS higZs THIEMRY IANA B 7R

1.3 tls_aes_256_gcm_SHA384
tls_chacHA20 POLY1305_SHA256 tls_aes_ 128 gcm_SHA256
EFAEEENS

UTEBEGEFA. RKRARHIFFHXLEZGHIS R,

IANA Z 1
tls_rsa_and_aes 128 gcm_SHA256

tls_rsa_and_aes 256 gcm_SHA384

HXER
"R B P
MR EEAZIR(E

ERILLBIERE ¢H%YﬁE%MM$“ﬁ§%W FEFPIRIRENTERHINE, &
A LEAEIZH S mif B P iR (FNESS

BENREANECTRER

ERILUSIEN R BN TRER, LRMRITEE, EEMEIERETR. EaIUEEEF RN AEFT
StorageGRID RAFMINZIHIEREN, 5AFMEN RBVREERFNKMBIZ 1R I

S
1. ERZRRN G2 T REIMAR E IR,
2. EEBRLE, HEMIERIEERS.

ATIBELT StorageGRID R2GHITHVE P ImIR(FRVEE, MINERELEM D FHHFIIE,
3. 3k
4 MNTRER EREE) P, BE - AHTES © ET+

m

* 5*0

XEERER T ERAEIMNERAHTERIERNAEERRAENED, ERILUEFELUNE, X, B, A%
FRHBMMEER, :E, EHAILNAEEEXEMR.

O MTRER (HEL:) &, B WR * EHF.

%EﬁEﬁT”Asmm%GMD%%MﬁAﬂﬁ§L+,uﬁT*#Wﬂﬁﬁﬁﬁtﬁuo\Euﬁ%u
NB, R, B, BSERNBAUNEEIER, =, SthaUANABEXER.

6. EEEREFMTRNER, BMEMNFIRPERZTR, ARRE * WR * ET+.
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HERER T HEFET RN RPNERNQTER, ET-REEENRITE, EWMEIERNTETR. &5
A8 X AR U BB X EAEITRBIE Mo

DCA-52 (Storage Mode)

Owerview Hardware Network Storage Objects ILK Events Tasks
1 hour 1 day 1 week 1 menth 1 year Custom
53 Ingest and Retrieve Swift Ingest and Retrieve

1.00 Bps 1.00 Bps
0.75 Bps 0.75 Bps
0.50 Bps 0.50 Bps
0.25 Bps 0.25 Bps

OBps 0Bp=

08:00 QB0 08:20 03:20 0E:40 08:50 0E:00 0810 0820 08:30 03:40 08:50
== |ngest rane Rerieve rate == |ngest rate Retrieve rate

Object Counts

Total Objects s

Lost Objects s

53 Buckets and Swift Containers 0 &

83 Buckets and Swift Containers

Gy
The total number of 53 budiets and Swift
containers known by this grid node.

.44 miliseconds T

Queries - Successful 12,364
Queries - Failed (timed-out) 0
Queries - Failed (consistency level unmet) 0 1]
Verification
Status Mo Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second 1
Missing Objects 0
Corrupt Objects 0
Quarantined Objects 0

7 MREFEEZFMESR:
a. SR> TR> RN,
W R >R > FE
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API Operations £89 £ RENMEHIEERE B
C.FE*FETR _*>*LDR* > * BFIGNARER _*> ik *>*F*
BRESD EREEFET RNBEERES.

HEMNEEFZAS

Bi1Z;H /B M StorageGRID BRSZEMHFMEXEASEXHH. FZAETHET APl WEFEIZHSRMXBENR
2%, BENERRIERYE, IFEMETHERSENIETTR.

TBRENNS
* S BEBRER IR,
* AR Passwords. txt X
© IBAENEEIET S P ik,

XFIAES
EMERZAEX SR audit. log. HEEEEETR L.

BREFE—REN auditlog X, FHBoh— MY auditlog X, BREXHNBRUEIIEREFRFAN
i8] yyyy-mm-dd. txto

—XZE. RENXEBREIUHITESNESR yyyy-mn-dd. txt.gz. AFRERBBE.

R 2R T /A audit.log>X . BI—RBIX4H(2018-04-15.txt) LA MBI —RBIELEX 4 (2018-04-
14.txt.gz)o

audit.log
2018-04-15.txt
2018-04-14.txt.gz

g

ERIEETS:

a. MINLAF8<: ssh admin@primary Admin Node IP

b. FNFFIHEES Passwords . txt X
2. BEEESEZAEXHEMESR: cd /var/local/audit/export
3. IRIERETF YR HEZAEXH N ERTFNEZE T .

BXER
"BEEEZET"

BEi1ZHEPIRERR Swift 2E

FrE Ihe97Z6EmMIER, GET, HEAD , POST # PUT 12{EZF21E StorageGRID H#ZHEFHFHITHRE. £
ERHE, BAKIERER, BHWIEEHIETHIER,
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BXAMUT swift IBERIRHEEIFAES, BEN _ THREZHEE _o

ik 1R AF
* FREXIKF
*© EMKF
AaniRfF
* MFFEEE
* JRENA 23
* HKBER
N
XRIRIE

* BIBRAR
* REUH R
* head X
* PUT &

BXER
"BEEHEZET"

"Bk R
"B R
" RIE(E"
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