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Sign in with your organizational account

someone@example.com
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For Grid Manager, leave this field blank.
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Dashboard

1 Buckets

View buckets endpoints

Storage usage @

6.5 TB of 7.2 TB used

Bucket name Space used

Bucket-15 969.2 GB

® Bucket-04 937.2GB

® Bucket-13 815.2 GB

@ Bucket-06 8125 GB
Bucket-10 473.9 GB

@ Bucket-03 403.2 GB

® Bucket-07 362.5GB

® Bucket-05 294.4 GB

® 3other buckets 1ATB

Platform services

Groups

View groups

View endpoints

0.7 TB (10.1%) remaining

Number of objects

913,425
576,806
957,389
193,843
583,245
981,226
420,726
785,190

3,007,036

User

View users

Total objects

8,418,886

objects
Tenant details
Name Human Resources
10 4955 5096 9804 4285 4354

View the instructions for Tenant
Manager.

Go to documentation &
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* BESZXWERNN, FEIVHEANSERIEESE, SENKREESEUREITNTRIABRNTREE.

Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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ﬁ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.

NRBIECE, MNILEEFHNR,

9 The quota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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BEXREEHRIEREMNES, BHEL "HLEBERIERME "o

MRy StorageCRID RABMT #ABR (S0) , MUARTIRMPRAGS 8
() i EBWEESorageGRID BHBRIMBEAT 2ABR. BEN HAPIETH AR
s

* config —STAF EIE API B9/ mhRAFIMRAIE R BUIRIE, ERILATIHZARAS 325097 kR A< F1 £ API AR
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* BRREEMMERE
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* BUE. BHEMMEREFED FREICORSECE
* BRMZEAXNRH LRIAEEERT

* BEETARSWEEIRE. BFECloudMirrorE . BRMIERER (TR

BA)
© EEMBR=TFED R

Swift RERTAEN LRS!

* "*deactived-features * - B FEERIREEEARIIIAEIRIE " o

*rims  —ATERERNRE, BdimR, S3 FED A LUEAIMIARSS #1T StorageGRID CloudMirror

EH, BHEREM.
* 40 —RATEEATE P A MM BRI REX S 10 P ARV,
* identity-source —F FECEIMBH R FrIEL XS HM AR E S0,
s * Xig * - BFHEE N StorageGRID RSAEDE MR X AT 1E,
* *S3* —FATEIEEFARP S3 IhRE AR,
* s3-object-lock*—FAFHaE d1a] S3StorageGRID RAEIE £/ S3IMRITE (SRR 1E,
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

& HAPIER

@ £ AP ST DTHITRIE APIHEMEY A CESIR(E, 18R, FEERMEIE, EHMIFREC
BRI E bR,

p

1. BEHEHTTPIREAIBERIRRIFAER.

2. BELIFERESFEHMSE, FINAKAF ID. A, RIXE(E, EAIEFERITHEM AP ERHTT
A A2, LEREXFRERRIES.

3. MERABEMBUTHIEREX, NRE. EHIURHESRKTRENFRIENRK,
4 BEHE A
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o IRFFFMEMSE, WIREFEEIEKRIEN
6. BE T
7. BERN A ABEIERES RS

BXES
"B LIS R IER RIS (CSRF)”

"&EI2 StorageGRID"

AP &I API ks

HFEIE AP| AR A HIR ST Fr TP B AR
B3N, 1thiEk URL 387 API hitZs 3 .

https://hostname or ip address/api/v3/authorize

NRXIBARAHEHITT * FRE _* WER, NWHEFEEAPI WEBRAGLESBIE, R * S5IHRERS _*
TTER, NEFEE AP FURBRAG R ERIE, FRANENSENMIFIREASHES UTRAREET
EIRIEFMMEECRRIZE B XS API RRZAS 1 TS

API FYEE R |B AR s HrhRZs
5|BRARE 2.1 2.2
5|BREFRE 2.1 3.0

BRZE StorageGRID 48, X&BARMREHIAFEE AP, B2, 74§ StorageGRID FA&EIFTINEE
kRAS, &halikiRl = D—1 StorageGRID IhAEARZASHIIHAR API o

BEERRERFEIUA T AIIREHEFRA:

* MIRZ#AR3k 79 "depression: true"
* JSON MM IEXXEE "depressioned" : true

R X AT S S P LE AP IR A
AT APHBERIREIRZ37H589 AP EBRRATIR:
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GET https://{{IP-Address}}/api/versions

{
"responseTime": "2019-01-10T20:41:00.8452",

"status": "success",
"apiVersion": "3.0",
"data": [

2,

3

FIERIEEAPIARZ
&R UfE A pathBEISEAPIARZ (/api /v3)F AR (Api-Version: 3) o WRFEREXEME, WirkE
BESRRZEE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

B LE Bk B K {15 (CSRF)

&R L@ A CSRF S hR%3R{ER Cookie IS HI0IE, #EBNBHLE StorageGRID S EIEE
IhRIERE (CSRF) K, MEEESRNEFEIEScBIEAItLT2INEE; Hith
APl EFin A LUEZREE RN E S BB ILtIEE.

MNRREHE TR LA M EMIESRNIER (FIEIFER HTTP REALR) , NALXERBERAF M cookie &
MRLEFRETRERE BHE,

StorageGRID Fli@I £ CSRF <hEEBIFALE CSRF K. BAG, 57E Cookie AR IS H 5 EARRRS T
ERABIEXSHHNNE LA,

EEAILINEE. 1BIRE csrfToken BHISEN true FHWIEERE, FRIAMERN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNR Atrue. MAAGridCsrfToken Cookie=fERAMENEIZE NMIKEIRSME R AccountCsrfToken
CookieRERMBYEIRE N E R EIERS.
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WNER7FTE Cookie , MIAJLUEBARGEIRSHIFABIER (POST, PUT, patch, delete) EATMEIELTINZ

* o X-Csrf-Token Frk. #RLBVEIRE NCSRFZhEcookielI{E,
s WFESRBERIBIEXMIHE: AcsrfToken REFHBHIERIEXESE,

BXREMTROMIFAER, BFSEA API X1,

@ % E T CSRFLKECookieBVIF R IG5RHSLHE "Content-Type: application/json" {EAiF
KEVARA. IR FBLISONIERIEXMEAFTCSRFBUERIEIIMRIP

BIEHEF AP RRSHIE]

SR LUEE MEX & B0 RSNAH 2 ECEIENPR KR F AP XA KA BARINR, ZE
A Q@A P AFI A . BRIEFTEENStorageGRID R 4:50 58 52 & R (Single Sign-
On. SSO).

 ERASMBEE"

. "EETELE"

- SRS

EREMNES

RS MRS UMREFANABRIRERE, AATFEFBFERAEHNERERE
HABKA

REKASHE

*EHS SRR

RS HEA"

EREG SR

YNREFH LT Active Directory. OpenLDAPZ{Oracle Directory ServerH it R EIEF
FAAMAR. WeUEES RS,
ERENAS

* BUTER IR SR REE P EIER,

* BUIEBRFENAIANR.

* A T{FEFH Active Directory. OpenLDAPZ{Oracle Directory ServerfEN B3R 1HIEF. MNREBFERKRTIH
HILDAP v3iRSS. WBXRITAZ H,

s MRS RERERER S ( Transport Layer Security , TLS ) 5 LDAP BRSZE5HITIERS, N BHIRHIE
PP fER TLS 1.2 8% 1.3 6

XFIAES
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REAUNEFPEESMESIRSEATHEAKPINRES. BHEPARSEZANREERIERNS KX
GRS, MREEHRNSMNHEKENENERIER, WEEAEFRE SRS S 0R,

o This tenant account uses the LDAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

g
1. %8R - [RERE * > * BHEKE
2. %% BRSMEE
3. fELDAPARSSHKAIZRS . R Active Directory*. * OpenLDAP*E{*Hfih*,

*
*

WNERI%ESF* OpenLDAP*, JEECEOpenLDAPARSS 2%, 1ES B XEZE OpenLDAPHRSS 28RN,
#eE * Hth * AJ A{ER Oracle B RARSS 238V LDAP RS 2B(ALEE,

4. NSEET * Hih * , 1HIETS LDAP BHEDPHFEL

° *FFW—RE* . 68 LDAP AFPE—IRRTTHNEMNZIF. LEMERT saMAccountName &
FActive Directory#ll uid 3FOpenLDAP, SNREFZE Oracle Directory Server. IFIAN uids

°* AP UID* : 8% LDAP AP HKAE—IRIRAFTIEMNRIT. LEMERTF objectcUID EA
FActive Directory#]l entryUUID %FOpenLDAP, WREEIE Oracle Directory Server. &N
nsuniqueido | THAFPEEEBMFHNEIRBOLIE— 32 i+ NE#HEF, KA 16 FHHFRTBE
N, HP=ZEEFR.

o AE—FIR:. SALDAPAM —IRRTHEENEZIR, LEMERTF saMAccountName & FActive
Directoryfl cn 3 FOpenLDAP, ¥R ZEHRZE Oracle Directory Server. iEHIN cno

> * 28 UID* . 1% LDAP AKX AM—IRRARTHEMEBZ . WEMEFRT objectculD &R TFActive
Directory#] entryUUID 3 FOpenLDAP, WREFAZE Oracle Directory Server. IFiHIA
nsuniqueido | MAEIEERMFIELINE— 32 i +73HEIEF, KA 16 FHHFFHEER,
Hp & ZEEF R

o. (EECELDAPRSSZREF D . BINFTEBILDAPARSS SR MR IEZ(E B
° M2 LDAPHRSSZRAYARSS 28 EA R EIPHEL,

o * R * : FATFIEIEET) LDAP IR 2EMIE., STARTTLS BYZRIALGOA 389, LDAPS HERIAIRO N
636, B2, REMMEECEILER, Zitnl LUEREEE,

° PR BERER LDAP RSESSEMNAFIE ¥R (DN) BISTEREF. T Active Directory ,
IR LS ERAF R E RBMEA P AR,

EERAPSMEATIHANAP UKiAR LT EIERIARER

* sAMAccountName 3 uid
* objectGUID, entryUUID B “nsuniqueid
" cn
* memberOf 3 isMemberOf
° * D . ERPRXEKNEN,
o AEZRDN: EHEZAMLDAPFIAIAI 22 FR(DN)HZERRR, 7E Active Directory =il (30TF) =
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) E[ﬁ%%ﬂ*ﬁiﬁ?%ﬁﬂj DN ( DC=storagegrid , DC=example , DC=com ) BYFFE4HIYR]FBIERX
=

*AME— R REEEFER AR ARDN R IUEME—RY,

° FAFEHDN: EZEAFRILDAPFIAIE & TR (DN)RITTE R R,

PP E—R MREEHEFRERY* A P EADN R U2 E—#Y,

6. FMEREL2(TLS)EAH. EE—IMR2IRE,

° {FESTARTTLS (iY): FHESTARTTLSRIFSLDAPARSZ BB IEL S, XEEINATEDL,
o * {EF LDAPS* : LDAPS (&7 SSL HJLDAP) &IfEMA TLS 5 LDAP RSB EEBIEE, HTES

MRE. ZFEFIED,
*JE/0fEF TLS* : StorageGRID £%4t5 LDAP AR5 28 2 BINME RERF TR EIRIP.

R Active DirectoryfRSZ 2852 BT TLDAPR B MIARZHFILIET, EAZ0ER STARTTLS 5 LDAPS

[e}

7. 3NR1%E$E STARTTLS ¢ LDAPS , iHERATRIPEEZT ML,

° EARERLKCAILT: ERRFASR LREMNEINCAILBHERERZ S,

e *{FRHBENX CAIER * ;. FHEEXZSIEH,

NREFIIKE, BREEXZRIERERIHME CAIEBXAESR,

8. M UABIEL DAPAR S 2R RVIEIRIS B

MREEAN. THALARER—FHINER.

0. MNREEB. FEEFRTF
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

aseeedRe
Group Base DN
DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

ﬂh%ww,w‘%wwwmww

BXES
T E IR R

"EZE OpenLDAP ARS325A9 &N

ficE

OpenLDAP RS 23H0EN

[+

WNRE(FHH OpenLDAP IRZ 25 HITEMDELS, NATIIE OpenLDAP ARZ 28 FELE R EIR

B
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memberOf [l fint &=

NERMGEMIEEESR. BXFMESE. B2 (OpenLDAPEIRRIER) PHE XK MHEMRERLEFHIRA,

25| 4w
S E RIS ENZRS | XBEFECE LT OpenLDAP E1%:

olcDbIndex: objectClass eq
olcDbIndex: uid eq,pres, sub
o0lcDbIndex: cn eq,pres,sub
olcDbIndex: entryUUID eqg

te5h, IFHRRENABF R BEFRMIFEREFIZRS], LIRSREMERE,
B2 0penLDAPEE RIS A X R RAM R BRI HES.

&S B inIRED

StorageGRID R =EHRD FHIRHREXSAHMAR . NRERIRE AEREIA PR
,» AJLGREFIBREY .

BEENAR
* B AERA RN RSEERIIEF B
* BRI EERERIERIR,
* BIERAEREFNS MR,

p
1. 358 * JpREE * > * SIS "o

LB 2 7R"Identity Federation"TiH,. *RIF RS2 =AM FRIEA LA,
@ MRKBAREFNSHR. WEDRSBIARAZLFEDRS.
2. EEFEP RS
LR B R—&BINER. 18T ES EREH.

BXER
T EIENR"

EERRSMEKE

MERANBFEET SHEEIRS. Nel UGSk AZAEFRANRFRNS DG, 2
BE»BtEfE. StorageGRID %é}“ﬁ%fﬁ,}‘ ZiE A= ITBE, B, ERENEMKE
#HIGRE TR, UEBFRAUBNMEFTERS MBS
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BEENRER

* BUTER IR SR REEF S8R,
* BRIMEBRFERN IR,

KFILAES

TRRABMNEKEZE, BRIEEUTEDU

* KERAPBELEER,

* HRIEBERNESAFARERBXNEFIKFIARNR. BEIESIEREANIE. BESEDSHE. tITETE
o

* StorageGRID &% 5 B RZEBIARFHITEY,

g

1. 3% * ipEE * > BMEKE .

2. BUHIE B RS M B & EIEIE,

3 EERE S
BXES
"FA BB R
E1gf

TR A AFARENE, EHEA AR URITHNES. EaIUMNSHIRE (F
Active Directory 3 OpenLDAP ) SABXG4H, ] USIEARLE,

@ SR 7 StorageGRID RAERATRERER (SSO) , NAMAFRREEZERIEFEER, B
fATET LURIEHANPRIGIR) S3 #1 Swift 2R

P EENR

ERIZMEAAZ R, BEERENEAIZANNR. HAEENRABTHRERF AILUEAAF SRR E1E
API UITHIESS . — TRPAIUBT—1MEZ M. MRAFRBTZ M, NNREZRA.

EERINBAEERIFEFEEFEE AP, ARPSABETFELAEE—MMURNA, FMETUERNEAFIYTTH
TUUTES:

* BEEER
* EEHCHNERE (ERTAMAR)

MFFAENIR, ARinRENIKERBERR SR UENISEHIITIRE, NERSREEFEXIRENL

ab
Heo

@ ?g%ﬁﬁ)ﬂ%ﬂz%ﬁ\éﬂ, HEEFAIRENRE, WAPBXAEEEIREMINERER RRifEN

TR UARARE AR, EEE, S3 /M Swift HR BEEFRNANIR. HTFETF, BRAEFEKRA 15
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DA BEEY

R
HRi7ia)

i
H
A0

EEEBCH S3 RIE

BEFBE DR

ISfEd

BXES
"3 S3"

“EHA Swift"

7SI BIZEA

Description

R H A EIERIME A EE AP 52 IHER,
* & > Swift BRPXAIER root ARNRA se B REIFF KA.

1XIR Swift A, RMHXIULIEFIKFRY Swift LR RAIFTTR IR

* ¥ * Swift BRXIER Switt IR RANEAREEA Swift REST APl Hi171E
(EIEETN

XIR S3 . AVFAFRIEMMIRE 2K S3 hER, RBEUNRRNABFA TS
BRI - FHE (S3) *>* KA S3 IFIRIEA * HEETL,

* S3TEF: AFAFERAFEESNIEREE API QIR S3 FEDER,
?#"é“'ii*ﬂ)t' P HERE S3 FEDERINIKE, MAE S3 FiE 57 R AR
.
EEINENARPASEER * 7R * FLHEIEDL,

* Swift fAF ;. A1F Swit AR EREF EIE API T4 Swift BasiV—E4 5.

SR BAEEBEIIAFEIE AP A Swift ANEC " BIEFREDER " IR, &
TeEFEREP BRI UAPR 2 B24A Swift £H,

{XPR S3 HF. RFAFEREFAEERNEFEE AP QIZREIRR, XL
= FA{E StorageGRID F&RZHIB 1T

RBMRRHNARASER * FERSIHR * REED,

EEI LB S AN SAS ) ZAMAREE S3 AR HRNIE,

EREHNNE

* B AE RSN RSEEREEF B
* R FBE root MRIAXPRAIAEF 4,
* MREHHISANEKEGE, WRRERESNEKS, FEEERENSHRPFEFEIEKSH,

p

1. R~ pREE >4~
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = D = Type = Access mode =
Applications 22cc2el7-88ee-4461-a8c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4dB Local Read-write
1
S virs =l c([FE 115

- ERR * ASHNAR * RTR ARSI, BUEESRE XA A * EIR UM R ERN S D RSANE,

gN5R 7y StorageGRID ZLIEATERER (SSO) , NEFAMANAF BT EERIEAEESE, Bfth
1A LARIEEA PR E A P tn i T2 EIEZTE P B R,

- BNARIBRT,

o * MR ¢ L WARRBHE—RT. ERILHEHREERET.

o *BXEH * . IWmAM—RFR, FFTFActive Directory. —RITESRXKEXFIBRFR sAMAccountName B4,
3t FOpenLDAP. H—RZFFESXKEBLIIZTR uid B4,

AR,

CEFRIGEE. MRAFETEZ M, HEAMAKRENRE, WAFBNREEEIRENIIEAER RER
[EJA PR

c B (RN AR UERIEAEESHAEEAFEE,

c* Qi ARREERKRENIRE. iR EEEsiir B8 AP FETEAERSHITE
a1 fE, AMRIRAFAILIENR B SRE.

- PRI A RIBA AR,
BEEIE XA EENRNER.

S vicic ol =
- EFRLA SRBE LA E L AR YRR SIORHAA TR S3 1R R,

° * & 83 iiR) * 1 BAIAME. MWARRABR TR S3 HIR, FRIFERATFHED EERIEIE T IHENIR, 1R
FERRIEET, WEGABRT, KRB root P A EEVIR] S3 Filko

o * Qiipiel o WAFMAF Y S3 FREFRIZIFIENIR, 140, HAFYAEF LT HRH BRI
SEdE, THIEMIMS, ERIETE, RIRARKEY JSON FRFHEFEREXAKET, ERaEHRIELL
FFH,
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o *SERipin) * o WWARBAARY S3 FIR (BEFDR) BERT2HPNR. ERIEniE, TehndaR
B&HY JSON FRFRIF B RTEXASIER, ERBERIBILF T &

crEEX Y AFNAFBRBEENSETEENNR. BXRAKBRNFAES, SFEESIEENRA
, 1RSI S3 &FF iR BiEF R,
10. INREF * BEX *, BRANAKR, SMEARBOR/NREN S5, 120 FH, LA BRE JSON
BINF T Ho

FUCRAISR, RIAFERGTIENIGREEFEDRTSEARS (BHRR) LERNXARX. 5, &
e Efth 2B SRESANTFAE D R RBRAVIRALRY, W& RS RAYILINR,

Mo 53 Access E e

"Statement"; |
Read Only Access

5
"Sid": "AllowListBucketOQfASpecificUserPrefix",

Full Access

"Effect”: "Allow",
uplct._-unu: ”53:MH|
@ Chistam "Resource": "arm:aws.s3::department-bucket",
(Must be avalid JSON formatted string:) " [
Condition™: {

"s3:prefix": "S{aws:username}/*"
}

]
L
{

"Effect”: "Allow",

"Action™: "s3:"0bject”,

"Resource”: "arn:aws:s3::department-bucket/S{aws:username}/™"

N RIEECIENEHSHERAMA, EF R AR

© BXS4H: * OIEEA
o ZNHBAR: * dRsE >
NRBOEAMA, FEER U5 FRERIE 4 (FNAF) o WTFEKE4E, FRERETE,

12 ERERMBEANES AR N NOEEIE, AEERE * e12A

?%,@mﬂuEK%M%F%%RTﬁﬁﬁo@ﬂuﬁﬁﬁ%F%Mﬂﬁ¢,mﬂuﬁﬁm%%FNﬁ%
H,

13. 3%4% * 2 *

EEIBMARERERYIRT. ATESF, ENARFERE 15 DHAEEN.

BXES
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"t E AR

"f§F3 S3"

FSwiftl - 6li2H

,‘EEL,(LLT;)\H%AQH‘EQIJLZK%QHEE I swift A IKFBIFENR. EDBE—PHY
MAEE Swift EIEANIE, XEEIE Swift HRIKFP ARSI RAAVEN,

BRENAR

s BATE RO N EREE - B2,
s BB T BAE root IHIRITRAIAE F4H,
 MNBREHRSNEKEE, WRREBERESHIKS, FEBEEMNS D RETEFELIEKSH,

p
1 &F*IpREEE > A,

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-4539-93ad-f2295334Tc4dB Local Read-write

1

2. EER - gUERAE
3. WEHE * ZACHhAR ¢ IR LAGIEAMAE, EEE  BXAE 1 BIRUM SRR EN S RS NEH,

gNR 7 StorageGRID REBATERER (SS0) , NWEFAMANAFARLTEZEREEFAEESE, Eft

A LARIBEN R ERE P in AZF EEEF BHE R,

4. B NARN B,
o A ¢ L WA TRRVME—RIR, &R LHEREBERETR.

o *BXHH * . WMAME—RFR. XTFActive Directory. M—RFFESXREIIZFR sAMAccountName B4,

3t FOpenLDAP. H—R RS XEXIIZIT uid B4,
O JERF kL,
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“IREr (BUA) - BRAMERIEF EESHEEEFRE,

Qi+ BRREEFREMINEE, 1 ReEEEr SR EIE AP R#HITEMERERITE
g, AMRBAFA A UENRE SRR,

- IREHNR.
c MEAFREERIEA SEBNEFEE AP, 1FI%F * RipE * EIFE,  (FRIA)
* MRAPAFTEHREAEERSBNEFEE AP, BECHIES * Rifie) * Ei%E, fla, BUEERAE
EipEF NN RAREFFNNNEIEE, A, 2 * Swift EIE5R * AR, UAITXLERF SRR EMX
- OERR R

. MMERBPEERENSEA Swift RESTAPI , 5% * Swift administrator* E31%E4E,

Swift P AR root IR RA BEIAIEFEF BIE8E, B2, "iRiAE " NERALFRFE Swift REST
AP| #H1TEHIIE LIS BT EHAT R, BRHIER Swift BEIZRAMNRA 8EMR Swift REST API #1759
I8IF,

RIEZSIRHNZKRSHE B AMA, HEFEERAVIRH:
° BXBH: *elEdA
° ZNHuLH: * dkgE

NRECIRAHA, BFEEE RS FETTE 4 (RNAF) - WFEKEE, F2ETRIR,
EREFINEIENS N AN RNERE, AEER * €A .

?i%, BHAILERRMIBRNER MREL, EALAEERAFRRNNEIAS, BrIbEeENRAFhEE
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TEIRRARERERYIRP. ATETF, BERAREFERE 15 DHAEEN.

BXER
"t P E AR

“EHA Swift"

BEMREAFMES
EEANFAEREN, EAUEENERER, NR, RBUKBTZHNAR,

BREENRR
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials




3. EEEEAF. AREERIMAR

Manage users

You can add users to this group or remove wsers from this group.

Displayir rasul
Username = Full Name = Denied
User_ 02 User_02 Managers
4 EEFERMEAHERF, ARIEE* HINBF * .
Add users X

Select local users to add to the group Applications.

Cancel

Q Dispiaying I result:
Username = Full lame =+ Denied =
User 01 User 01 Applications
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters

‘ Ila['-|:-i Catigns

Cancel
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Groups

Zgroups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

Mame = m Type = Access mode =
Applications 22¢cc2el7-8Bee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-453%-9353d-229334Tc4dB Local Read-write

1
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Users

View local and federated users. Edit properties and group membership of local users.

Username =~ Full lame = Denied = Type

root Root Lecal

User_01 User 01 Local

User_02 User_02 Local
It
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key

4. 3R * QIBIFIRIE * o
LtEB R 27 Download access key ¥EHE, HAFIH T &5 RIZER ID FNZEH R ZE .

S. ¥ipi)EA ID MNZFRZIREF T L 2MUE, HELEE * TH csv* LREEEIEEA ID MHZHIE
BIANBFREX o

(D EssRTRILESZE, BOXAULMEE,
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.
o You will not be able to view the Access key |D or Secret access key after you close this dialog.

Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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LEEE B~ My access keys TimE, EA5IHTFREIEIAIRZEE,

My access keys

Manage your personal S3 access keys. If a key will expire soon, you can create a new key and
delete the one it is replacing.

4 keys Create key

Access key ID = Expiration time =
ey B 2020-11-23 12:00:00 MST
R AR ONMAS 2020-12-01 19:00:00 MST
e eteY None

**************** IREP Mone

2. 1% * ZUHARYIE) * B * R ID* WEBHITHIF.
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3. R * MR * o

LB BRBRIA TS IEIE,

Delete access key X

Are you sure you want to delete key ****r*erarinistDBGAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
buckets.

Cancel Delete key
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

= HH || MM AM

Cancel Create access key

S EHE * ISR * o
LtEB R 27 Download access key FIEHE, EAFIH TIARZEA ID FHZEHRIZ A
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0

Secret access key

UGuS+XeACtnOWQYFdbzmgmpgVXXDvCkSOzT10s5z9K |_D

¥, Download .csv m
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Manage access keys

Add or delete access keys for this user.

Create key Displaying 4 results
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Delete access key X

Are you sure you want to delete key *******¥diaiistDBEAT
This might take a few minutes.

When you delete a key, you can no longer use it to access objects and
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Cancel Delete key
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S3) Y S3 JMRUE,
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KMERIF R FRIEFED R, MRENFEIBRBAT S3WRBE, N S3 FFHNAIZERF A LUEENZE
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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without S3 Object Lock Bucket with 53 Object Lock
Objects without Objects with
s3 client retention settings retention settings
application <

Objects without
retention settings

StorageGRID S3 M RBUEINREIR M T —FREIRIN, 18T Amazon S3 GMIET. AIABRT, ERAFER
T EB S HMPRZRIPIIITRIRA, StorageGRID S3 WRHMEINREAZFRGEERN, HERRITFEBRHINE
AP S FREBIRBEIMEFZRIPBINR.
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v
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST

1
* WIREIRIEER S3 WRMUE, NMHAELIREFHEDRIIEA S3 WRBE. EREENINEFEIRER S3
M RBUTE

* S WRYMEFED KRR, NEFEDEREA S3 WRBIEE, StorageGRID =B NNREFED B BIRES
$ o

* EERAT SIHRUEMIBER T EIBEMEDERE, TERA S8 WRIEHEIFIZFMHE D ERAIARAIZH]

* BT S3MRBERIStorageGRID TFED BB EINRB AR, k. S3FF iRk A2 BT LUER 7RI
AEFESERNS I N RS EERE BEMEEREIRE,

* S3WREMABSBRX S BREREARE,
* BAT S3 WRBMERTFED RS CloudMirror £l

BRAT S3 WRBMER D ERFHINREVER
* S3EF RN AREFUHANFTEZSIHRUERIFHIE T HRIEEREILE.
* ISR LUEIIN RARAEVREBEIE B, BRERIEE,

* NREWEBXFEZRIFAHEEREREN, WA LLEI NN RS HITERFRERFREEXER. W
RHRRRELFEEZRBIRE, WFEEM StorageGRID FRIFRIZM R, BMEZMREATREBAH, —B
BUHGERE, MREXEREEH, WA LBER KRR,

* S3 WRUMEFBBERRAITHRI DR, RBIREBERTETWRRE. HRAFLUFERAERREELLER
HMEEREIRE, EFEAGHEMKE, NEMEYTRER, INRIEEFREBPREERERENREP
BRPIEERIRRD, ERTLACEITARAEIN R, MICRIARASEIN R ERIFHERTS,

BRAT S3 WRMMERTFMD PRI REREHR
REFEBAT S3 WRWENEFEIRPIETHNRBLH=1ME:

T WREAN

° EBAT S3MERBENIBRT, BHRRAEFNZFEDRES, S3 B IHNARERA LSRR
IEEFRZIRE (retene-until date , legal hold i #E) . FAfG, StorageGRID AL RAERMTEIE
, EEEE—MNKRIFRF (VUID) URENBEAFEIE,

c FARBRBRENNRRAEE, B AERELBIEN S3 AR EXBITTHE.
° StorageGRID FENNRTHIES WERHEL R, ESNENER ERFIENRTTHEIELR =187
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2. * WRIRE *

° StorageGRID REFEZM RIS MEIZ, BIZARIHATIIEMEE LUINREFHEUBERRTED) ILM RESPHY
BRI,

3. * JFSRMER *
c REMREBILBHE, FTUBERNR.
° TEMBRAF & ERBINSHIN R

BIES3IEFE IR

TR LUERER ERSE AN REIERE S3 Dk, SIEFMEIRE, HIsEFMED R
RIFMX I, R StorageGRID R4IEA T £/F S3 WRUEIRE, NAILUEFENEFE
DEREA S3 WRE,
ERENNE

* MRS RS R B P RS,

* BRARTARE " EERESER "I " RIER " NRMAFH, XENRGESHNTFE D R RINR
RE,

* WIREIRERSIWRBME CIREFHED R, NI E NIStorageGRID ZLIEAEF/SIMRMUEIRE. FHE
B HNEBESINEMUEFHED RMMTRIIEK,

"fEF S3 WRIUE"
p
1 &F 7% (S3) *>*HE*,

IR ER" DR TIE. EPFIETESIZNERD K.

Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

-

Name % $3 Object Lock @ = Region = Object Count @ = Space Used @ = Date Created =+

No buckets found

Create bucket

2. efE * QIRFHEOR .
LB R BRI EF D R A S
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @

us-east-1 b4

Cancel

@ ?%EFH T2RESSHERUTIRE. NEEFESREEEEFMEIBRNSIHRMENE D
Z g%o

3. NTHES BRI — BTN,
()  cEEsRE, EEEEREHEIRET,

FED ERB IR & LU AN :
° ) StorageGRID ZZMMEM—8 (MAMEHEFKF HRHE—)
° AIFTE DNS B3R,
c MMEMNEE 3NFER, HEFRERE 63 M FER-

| BB RS MFENFT, FER—ORSRITE. S MRELTUNE T ERMF XM
4R, #AREERIETE, HFAEFH.

© TS AR 1P HALE,
- FRERMEEHRERPEROR, IASER RS SERMIBHENLLRE W,
(D) Bxmss. B2 MAmazon Web Services (AWS)STh,

4. JUAFHES BRI

StorageGRID EIERHREEANKXIS, Fi#7EBRINKIE A RESFMN AT RIHIBRIPERE, HIAE
R FTEREREEFECE us-cast-1 X,

() seewssRE, EEEERER.
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5. MEiE-QIERTP A ER Bk,

* MRKREAEF/SIVNRMUERE. BEFCIBEMEDER . WWIPREIEFMED BRHARKRERNINE " F6E0
g " DUE ERIRH,

c MRBATERSINRMERE. HEF U I ERFE2S " EESIHRBE"

Create bucket

f:';/‘:} Enter details

e Manage S3 Object Lock
Optional

Manage 53 Object LOCk | This step is optional)

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is created.

If 53 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable $3 Object Lock

Previous Create bucket

6. &, EPIEEELALEFED RBASSHRME.

WRNTEED B S3 MRME, S3 FFIRNAEFAENFINEIFEDBRNNKIEERE BIINGE
REKE,

() oeemsBE, ETERARRA S3 HRME.
() WRAEHESRER S3 HRUE, MBS AL BAALS,

7R QIREEOR
LR QIR AR B IS EARINE] " 80, " DuE LRYRF,

HEER
“$A ILM BIENR"

"T R B IEAPI"

"f£F S3"
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Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket

Name 3+ S3Objectlock @ + Region < ObjectCount® < SpaceUsed @ +  Date Created =

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
1

2. BRI HFEIBRNER.
ERILRIEF EREMTINE R THIF, a7 IRPEmfmEEn.
° name : TFEDERHIME—RTR, FEEEL.
° S3WRME: BENIFHEIERBAT S3 WRIME.
NREA2R S3MRMUERE, WAZERILT, ERERERIBRENEEDERIER.

° XiF: SDEIIXIE, TEEHR.
° Object Count : b7 EPRIITRE,

© BATE DERPFAEXNRINEEAN. EEANFEEERNRETARRIEHIRI AT RITHIE
PREBYSEFR=IE,

° Date created : SE7FiE5ERHIEHEAFIBY (8],

@ %ﬁﬁ’\]ﬁ%ﬁ*ﬁﬁﬂEFH?[E—JTE?UTEWL‘I'TEO XL ITHEZ HNETE], WEEENT S RKESHE
Aml,

3. EEENERFMORMNIRE, BEFEFHEIRET.
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MBS R B i 57 B F 4R B DUE,
WTERTATFEENMRIEFED BRET. FiEDRIGEMTFaRSHIRE,
BEENEXEESMRENT ARSI,

Buckets = bucket-02
Overview 4
Name: bucket-02
Region: us-east-1
53 Object Lock: Disabled
Date created: 2020-11-04 14:51:59 MST
Bucket options Bucket access Platform services
Consistency level Read-after-new-write v
Last access time updates Disabled W

BXER
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"BLE BRI IR = (CORS)"
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"EEEEHEA"

"B REMRRS"

B —EIER 5!

NREEERZ S3 A/, NeILUERAF EERHEF EIE AP SRELIX S3 7 HRY
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ERENNE
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default)

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa
trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability
or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers

high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal

Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.
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—H4RR Description
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Read-after-new-write (  AFNRBEIRE R, HEREANNREMTHE—BE. RESTTAMEMLEK
2R3N EBIFIPFIE. 5Amazon S3—EMARIEITED,

AR MNRNARFZRRNAEFERNE AN TheadiR(F. IBR—EHERINIRE
A . BRAEEFEEAmazon S3—EHMERIE. SN, MR—THSIMEFHETIR
A, WelgeshMAE 500 MRERARSS BFEIR.
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write ~

Last access time updates Disabled ~

Enable or disable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's last access time. The object is not added to ILM evaluation
queues,

® Requests to update an object's metadata update the object’s last access time. The object is added to ILM evaluation queues.

* Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the LM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation
queues,

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object

PR RIFER o

BXER
"TH IR R

A ILM BIENR"
Bo & IR R = (CORS)

WMRIEHE S3 T’?ﬁ%ﬁﬁxqﬂE’J?—?ﬁ%ﬁﬁx*ﬂﬁ%_ﬂ,v\ s A EY Web N ZRAIR], MATEL
ﬁﬁﬁ{lﬁﬁﬁx@ﬂ%ﬂt/ J\/ 5 (CORS) )

ERENNE
* RN S RS R I P RS,
F EUART RS " EEFENER " R IR " ARMAF R, AR B A R A 5 B SBE P ROATR

12 o

KXTULES

BRERFEHLZ (CORS) B—M&ZeNdl, AF—MAFNEF iR Web MREFIARIARIHHFIEIR, F190.
RIZEERRNNSIEME D Inages UFEER. BIHELECORS Images FEDEFHEIR. ErIUTE
Wih E R RZEFEESERPIIER http: //www.example. como
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ERXARIESR RS A CORS FrfkRY XML -

WRBIETRT BT S3 FEDERE A CORS B9 XML »  IEXMLAFE I mEED ERAXGETIER. 1B1R
A1F http://www.example.com AFRKIEPOSTHIMBRIBERAIE . AIFFERABEIERINk,

<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

B % CORS ftE XML H9iFE 8, S0 "Amazon Web Services (AWS ) #4: { Amazon Simple
Storage Service FF &R AGIEE) "

TP EESP, EEFE (S3) "> R,
MIERFEEFEDERBTT.

LB R B i3 BRI 4R S DUE,

PR * DERIpIR ¢ > * BIRAREE (CORS) *o

% * 3 CORS* Ei%1E,

¥ CORS BCE XML #MLEIXXAER, SAFERE * (REFEN * o
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>
«/CORSRules
<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|

7. BIEATFED R CORS B, BENXAHMERER CORS IcE XML , ERE * Bk * AR, ARFiE
B REER

8. BRTFMHEIEREFA CORS , BEUHER * 5 CORS* EifiE, AFERE * RIFEN

RS 37 iE R
ERILUERE A EESEMIPRRY S3 FiE D B
ERBHONE

* BUTER IR SRR REEF S8R,
* BB TRE " EEFESER "SRR " NRAF A, XEARRIGE SHNFME D ERREE AR
RE

KXFIAES
L%"Fiﬁﬁﬂﬁéﬁﬂﬂﬁﬁﬁﬁifﬁlj EIERMPR S3 FEDER. EhA] LUIEMAEF EIEAPIZS3 REST APIERS372(E 5

EXO

YIR S3 FEDERBEEWKRHIFLFWRRE, WARERFFZFHEDR. BXMARRSIRENENER. FS
REXEIEREHAREEEEREENRVITA,
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p
1. &F 776 (S3) *>*HE*,

AR ER " ok " A, EFIETRRENER S3 5.

Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket

Name +% S3 Objectlock @ 5 Region 5 ObjectCount® % SpaceUsed @ 5  Date Created =

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
i

2. R ERBRI = TFME D BRI N B EAE,
BB R /B PR R RS R,
3. MIRIER B, EE MR E

Actions A

Delete empty bucket
e S3 ObjectLock @ + Region % ObjectCount® + SpaceUsed® <+ DateCreated =

bucket-01 Ve us-east-1 0 0 bytes 2020-11-04 14:16:59 MST

bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

IR B R—REIAER,

Delete empty bucket X

Are you sure you want to delete empty bucket bucket-027

Cancel Delete bucket
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StorageGRID SMIALEFED RN ARRIBRILEFMED KR IR(FRIRERE L #hAtE,
MRFEDERANE. WRET—FEHRES. BALHRFIENR. ARZRERFREIEDER.

e Unable to delete the bucket because it is not empty. You must delete
all objects before you can delete this bucket,
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TERSE S3 REST API
BREN * REXFE D BT ERIECE
* PUT g B iimEr i E

XLt ER StorageGRID BB E X I21F,
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BB M NEE BT, TRERFNREIERIZIZNMFMED Ko

Itb5h, 8RR AR R AR AT 6 3R A= 5B 2 B2 _EECE CloudMirror Efll, F R LS ER AR AIEH 2R = hit
AR ERAEN BT BRI UERRAIZRIFIRRAIZFIN D ERIERAS. FId, ERLUSIRAEHRIEME
DEAEENRRSIZRIBREFE D RIIBIR, RZINA. EE A ITERRAEHRFME D R Z BHITES,

CloudMirror £ %lIARS5BIMIER1T 5 Amazon S3 REREXIEES (CRR) BRSSBIMIERITHER—MERREFE
DEFHNREFSHRETFEFIN R, NRIFM BARFED RBEHITRAIZS, NEEHMERTRIC. W
REMmDEBRREITRAIES, WHERERD RFPENRAZFERERTICEHIE BAr0 REMERE RN R

S REFFNEIRFEME D BT, StorageGRID £RFEAFRIEH replicas o B#r StorageGRID EEDEARE

REFTENBIETBINER, MMPLESINEHIRE. HWEIZARICE StorageGRID FIREIRIE, FARMELIEEERE
F3 Amazon S3 i3 BRE BAREYFIA AWS CRR -
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@ BFRCRIERBBEENXIRKN x-ntap-sg-replicao WARICRIPHIEZREXFR&, StorageGRID
S SZIFTER G Z B1fSE A XX CloudMirror o

TERIEBREMED BRPSEANE—EMINF. BT ABRMIIRMAMRITIRE, JRESFE—TENRNZ D
HREBIASFIXE BiR. EIRDVERERT, MRMENHEZARER StorageGRID R FEBSEMHE—XR, ME
IRFE ) B L BVIR(EIRF AT BE S IR B D B E RV IR A LA,

CloudMirror EFBEEENFERIME S3 FEDEENEMR. BE, BHAUKEFRENMMERS—
StorageGRID ZE K {EA5 S3 #ARIRS.

HXEE
"B2 & CloudMirrorE #l"

T RRTEE D BROE R

WNRIEFLE StorageGRID BB+ Amazon Simple Notification Service ( SNS ) &RiZXH %
IEESEHREH, NelUA S3 FiEnERBREE A ER,

TR LB B ME EXMLE RFE D B XECRECE F @A, BRECE XML E1E S3 ELEFiED @ mMpvLy
E, FIFEMR SNS EFUEENIHRBI URN -

FHEMERNEEPEERREEDERAEIE, FHTXEIBF. IRSENMNRIXEKNSEMML, WEES
RIZEHBBERHRIAFFEZ,

AMRIEERBME—EMIRF. BT ARIERINRZMAMHRITINEE, FgIRERAES T EHEN. ATRAE
FTH, EIETEFRIEB R BN EIRFSREED R EFHNINF -, THENTRERE
StorageGRID I8 RV1E(E, ERILUEMA sequencer MAFHHRUBERENRNEMHIRF. “Amazon S3
SRR,

FHRBHAES
StorageGRID EEF1:&1& Amazon S3 API , {BTF7E L TRRH:
* EARBEAUTEHREE BN, XEEHERE K 228,
° s3:ReducedRedundancyLostObject

° s3:0bjectRestore:Completed

* M StorageGRID RKZXMEMHBHMEMAITE JSON B, RARENFESELEEN, MYEMBAERINE
8, SRR

IR R R StorageGRID &
EMHIR sgws:s3
awsRegion EE
X-AMZ-ID-2 REIE
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HEARIR StorageGRID &

ARN urn:sgws:s3:::bucket name

BXER
"EeEE @A

T BB EREERARSS

ﬁg%%%ﬂﬁ%ﬁ%ﬁ%@ﬁ%9#%5?%2%%!1%*&?&%1‘&5&%, MR LAS S3 FiE D EBRERIERSE

RREMRSE—FEEX StorageGRID Az55, SIBHRIETIHIRN, ZIRFZE =B 7RI HE S3 3
KITHIBERZEIBRR. RS, ERILUERBMRSRENERER, BUED, AN SWSFEI TAEKE
2, DITHREIEHMPIRIFERE.

TR LA E AR AT RIS R AT HIB TR iE D BB BIERE RS . EREREBIFTHRERNEE XML 5
BT e EX ML RNITIRIEAITFAE D B IA R RITHRR B R T KRB RECE R,

BANLL JSON STAEBIZ TR, ZSEERDBRBM, MRBIMHMMA ID (NRE) 8. BT HRHFAER
BHMARPTHRIEZIN, ST tHiERNTE s —HINERNNR ARG TTHE,

S FARCH AP TTEUE, StorageGRID =4§ BRI F(EAF R BT S3 HHHEME RS

@ Elasticsearch . EfgE Elasticsearch UG XLEFRT R FRFE N HERTEF, 151%R Elasticsearch
WEAH TR FER PRSI FNIRET HEAME . EREIEREMRS 281, MAERS| LERAIESFER
BREY, AXHEEHIRS|G, EBIEAERS|IPREXEIFERIE,

SYHHMUTRERE, EBRERERFREEHRALMEE:

* BRIENR.
* BFRXWR, SFERMER ILM SRERIE(EMMFR X RAVETE,

. Ebﬂ, ERTE RN RITHIREIRIC, BEMIRA R RIE—HTEITTEIENIRS, MANXEEREH

BeURBANEE XML ANEERESEGE, RASAEIRINEAF R UR GBS ERELE, AP oidR
FATICREANE AN RLIZER. B, FEAEMEIEFEENEAMNRLEZEH,. ERFRIGEED R
BRROHNRITEIEL XD B, MHRITUTE—IRE:

* BIRFED BREUNAINERINR 28, BN EERERRS.

* WEEDERFEENMEXNRIITIRME, HRIERMATIIERIE S LA XS B1F.
StorageGRID 18 ZR&EMARSS 21515 Elasticsearch S£EENBIR. SHMFEERS—, BFtERERSPIETE
, MltiFsAY URN SEZARSHEE XML B{ER, {#H_Interoperability Matrix Tool %€ Sz #FHElasticsearch
b s,

HEXES
"NetApp Big{FiExRT A"

"ATFERERNVEE XML
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"TCERIEE AN B & R R TR

"EIEREMARSS AR JSON"

"B RERARSS"

ERATaRSIESEM
ELMFaRSZE, BEEAEXEAXERSNEVFNEREI

ERFARSHEEEM

ARE

B ARl R i

B A = R

PANZEERR

ILM IRTHAY XS S B

HAER

BN ES BN Se B, RS BirmaEEKeEkAF, FREE
KEIFKFAE, NE StorageGRID AHBEMEFIHIER (a0 PUT iEK) ik
Mo Himsmlifaet, S EIRXELMATIERK,

IR ZXFRBVERF B BiRim R EBIEKBVERE, StorageGRID R FIRERIR
HlE NBITFiED ER S3 B K. RBEAFHLER B RIIEKRNEN, 72%%E
PR 1o

ME—BARRIRIAZE, FABY S3 IERMITHIEIERK, MREFIRINEIMERERREIR
12, MV RBEANRRNERABTERSHIHR. WRNERERIFSREN, FFK
S31&E (W0 PUT 1EK) SRR,

CloudMirror I53KBA FIRER 2 B Anim R MERERIRIMR, EIXEARKFS KRBIEHE
RhRE S TREERENHEHERITR.

StorageGRID fRIEX Ui R BIIRATTIRERIIF. REHNE NN REVFIARE
REMU TR - R A, RENSKRES (BTER) mMIBLEFT StorageGRID HHY

7E¥5 StorageGRID LSS 1TH21ERY, StorageGRID £R7ITHIER, Flg0, tNR
BEBENMNNREANLR A, AEBES B LHE—1MXWR, N CloudMirror £
HE BInD BN REAN R REERIEARIHNR,

797 ILEE AWS CRR 1 SNS BRSZ8IMIFRITH, WNRE StorageGRID ILM FLM T
MBRIRIZAE D RPN R, MIRE%IE CloudMirror FIEH@ENIEK. Hla0, MR
ILM FNTE 14 KEBFFENHER, WARELZE CloudMirror S EH@FIIER

Bk, EE ILM TRBEHRE, RASKEERERTER.

fEACloudMirrorE HlfRZ AV F EEIN

ARE
EFRE
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XA

fFiE D B R A= HIA A7 1D

R R

%884 EEH ETag values

£ SSI-C MEMMNR (ERZEFRHIERHITR
S5 ERIRINE)

BEEMA S3 WRMENFHED R

BXES
"fEF3 S3"

FETakSmm

CloudMirrorE #lliR 55 v1 £ 2 BErFEE D BRI REY
RAK/NAS5 TB. 5StorageGRID ZIEFHRATRAK
NYEl

gN2R StorageGRID YR S3 fFE EREBRBIRAIE
hll, MEN A BIRFiED B S FB i<zl

FERMRAEHIE, 1&FE, BT S3 hiXsIRESHl, EB
PEME D R HIP IR R R R M AR,
CloudMirror IRE T & RIUEX —Fo

* 3*E * . StorageGRID FREEDEEMIARZS ID 5
BIrEE D ERAVRRZS ID 5%,

BT S3 ARSI, CloudMirror RS AR EHIER
FefthRZs ID B9 PUT MRATICEMIERIT RITIEIER.
AT RMBIRAIARZS ID REX, EITEHERESI
FFERRZA ID BIHRIZEH

#/k, CloudMirror FRESEFIFIEERRZS ID By PUT
I RIFICIEREMIFRIT RIFIZIER, XEBERSEH
RMZHNIRFE (NRPEBREZREES, WEHER
MhRABIIRIC) o b9, ELEFEEFLE (MA2
PRICEH) BUEME N

RGERZED LEHB N LERXSRES, CloudMirror
RBSFZEREBXER D, FHit. FER ETag HEWNR
HNERSARE ETag RIEFMRE,

CloudMirror RSB ASZ$FEA SSI-C INZMMRINEIE
SN RENRIZE D ERLIHTT CloudMirror £,
FHIIEKRES SSI-C iEKRIrk, MILRIEE KRB,

YR FF CloudMirrorE HIFY B #rS31ZE D ERE B AS3
FWRPE. WEFHRIERKK. HERAccessDenied
FAiRo

TEAFEDREETERS ZA1, BREDR—NiEREENTFERSHBET.

StorageGRID B AR IR IARTE SRS, BRIESERTERSmS, BUNEAR " Elina "5 "R
iR " AR ABR, HAELAFPRENNEERENAFEFET RIARIIMIIRERER. BXFEHAES, 185
StorageGRID EEREX R,
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2 StorageGRID 1ARJAWS L8 BAnfF &7 BRFTB RIS B ERE.

SMHEENTERSHFEZECHRR, FRIEELAAIERNES N TERSEVERE— RS, EXTER
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SRR, UERAIUEZ M DERATER. EXa RS REENERZS NERENER, XFERLUHRITIU
TR B— SNS TEAFEXRNREENER, M5 —1 SNS EFKIER XM RMERETER

FAF CloudMirror £ flfiF 5

StorageGRID % ###R S3 FEDERHNERIHR. XLEEFED EAIEEFEETE Amazon Web Services , HEEIT
£ StorageGRID ZPEHE MRS Lo

EHAY i =

StorageGRID Z#§EBIBHIARS (SNS) lmm. AZIFEEPATIRS (SQS) X AWS Lambda iFs.

ERENRS TGS

StorageGRID 3 #¥#& T Elasticsearch SEE# IV REM IR, XL Elasticsearch S£8¥A] LU FZASth#EA0),
WA LIEETE AWS TEEMIE,

EREME D2 ER Elasticsearch &3 |1F1ZERY, NS TE Elasticsearch F8IEZES|, JAIGAEETE
StorageGRID FglEims, SNmatliEERK, FoBma2a], BTECERE, MREE,
StorageGRID & 1E A1 = A IE X R TTEIER QIR 288,

BXES
"&EI2 StorageGRID"

EEF & IRSm~IURN

BT RS mANY, BIEEM—FFERI (URN) . EAFEIRSEIZECE XML BY
, TRfEA URN 3| Altin=. S MimmAY URN A2 ME—hY,

StorageGRID S1EE82F SRS R WHH#ITIIE, EEIRTARSHRZAT, BEHIALESPIEERHE
RFERRRIE,

urn TTE

FERSmEHURNAIUE—FFk arn:aws B urn:mysite. S FFAR:

* MNRIMARZBHEETEAWS E. 1B5FEH arn:awso
* MIRRSFEEEAM. FFEH urn:mysite
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URN B F—PtEZATHEETERSHEE, WTFAAR:

RS Type
CloudMirror £l S3
byl SnS
ERER ES

fBlan. E4E4EFStorageGRID EFEERICloudMirrorif R3S EURN. EEEFN s3 FXBY urn:sgws:s3o

URN N&E—1MZATIRRBET URI LS EBIFRIR.

ARSS FERIR

CloudMirror £l DERRWR

EEN Sns-topic-name

ERER domain-name/index-name/type-name

* J¥E:. *UNER Elasticsearch £EEEERE N * £ * BatIERS|, Mt
TERRBIERZBIFoheIEERS,

AWS _HIEERIAREZ Murns

FFFAWSELE, TTEIURNZBEMBIAWS ARN, FI40:

* CloudMirror £l:
arn:aws:s3:::bucket-name

* A
arn:aws:sns:region:account-id:topic-name

* FRREN:

arn:aws:es:region:account-id:domain/domain-name/index-name/type-name

() HFAWSEREMMBA. 7 donain-nane YROEXFFHES domain/s WFFHT
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AT AT ERSH urns
ERAAMITENRSMIESMRSE, RE URN EE=MHRE—MIEBSFRFENTER, ErmAIUUEASN

157 URN LABIZBEREM—RY URN . ERILUERIETRES, rlbl@dERAaisEXETE, UERE
PRMRZIEHE URN EEME—%, Hlu0:
* CloudMirror E1:
urn:mysite:s3:optional:optional:bucket-name
¥t FStorageGRID EFEERICloudMirrorimsm. R LUIEE IFFLBIBZURN urn: sgws:
urn:sgws:s3:optional:optional :bucket-name
* EA:
urn:mysite:sns:optional:optional:sns-topic-name

* FRRE:

urn:mysite:es:optional:optional:domain-name/index-name/type-name

@ MFAMIEEEREMRIHS. 5 domain-nane REBIHSBURNZEE—RI. Elementsie]

UREEF T H.
BIEFERBIHR
WHMEDEIE— D EWEENmR, AT EBAFaRS,

ERENRE
© R R R ERIE A IR,
* StorageGRID EEGZHAMAEHNHEFIKS BRTE SRS,
s BT BE RS SN RN AP H,
* MBI FEIRSIHRS I BNEIR:
° CloudMirror £ll: S3 FfE7DE
° BB SnS &
° #Z@H: Elasticsearch index , IR BErERKREE NEMEIERS,
* B EERXBRRRNER:
° F—EWFAMIRTT (URI) BENAIHOD
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(D SNRIEIHXIFER StorageGRID R4t EHEEMNEEDEREAN CloudMirror EFIRIRR, 18
BAMREER UBEFTERANE,

° ME—%RZM (URN)
"8 T 8RS iH A FURN"
o BPIIEEE (NRFE)
* JFIREREA: iFIREEA ID MAEIAIE A
* HARHTTP : AR ZMEE
° RREH (MNRFEABEENX CAIEP)
S8

1. 8%~ 765 (S3) *>* FaRSH=*

o

LEBPR 2R & AR S5 ik R DU

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ ~ Lasterror @ = Type @ =~ URI® = URN® =

Mo endpoints found

Create endpoint

2. iR+ QRS
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3.
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Create endpoint

. authentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

Cancel

WMANETRRMUERGRPRERMERE.

RN TERSEEZERERRUE LIHNERZMEYL, AEEFERIFREELES,

- 1£ * URI* FERH, IEERRBIE—RFARRRT (URI) o

BEAUTEAZ—:

https://host:port
http://host:port

MNRKIEFEIHEO, MiEO 443 FAF HTTPS URI, #8080 BF HTTP URI,

540, StorageGRID L EERIZEESERRY URI BJEES:

https://s3.example.com:10443

FURBIR, s3.example.com FnStorageGRID &R A (HA)AHBIEIAIP (VIP)FIAIDNSEH 10443
FRRELNHFERIH R P ENXBIEO,




() ERTEEEEERNTEEAN AL, bes R,

B, AWS EHEMNEFMEDERR URI AIREN:

https://s3-aws-region.amazonaws.com

@ MR AT CloudMirror EFIARSS, 1BE707E URI REEDERZFR. ERILITE * URN* FE&H
BEPERRTR,

5. B RAIE— RS (URN) .
() clmgss, GREERHAN URN,

6. HF ~ s
7. I BHEIEREER—ME. ARRMARENERE.

Create endpoint

@ Enter details e ?f-!_lr:_w.:i:.authentlc.atlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

:Anonymous v

Access Key
Basic HTTP

Previous Continue

ERENEELNEE BIRE RIS MR,
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Authentication
type

EZ

IRE A

HA HTTP

Description IR

RN BIFNERIBE. (NERTERR THHRILE.
T2 MERmRo

£/ AWS RSB SRS+ HIEH D
TRHE. - MBI

EJ%J%F%%DEEE%NEﬁﬁ?ﬁi&ﬁ%{ﬁ% + Username
s « Password

Create endpoint

@ Enterdetails ————

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate
Use operating system CA certificate

Do not verify certificate

Select authentication type o Verify server
nal

Previous

IERIRIERYEEY
fEFRBEEX CAIEH

Description

ERAEEXZEIUER, MREFWIKE, B * CAILEH * XAMEFE
HllFRENE B E X ZEIEH.



UEPIEIEAYSEEY Description

fEFRRIER Y CAIES ERRER S L RERBIACAIE R RRIFER,
B/DIIEIEF RIIERATF TLS EEZAVER, ERARE,

10. %% * MAHEIRmR * o
* MRAUEREERENANRR, WEET—FENER. RASMENERIN— T RIIES KRR
Eo
* IRHERIVERK, MEER—FBIRHEE. NRFEENHRUBEHEIR, HiEEF © ROZKERIFH
S8 HEMLER. ARG, & MEHHEIRRR "o

()  wmRRNEPKPERTARS, NBSAEEAK, A5 SorageGRID ERRRR.

FEinm/E, ERAIUEAHE URN BEEFERS.

HXEER
e E T 8RS Ha N URN"

"B2 & CloudMirror & 1"
"ELEE M EA"
"EEEIEREMIRS"

M F 2RSS in < BVERER

MRSTFERSIERLEEN, EALUNHRRER, UWIEBIRRRRSFEUM
A UERZEENERIARTE,

ERBEHNE
* ERNAE R S R SR R B P RS,
© AR T B SRR R P 4,

XFUES
StorageGRID A=IIEXLEIRZ T EB ERBINIE,

p
1 3&F - 768 (S3) *>* FARSHER "o

IR ERTaRSHRAE, HPERT EBEENTEIRSHRYR.
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use.

4 endpoints

Display name @ =  Lasterror @

T Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-3

my-endpoint-4

53 Bucket

my-endpoint-2 € 2hoursago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. EERENEHEEENGE R,

78
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Overview

Display name:

Verify connection @

resolved error, select Test connection.

Test connection

my-endpoint-1 #

Type: 53 Bucket

URL: http://10.96.104.167:10443

URN: urn:sgws:s3:::bucketl
Connection Configuration

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a




3. EHR * MR ~
* NRAILEREEREDNRR, WSET—FHAINES. RASME TR — T RIRIES KRR
Eio
* NRFBRIIERK, MWZEBETR—FERHER. NRFEEURRUEEHIR, 5EEF * B8 * HENGE
Bo A, &F * WHAHAREER
RET SRS IHR

TR LIRIE T A RS _ECEUENERTR, URI BEMFAES. fla, ErJEEH
FEHEPHANEIEREN URI LI3EMEE X Elasticsearch 25| LU#1THE.S, &1 qE
P S RRSSIR<EY URN o
ERENNE

* RN RS R B P RS,

© R T R SRR AR P 4,
S

1. 4% * 774E (S3) * > FARSHS -

R B R TalkSHEmIE, HRERTEBEENTERSHERTIR

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ * Llasterror@ = Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3:ibucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. FEFERENRS.
LB B R R I RS B D H.

3 EFEEE
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate




4 REREERRANEE
() olmmas, GEEERHAM URN

a. BEENIRRNERAN, BERREBER £
b. RIEFEELL URI o
. RIEFEERSNIIERE,

* WFEAK HTTP BMRWIE, FREFEENAFA B, RIEFEESEN, HARERE * HIETD
HENHEL, NRFEBUHPTHBIEDL, BIEE * BRBRHRE * -

* WFIAREAS MW, BIREFEELNEH, HARERE © HiE S3 A © HHEILFHBILIEESA ID
MNFR R ER. NRFBEBUEFMBBVEDR, 151EE * EIR S3 BA%MmIE * o

d. IRIEREE A TRIEARS B %,
o. W * MAFHREFEN * o

c IRAUEREERENNER, WEET—FENER. RASAENERIN— M T RIIES KRR
.

* IRHRIIERK, MEETR—FEIRER. BURRUEEHEIR, AEER * MHHREFENR ",

BXER
"R aRSHR"

HBR T & AR 55 o
MRENEBERXBRINF RS, AR,

ERENNE
* AR S RS R B P RS,
- EAFRTEA * B AR A,

p
1 &FFE (S3) *>* FERSHR "o

R B R T alkSEmIE, HRERTEBEENTARSHERTIR
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Display name @

£ lLasterror® < Type® =

URI® =

Create endpoint

URN® =

my-endpoint-1

my-endpoint-2

my-endpoint-3

my-endpoint-4

53 Bucket

0 2 hours ago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

AR E A BREY i s X B Y B R AR

NRMPREEERNTEIRS KR, WERLLERBER D ERER

SRAXBKNTERS. £

() AEREROERBERER. MEMERIEAELCH, BIEENEESRERENTE
3IMEMIH URN A1k, StorageGRID SEERIR S AR Al MEHISHIZ,

PR ¢ 1RIE > HIFRIRR o

LB 2R — R HIAE S,

Cancel

external resources.

Delete endpoint

This might take a few minutes.

Delete endpoint

Are you sure you want to delete endpoint my-endpoint-10?

When you delete an endpoint, you can no longer use it to access

PR BIFRIHR * o




RRT S IRSFIHRIEIR

YNER7E StorageGRID RS FERFmRBENAERHIR, ERREBER—FHER, &
FERSHERINE L, RE—THRVIEREIRAESZKNER, WRSIHREERERY
NRAER, WA= EREREIR.

HBERTREHIR

MRAEIE 7 RAREEATERSHEREIR, WEFEESREERBER—FERER, BRI TaR
SihRNENEEEXILHRNESFAER.

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

ERRLEETHR—HREZEREFERSHEANENINE,. BEEEFANEIRER, BRITUTERE:
p

1. Mg FIRE, EFHREIRR R,

2. EmAFAEENE L, EF EE . ETNRYETHERNSENER, HEnERAENRE, B840
& X BtrRYEIR @ RERETE 7 KRR,
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

KEBRESNARN

BIfEfR 7 RKEHER, * RE—1HEIR * IEARSSEERXERIR, BEEEHRIRERNHRHEIRIGETIMER
FHIFREARREEIR, BHRITUTERE:

p
(RpvizeS )

LB B i = 1R 4RSS DU,
2. R R > NRERE

2R * MIRESR * K fE StorageGRID JIEF S ARSFZiH RS FEURERE A UERASIEERNE. RASM
BRI — T RIIESEREIER,

fiB R = R
TR LMERIRRIFAEEIIE LN * RE— 1M EIR  HEREPHESHERNER, FELEHEiRTEEERIER

R BERRIRIBIEEA o 5140, U0 StorageGRID BT =8 WYL RS AR Z R E LA A1 18] B AR
S3 FiEER, MAIRER KR4 CloudMirrorbuc2 iR, JHEN "HEEMHEREREEBRGE, ", FAEEN
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"AccessDenied’ " 3% ""InvalidAccessKeyld o ~"

NREFBRER R URUTHEIR . « WERSIIRAHRFER S EStorageGRID IIEEH G ImSR. FHHIA
AILMERSRRERNE, RASMENERN— T REIES KR AEE.
p
(Bpviz= )
2. EmRFAESNEL, EEF EE
3. IRIERBRER AL E,
4. SRR % OERE Y > MNAERE
RA BRI = 1
3 StorageGRID WIEFERFmAY, ESWIANGRNIEATRATERERABRAR, ARTESNIREE, B2

, StorageGRID ARIVEFRLT SIRSIBIEFIFIFIENIR. Eit, MREEZHAEATEIRS (FlW0 403
Forf2 M ") BHREIEIR, BB S s IR REXRIIR,

HthF SRS HPEHRR
BXEMER M FEERFSHITHEHFNER, B NEXEIE StorageGRID A,
"&I2 StorageGRID"

BXER
"BIBFE RS IHR"

"M & AR SS ik R B R

"RIET A RRSIHR"

BZECloudMirrorE &l

CloudMirror E#lliRSS @ =% StorageGRID F&RFZZ—- ERILIEA CloudMirror £l
BXREhEFIEISMNT S3 FiED R,
BEENHNE

* StorageGRID EEGAMAENHEF K, BRF &SRS,

* BB RIE— 1D, AREREERIR.

* ZM{E CloudMirror EFIBMRNmRMAERFE, HEXKMABH URN,

BB TRR " SEFRE S "5 " RiAR " ANRIAFA, R TFEEIEEFIKF RS S3 9

HigE, FEREFEERILEEFED R, XENERBERHREMED ERREPINRIZE,

KXFIAES

CloudMirror EHIZRE XN R NIREFEDEREREE R PisERBNEFED R, BEAFMEDEREA CloudMirror £
fll, BAEIBAHNAEMNEFEDRERRE XML, EFEE XML B8N BRER S3 FiEnRinmy
URN o
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) BT ssuRMTHEREFHETRSE,

BXREEIREFNEERERZN—RER. BEINAmazonXEHEXBKIEEHI(CRR)NAR. B
K StorageGRID dNfAISLHES3EFE D R EFIECEAPIRVER. 1BSNLES3%E P ini BIZFrYER.

NRE @aﬁ%ﬂ’]ﬁﬁ%ﬁﬁﬂ:ﬁ% CloudMirror 21, NZERFMEIEFED RFEIFNR, EREHEFED
BHRIAENR. ERIEFRNENRT GEMREE R,

NRESFIEE XML FIEFAESE, N StorageGRID 7EXf B1T S3 in I TIRIEINRERZEL. BfifimRIEY
MZFFEERTFMESL. BSPERE E#‘T%éﬁﬁif“ IR AR,

p
1. WEFEDERBRER:

ERXARIEZSRCIRE S3 Efl API PIEENBRAERIFIFRHNERIEE XML, & XML B

° 57 E, StorageGRID (XZ#FHEFIEEN V1 . XEKE. StorageGRID A% #FER Filter Element
EE’JHU‘J HEREVIHPE XBBRHREENAE. BEXFMES, FENEXEFIERERN Amazon X

° f£F S3 FE D ERIR =AY URN R B 1R,
° WAJLUAIN <StorageClass> 7o FEEU TRz —:
* STANDARD: BRIATFEE., MR EEMNRETKRIEEFMELE. WS 2R sTANDARD EEAFHEE.
* STANDARD IA: (fME—AREiIHRE, )X FihRIERRENFEEEREN RIS RIAEIE. 5ER

tETF i,
* REDUCED REDUNDANCY: RUtFEEXATFEMEAREEMTIIEXRE. AIEINEHE STANDARD
FiE%,

° YNRIEE Role EECEXMLA. IHEHUIGHKBER, StorageGRID AMERALLE,

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. FAFEESRD, wEFE (S3) >0k,
3. EHIRTFED ERRIR R,

LB R B i3 B 4R B DUE,
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4. R FERS > 8.
o. i * BREH * ik,
6. WEFIEE XML KEMLEIXAER, AFERE * REFEEH

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ

@ StorageGRID EIE GG EIRS NS EIE APl A MAFPKF BEFERS. @0
RFREFRE XML BT L4 551R, 15EXR StorageGRID EIER,

7. WIS HECE ST IER:
a. MFEFEIBRRAI—IHER, UWkEERREREENEFIER,



ERIEE RGP, SRS 2020 " LEHHR.
b. HIAMREEHIF BIRTEHES o
HFNEHER, EEHRIERREHTT.
BXER
"7 fi#CloudMirrorE HlIAR 5"
"fiEF S3"
"BIETF SRS RS

ECEFHER]

BHBRSS B = StorageGRID FEIREZ2—- EBRIUAGFMEDEBAEM, UEEEXE
EEHME B RIXEIZH# AWS Simple Notification Service (SNS) HIBEIRARS

TERENRE
* StorageGRID EEGZHMAENHAF K ERTEEKRS,
* BB —MEMES R, AReRERAIR.
* ZRFEMMENBEMNIERUNEFE, HESTEBHE URN,

* BB TEE " EEFESER "SRR " NRARA, RAFEEERF KA RFRE S3 0K
MiKE, EREFEEREEFHEIREN, XENREIBEANFEDERRBPINRIZE.

XFIAES

BEEEHENG, SUREFEEIBRTNENTRLEISTEEMHN, MIEMR—EM, FEELXEBIEERR
mHE @RS (SNS) T, BEANEFMEIERBREEN, HAgEANBAENAEMNEE XML , BHEiE
XML A EREA BB 4B IESE URN o

BXREHEMURINAREEXLEENN—ARIES, FZEI Amazon X, HX StorageGRID fRISEHE S3 72 fiE
DEREHECE API BVER, BZIKHE S3 BF sl AIEFINR.

MRNEENENEFEDERBASMHEN, WXSNEREFENEEFRITRRELEEN.

p
1. RREFED BB

° FRANXARIBERAIER A S3 @K API HiEENSE R EHFAENEHMEE XML .
o BgE XML B, IBEREMEMESM URN fEABIRE,
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- EHEPEESRS, EEFEFE (S3) >k,
IR E D BRAI R R,

LB R B g7 BRI 4R S TUE,

SR FERS > FHEA
R BRASMMER - Sk E,
- FrBAECE XML #5MEEISXAHESR, FAEER * RIFEN o



Bucket options Bucket access Platform services

Replication Disabled v
Event notifications Disabled ~
Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)
# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.
Enable event notifications
Clear
L Lal
<NotificationConfigoration>
<TopicConfiguration>
<Id>»Image-cregteds,/ Id>
<Filter>
<5 3Key>
<FilterRules
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterRule>
</ 5G3Key>
<fFilters
Lo
< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

@ StorageGRID EE R HFEH MK EIEZHMIEEIER API A& MEFKFBEFERS. W
RFRFECE XML BY A4 551R, 1BEXAR StorageGRID EIE R,

7. WIER A EIEHEESHEA:
a. WEEFESRPASEE XML FEERML BRI Z RN RAITENE.

FEURAIR. SHERENRE. BESRKEXFEMHER inages/ A%,
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b. #INBRBR SNS EF KR IX @A,

pan, MRENERETITET AWS BEERMARS (SNS) L, MeILORIARSECE AE A EER Y

M8 R IX B FHR o

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

WMREBREDUEER, NRTEERMINA StorageGRID iEHAC & IRTE#E 52 ERo

RS ERS)
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T R R BoE A"
"fEF S3"

"BIRTERSRR"

ERERENIRS

EREMARS B =1 StorageGRID F5RSZ Z—o ERILIBALLARSS, LUEEEIE, MiFF
R E T E TR IC I N R TR A X R B ERRS

eI LMEREF B2 8 B E X StorageGRID FEE XML A FEFE D B RECE R REM.

@ HTFEREMRS RN RTHIELXTIBin, ELHEEE XML #¥F/9 metadata notification
configuration xml . LtECE XML 5T ERASEH@ERB notification BEEE xml R[E.

BXLUTEEXStorageGRID S3 REST APHEERIFME B, 1B N ILHESIE F i AIERF895HER:

* MFRTFAE D BT R B A EC & AR
* REFfED BT IEEREC BB R
* PUT ZiE D BT HIE@MECEIBER

HXER
"AFIERERECE XML"

"TTEEE AN R E S RTHE"
"EIEREMARSS ERLHY JSON"
"B R ERARSS"

"f£F S3"

AT EREMVECE XML
BREMRSERPESN—HARNHITIE

<MetadataNotificationConfiguration> #l
</MetadataNotificationConfiguration> #5ide. S NHNERIEEMNIEHIZE B
AT R ARz StorageGRID R4 XL 3T R BYTTEIE A 1X 2 RY B AF.

A LU R BB IHIEN R, Flil. EIUREAGRENNRNTHIE /inages —MBR. HRHEEH
SR RIBETEIR /videos B—1 BIRESHNEEELY, ERXNSWIES, flon. —MEcE. HHPESE
— PRI RN cest MEZNHN. BFEBRIZHMNR test2 TR

WAIER S RERM RS 6 StorageGRID x5 AY URN 18E Bin. Xitbins 235 Elasticsearch S8 FE X
HZR5|FIEE,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description
MetadataNotificationConfiguration  FfF457E s #URIERI AT R A B ARAIFL NI B9 A 234
120

BE—THES T HNTE.

AL BT RRRG H TSR AN S E 2R 5 | FRIX KRB
M EY A ZEARIC

BEFIZESHIAN.

& 1E MetadataNotificationConfiguration JtZ&

ID M BYE—FRIR T o
BE7E Rule TtEH,
Status KSAILUZ "ERA "N " EER" . FTaNEREAN

MR TESATHRFo
BE7E Rule TTEH,

Required

=i

=i

iyl

=
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Name Description Required

EIE: SHALERNNRZUMMEIRE, ExfiEitE =28
E¥sE B17T.

BENERENR, FHEE—TTIR.

B &7 Rule TR,

Bt M BB SRR, =i
B &7 Rule TR,

URN RENRTHENBIR urn . BAREBLUTESE =28

A StorageGRID 529 URN :

* es UIMEE =N,

* URNZUAFETTEIERIRS IFIRBLEE . A

domain-name/myindex/mytypeo

im AT BRSSP EIE AP #H1TEE., T
AT

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHCE XML ZRiEcBimem, SNEERFRK
HER 404 2,

un BEEBMRTES,

ERRGITTEIEENEE XML T RENEAEZB 2RI XML .

BTERDR AN KRNTERENRE
FUTRAIR, FREXNRENRITHIEERFLIXEIE—B 1T,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>

<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>

AR iR ENRE

FELRAIR. BIESHELRENMRIMNRITEIE /inages KEF—1BiR. SRR RIIRTE

BN EZEE—PBIR /videos RIXFIF— 1 EiTRo

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BXER
"M S3"

"B REMARSS AR JSON"
"B RERARSS"
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BB REMARS

SUME, BSHENERETRENITON, R ERRS PSSR RS
EERES,
TBEENAS

* StorageGRID EEGZHAMAEHNHEF K, BRF SRS,

* BB RIRENHERBRGIZRS M S3 FiED .

* ZREEREMRS BFNIGERSNEEE, FESTIABHE URN,

c R TRE " BERESE " " RiER " ARNARA, ARRAITFEEERFIKFFRE S3 7k

HigE, FEREFAEERIEFEDBRE, XENESBZHNEFMED ERREPINRIEE,

RFUIES
NRFEDREEERREMRS G, SIZNKRAEHNRITIHIEIATIC AL B REE B IRm RIS RTTE
. MRANEESHRNEFEIRERERENRS, WAZEHANRNENRAIETIHIRE, EAREHXLE
REXNR, UBRETHIEERNE BEMERERSIF,
p

1. EAXAYRIERR G2 R B REMFIFERTHIEER XML o

* FEIEXATERENNEE XML HEER.
° BCE XML BY, IEEREREMRRI URN fEABTR.

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. FHPEESTR, EFEFHE (S3) >R
3. WEHERTFE D ERRIR MR,

MBS R B i 57 B F 4R S DUE,

4. FE - TAmRS * > IEREN
o. i BREREMR * EiEE,
6. WroiEEMEEMMLEIXAET, AREEE - REEQL "
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

@ StorageGRID B G AEAMIR SRR EIE APl A MAFKFP BBRTEERS. NRR
FECE XML Bt A4 $51R, 15BKA& StorageGRID EIER,

7. BIFE R E IR E R REMRSS:
a. MIRFESERAIN— TR, UHRERE XML iR TiEaM A E R,

ERE SRR, FNEEFED R N RE SRR T EE.

b. HINE XN RITTEIEFIRIZH JSON XISE RN E KRR EERRSIF,

e
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RIERE, EaUERUTE—AA2RAEES BRAIEREMR:

CEECFEME (S3) >R, AREUEETR * BREREMN * EiEE,
* WIREEEMER S3API, BERMERDBRTTHEIEEIER, BESNE XL S3 FF hNAIEFBINER.

BXER
"7 RIS REE R AR S

"ATFIERERIECE XML"
" S3"

"B TFERSRR"

RIS REEARSS £ RLEY JSON

NEEDERERERERIRSE, SRR, EMHBERNRITHIESNIRICH, RAEHS
E R — JSON XA IFH & IXE BRiR =0

R R T ERZRANN RN AT B4 B RIJSONTR seGWs/Tagging. txt R NHTFHEDERHEIE
testo o test FEMEDERFRHITHRAIZ . Ft versionid FRiEAT,

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

TUEEEA P e S B R ITELE

TRIET BARRENEAZERBirm=0 JSON XiEFE2NE FE,
NEBMEEFMEDRER, WRAMMARD ID WIRET) -
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Type
FHEDBNNRER

key: MWRZEFABIR

region: 540, BucketXig us-

east-1

size: HTTPEFIHA] AR K
INUAF T AL

AR Tz

Tags

10 B & #RA0 n) @ A
bucket: FEDEENBIR

versionID: MWRRA. BTFRRAIEHIFIDERPEIXR

ARG TR

md5. WREH

metadata: WREFMERFTHIE. (FAREN

key:value

tags: AMREXBFABENRITIC. (EAREN

key:value

S FARCH AP TTEYE, StorageGRID 24§ HEAMEMF(EANF R BT S3 EHEMEELS

@ Elasticsearch . EAZE Elasticsearch UG XLEFRF R FRFE N HEFTENF, 151%R Elasticsearch
WEAHITOIS FER PRSI FNIRET HEAE . B REMRS 281, MAERS| LERAIESFER
BREY, AXIEHIRS|G, EBIEERS|IPREXXEFERIE,
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